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The .alt Special -Use Top-Level Domain

Abst r act

Thi s docunent reserves a Top-Level Domain (TLD) |abel "alt" to be
used in non-DNS contexts. It also provides advice and guidance to
devel opers creating alternative namespaces.

Status of This Meno

This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9476

Copyri ght Notice
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
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Many Internet protocols need to nane entities. Names that |ook |ike
DNS nanmes (a series of |abels separated with dots) have becone
common, even in systens that are not part of the global DNS
adm ni stered by | ANA. This docunment reserves the top-|evel |abe
"alt" (short for "alternative") as a special -use donmai n nane

[ RFC6761]. This top-level |abel can be used as the final (rightnost)
| abel to signify that the nane is not rooted in the global DNS and
that it should not be resolved using the DNS protocol

Throughout the rest of this docunment, the top-level "alt" |abel is
shown as ".alt" to match the comon presentation form of DNS nanes.

As detailed in Section 3.1, | ANA has added the .alt nanme to the
"Speci al -Use Domai n Nane" registry. |ANA sets aside nanes in that
registry, as described in <https://ww.iana.org/donai ns/reserved>

The techniques in this docunent are primarily intended to address
some of the issues discussed in [ RFC8244], which contains additiona
background on the issues with special-use domai n nanes.

In this docurment, ".alt" was chosen for the special -use domai n nane
instead of something like "alt.arpa" so that systens that use the
nane do not have to worry that a parent of their nane woul d be
resolved if the name | eaked to the Internet. Historically, sone
systens that want to use non-DNS nanes wanted the entire nane to be
not in the DNS, and reserving ".alt" fulfills that use case.

1.1. Termi nol ogy

Thi s docunent assumes familiarity with DNS terns; please see
[ RFC8499]. Terminology that is specific to this docunment is:

DNS nanme: Donmin nanes that are intended to be used with DNS
resolution, either in the global DNS or in some other context.

DNS context: The namespace anchored at the gl obally uni que DNS root
and adm nistered by 1ANA. This is the namespace or context that
"normal " DNS uses.

non- DNS context: Any other (alternative) namespace.

pseudo- TLD: A | abel that appears in a fully qualified domain nane in
the position of a TLD, which is not part of the global DNS. This
termis not intended to be pejorative.

TLD: See the definition in Section 2 of [RFC8499].
1.2. Requirenents Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. The .alt Nanespace

Thi s docunent reserves the .alt |abel for use as an unmanaged pseudo-
TLD nanespace. The .alt |abel can be used in any domain name as a
pseudo-TLD to signify that this is an alternative (non-DNS) nanespace
and shoul d not be | ooked up in a DNS context.

Thi s docunent uses ".alt" for the pseudo-TLD in the presentation
format for the DNS, corresponding to a 0x03616c7400 suffix in DNS
wire format. The on-the-wire formats for non-DNS protocols mght be



3.

3.
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different.

Because nanes beneath .alt are in an alternative nanespace, they have
no significance in the regular DNS context. DNS stub and recursive
resol vers do not need to |l ook themup in the DNS context.

DNS resolvers that serve the DNS protocol and non-DNS protocols at
the sane tine mght consider .alt like a DNS entry in the "Transport-
I ndependent Local | y-Served DNS Zone Registry" that is part of ANA's
"Local | y-Served DNS Zones" registry, except that .alt is always used
to denote nanmes that are to be resolved by non-DNS protocols. Note
that this document does not request adding .alt to these registries
because .alt, by this specification, is not a DNS nane.

Note that using .alt as a pseudo-TLD does not mandate how the non- DNS
protocol will handle the nane. To maxim ze conpatibility with
existing applications, it is suggested, but not required, that non-
DNS protocol s using nanmes that end in .alt follow DNS nanme syntax.

If the non-DNS protocol has a wire format |ike the DNS wire format,

it mght append the null |abel at the end of the nane, but it also

m ght not. This docunent does not nake any suggestion for how non-
DNS protocols deal with the wire format of their nanes.

Groups wishing to create new alternative nanespaces may create their
al ternative nanespace under a | abel that nanes their namespace under
the .alt pseudo-TLD. This docunent defines neither a registry nor a
governance nodel for the .alt nanespace, as it is not nanaged by the
| ETF or 1ANA. There is no guarantee of unanbi guous nappi ngs from
nanes to name resol ution nechanisns. Mtigation or resolution of
collisions that occur under .alt are outside the scope of this
docunent and outside the IETF s renmt. Users are advised to consider
the associ ated risks when using nanes under .alt.

Regar dl ess of the expectations above, nanmes in the .alt pseudo-TLD
will leak outside the context in which they are valid. Decades of
experience show that such names will appear at recursive resolvers
and will thus al so appear at the root servers for the gl obal DNS

Sending traffic to the root servers that is known to always elicit an
NXDOVAI N response, such as queries for nanmes ending in .alt, wastes
resources on both the resolver and the root server. Caching

resol vers perform ng aggressive use of DNSSEC-val i dated caches
(described in [RFC3198]) may mitigate this by synthesizing negative
answers from cached NSEC records for nanes under .alt. Simlarly,
caching resolvers using QNAVE ninim zation (described in [ RFC9156])
will cause less of this traffic to the root servers because the
negative responses will cover all nanes under .alt.

Currently depl oyed projects and protocols that are using pseudo- TLDs
are recomended to nove under the .alt pseudo-TLD, but this is not a
requirenent. Rather, the .alt pseudo-TLD is being reserved so that
current and future projects of a simlar nature have a desi gnated

pl ace to create alternative resol uti on namespaces that will not
conflict with the regul ar DNS cont ext.

I ANA Consi derations
1. Special-Use Donmain Nanme Registry

The | ANA has added the .alt nane to the "Special - Use Domai n Name"
registry [RFC6761] with a reference to this RFC

2. Domain Nane Reservation Consi derations

This section exists to nmeet the requirenments of [RFC6761]. The
questions posed in [ RFC6761] were largely witten assum ng a DNS



resol ution system and so sone of the questions are not especially
rel evant or well suited.

1. Users nmight or might not recognize that names in the .alt pseudo-
TLD as speci al .

2. Application software that uses alternative nanespaces in the .alt
pseudo- TLD are expected to have their own processing rules for
their own nanes, probably in specialized resolver APIs,
libraries, and/or application software. Application software
that is not specifically designed to use nanmes in the .alt
pseudo- TLD are not expected to nake their software recognize
these nanes as speci al

3. Devel opers of name resolution APIs and |ibraries that are
specifically designed to inplenent resolution of an alternative
nane resol ution systemare expected to recognize nanes in the
.alt pseudo-TLD as special and thus performresolution of those
nanes. The exact nechani smused by the name resolution APls and
libraries will obviously depend on the particular alternative
resol ution system Regular DNS resolution APIs and libraries are
not expected to recognize or treat nanmes in the .alt pseudo-TLD
differently.

4. Caching DNS servers SHOULD NOT recogni ze nanmes in the .alt
pseudo- TLD as special and SHOULD NOT perform any special handling
with them

5. Authoritative DNS servers SHOULD NOT recognize nanes in the .alt
pseudo- TLD as special and SHOULD NOT perform any special handling
with them

6. DNS server operators will treat nanes in the .alt pseudo-TLD as
they would nanes in any other TLD not in the global DNS. DNS
server operators may be aware that queries for names ending in
.alt are not DNS names and that queries for those nanes were
| eaked into the DNS context. This information can be useful for
support or debuggi ng purposes.

7. It is not possible for DNS registries/registrars to regi ster DNS
nanes in the .alt pseudo-TLD as the .alt will not exist in the
gl obal DNS root.

Privacy Consi derations

Thi s docunment reserves .alt to be used to indicate that a name is not
a DNS nanme. Unfortunately, these queries will undoubtedly leak into
the global DNS. This is a general problemw th alternative
nanespaces and not confined to nanes ending in .alt.

For exanple, a value such as "exanple.alt" could easily cause a
privacy issue for any names in that nanespace that are |eaked to the
Internet. In addition, if a name ending in .alt is sufficiently

uni que, long-lasting, and frequently leaks into the global DNS, then
regardl ess of how the nanme is constructed, it can act simlar to a
web cookie with all the associated downsi des of identification or re-
i dentification.

Security Considerations

Because nanes in the .alt pseudo-TLD are explicitly outside of the
DNS context, it is inpossible to rely on any DNS-rel ated security
considerations. Care nust be taken when mappi ng the pseudo-TLD into
its correspondi ng non-DNS nane resol ution systemin order to get
what ever security is offered by that system
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