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Abst ract

Secure Tel ephone Identity Revisited (STIR) provides a neans of
attesting the identity of a tel ephone caller via a signed token in
order to prevent inpersonation of a calling party nunber, which is a
key enabler for illegal robocalling. Simlar inpersonation is
sonetines | everaged by bad actors in the text and nultinedia
messagi ng space. This docunment explores the applicability of STIR s
Personal Assertion Token (PASSporT) and certificate issuance
framework to text and multinmedi a nmessagi ng use cases, including
support for both nessages carried as a payload in SIP requests and
messages sent in sessions negotiated by SIP
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I nt roducti on

The STIR probl em statenent [ RFC7340] descri bes wi despread probl ens
enabl ed by inpersonation in the tel ephone network, including illega
robocal | i ng, voicemail hacking, and swatting. As tel ephone services
are increasingly mgrating onto the Internet and using Voice over IP
(Vol P) protocols such as SIP [RFC3261], it is necessary for these
protocol s to support stronger identity mechani sms to prevent

i npersonation. [RFC8224] defines a SIP Identity header capabl e of
carrying PASSpor T [ RFC8225] objects in SIP as a neans to
cryptographically attest that the originator of a telephone call is
authorized to use the calling party nunber (or, for SIP cases, SIP
URI) associated with the originator of the call.

However, the problem of bulk, unsolicited comrercial conmunications
is not limted to tel ephone calls. Spamrers and fraudsters are
increasingly turning to nessaging applications to deliver undesired
content to consumers. |In some respects, mtigating these unwanted
messages resenbles the email spam problem for exanple, textua

anal ysis of the message contents can be used to fingerprint content
that is generated by spanmers. However, encrypted messaging is
becom ng nore common, and anal ysis of nessage contents nmay no | onger
be areliable way to mtigate nessaging spamin the future. As STIR
sees further deploynent in the tel ephone network, the governance
structures put in place for securing tel ephone-network resources with
STIR coul d be repurposed to hel p secure the nessagi ng ecosyst em

One of the nore sensitive applications for nessage security is

emer gency services. As next-generation emergency services

i ncreasingly incorporate nessaging as a node of comunication with
public safety personnel (see [RFC8876]), providing an identity
assurance could help to mtigate denial-of-service attacks and
ultimately help to identify the source of energency conmunications in
general (including swatting attacks, see [RFC7340]).

Therefore, this specification explores how the PASSporT nechani sm
defined for STIR could be applied in providing protection for textua
and nmul tinedi a messaging, but it focuses particularly on those
messages that use tel ephone nunbers as the identity of the sender
Moreover, it considers the reuse of existing STIR certificates, which
are beginning to see wi despread depl oynent for signing PASSporTs that
protect nmessages. For that purpose, it defines a new PASSporT type
and an el ement that protects message integrity. It contains a

m xture of normative and informative gui dance that specifies new
clains for use in PASSporTs as well as an overview of how STIR m ght
be applied to nmessaging in various environnents.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Applicability to Messagi ng Systens



At a high level, PASSporT [ RFC8225] clains provide sinmlar value to
nunber - based nmessaging as they do to tel ephone calls. A signature
over the calling and called party nunbers, along with a tinmestanp,
could already help to prevent inpersonation in the nobil e-nessagi ng
ecosyst em

When it comes to protecting nessage contents, broadly, there are a
few ways that the PASSporT mechani smof STIR could apply to
nmessagi ng:

1. a PASSporT could be used to securely negotiate a session over
whi ch nessages will be exchanged (see Section 3.1), and

2. in sessionless scenarios, a PASSporT could be generated on a per-
message basis with its own built-in nessage security (see
Section 3.2).

3.1. Message Sessions

In the first case, SIP negotiates a session in which the nedia wll
be text nmessages or M ME content, as, for exanple, with the Message
Session Relay Protocol (MSRP) [ RFC4975]. This usage of STIR would
deviate little from|[RFC8224]. An INVITE request sent with an
ldentity header containing a PASSporT with the proper calling and
called party nunbers woul d then negotiate an MSRP session the sane
way that an INVITE for a tel ephone call would negotiate an audio
session. This could be applicable to MSRP sessions negotiated for

Ri ch Comuni cation Suite (RCS) [RCC.07]. Note that, if TLS is used
to secure MSRP (per RCS [RCC. 15]), fingerprints of those TLS keys
coul d be secured via the "nky" claimof PASSporT using the framework
described in [RFC8862]. Simlar practices would apply to sessions
that negotiate real-time text over RTP ([ RFC4103], [RFC5194]); any
that can operate over DTLS/ SRTP (Secure Real -tine Transport Protocol)
should work with the "nky" PASSporT claim For the nost basic use
cases, STIR for nmessaging should not require any further protoco
enhancemnent s.

Current usage of [RFC8224] ldentity is largely confined to INVITE
requests that initiate tel ephone calls. RCS-style applications would
require PASSporTs for all conversation participants, which could
becone conplex in multiparty conversations. Any solution in this
space would likely require the inplementation of STIR-connected
identity [ CONNECT-1D-STIR], but the specification of PASSporT-signed
session conferencing is outside the scope of this docunent.

Al so note that the assurance offered by [ RFC8862] is "end-to-end" in
the sense that it offers assurance between an authentication service
and verification service. |If those are not inplenented by the
endpoi nts thensel ves, there are still potential opportunities for
tanperi ng before nmessages are signed and after they are verified.
However, for the nost part, STIR does not intend to protect against
machi ne-i n-the-ni ddl e attacks so nuch as spoofed origination; so the
protection offered may be sufficient to mitigate nui sance nmessagi ng.

3.2. PASSporTs and I ndividual Messages

In the second case described in Section 3, SIP also has a nethod for
sendi ng nmessages in the body of a SIP request: the MESSAGE net hod

[ RFC3428]. For example, MESSAGE is used in some North American
energency services use cases. The interaction of STIR with MESSAGE
is not as straightforward as the potential use case with MSRP. An
Identity header could be added to any SI P MESSAGE request, but

wi t hout some extension to the PASSporT clains, the PASSporT woul d
offer no protection to the nessage content; it would potentially be
reusabl e for cut-and-paste attacks where the Identity header field



froma legitimte request for one user is reused in a request for a
different user. As the bodies of SIP requests are M ME encoded, S/
M ME [ RFC8591] has been proposed as a neans of providing integrity
for MESSAGE (and sone MSRP cases as well). The use of Common
Presence and I nstant Messaging (CPIM [RFC3862] as a M ME body all ows
the integrity of messages to withstand interworking with protocols
that are not SIP. The interaction of STIR certificates with S/M M
(see [ RFC8226]) for nessaging applications would require further
specification; additionally, PASSporT can provide its own integrity
check for nessage contents through a new claimdefined to provide a
hash over nessage contents.

In order to differentiate a PASSporT for an individual nmessage froma
PASSpor T used to secure a tel ephone call or nessage stream this
docunent defines a new "nsg" PASSporT type. "nsg" PASSporTs may carry
a new optional JSON Web Token (JWI) [RFC7519] claim"nsgi", which
provi des a digest over a MM body that contains a text or nultinmedia
message. Authentication services MIJST NOT include "nsgi" elenments in
PASSpor T types ot her than "msg", but "nmsgi" is OPTIONAL in "nsg"
PASSpor Ts, as integrity for nessages nmay be provi ded by sone ot her
service (e.g. [RFC8591]). Verification services MJST ignore the
presence of "megi" in non-"msg" PASSporT types.

The claimvalue of the "msgi" claimkey is a string that defines the
crypto algorithmused to generate the digest concatenated by a hyphen
with a digest string. [Inplenentations MJST support the hash

al gorithms SHA-256, SHA-384, and SHA-512. These hash algorithns are
identified by "sha256", "sha384", and "sha512", respectively. SHA-
256, SHA-384, and SHA-512 are part of the SHA-2 set of cryptographic
hash functions [ RFC6234] defined by the US National Institute of

St andards and Technol ogy (NI ST). [SHA2] inplenentations MAY support
addi ti onal recommended hash algorithns in the "COSE Al gorithns"
registry (https://ww.iana.org/assi gnnments/cose); that is, the hash
al gorithm has "Yes" in the "Recommended"” columm of the | ANA registry.
Hash al gorithmidentifiers MJST use only | owercase letters, and they
MUST NOT contai n hyphen characters. The character follow ng the

al gorithm string MJUST be a hyphen character ("-" or ASCI| character
45) .

The subsequent characters in the claimvalue are the base64-encoded

[ RFC4648] digest of a canonicalized and concatenated string or

bi nary- dat a- based M ME body of the message. An "nsgi" message di gest
is computed over the entirety of the MMt body (be it carried via SIP
or not); per [RFC3428], this may be any sort of M ME body, including
a multipart body in sone cases, especially when nultinedia content is
i nvol ved. Those M ME bodi es may or nay not contain encrypted content
or as the sender desires. The digest beconmes the value of the JW
"megi" claim as per this exanple:

"megi "
"sha256- H8BRh8j 48 oVYat f u5AZzq6A9RI NQZngK7T62enBMU 1FLnB2t +eX6x O

Per [RFCB224], this specification leaves it to local policy to
det ermi ne how nessages are handl ed after verification succeeds or
fails. Broadly, if a SlIP-based verification service wants to
conmuni cate back to the sender that the "nsgi" hash does not
correspond to the received nessage, using a SIP 438 response code
woul d be nost appropriate.

Note that, in some CPIM environnents, intermediaries may add or
consunme CPI M headers used for netadata in nessages. M Me-|ayer
integrity protection of "nsgi" would be broken by a nodification

al ong these lines. Any such environnment would require a profile of
this specification that reduces the scope of protection only to the
CPI M payl oad, as discussed in Section 9.1 of [RFC8591].



Finally, note that messages may be subject to store-and-forward
treatnment that differs fromdelivery expectations of SIP
transactions. |In such cases, the expiry freshness w ndow r ecormended
by [ RFC8224] mmy be too strict, as routine behavior mght dictate the
delivery of a MESSAGE nminutes or hours after it was sent. The
potential for replay attacks can, however, be largely nitigated by
the timestanp in PASSporTs; duplicate nmessages are easily detected,
and the tinmestanp can be used to order nessages displayed in the user
inbox in a way that precludes showi ng stal e nmessages as fresh

Rel axi ng the expiry tinmer would require support for such features on
the receiving side of the message.

.2.1. PASSporT Conveyance w th Messagi ng

If the nessage is being conveyed in SIP, via the MESSACE nethod, then
the PASSporT could be conveyed in an ldentity header in that request.
The aut hentication and verification service procedures for popul ating
that PASSporT woul d follow the guidance in [RFC8224], with the
addition of the "nsgi" claimdefined in Section 3.2.

In text nessagi ng today, Miltinedi a Messaging Service (MVB) nessages
are often conveyed with SMIP. Thus, there is a suite of additiona
emai | security tools available in this environnent for sender

aut henti cation, such as "Donmai n-based Message Authenticati on,
Reporting, and Conformance (DMARC)" [RFC7489]. The interaction of
these nechanisns with STIR certificates and/ or PASSporTs woul d
require further study and is outside the scope of this docunent.

For other cases where nessages are conveyed by sonme protocol other
than SIP, that protocol itself mght have sonme way of conveying
PASSpor Ts. There will surely be cases where | egacy transm ssion of
messages will not permt an acconpanying PASSporT; in such a
situation, sonething |ike out-of-band [ RFC8816] conveyance woul d be
the only way to deliver the PASSporT. For exanple, this may be
necessary to support cases where | egacy Short Message Peer-to- Peer
[ SMPP] systenms cannot be upgraded.

A MESSACGE request can be sent to nultiple destinations in order to
support multiparty nessaging. |n those cases, the "dest" clai m of
the PASSporT can accommodate the nultiple targets of a MESSAGE

wi thout the need to generate a PASSporT for each target of the
message. However, if the request is forked to multiple targets by an
intermediary later in the call flow, and the list of targets is not
avail able to the authentication service, then that forking

i ntermedi ary woul d need to use diversion PASSporTs [ RFC8946] to sign
for its target set.

Certificates and Messagi ng

"Secure Tel ephone ldentity Credentials: Certificates" [RFC8226]
defines a way to issue certificates that sign PASSporTs, which attest
through their TNAuthList a Service Provider Code (SPC) and/or a set
of one or nore tel ephone nunbers. This specification proposes that
the semantics of these certificates should suffice for signing for
messages from a tel ephone nunber wi thout further nodification

Note that the certificate referenced by the "x5u" of a PASSporT can
change over tine due to certificate expiry/rollover; in particular,
the use of short-lived certificates can entail rollover on a daily
basis or even nore frequently. Thus, any store-and-forward nmessagi ng
systemrel yi ng on PASSpor Ts must take into account the possibility
that the certificate that signed the PASSporT, though valid at the
time the PASSporT was generated, could expire before a user reads the
message. This might require:

* storing sone indicator of the validity of the signature and
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certificate at the time the message was received, or
* securely storing the certificate along with the PASSporT

so that the "iat" claimcan be conpared with the expiry freshness
wi ndow of the certificate prior to validation.

As the "orig" and "dest" clains of PASSporTs may contain URIs without
t el ephone nunbers, the STIR for nessagi ng nechani smcontained in this
specification is not inherently restricted to the use of tel ephone
nunbers. This specification offers no guidance on appropriate
certification authorities for designing "orig" values that do not
contain tel ephone nunbers.

I ANA Consi derations
JSON Wb Token O ai ns Registration

| ANA has added one new claimto the "JSON Wb Token C ai ns" registry
that was defined in [ RFC7519].

Cl ai m Name:  nsgi

ClaimDescription: Message Integrity Information
Change Controller: |ETF

Speci fication Docunent(s): RFC 9475

PASSpor T Type Regi stration

Thi s specification defines one new PASSporT type for the "Personal
Assertion Token (PASSporT) Extensions" registry defined in [ RFC8225].

ppt val ue: nsg
Ref erence: Section 3.2 of RFC 9475
Privacy Consi derations

Si gni ng messages or message sessions with STIR has little direct
bearing on the privacy of messaging for SIP as described in [ RFC3428]
or [RFC4975]. An authentication service signing a MESSAGE net hod may
conpute the "nmsgi " hash over the nmessage contents; if the nessage is
in cleartext, that will reveal its contents to the authentication
service, which might not otherwi se be in the call path.

The inplications for anonynmity of STIR are di scussed in [ RFC8224],
and t hose consi derations would apply equally here for anonynous
messagi ng. Creating an "nsg" PASSporT does not add any additiona
privacy protections to the original nmessage content.

Security Considerations

This specification inherits the security considerations of [RFC8224].
The carriage of nmessages within SIP per Section 3.2 has a nunber of
security and privacy inplications as docunented in [ RFC3428], which
are expanded in [RFC8591]; these considerations apply here as well.
The gui dance about store-and-forward nessagi ng and replay protection
in Section 3.2 should also be recogni zed by inpl enenters.

Note that a variety of protocols that are not SIP, both those
integrated into the tel ephone network and those based on over-the-top
applications, are responsible for nost of the messaging that is sent
to and fromtel ephone nunbers today. Introducing this capability for
Sl P-based nessaging will help to mtigate spoofing and nui sance
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