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I nt roducti on

The current Internet architecture does not explicitly support
endpoi nt di scovery of forwardi ng paths through the network nor the

di scovery of properties and services associated with these paths.

Pat h- aware networking, as defined in Section 1.1 of [RFC9217],

descri bes "endpoi nt discovery of the properties of paths they use for
communi cati on across an internetwork, and endpoint reaction to these
properties that affects routing and/or data transfer”. This docunent
provides a generic definition of path properties, addressing the
first of the questions in path-aware networking [ RFC9217].

As terms related to paths have been used with different neanings in
different areas of networking, first, this docunment provides a comon
term nol ogy to define paths, path elenents, and flows. Based on
these terns, the docunent defines path properties. Then, this
docunent provi des sonme exanpl es of use cases for path properties
Finally, the docunent lists several path properties that may be
useful for the nentioned use cases. This list is intended to be
nei t her exhaustive nor definitive.

Note that this docunment does not assume that any of the listed path
properties are actually available to any entity. The question of how
entities can discover and distribute path properties in a trustworthy
way i s out of scope for this docunent.

Thi s docunent represents the consensus of the Path Aware NetworKking
Research Group (PANRG .

Ter mi nol ogy

Entity: A physical or virtual device or function, or a collection of
devices or functions, that plays a role related to path-aware
networking for particular paths and flows. An entity can be on-
path or off-path. On the path, an entity nmay participate in
forwarding the flow, i.e., what nmay be called "data pl ane
functionality". On or off the path, an entity may influence
aspects of howthe flowis forwarded, i.e., what may be called
"control plane functionality”, such as path selection or service
invocation. An entity influencing forwardi ng aspects is usually
aware of path properties, e.g., by observing or neasuring them or
by |l earning them from another entity.

Node: An on-path entity that processes packets, e.g., sends,
receives, forwards, or nodifies them A node may be physical or
virtual, e.g., a physical device, a service function provided as a
virtual elenent, or even a single queue within a switch. A node
may al so be an entity that consists of a collection of devices or
functions, e.g., an entire Autononous System (AS)

Li nk: A medi um or conmuni cation facility that connects two or nore
nodes with each other. A link enables a node to send packets to
ot her nodes. Links can be physical, e.g., a W-Fi network that
connects an Access Point to stations, or virtual, e.g., a virtua
switch that connects two virtual machi nes hosted on the sane
physical machine. A link is unidirectional. As such,
bi directi onal comunication can be nodel ed as two |inks between
the sane nodes in opposite directions.

Path elenent: Either a node or a link. For exanple, a path el enent
can be an Abstract Network El enent (ANE) as defined in [RFC9275].



Path: A sequence of adjacent path el enments over which a packet can
be transmitted, starting and ending with a node.

Paths are unidirectional and tine dependent, i.e., there can be a
variety of paths fromone node to another, and the path over which
packets are transmtted may change. A path definition can be
strict (i.e., the exact sequence of path elements remains the
sanme) or loose (i.e., the start and end node renmin the sane, but
the path el enents between them may vary over tine).

The representation of a path and its properties nay depend on the
entity considering the path. On the one hand, the representation
may differ due to entities having partial visibility of path

el ements conprising a path or their visibility changi ng over tine.
On the other hand, the representation may differ due to treating
path elenments at different levels of abstraction. For exanple, a
path may be given as a sequence of physical nodes and the |inks
connecti ng these nodes, be given as a sequence of |ogical nodes
such as a sequence of ASes or an Explicit Route Object (ERO, or
only consist of a specific source and destination that is known to
be reachable fromthat source

A mul ticast or broadcast setting where a packet is sent by one
node and received by multiple nodes is described by multiple paths
over which the packet is sent, one path for each conbination of
sendi ng and receiving node; these paths do not have to be disjoint
as defined by the disjointness path property, see Section 4.

Endpoi nt: The endpoints of a path are the start and end node of the
path. For exanple, an endpoint can be a host as defined in
[ RFC1122], which can be a client (e.g., a node running a web
browser) or a server (e.g., a node running a web server)

Reverse Path: The path that is used by a renpte node in the context
of bidirectional comrunication

Subpath: G ven a path, a subpath is a sequence of adjacent path
el ements of this path.

Flow. One or nmultiple packets to which the traits of a path or set
of subpaths may be applied in a functional sense. For exanple, a
flow can consist of all packets sent within a TCP session with the
same five-tuple between two hosts, or it can consist of al
packets sent on the sane physical |ink.

Property: A trait of one or a sequence of path elenents, or a trait
of a flowwith respect to one or a sequence of path elenments. An
exanple of a link property is the maxi num data rate that can be
sent over the link. An exanple of a node property is the
adm ni strative donmain that the node belongs to. An exanple of a
property of a flow with respect to a subpath is the aggregated
one-way delay of the flow being sent fromone node to another node
over this subpath. A property is thus described by a tuple
containing the path element(s), the flow or an enpty set if no
packets are relevant for the property, the name of the property
(e.g., maximumdata rate), and the value of the property (e.g., 1
Gops) .

Aggregated property: A collection of multiple values of a property
into a single value, according to a function. A property can be
aggr egat ed over:

* multiple path elements (i.e., a subpath), for exanple, the MU
of a path as the mninmum MIU of all |inks on the path,

* multiple packets (i.e., a flow), for example, the nedian one-
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way | atency of all packets between two nodes,

* or both path el enents and packets, for exanple, the nean of the
queuei ng del ays of a flow on all nodes al ong a path.

The aggregation function can be nunerical (e.g., median, sum
mninmum or logical (e.g., "true if all are true", "true if at

| east 50% of values are true"), or it can be an arbitrary function
that maps multiple input values to an output val ue.

oserved property: A property that is observed for a specific path
el ement, subpath, or path. A property may be observed using
measur enents, for exanple, the one-way delay of a specific packet
transmtted fromnode to node.

Assessed property: An approximate cal cul ati on or assessnment of the
val ue of a property. An assessed property includes the
reliability of the cal culation or assessment. The notion of
reliability depends on the property. For exanple, a path property
based on an approximate cal cul ati on may descri be the expected
medi an one-way | atency of packets sent on a path within the next
second, including the confidence |evel and interval. A non-
nuneri cal assessment may instead include the likelihood that the
property hol ds.

Target property: An objective that is set for a property over a path
el ement, subpath, or path. Note that a target property can be set
for observed properties, such as one-way del ay, and also for
properties that cannot be observed by the entity setting the
target, such as inclusion of certain nodes on a path.

Term nol ogy Usage for Specific Technol ogi es

The terminol ogy defined in this docunment is intended to be genera

and applicable to existing and future path-aware technol ogies. Using
this term nol ogy, a path-aware technol ogy can define and consi der
specific path el enents and path properties on a specific |evel of
abstraction. For instance, a technol ogy may define path elenents as
IP routers, e.g., in source routing [RFC1940]. Alternatively, it may
consider path elements on a different layer of the Internet
architecture [RFC1122] or as a collection of entities not tied to a
specific layer, such as an AS or ERO Even within a single path-
awar e technol ogy, specific definitions mght differ depending on the
context in which they are used. For exanple, the endpoints mght be
the conmuni cating hosts in the context of the transport |ayer, ASes
that contain the hosts in the context of routing, or specific
applications in the context of the application |ayer.

Use Cases for Path Properties

When a pat h-aware network exposes path properties to endpoints or
other entities, these entities may use this information to achi eve
different goals. This section lists several use cases for path
properties.

Note that this is not an exhaustive list; as with every new
technol ogy and protocol, novel use cases may energe, and new path
properties nmay becone relevant. Mreover, for any particul ar
technol ogy, entities may have visibility of and control over
different path elenments and path properties and consi der them on
different |l evels of abstraction. Therefore, a new technol ogy may

i npl ement an existing use case related to different path elenents or
on a different |evel of abstraction

Pat h Sel ecti on



Nodes may be able to send flows via one (or a subset) out of multiple
possi bl e paths, and an entity may be able to influence the decision
about which path(s) to use. Path selection may be feasible if there
are several paths to the sane destination (e.g., in case of a nobile
device with two wireless interfaces, both providing a path) or if
there are several destinations, and thus several paths, providing the
same service (e.g., Application-Layer Traffic Optimzation (ALTO

[ RFC5693], an application |ayer peer-to-peer protocol allow ng

endpoi nts a better-than-random peer selection). Entities can express
their intent to achieve a specific goal by specifying target
properties for their paths, e.g., related to perfornmance or security.
Then, paths can be selected that best neet the target properties,
e.g., the entity can select these paths fromall avail able paths or
express the target properties to the network and rely on the network
to sel ect appropriate paths.

Target properties relating to network performance typically refer to
observed properties, such as one-way del ay, one-way packet |oss, and
link capacity. Entities then select paths based on their target
property and the assessed property of the avail abl e paths that best
mat ch the application requirenments. For such perfornance-rel ated
target properties, the observed property is simlar to a Service
Level Indicator (SLI), and the assessed property is simlar to a
Service Level Objective (SLO for IETF Network Slices

[ NETWORK- SLI CES].  As an exanpl e path-sel ection strategy, an entity
may select a path with a short one-way delay for sending a snall

del ay-sensitive query, while it may select a path with high link
capacities on all links for retrieving a large file.

It is also possible for an entity to set target properties that it
cannot (directly) observe, simlar to Service Level Expectations
(SLEs) for IETF Network Slices [NETWORK-SLICES]. This may apply to
security-related target properties (e.g., to nandate that al
enterprise traffic goes through a specific firewall) and path
selection (e.g., to enforce traffic policies by allow ng or

di sal l owi ng sending fl ows over paths that involve specific networks
or nodes).

Care needs to be taken when sel ecting paths based on observed path
properties, as path properties that were previously nmeasured may not
be hel pful in predicting current or future path properties, and such
path selection may | ead to uni ntended feedback | oops. Also, there
may be trade-offs between path properties (e.g., one-way delay and
link capacity), and entities may influence these trade-offs with
their choices. Finally, path selection may inpact fairness. For
exanple, if multiple entities concurrently attenpt to neet their
target properties using the same network resources, one entity’'s
choi ces may influence the conditions on the path as experienced by
fl ows of another entity.

As a baseline, a path-selection algorithmshould aimto do a better
job of neeting the target properties, and consequently accommbdati ng
the user’s requirements, than the default case of not selecting a
pat h nost of the tinme.

Pat h sel ection can be done either by the comunicating node(s) or by
other entities within the network. A network (e.g., an AS) can
adjust its path selection for internal or external routing based on
path properties. In BG, the Milti-Exit D scrimnator (MED)
attribute is used in the decision-making process to sel ect which path
to choose anbng those having the same AS path length and origin

[ RFC4271]; in a path-aware network, instead of using this single MED
val ue, other properties such as link capacity or |ink usage could
additionally be used to inprove | oad bal anci ng or performance

[ PERFORMANCE- ROUTI NG .
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2. Prot ocol Sel ection

Bef ore sending data over a specific path, an entity nay sel ect an
appropriate protocol or configure protocol paraneters dependi ng on
path properties. For exanple, an endpoint may cache state if a path
all ows the use of QUI C [RFCO000]; if so, it may first attenpt to
connect using QUIC before falling back to another protocol when
connecting over this path again. A video-stream ng application my
choose an (initial) video quality based on the achievable data rate
or the nmonetary cost of sending data (e.g., volune-based or flat-rate
cost nodel).

3. Service |Invocation

In addition to path or protocol selection, an entity may choose to

i nvoke additional functions in the context of Service Function
Chai ni ng [ RFC7665], which may influence which nodes are on the path.
For exanple, a O-RTT Transport Converter [RFC3803] will be involved
in a path only when invoked by an endpoint; such invocation will |ead
to the use of Multipath TCP (MPTCP) [ RFC8684] or tcpcrypt [ RFC8548]
capabilities, while such use is not supported via the default
forwardi ng path. Another exanple is a connection that is conposed of
mul tiple streams where each stream has specific service requirenents.
An endpoint may decide to invoke a given service function (e.qg.,
transcoding) only for sone streans while others are not processed by
that service function.

Exanpl es of Path Properties

This section gives sonme exanpl es of path properties that may be
useful, e.g., for the use cases described in Section 3.

Wthin the context of any particular technol ogy, avail able path
properties may differ as entities have insight into and are able to
i nfluence different path el enents and path properties. For exanple,
an endpoi nt may have some visibility into path elenents that are
close and on a |l ow | evel of abstraction (e.g., individual nodes
within the first few hops), or it may have visibility into path

el ements that are far away and/or on a higher |evel of abstraction
(e.g., the list of ASes traversed). This visibility my depend on
factors such as the physical or network di stance or the existence of
trust or contractual relationships between the endpoint and the path
element(s). A path property can be defined relative to individua
path el enments, a sequence of path elenents, or "end-to-end", i.e.
relative to a path that conprises of two endpoints and a single
virtual |ink connecting them

Path properties may be relatively dynamc, e.g., the one-way del ay of
a packet sent over a specific path, or non-dynamc, e.g., the MIU of
an Ethernet link that only changes infrequently. Useful ness over
time differs depending on how dynami c a property is: the nerit of a
monentarily observed dynam ¢ path property may dininish greatly as
time goes on, e.g., it is possible for the observed val ues of one-way
del ay to change on tinmescales that are shorter than the one-way del ay
bet ween the neasurenent point and an entity maki ng a decision such as
pat h sel ection, which my cause the neasurenent to be outdated when
it reaches the decision-nmaking entity. Therefore, consuners of
dynani c path properties need to apply caution when using them e.g.,
by aggregating them appropriately or applying a danpening function to
their changes to avoid oscillation. In contrast, the observed val ue
of a less dynami c path property m ght stay relevant for a | onger
period of tine, e.g., a NAT typically stays on a particular path
during the lifetine of a connection involving packets sent over this
pat h.

Access Technol ogy: The physical- or |ink-layer technol ogy used for



transmtting or receiving a flow on one or multiple path el enents.
If known, the access technol ogy may be given as an abstract |ink
type, e.g., as W-Fi, wired Ethernet, or cellular. It nmay also be
given as a specific technology used on a link, e.g., 3GPP cellular
or 802.11 Wreless Local Area Network (W.AN). Oher path el enents
rel evant to the access technol ogy may include nodes related to
processi ng packets on the physical or link layer, such as elenents
of a cellular core network. Note that there is no comon registry
of possible values for this property.

Monetary Cost: The price to be paid to transnmit or receive a
specific flow across a network to which one or multiple path
el ement s bel ong.

Service Function: A service function that a path elenent applies to
a flow, see [RFC7665]. Exanples of abstract service functions
include firewalls, Network Address Translation (NAT), and TCP
Per f or mance Enhanci ng Proxies. Sone stateful service functions,
such as NAT, need to observe the sane flow in both directions,
e.g., by being an elenent of both the path and the reverse path.

Transparency: Wen a node perfornms an action A on a flow F, the node
is transparent to F with respect to sone (nmeta-)information Mif
the node performs A independently of M M can, for exanple, be
the existence of a protocol (header) in a packet or the content of
a protocol header, payload, or both. For exanple, A can be
bl ocki ng packets or reading and nodi fying (other protocol) headers
or payloads. Transparency can be nodel ed using a function f,
whi ch takes as input F and M and outputs the action taken by the
node. |If a taint analysis shows that the output of f is not
tainted (inpacted) by M or if the output of f is constant for
arbitrary values of M then the node is considered to be
transparent. An IP router could be transparent to transport
prot ocol headers such as TCP/ UDP but not transparent to |IP headers
since its forwardi ng behavi or depends on the I P headers. A
firewall that only allows outgoing TCP connections by bl ocking al
incom ng TCP SYN packets regardless of their IP address is
transparent to | P but not to TCP headers. Finally, a NAT that
actively nodifies | P and TCP/ UDP headers based on their content is
not transparent to either IP or TCP/UDP headers. Note that
according to this definition, a node that nodifies packets in
accordance with the endpoints, such as a transparent HTTP proxy,
as defined in [ RFC9110], and a node listening and reacting to
inmplicit or explicit signals, see [ RFC8558], are not considered
transparent.

Transparency only applies to nodes and not to links, as a link
cannot nodify or perform any other actions on the packets by
itself. For exanmple, if the content of a packet is altered when
forwarded over a Generic Routing Encapsul ati on (GRE) tunne

[ RFC2784] [ RFC7676], per this docunent the software instances that
termi nate the tunnel are considered nodes over which the actions
are performed; thus, the transparency definition applies to these
nodes.

Adm ni strative Domain: The identity of an individual or an
organi zation that controls access to a path elenent (or severa
path el enments). Exanples of administrative donains are an | GP
area, an AS, or a service provider network

Routing Domain Identifier: An identifier indicating the routing
domain of a path element. Path elenents in the same routing
domain are in the same administrative domain and use a comon
routing protocol to communi cate with each other. An exanple of a
routing domain identifier is the globally unique Autononmous System
Nunber (ASN) as defined in [ RFC1930].



Di sjointness: For a set of two paths or subpaths, the nunber of
shared path el enments can be a neasure of intersection (e.gqg.
Jaccard coefficient, which is the nunber of shared el ements
di vided by the total number of elenments). Conversely, the nunber
of non-shared path el enents can be a neasure of disjointness
(e.g., 1 - Jaccard coefficient). A nultipath protocol m ght use
disjointness as a netric to reduce the nunber of single points of
failure. As paths can be defined at different |evels of
abstraction, two paths may be disjoint at one | evel of abstraction
but not on anot her

Symmetric Path: Two paths are synmetric if the path and its reverse
pat h consi st of the sane path el enents on the sane | evel of
abstraction, but in reverse order. For exanple, a path that
consists of layer 3 switches and |inks between them and a reverse
path with the sanme path elenments but in reverse order are
considered "routing" symmetric, as the same path elenments on the
same | evel of abstraction (IP forwarding) are traversed in the
opposite direction. Symmetry can depend on the | evel of
abstraction on which the path is defined or nodeled. |If there are
two parallel physical |inks between two nodes, nodeling them as
separate links may result in a flow using asymetric paths, and
nmodel i ng themas a single virtual link may result in symretric
paths, e.g., if the difference between the two physical links is
irrelevant in a particular context.

Path MIU. The maxi mum si ze, in octets, of a packet or frame that can
be transmitted wi thout fragnentation

Transport Protocols avail able: \Whether a specific transport protoco
can be used to establish a connection over a path or subpath,
e.g., whether the path is QU C capabl e or MPTCP-capabl e, based on
i nput such as policy, cached know edge, or probing results.

Prot ocol Features available: Wether a specific protocol feature is
avai l abl e over a path or subpath, e.g., Explicit Congestion
Notification (ECN) or TCP Fast Open.

Sone path properties express the perfornmance of the transnission of a
packet or flow over a link or subpath. Such transmi ssion perfornmance
properties can be observed or assessed, e.g., by endpoints or by path
el ements on the path, or they nmay be avail able as cost netrics, see

[ RFC9439]. Transm ssion performance properties nmay be nade avail abl e
in an aggregated form such as averages or mninuns. Properties
related to a path elenment that constitutes a single layer 2 domain
are abstracted fromthe used physical- and |Iink-1layer technol ogy,
simlar to [ RFC8175].

Li nk Capacity: The link capacity is the maxi mumdata rate at which
data that was sent over a link can correctly be received at the
node adjacent to the link. This property is analogous to the Iink
capacity defined in [ RFC5136] and [ RFCO097] but is not restricted
to I P-layer traffic.

Li nk Usage: The link usage is the actual data rate at which data
that was sent over a link is correctly received at the node
adj acent to the link. This property is analogous to the link
usage defined in [ RFC5136] and [ RFC9097] but is not restricted to
| P-layer traffic.

One-\Way Delay: The one-way delay is the delay between a node sending
a packet and anot her node on the sane path receiving the packet.
This property is anal ogous to the one-way delay defined in
[ RFC7679] but is not restricted to I P-layer traffic.



One-Way Del ay Variation: The variation of the one-way delays within
a flow. This property is simlar to the one-way delay variation
defined in [RFC3393], but it is not restricted to IP-layer traffic
and it is defined for packets on the sanme flow i nstead of packets
sent between a source and destination |IP address.

One-Way Packet Loss: Packets sent by a node but not received by
anot her node on the sane path after a certain tine interval are
considered lost. This property is anal ogous to the one-way | oss
defined in [RFC7680] but is not restricted to IP-layer traffic.
Metrics such as | oss patterns [RFC3357] and | oss epi sodes
[ RFC6534] can be expressed as aggregated properties.

Security Considerations

If entities are basing policy or path-selection decisions on path
properties, they need to rely on the accuracy of path properties that
ot her devices conmunicate to them |In order to be able to trust such
path properties, entities may need to establish a trust relationship
or be able to independently verify the authenticity, integrity, and
correctness of path properties received fromanother entity.

Entities that reveal their target path properties to the network can
negatively inpact their own privacy, e.g., if the target property

| eaks personal information about a user, such as their identity or
which (type of) application is used. Such information could then

al | ow network operators to block or reprioritize traffic for certain
users and/or applications. Conversely, if privacy-enhancing
technol ogi es, e.g., MASQUE proxies [ RFC9298], are used on a path, the
path may only be partially visible to any single entity. This may

di m ni sh the useful ness of path-aware technol ogi es over this path.

The need for, and potential definition of, security- and privacy-

rel ated path properties, such as confidentiality and integrity
protection of payloads, are the subject of ongoing discussion and
research, for exanple, see [RFCO049] and [ RFC9217]. As the

di scussi on of such properties is not mature enough, they are out of
scope for this docunent. One aspect discussed in this context is
that security-related properties are difficult to characterize since
they are only meani ngful with respect to a threat nodel that depends
on the use case, application, environnent, and other factors.

Li kewi se, properties for trust relations between entities cannot be
meani ngful |y defined without a concrete threat nodel, and defining a
threat nodel is out of scope for this docunent. Properties related
to confidentiality, integrity, and trust seemto be orthogonal to the
path termi nol ogy and path properties defined in this docunent, since
they are tied to the comunicating nodes and the protocols they use
(e.g., client and server using HITPS, or client and renote network
node using a VPN service) as well as additional context, such as

keying material and who has access to such a context. |In contrast,
the path as defined in this docunent is typically oblivious to these
aspects. Intuitively, the path describes what function the network

applies to packets, while confidentiality, integrity, and trust
descri be what function the comunicating parties apply to packets.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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