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Abst ract
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I nt roduction

A nunber of activities have taken place to inprove the visibility of
what software is running on a system and what vulnerabilities that
sof tware may have [ EQ2021] .

Put simply, this menmp seeks to answer two cl asses of questions for
tens of thousands of devices and a large variety of device types.
Those questions are as follows:

* |s this systemsusceptible to a particular vulnerability?

* \Which devices in a particular environnent contain vulnerabilities
that require sonme action?

This menmo doesn’t specify the format of this information but rather
only how to locate and retrieve these objects. That is, the nodel is
intended to facilitate discovery and on its own provi des no access to
the underlying data.

Software bills of materials (SBOWs) are descriptions of what
software, including versioning and dependenci es, a devi ce contains.
There are different SBOM formats such as Software Package Data
Exchange [ SPDX] or Cycl oneDX [ Cycl oneDX15].

System vul nerabilities may be simlarly described using several data
formats, including the aforenentioned Cycl oneDX, the Commobn

Vul nerability Reporting Framework [CVRF], and the Comobn Security
Advi sory Format [CSAF]. This information is typically used to report
the state of any known vulnerabilities on a systemto admi nistrators.

SBOM and vul nerability information can be used in concert with other
sources of vulnerability information. A network managenent too
coul d di scover that a systemuses a particular set of software
components, searches a national vulnerability database to determ ne
known vul nerabilities, and applies information provided by the

manuf acturer through this mechanismto produce a vulnerability
report. That report nmay be used to indicate what, if any, versions
of software correct that vulnerability or whether the system

exerci ses the vulnerable code at all

Both cl asses of information el enents are optional under the nodel
specified in this meno. One can provide only an SBOM only

vul nerability information, or both an SBOM and vul nerability

i nfornation.

Note that SBOM formats nmay al so carry other information, the nost
common being any licensing terns. Because this specification is
neutral regarding content, it is left for format devel opers such as
the Linux Foundation, OASIS, and | SO to decide what attributes they
will support.

This menmo does not specify how vul nerability information rmay be
retrieved directly fromthe endpoint. That is because vulnerability
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i nformati on changes occur to software updates at different rates.
However, some SBOM formats may al so contain vulnerability
i nformation.

SBOMs and vul nerability information are advertised and retrieved
through the use of a YANG augnentation of the Manufacturer User
Description (MJD) nodel [RFC8520]. Note that the schema creates a
groupi ng that can al so be used i ndependently of MJD. Moreover, other
MJD features, such as access controls, needn't be present.

The mechani sns specified in this docunent are neant to address two
use cases:

* A network-|ayer managenent systemretrieving information from an
Internet of Things (10T) device as part of its ongoing life cycle.
Such devices may or nay not have query interfaces avail abl e.

* An application-layer nanagenment systemretrieving vulnerability or
SBOM i nformation in order to evaluate the posture of an
application server of sone form These application servers my
t hensel ves be containers or hypervisors. Discovery of the
topol ogy of a server is beyond the scope of this neno.

To satisfy these two key use cases, objects may be found in one of
t hree met hods:

1. on the devices thensel ves
2. on a website (e.g., via a URl)
3. through sone form of out-of-band contact with the supplier

Using the first method, devices will have interfaces that permt
direct retrieval. Exanples of these interfaces mght be an HITP
[ RFC9110] or Constrained Application Protocol (CoAP) [RFC7252]
endpoint for retrieval. There may also be private interfaces as
wel | .

Usi ng the second nethod, when a device does not have an appropriate
retrieval interface, but one is directly available fromthe
manufacturer, a URI to that information is discovered through

i nterfaces such as MJD via DHCP or bootstrappi ng and ownership
transfer mechani sns.

Using the third method, a supplier may wi sh to nake an SBOM or

vul nerability information avail abl e under certain circunstances and
may need to individually evaluate requests. The result of that

eval uation m ght be the SBOM the vulnerability itself, a restricted
URL, or no access.

To enabl e application-layer discovery, this neno defines a well-known
URI [RFC8615]. Managenent or orchestration tools can query this
wel | -known URI to retrieve a systemis SBOM i nformation. Further
queries may be necessary based on the content and structure of the
response.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

How This Information |Is Retrieved
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Section 4 describes a data nodel to extend the MJUD file format to
carry SBOM and vul nerability information. Section 1.5 of [RFC8520]
descri bes nechani sns by which devices can enit a URL to point to this
file. Additionally, devices can share this URL either through
docunentation or within a QR code on a box. Section 2 describes a
wel | -known URL from which an SBOM coul d be served fromthe | oca

devi ce.

Note that vulnerability and SBOMinformation are likely to change at
different rates. MJD s cache-validity node provides a way for

manuf acturers to control how often tooling should check for those
changes through the cache-validity node.

Format s

There are nmultiple ways to express both SBOVs and vul nerability
information. When these are retrieved either fromthe device or from
a renote web server, tools will need to observe the Content-Type
header to determ ne precisely which format is being transmtted.
Because 10T devices in particular have limted capabilities, use of a
specific Accept: header in HTTP or the Accept Option in CoAP is NOT
RECOMVENDED. | nstead, backend tooling is encouraged to support all
known formats and SHOULD silently discard SBOM informati on sent with
a media type that is not understood.

If multiple SBOVs are intended to be supported in the sane file, the
medi a type should properly reflect that. For exanple, one m ght nake
use of application/{soneformat}+json-seq. It is left to those
supporting those formats to nmake the appropriate registrations in
this case.

Sone formats may support both vulnerability and software inventory
informati on. When both vulnerability and software inventory
information is available fromthe sane URL, both sbomurl and nenbers
of the vuln-url list MJST indicate that. Network managenent systens
MJST t ake note of when the SBOM and vul nerability information are
accessible via the sanme resource and not retrieve the resource a
second tine.
The Wl | -Known Transparency Endpoi nt Set
A wel | - known endpoint is defined:
"/.wel | -known/sbonm' retrieves an SBOM

As di scussed previously, the precise format of a response is based on
the Content-Type provided.

The nud-transparency Extension

We now formal |y define the nud-transparency extension; this is done
in tw parts.

First, the extension nane "transparency"” is listed in the
"extensions” array of the MUD file. Note that this schema extension
is intended to be used wherever it mght be appropriate (e.g., not
just with MJID).

Second, the "mud" container is augmented with a list of SBOM sources.
This is done as foll ows:

nmodul e: i etf-mud-transparency

augrment / nud: rnud:
+--rw transparency



+--rw (sbomretrieval - met hod) ?
| +--:(cloud)
| | +--rw sbons* [version-info]
| ] +--rw version-info string
| +--rw sbomurl ? i net:uri
| +--:(local-well-known)
| | +--rw sbomlocal-well-known? identityref
| +--:(sbomcontact-info)
| +--rw sbom contact-uri? inet:uri
+--rw sbom archive-Ilist? i net:uri
+--rw (vul n-retrieval - met hod) ?
+--:(cl oud)

|  +--rwvuln-url* inet:uri
+--:(vul n-contact -i nf o)
+--rw vul n-contact-uri? inet:uri

See [ RFC8340] for a description of YANG trees.
The nud- sbom Augnentation to the MJD YANG Dat a Mbdel

Thi s YANG nodul e references [ RFC6991], [RFC7231], [RFC7252],
[ RFC8520], and [ RFC9110].

<CODE BEG NS> file "ietf-nud-transparency@023-10-10. yang"

modul e i etf-nud-transparency {
yang-version 1.1;
nanespace "urn:ietf:parans: xn :ns:yang:ietf-nud-transparency”;
prefix nudtx;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";
}

import ietf-nud {
prefix nud;
ref erence
"RFC 8520: Manufacturer Usage Description Specification”;
}

organi zati on
"I ETF OPSAWG (Ops Area) Wirking G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wy/ opsawg/ >
WG List: <opsawg@etf.org>

Editor: Eliot Lear <lear@isco.conr
Editor: Scott Rose <scott.rose@i st.gov>";
description
"Thi s YANG nodul e augnments the ietf-nud nodel to provide for
reporting of SBOVs and vul nerability information.

The key words 'MUST', 'MUST NOT', 'REQU RED , ’'SHALL', 'SHALL
NOT’, ' SHOULD , ®SHOULD NOT', ' RECOMMENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this document are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2023 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents



(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9472
(https://ww.rfc-editor.org/infol/lrfc9472);
see the RFC itself for full legal notices.";

revision 2023-10-10 {
description
"Initial proposed standard.";
reference
"RFC 9472: A YANG Data Model for Reporting Software Bills
of Materials (SBOVs) and Vul nerability Information”

}

identity local-type {
description
"Base identity for local well-known choices.";

}

identity http {
base mnudt x: | ocal -type;
description
"Use http (RFC 7231) (insecure) to retrieve SBOM i nformation
This method is NOT RECOMVENDED but nay be unavoi dabl e for
certain classes of deploynment where TLS has not or
cannot be inplenented.";
ref erence
"RFC 7231: Hypertext Transfer Protocol (HTTP/1.1):
Semantics and Content";

}

identity https {
base mudt x: | ocal -type;
description
"Use https (secure) to retrieve SBOMinformation. See
RFC 9110.";
ref erence
"RFC 9110: HTTP Senantics";

}

identity coap {
base mudt x: | ocal -type;
description
"Use COAP (RFC 7252) (insecure) to retrieve SBOM This nethod
i s NOT RECOMVENDED, although it may be unavoi dabl e
for certain classes of inplenmentations/deploynents.";
reference
"RFC 7252: The Constrained Application Protocol (CoAP)";

}

identity coaps {
base mudt x: | ocal -type;
description
"Use COAPS (secure) to retrieve SBOM (RFC 7252).";

}

groupi ng transparency-extension {
description
"Thi s grouping provides a neans to describe the |ocation of
software bills of material and vulnerability descriptions.”;
cont ai ner transparency {
description
"Cont ai ner of nethods to get SBOVs and vulnerability
information.";
choi ce sbomretrieval -nethod {
description



"How to find SBOMinformation.";
case cloud {
list sbonms {
key "version-info";
description
"Alist of SBOWs tied to different software
or hardware versions.";
| eaf version-info {
type string;
description
"The version to which this SBOMrefers.";

| eaf sbomurl {
type inet:uri {
pattern ' ((coaps?)| (https?)):.*";

description
"A statically located URL.";
}

}
}
case | ocal -wel | - known {
| eaf sbom | ocal - wel I - known {
type identityref {
base mudt x: | ocal -type;
}
description
"Whi ch conmuni cation protocol to choose.";
}
}

case sbomcontact-info {
| eaf sbomcontact-uri {
type inet:uri {
pattern ' ((mailto)| (https?)|(tel)):.*";

description
"This MJST be a tel, an http, an https, or
a mailto uri schema that custonmers can use to
contact soneone for SBOM information.";
}
}
}

| eaf sbom archive-list {
type inet:uri;
description
"This URI returns a JSON |ist of URLs that consist of
SBOVs that were previously published for this
device. Publication dates can be found inside
the SBOWs. ";
}
choice vuln-retrieval -nethod {
description
"How to find vulnerability information.";
case cloud {
leaf-list vuln-url {
type inet:uri;
description
"List of statically located URLs that reference
vul nerability information.";
}
}

case vul n-contact-info {
| eaf vuln-contact-uri {
type inet:uri {
pattern ' ((mailto)| (https?)|(tel)):.*’



description
"This MJST be a tel, an http, an https, or
a mailto uri schema that custoners can use to
contact sonmeone for vulnerability information.";

augrment "/ mud: nud" {
description
"Add extension for software transparency."”;
uses transparency-extension;

}

}

<CCDE ENDS>
Exanpl es

In this exanple MJD file that uses a cloud service, the nodel X
presents a location of the SBOMin a URL. Note that the Access
Control Lists (ACLs) in a MID file are NOT required, although they
are a very good idea for |IP-based devices.

.1. Wthout ACLS

This first MID file denpbnstrates how to get SBOM and vul nerability
i nformati on wi t hout ACLs.

"ietf-mud: nud": {
"mud-version": 1
"extensions": [

"transparency"
]

"mudt x: transparency”: {

sbons: [ {

"version-info": "1.2",

"sbomurl": "https://iot.exanple.conlinfol/model X sbom json"
T

"vul n-url™ @ |

"https://iotd. exanpl e. com i nf o/ nodel X/ csaf.j son"

]
},
"mud-url": "https://iot.exanple.com nodel X.json",
"mud-signature": "https://iot.exanpl e.com nodel X. p7s",
"l ast-update": "2022-01-05T13:29: 12+00: 00",
"cache-validity": 48,
"is-supported": true,

"system nfo": "retrieving vuln and SBOMinfo via a cl oud service",
"nfg-name": "Exanple, Inc.",
"docunentation": "https://iot.exanpl e.com doc/ nodel X",
"nmodel - nanme": "nodel X'

}

}

The second exanpl e denonstrates that just SBOMinformation is
i ncluded fromthe cloud.

"ietf-mud: nud": {
"mud-version": 1
"extensions": [

"transparency"”
1,
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"mudt x: transparency”: {

sbons: [ {
"version-info": "1.2",
"sbomurl": "https://iot.exanple.conlinfo/model X sbom json"
H1
"ﬁud—url": "https://iot.exanple.conm nodel X. j son",

"mud-signature": "https://iot.exanpl e.com nodel X. p7s",
"| ast-update": "2022-01-05T13:29: 12+00: 00",
"cache-validity": 48,

"is-supported": true,

"system nfo": "retrieving vuln and SBOMinfo via a cl oud service",
"nfg-name": "Exanple, Inc.",

"docunentation": "https://iot.exanple.com doc/ nodel X",
"nodel - name": "nodel X"

SBOM Locat ed on the Device

the next exanple, the SBOMis | ocated on the device, and there is

vul nerability information provided.

ietf-mud: nud": ({

"mud-version": 1

"extensions": [
"transparency"

"mudt x: transparency”: {

"sbom | ocal -wel | - known": ™"https"
1
"mud-url": "https://iot.exanpl e.com nodel X.json",
"mud-signature": "https://iot.exanple.com nodel X. p7s",
"l ast-update": "2022-01-05T13: 29: 47+00: 00",
"cache-validity": 48,
"is-supported”: true,

"system nfo": "retrieving SBOMinfo froma |ocal source",
"nfg-name": "Exanple, Inc.",

"docunentation": "https://iot.exanple.com doc/ nodel X",
"nodel - nane": "nodel X'

this exanple, the SBOMis retrieved fromthe device, while
nerability information is available fromthe cloud. This is

likely a cormon case because vendors may |earn of vulnerability

i nf

ormation nore frequently than they update software.

etf-nud: mud": {

"mud-version": 1,

"extensions": [
"transparency"

I,

"mudt x: transparency": {

"sbom | ocal -wel | -known": "https",

"vul n-url" : [
"https://iotd. exanpl e. com i nf o/ nodel X/ csaf.json"

]

d-url": "https://iot-device.exanple.coni nodel X. json",
"mud-signature": "https://iot-device.exanpl e. conl nodel X. p7s",
"l ast-update": "2022-01-05T13: 25: 14+00: 00",
"cache-validity": 48,
"is-supported": true,

}



"system nfo": "m xed exanple: SBOM on device, vuln info in cloud",
"nfg-name": "Exanple, Inc.",
"docunentation": "https://iot-device.exanpl e.conf doc/ nodel X",
"model - nane": "nodel X'

}

}

5.3. Further Contact Required

In this exanple, the network nmanager nust take further steps to
retrieve SBOMinformation. Vulnerability information is stil
avail abl e.

{

"ietf-mud: nud": {

"mud-version": 1,

"extensions": [
"transparency"

I,
"mudt x: transparency": {
"contact-info": "https://iot-device.exanple.confcontact-info.htm",
"vul n-url" : [
"https://iotd. exanpl e. com i nf o/ nodel X/ csaf.json"
]
}
"mud-url": "https://iot-device.exanple.conf nodel X. j son",
"mud-signature": "https://iot-device.exanpl e.conl nodel X. p7s",

"l ast-update": "2021-07-09T06: 16: 42+00: 00",
"cache-validity": 48,
"is-supported": true,

"system nfo": "retrieving vuln and SBOMinfo via a cl oud service",
"nfg-name": "Exanple, Inc.",

"docunentation": "https://iot-device.exanpl e.conf doc/ nodel X",
"model - nane": "nodel X'

}

}

5.4. Wth ACLS

Finally, here is a conplete exanple where the device provi des SBOM
and vulnerability information as well as access control infornation.

"ietf-mud: nud": {
"mud-version": 1
"extensions": [

"transparency"

1,

"mudt x: transparency”: {
"sbom | ocal -wel | -known": "https",
"vuln-url" : [

"https://iotd. exanpl e. com i nf o/ nodel X/ csaf.json"

]

},

"mud-url": "https://iot.exanpl e.com nodel X.json",

"mud-signature": "https://iot.exanpl e.com nodel X. p7s",
"| ast -update": "2022-01-05T13: 30: 31+00: 00",
"cache-validity": 48,

"is-supported": true,

"systemi nfo": "retrieving vuln and SBOMinfo via a cl oud service",
"nfg-name": "Exanple, Inc.",

"docunentation": "https://iot.exanple.com doc/ nodel X",
"nodel - name": "nodel X',

"fromdevice-policy": {
"access-lists": {
"access-list": [
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}
]

nanme": "nud-65443-v4fr"

}

o-device-policy": {
"access-lists": {
"access-list": [
{ "
}
]

}

nanme": "mnud-65443-v4to"

}
}

1

"ietf-access-control-list:acls": {

"acl": [

{
"name": "mud- 65443-v4t 0",
"type": "ipvé4-acl-type",
"aces": {
"ace": [
{
"name": "cl 0-todev",
"mat ches": {
"ipvd": {
"ietf-acldns:src-dnsnane": "iotserver.exanple.conf

}

ctions": {
"forwardi ng": "accept"

}

}
}
]
}
b
{
"name": "mud- 65443-v4fr",
"type": "ipv4-acl-type",
"aces": {
"ace": [
{
"name": "clO-frdev"
"mat ches": {
"ipvd": {
"ietf-acldns:dst-dnsnane": "iotserver.exanple.conf
}

ctions": {
"forwardi ng": "accept"

}

At this point, the managenent system can attenpt to retrieve the
SBOM determne which format is in use through the Content-Type
header on the response to a CGET request, independently repeat the
process for vulnerability information, and apply ACLs as appropriate.

Security Considerations



Thi s docunent describes a schena for discovering the |ocation of
information relating to software transparency and does not specify
the access nodel for the information itself. |In particular, the YANG
modul e specified in this docunment is not necessarily intended to be
accessed via regul ar network managenent protocols, such as NETCONF

[ RFC6241] or RESTCONF [ RFC8040], and hence the regul ar security

consi derations for such usage are not considered here.

Bel ow, we describe protections relating to both discovery and sone
advi ce on protecting the underlying SBOM and vul nerability
i nformation.

The nodel specifies both encrypted and unencrypted neans to retrieve
information. This is a matter of pragmati sm  Unencrypted

communi cations allow for mani pul ati on of information being retrieved.
Therefore, it is RECOWENDED that inplenentations offer a nmeans to
configure endpoints so that they may make use of TLS or DILS

The ietf-nud-transparency nodul e has no operational inpact on the
elenment itself and is used to discover state information that may be
avail able on or off the element. 1In as nuch as the nodule itself is
made witeable, this only indicates a change in howto retrieve read-
only elements. There are no neans, for instance, to upload an SBOM
Addi tional risks are discussed bel ow and are applicable to all nodes
within the transparency container.

If an attacker nodifies the elenents, they may nisdirect automation
to retrieve a different set of URLs than was intended by the
designer. This in turn |leads to two specific sets of risks:

* the information retrieved would be fal se

* the URLs thenselves point to nmalware

To address either of these risks or any tanpering of a URL:
* test any cloud-based URL agai nst a reputation service

* provide the adnministrator an opportunity to approve further
processi ng when the authority changes to one not known to be
reput abl e

SBOVs provide an inventory of software. Know edge of which specific
software is | oaded on a systemcan aid an attacker in identifying an
appropriate exploit for a known vulnerability or guide the

devel oprment of novel exploit against this system However, if
software is available to an attacker, the attacker may al ready be
able to derive this very sane software inventory. Wen this
informati on resides on the endpoint itself, the endpoint SHOULD NOT
provide unrestricted access to the well-known URL by default.

O her servers that offer the data MAY restrict access to SBOM

i nformati on using appropriate authorization semantics within HITP

One way to do this would be to issue a certificate to the client for
this purpose after a registration process has taken place. Another
approach woul d i nvolve the use of QAuth in conbination. In
particular, if a systemattenpts to retrieve an SBOM via HTTP or CoAP
and the client is not authorized, the server MJST produce an
appropriate error with instructions on howto register a particul ar
client.

Another risk is a skewin the SBOMIisting and the actual software

i nventory of a devicel/container. For exanple, a nmanufacturer nmay
update the SBOM on its server, but an individual device has not been
upgraded yet. This may result in an incorrect policy being applied
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to a device. A unique mapping of a device's software version and its
SBOM can minimze this risk.

To further mitigate attacks agai nst a device, nanufacturers SHOULD
recomrend network access controls.

Vul nerability information is generally made available to such

dat abases as NIST's National Vulnerability Database [NISTNVD]. It is
possi bl e that vendors may wish to release information early to sone
custoners. W do not discuss here whether that is a good idea, but
if it is enployed, then appropriate access controls and authorization
SHOULD be applied to that information.

| ANA Consi der ati ons
MJUD Ext ensi on

| ANA has added "transparency” to the "MJD Extensions" registry
[ RFC8520] as foll ows:

Val ue: transparency
Ref erence: RFC 9472

YANG Regi strati on

| ANA has registered the foll owing YANG nodule in the "YANG Mdul e
Nanes" registry [ RFC6020]:

Nane: ietf-nud-transparency

Nanespace: urn:ietf:paranms: xn:ns:yang:ietf-mud-transparency
Mai nt ai ned by 1 ANA: N

Prefix: nudtx

Reference: RFC 9472

The following URI has been registered in the "I ETF XM. Regi stry"
[ RFC3688] :

URI: wurn:ietf:parans: xm:ns:yang:ietf-nud-transparency
Regi strant Contact: |ESG
XM.:  None. Namespace URIs do not represent an XM. specification.

Wl | - Known Prefix

| ANA has added the following URI suffix to the "Well-Known URIs"
registry in accordance with [ RFC8615]:

URI Suffix: sbom

Change Controller: |ETF

Ref erence: RFC 9472

Status: permanent

Rel ated Information: See |SO|EC 5962: 2021 and SPDX. org
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