I nternet Engineering Task Force (IETF) M Andr ews

Request for Comments: 9471 I SC
Updates: 1034 S. Huque
Cat egory: Standards Track Sal esforce
I SSN: 2070-1721 P. Wouters
Ai ven

D. Wessels

Veri sign

Sept ember 2023

DNS d ue Requirenments in Referral Responses
Abstract

The DNS uses glue records to allowiterative clients to find the
addresses of name servers that are contained within a del egated zone.
Authoritative servers are expected to return all avail able gl ue
records for in-domain name servers in a referral response. |If
message size constraints prevent the inclusion of all glue records
for in-domain nane servers, the server nust set the TC (Truncat ed)
flag to informthe client that the response is inconplete and that
the client should use another transport to retrieve the ful

response. This docunent updates RFC 1034 to clarify correct server
behavi or.
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I nt roducti on

The Domai n Name System (DNS) [ RFC1034] [RFC1035] uses glue records to
allowiterative clients to find the addresses of nane servers that
are contained within a del egated zone. due records are added to the
parent zone as part of the del egati on process and returned in
referral responses; otherw se, a resolver followi ng the referral has
no way of finding these addresses. Authoritative servers are
expected to return all avail abl e glue records for in-domain name
servers in a referral response. |f message size constraints prevent
the inclusion of all glue records for in-domain nane servers over the
chosen transport, the server MJST set the TC (Truncated) flag to
informthe client that the response is inconplete and that the client
SHOULD use anot her transport to retrieve the full response. This
docunent clarifies that expectation

DNS responses sonetines contain optional data in the additiona
section. |In-domain glue records, however, are not optional. Severa
ot her protocol extensions, when used, are also not optional. This

i ncludes TSI G [ RFC8945], OPT [ RFC6891], and SI G 0) [RFC2931].

At the time of this witing, addresses (A or AAAA records) for a
del egation’s authoritative name servers are the only type of glue
defined for the DNS.

Note that this document only clarifies requirenents for name server
software inplenentations. It does not introduce or change any
requi renents regardi ng data placed in DNS zones or registries. In
other words, this docunent only nmakes requirenments regarding

"avail able glue records" (i.e., those given in a zone) but does not
make requirenents regarding their presence in a zone. |f sonme glue
records are absent froma given zone, an authoritative nane server
may be unable to return a useful referral response for the
correspondi ng domain. The | ETF may want to consider a separate
update to the requirenents for including glue in zone data, beyond
those given in [ RFC1034] and [ RFC1035].

Thi s docunent assunes a reasonable level of famliarity with DNS
operations and protocol terns. Mch of the term nology is explained
in further detail in "DNS Term nol ogy" [RFC8499].

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Types of Que in Referral Responses
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This section describes different types of glue that may be found in
DNS referral responses. Note that the type of glue depends on the
QNAME. A particular nane server (and its correspondi ng gl ue record)
can be in-domain for one response and in a sibling domain for

anot her.

A ue for In-Donain Nane Servers

The following is a sinple exanple of glue records present in the
del egating zone "test" for the child zone "foo.test". The nane
servers for foo.test (nsl.foo.test and ns2.foo.test) are both bel ow
the del egation point. They are configured as glue records in the
"test" zone:

f oo. test. 86400 I N NS nsl. f oo.test.
f oo. test. 86400 I N NS ns2.foo.test.
nsl.foo.test. 86400 IN A 192.0.2.1

ns2.foo.test. 86400 I N AAAA 2001: db8::2: 2

A referral response from"test" for "foo.test"” with glue for in-
domai n nanme servers | ooks like this:

;; QUESTI ON SECTI ON
;www. f oo. test. IN A

v, AUTHORI TY SECTI ON

f oo. test. 86400 I'N NS nsl. f oo. test.
f oo. test. 86400 IN NS ns2.foo.test.
;: ADDI TI ONAL SECTI ON

nsl. foo.test. 86400 I'N A 192.0.2.1
ns2. f oo. test. 86400 I'N AAAA 2001: db8::2: 2

G ue for Sibling Dormai n Nanme Servers

Si bli ng domai n nane servers are NS records that are not contained in
the del egated zone itself but rather are contained in another zone
del egated fromthe sanme parent. |In many cases, glue for sibling
domai n nane servers is not strictly required for resolution, since
the resol ver can nmake foll owon queries to the sibling zone to
resolve the nanme server addresses (after following the referral to
the sibling zone). However, nost nanme server inplenmentations today
provide them as an optim zation to obviate the need for extra traffic
fromiterative resolvers

Here, the delegating zone "test" contains two del egations for the
child zones "bar.test" and "foo.test":

bar. test. 86400 IN NS nsl. bar.test.
bar .t est. 86400 I N NS ns2. bar. test.
nsl. bar.test. 86400 IN A 192.0.2.1

ns2. bar.test. 86400 I N AAAA 2001: db8::2: 2
f 0o. test. 86400 IN NS nsl. bar.test.
f oo. test. 86400 I N NS ns2. bar. test.

A referral response from"test" for "foo.test" with glue for sibling
domai n nane servers | ooks like this:

;7 QUESTI ON SECTI ON
;www. foo. test. IN A

;o AUTHORI TY SECTI ON
f oo. test. 86400 IN NS nsl. bar.test.
f oo. test. 86400 IN NS ns2. bar. test.



;: ADDI TI ONAL SECTI ON
nsl. bar.test. 86400
ns2. bar. test. 86400

IN A 192.0.2.1
I'N AAAA 2001: db8::2: 2
2.3. due for Cyclic Sibling Domai n Nane Servers

The use of sibling domain name servers can introduce cyclic
dependenci es. This happens when one domai n specifies nane servers
froma sibling domain, and vice versa. This type of cyclic
dependency can only be broken when the del egati ng nanme server
includes glue for the sibling domain in a referral response.

Here, the del egating zone "test"” contains two del egations for the
child zones "bar.test” and "foo.test", and each uses name servers
under the other

bar .t est. 86400 I N NS nsl.foo.test.
bar.test. 86400 IN NS ns2.foo.test.
nsl. bar.test. 86400 IN A 192.0.2.1

ns2. bar. test. 86400 I N AAAA 2001: db8::2: 2
f oo. test. 86400 I N NS nsl. bar.test.
f oo. test. 86400 I N NS ns2. bar.test.
nsl.foo.test. 86400 IN A 192.0. 2.3

ns2. f oo. test. 86400 I N AAAA 2001: db8::2: 4

A referral response from"test" for "bar.test" with glue for sibling
domai n nane servers | ooks like this:

;7 QUESTI ON SECTI ON
;WWw. bar . test. I'N A

;o AUTHORI TY SECTI ON

bar .t est. 86400 IN NS nsl. foo.test.
bar .t est. 86400 IN NS ns2.foo.test.
;; ADDI TI ONAL SECTI ON

nsl. f oo. test. 86400 I'N A 192.0.2. 3
ns2. f oo. test. 86400 I'N AAAA 2001: db8::2: 4

In late 2021, the authors analyzed zone file data available from
| CANN' s Centralized Zone Data Service [CZDS] and found 222 out of
appr oxi mat el y 209, 000, 000 total delegations that had only sibling
domai n NS Resource Records (RRs) in a cyclic dependency as above.

2.4. Mssing due

An exanpl e of missing glue is included here, even though it cannot be
considered as a type of glue. Wile not conmon, real examples of
responses that lack required glue, and with TC=0, have been shown to
occur and cause resolution failures.

The exanpl e below, fromthe dig coomand [DIG, is based on a response
observed in June 2020. The nanes have been altered to fall under
docunentati on domains. It shows a case where none of the glue
records present in the zone fit into the avail abl e space of the UDP
response, and the TC flag was not set. Wile this exanple shows a
referral with DNSSEC records [ RFC4033] [ RFC4034] [ RFC4035], this
behavi or has been seen with plain DNS responses as well. Some
records have been truncated for display purposes. Note that at the
time of this witing, the servers originally responsible for this
exanpl e have been updated and now correctly set the TC fl ag.

% di g +norec +dnssec +bufsize=512 +ignore @s. exanpl e. net \
rh202ns2. 355. f 0o. exanpl e
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<<>> Di G 9.15.4 <<>> +norec +dnssec +bufsize +ignore \
@s. exanpl e. net rh202ns2. 355. f 00. exanpl e
; (2 servers found)
;; global options: +cnd
;; Got answer:
;; - >>HEADER<<- opcode: QUERY, status: NOERROR, id: 8798
;; flags: gr; QUERY: 1, ANSWER 0, AUTHORITY: 9, ADDI TIONAL: 1

;; OPT PSEUDGCSECTI ON

; EDNS: version: 0, flags: do; udp: 4096
;; QUESTI ON SECTI ON

; rh202ns2. 355. f 00. exanpl e. IN A

v, AUTHORI TY SECTI ON

f oo. exanpl e. 86400 I N NS rh120ns2. 368. f 0o. exanpl e.
f 0o. exanpl e. 86400 I N NS rh202ns2. 355. f oo. exanpl e.
f 0o. exanpl e. 86400 I N NS rh120ns1. 368. f oo. exanpl e.
f 0o. exanpl e. 86400 I N NS rh202ns1. 355. f oo. exanpl e
f 0o. exanpl e. 3600 I N DS 51937 8 1 ..

f 0o. exanpl e. 3600 IN DS 635 8 2 ..

f 0o. exanpl e. 3600 IN DS 51937 8 2 ..

f oo. exanpl e. 3600 IN DS 635 8 1 ..

f 0o. exanpl e. 3600 INRRSIG DS 8 2 3600 ..

3. Requirenents

Thi s section describes updated requirenents for including glue in DNS
referral responses.

3.1. due for In-Domain Nane Servers

Thi s docunent clarifies that when a nanme server generates a referra
response, it MJST include all available glue records for in-domain
nane servers in the additional section or MJST set TC=1 if
constrai ned by message size.

At the time of this witing, nost iterative clients send initia
queries over UDP and retry over TCP upon receiving a response wth
the TC flag set. UDP responses are generally linmted to between 1232
and 4096 bytes, due to values commonly used for the EDNSO UDP Message
Size field [ RFC6891] [FLAGDAY2020]. TCP responses are limted to

65, 535 bytes.

3.2. due for Sibling Domain Nane Servers

Thi s docunent clarifies that when a nane server generates a referra
response, it SHOULD include all available glue records in the
additional section. |If, after adding glue for all in-domain nanme
servers, the glue for all sibling domain nane servers does not fit
due to nmessage size constraints, the nane server MAY set TC=1 but is
not obligated to do so.

Note that users may experience resolution failures for domains with
cyclically dependent sibling name servers when the del egati ng nane
server chooses to omt the corresponding glue in a referral response.
As described in Section 2.3, such donmins are rare.

3.3. Update to RFC 1034

CLD:

| Copy the NS RRs for the subzone into the authority section of the
| reply. Put whatever addresses are available into the additiona
|

section, using glue RRs if the addresses are not avail able from
authoritative data or the cache. Go to step 4.



NEW

| Copy the NS RRs for the subzone into the authority section of the
| reply. Put whatever NS addresses are available into the

| additional section, using glue RRs if the addresses are not

| available fromauthoritative data or the cache. |If all glue RRs
|

I

for in-domain nane servers do not fit, set TC=1 in the header. o
to step 4.

4. Security Considerations

Thi s docunent clarifies correct DNS server behavi or and does not
i ntroduce any changes or new security considerations.

5. Operational Considerations

At the time of this witing, the behavior of nbst DNS server
inmplementations is to set the TC flag only if none of the avail able
glue records fit in a response over UDP transport. The updated
requirenents in this docunent mght lead to an increase in the
fraction of UDP responses with the TC flag set and, consequently, an
increase in the nunber of queries received over TCP transport.

6. | ANA Consi derations

Thi s docunment has no | ANA acti ons.
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