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I nt roduction

In sinple APl authorization scenarios, an authorization server wll
determ ne what authentication technique to use to handle a given
request on the basis of aspects such as the scopes requested, the
resource, the identity of the client, and other characteristics known
at provisioning time. Although that approach is viable in many
situations, it falls short in several inportant circunstances.

Consi der, for instance, an eCommerce APl requiring different

aut henti cation strengths dependi ng on whether the item being
purchased exceeds a certain threshold, dynamically estinmated by the
APl itself using a logic that is opaque to the authorization server.
An APl might also determine that a nore recent user authentication is
required based on its own risk evaluation of the APl request.

Thi s docunent extends the collection of error codes defined by

[ RFC6750] with a new val ue, insufficient_user_authentication, which
can be used by resource servers to signal to the client that the

aut henti cation event associated with the access token presented with
the request does not neet the authentication requirenents of the
resource server. This docurment al so introduces acr_val ues and
max_age paraneters for the Bearer authentication schene chall enge
defined by [ RFC6750]. The resource server can use these paraneters
to explicitly communicate to the client the required authentication
strength or recentness.

The client can use that information to reach back to the

aut hori zation server with an authorization request that specifies the
aut hentication requirenents indicated by the protected resource.

This is acconplished by including the acr_val ues or max_age

aut hori zati on request paraneters as defined in [Q DC.

Those extensions will nake it possible to inplenent interoperable
step up authentication with mninmal work fromresource servers,
clients, and authorization servers.

.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s specification uses the terns "access token", "authorization
server", "authorization endpoint", "authorization request", "client",
"protected resource", and "resource server" defined by "The QAuth 2.0
Aut hori zation Framewor k" [RFC6749].

Prot ocol Overview
The following is an end-to-end sequence of a typical step up

aut henti cati on scenario inplenmented according to this specification.
The scenari o assunes that, before the sequence described bel ow t akes



pl ace, the client already obtained an access token for the protected
resource.
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Figure 1: Abstract Protocol Flow

1. The client requests a protected resource, presenting an access
t oken.

2. The resource server deternines that the circunstances in which
the presented access token was obtained offer insufficient
aut henti cation strength and/or recentness; hence, it denies the
request and returns a chall enge describing (using a conbination
of acr_values and nmax_age) what authentication requirenments nust
be nmet for the resource server to authorize a request.

3. The client directs the user agent to the authorization server
with an authorization request that includes the acr_val ues and/ or
max_age i ndicated by the resource server in the previous step

4. \Whatever sequence required by the grant of choice plays out; this
will include the necessary steps to authenticate the user in
accordance with the acr_val ues and/ or max_age val ues of the
aut hori zati on request. Then, the authorization server returns a
new access token to the client. The new access token contains or
references information about the authentication event.

5. The client repeats the request fromstep 1, presenting the newy
obt ai ned access token.

6. The resource server finds that the user authentication perforned
during the acquisition of the new access token conplies with its
requirenents and returns the representation of the requested
protected resource.

The validation operations nentioned in steps 2 and 6 inply that the
resource server has a way of evaluating the authentication that
occurred during the process by which the access token was obtai ned.
In the context of this docunment, the assessnment by the resource
server of the specific authentication nmethod used to obtain a token
for the requested resource is called an "authentication level". This



docunent will describe how the resource server can performthis
assessnent of an authentication |evel when the access token is a JSON
Web Token (JWI) [ RFC9068] or is validated via introspection

[ RFC7662]. O her nethods of deternining the authentication |evel by
whi ch the access token was obtai ned are possible, per agreenment by
the aut horization server and the protected resource, but they are
beyond the scope of this specification. G ven an authentication

| evel of a token, the resource server determ nes whether it neets the
security criteria for the requested resource.

The ternms "authentication level" and "step up" are netaphors in this
specification. These netaphors do not suggest that there is an

absol ute hierarchy of authentication nmethods expressed in

i nteroperable fashion. The notion of a level energes fromthe fact
that the resource server may only want to accept certain

aut henti cation nmethods. Wen presented with a token derived froma
particul ar authentication nmethod (i.e., a given authentication |evel)
that it does not want to accept (i.e., below the threshold or |eve

it wll accept), the resource server seeks to step up (i.e.,
renegotiate) fromthe current authentication level to one that it may
accept. The "step up" netaphor is intended to convey a shift from
the original authentication |level to one that is acceptable to the
resource server.

Al t hough the case in which the new access token supersedes ol d tokens
by virtue of a higher authentication level is comon, inline with
the connotation of the term"step up authentication", it is inportant
to keep in nmnd that this mght not necessarily hold true in the
general case. For exanple, for a particular request, a resource
server mght require a higher authentication |evel and a shorter
validity, resulting in a token suitable for one-off calls but |eading
to frequent pronpts: hence, offering a suboptinmal user experience if
the token is reused for routine operations. In such a scenario, the
client would be better served by keeping both the old tokens, which
are associated with a | ower authentication level, and the new one:

sel ecting the appropriate token for each APl call. This is not a new
requirenment for clients, as increnental consent and |east-privilege
principles will require simlar heuristics for managi ng access tokens
associated with different scopes and perm ssion levels. This
docunent does not reconmend any specific token-caching strategy: that
choice will be dependent on the characteristics of every particul ar
scenari o and remains application-dependent as in the core QAuth
cases. Also recall that QAuth 2.0 [ RFC6749] assumes access tokens
are treated as opaque by clients. The token format m ght be
unreadabl e to the client or night change at any tinme to becone
unreadabl e. So, during the course of any token-caching strategy, a
client must not attenpt to inspect the content of the access token to
determ ne the associ ated authentication information or other details
(see Section 6 of [RFC9068] for a nore detail ed discussion).

Aut henti cati on Requi renments Chall enge

This specification introduces a new error code value for the

chal  enge of the Bearer authentication schene’s error paraneter (from
[ RFC6750]) and ot her QAut h aut hentication schenmes, such as those seen
in [ RFC9449], which use the sane error paraneter:

i nsufficient_user_authentication: The authentication event
associated with the access token presented with the request does
not neet the authentication requirements of the protected
resource.

Note: the logic through which the resource server deternines that the
current request does not neet the authentication requirenents of the
protected resource, and associated functionality (such as expressing,
depl oyi ng and publishing such requirenents), is out of scope for this
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docunent .

Furthernore, this specification defines the followi ng WWV
Aut henti cat e aut h-param val ues for those QAuth authentication schenes
to convey the authentication requirenments back to the client.

acr_val ues: A space-separated string listing the authentication
context class reference values in order of preference. The
protected resource requires one of these values for the
aut henti cation event associated with the access token. As defined
in Section 1.2 of [ODC], the authentication context conveys
i nformati on about how aut hentication takes place (e.g., what
aut henti cation method(s) or assurance |level to neet).

max_age: This value indicates the allowable elapsed tinme in seconds
since the last active authentication event associated with the
access token. An active authentication event entails a user
interacting with the authorization server in response to an
aut hentication pronpt. Note that, while the auth-param val ue can
be conveyed as a token or quoted-string (see Section 11.2 of
[ RFC9110]), it has to represent a non-negative integer

Figure 2 is an exanple of a Bearer authentication scheme chall enge
wi th the WAV Aut henti cate header using:

* the insufficient_user_authentication error code value to inform
the client that the access token presented is not sufficient to
gain access to the protected resource, and

* the acr_values paraneter to let the client know that the expected
aut hentication | evel corresponds to the authentication context
class reference identified by nyACR

Note that while this specification only defines usage of the above
auth-parans with the insufficient_user_authentication error code, it
does not preclude future specifications or profiles from defining
their usage with other error codes.

HTTP/ 1.1 401 Unaut hori zed

WAV Aut henti cate: Bearer error="insufficient user_authentication",
error_description="A different authentication level is required",
acr _val ues="nyACR"

Figure 2: Authentication Requirenents Chall enge Indicating acr_val ues

The example in Figure 3 shows a challenge infornmng the client that
the last active authentication event associated with the presented
access token is too old and a nore recent authentication is needed.

HTTP/ 1.1 401 Unaut hori zed

WAV Aut henti cate: Bearer error="insufficient _user_authentication",
error_description="Mre recent authentication is required",
max_age="5"

Figure 3: Authentication Requirements Challenge |Indicating max_age

The aut h- parans max_age and acr_val ues MAY both occur in the sane
challenge if the resource server needs to express requirenments about
both recency and authentication level. |[|f the resource server
determ nes that the request is also | acking the scopes required by
the requested resource, it MAY include the scope attribute with the
val ue necessary to access the protected resource, as described in
Section 3.1 of [RFC6750].

Aut hori zati on Request



A client receiving a challenge fromthe resource server carrying the
insufficient _user_authentication error code SHOULD parse the WWV
Aut henti cate header for acr_val ues and nax_age and use them if
present, in constructing an authorization request. This request is
then conveyed to the authorization server’s authorization endpoint
via the user agent in order to obtain a new access token conplying
with the corresponding requirements. The acr_val ues and max_age

aut hori zati on request paraneters are both OPTI ONAL paraneters defined
in Section 3.1.2.1. of [ODC]. This docunent does not introduce any
changes in the authorization server behavior defined in [ODC] for
processi ng those parameters; hence, any authorization server

i mpl ementing Openl D Connect will be able to participate in the flow
described here with little or no changes. See Section 5 for nore
details.

The exanpl e authorization request URI bel ow, which night be used
after receiving the challenge in Figure 2, indicates to the

aut hori zation server that the client would Iike the authentication to
occur according to the authentication context class reference
identified by nyACR

https://as. exanpl e. net/aut hori ze?cli ent _i d=s6BhdRkqt 3
& esponse_t ype=codeé&scope=pur chase&acr _val ues=nyACR

Figure 4: Authorization Request Indicating acr_val ues

After the challenge in Figure 3, a client mght direct the user agent
to the follow ng exanpl e authorization request URl where the nax_age
paraneter indicates to the authorization server that the user-

aut henti cati on event needs to have occurred no nore than five seconds
prior.

https://as. exanpl e. net/aut hori ze?client i d=s6BhdRkqt 3
& esponse_t ype=code&scope=pur chase&rax_age=5

Figure 5: Authorization Request Indicating max_age
Aut hori zati on Response

Section 5.5.1.1 of [ODC] establishes that an authorization server
receiving a request containing the acr_val ues paraneter MAY attenpt
to authenticate the user in a manner that satisfies the requested

aut henti cation context class reference and include the correspondi ng
value in the acr claimin the resulting ID Token. The sanme section
al so establishes that, in case the desired authentication |eve

cannot be net, the authorization server SHOULD i nclude a val ue
reflecting the authentication |evel of the current session (if any)
in the acr claim Furthernmore, Section 3.1.2.1 [ODC] states that if
a request includes the max_age paraneter, the authorization server
MUST include the auth time claimin the issued ID Token. An

aut hori zati on server conplying with this specification will react to
the presence of the acr_val ues and nmax_age paraneters by incl uding
acr and auth_time in the access token (see Section 6 for details).

Al though [O DC] | eaves the authorization server free to decide howto
handl e the inclusion of acr in the I D Token when requested via
acr_val ues, when it cones to access tokens in this specification, the
aut hori zati on server SHOULD consi der the requested acr val ue as
necessary for successfully fulfilling the request. That is, the
requested acr value is included in the access token if the

aut henti cati on operation successfully net its requirenents;

otherw se, the authorization request fails and returns an

unnet _aut hentication_requirenents error as defined in [ODCUAR]. The
recomended behavior will help prevent clients getting stuck in a

| oop where the authorization server keeps returning tokens that the
resource server already identified as not nmeeting its requirenents.
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Aut hentication Information Conveyed via Access Token

To eval uate whether an access token neets the protected resource’s
requirenents, the resource server needs a way of accessing

i nformati on about the authentication event by which that access token
was obtained. This specification provides guidance on how to convey
that information in conjunction with two common access-token-

val i dati on net hods:

* the one described in [ RFC9068], where the access token is encoded
in JW format and verified via a set of validation rules, and

* the one described in [ RFC7662], where the token is validated and
decoded by sending it to an introspection endpoint.

Aut hori zation servers and resource servers NMAY el ect to use other
encodi ng and val i dati on nmet hods; however, those are out of scope for
this docunment.

1. JW Access Tokens

When access tokens are represented as JSON Wb Tokens (JWs)

[ RFC7519], the auth_tinme and acr clains (per Section 2.2.1 of

[ RFC9068]) are used to convey the tine and context of the user-

aut hentication event that the authentication server perforned during
the course of obtaining the access token. It is useful to bear in

m nd that the values of those two paraneters are established at user-
authentication tine and will not change in the event of access token
renewal s. See the aforenentioned Section 2.2.1 of [RFC9068] for
details. The following is a conceptual exanple show ng the decoded
content of such a JW access token

Header :

{"typ":"at+JW", "al g":"ES256", "ki d": " LTacESbw'}

d ai ns:

{,

"iss": "https://as.exanpl e. net",
"sub": "someone@xanpl e. net",

"aud": "https://rs. exanpl e.cont',
"exp": 1646343000,
"iat": 1646340200,

"jti" @ "elj 3V_bKi c8- LAEB_| ccDOG',
"client_id": "s6BhdRkqt 3",
"scope": "purchase",

"auth_tinme": 1646340198,
"acr": "nyACR'

Fi gure 6: Decoded JWI Access Token
2. QAuth 2.0 Token Introspection

"QAuth 2.0 Token Introspection" [RFC7662] defines a nethod for a
protected resource to query an authorization server about the active
state of an access token as well as to determ ne netainformation
about the token. The following two top-level introspection response
menbers are defined to convey information about the user-

aut hentication event that the authentication server perforned during
the course of obtaining the access token

acr: String specifying an authentication context class reference
value that identifies the authentication context class that was
satisfied by the user-authentication event perforned.



auth_time: Tine when the user authentication occurred. A JSON
nuneric val ue representing the nunber of seconds from
1970-01-01T00: 00: 00Z UTC until the date/time of the authentication
event.

The foll owi ng exanpl e shows an introspection response with
i nformati on about the user-authentication event by which the access
t oken was obt ai ned.

HTTP/ 1.1 200 &K
Cont ent - Type: application/json

{
"active": true,
"client_id": "s6BhdRkqt 3",
"scope": "purchase",
"sub": "someone@xanpl e. net",
"aud": "https://rs. exanpl e.cont,
"iss": "https://as.exanple. net",
"exp": 1639528912,
"fat": 1618354090,
"auth_tinme": 1646340198,
"acr": "nyACR'

}

Figure 7: Introspection Response
Aut hori zation Server Metadata

Aut hori zation servers can advertise their support of this
specification by including in their netadata docunent, as defined in
[ RFC8414], the value acr_val ues_supported, as defined in Section 3 of
[ODCDl SC]. The presence of acr_val ues_supported in the

aut hori zati on server netadata docunment signals that the authorization
server will understand and honor the acr_val ues and max_age
paraneters in incom ng authorization requests.

Depl oynent Consi derati ons

This specification facilitates the comunication of requirements from
a resource server to a client, which, in turn, can enable a snooth
step up authentication experience. However, it is inportant to
realize that the user experience achievable in every specific

depl oynent is a function of the policies each resource server and

aut hori zation server pair establishes. |Inposing constraints on those
policies is out of scope for this specification; hence, it is
perfectly possible for resource servers and authorization servers to
i mpose requirenents that are inpossible for users to comply with or
that lead to an undesirabl e user-experience outcone. The

aut henti cation pronpts presented by the authorization server as a
result of the nmethod of propagating authentication requirenments
described here mght require the user to performsone specific
actions such as using nultiple devices, having access to devices
complying with specific security requirenents, and so on. Those
extra requirenents, that are nore concerned with howto conply with a
particul ar requirement rather than indicating the identifier of the
requirenent itself, are out of scope for this specification

Security Consi derations

This specification adds to previously defined OQAuth nechani sns.
Their respective security considerations apply:

*  QAuth 2.0 [RFC5749],
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* JWI access tokens [ RFCO068],

* Bearer WWM Aut henticate [ RFC6750],

* token introspection [ RFC7662], and

* authorization server netadata [ RFC8414].

Thi s docunent MUST NOT be used to position QAuth as an authentication
protocol. For the purposes of this specification, the way in which a
user authenticated with the authorization server to obtain an access
token is salient information, as a resource server mght decide

whet her to grant access on the basis of how that authentication
operation was performed. Nonetheless, this specification does not
attenpt to define the nechanics by which authentication takes place,
relying on a separate authentication |layer to take care of the
details. In line with other specifications of the QAuth famly, this
docunent assumes the existence of a session w thout going into the
details of howit is established or mmintai ned, what protocols are
used to inplement that layer (e.g., OpenlD Connect), and so forth
Dependi ng on the policies adopted by the resource server, the

acr_val ues parameter introduced in Section 3 might unintentionally

di scl ose informati on about the authenticated user, the resource
itself, the authorization server, and any ot her context-specific data
that an attacker mght use to gain know edge about their target. For
exanpl e, a resource server requesting an acr value corresponding to a
hi gh | evel of assurance for sone users but not others might identify
possi bl e high-privilege users to target with spearhead phishing
attacks. Inplementers should use care in determining what to
disclose in the challenge and in what circunstances. The |logic

exam ning the incom ng access token to determ ne whether or not a
chal | enge shoul d be returned can be executed either before or after
the conventional token-validation logic, be it based on JWI
validation, introspection, or any other method. The resource server
MAY return a challenge without verifying the client presented a valid
token. However, this approach will |eak the required properties of
an aut horization token to an actor who has not proven they can obtain
a token for this resource server.

As this specification provides a nechanismfor the resource server to
trigger user interaction, it’'s inportant for the authorization server
and clients to consider that a malicious resource server mght abuse
that feature.

I ANA Consi derations
1. CQAuth Extensions Error Registration

This specification registers the following error value in the "QAuth
Extensi ons Error Registry" [IANA. QAuth. Parans] established by
[ RFC6749] .

Nanme: insufficient_user_authentication

Usage Location: resource access error response

Protocol Extension: QAuth 2.0 Step Up Authentication Challenge
Pr ot ocol

Change controller: |ETF

Speci fication docunment(s): Section 3 of RFC 9470

2. QAuth Token Introspection Response Registration

This specification registers the followi ng values in the "QAuth Token
I ntrospection Response" registry [|ANA QAut h. Parans] established by

[ RFC7662] .

Aut henti cati on Context C ass Reference:
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Name: acr

Description: Authentication Context C ass Reference
Change Controller: |ETF

Speci fication Docunent(s): Section 6.2 of RFC 9470

Aut henti cati on Tine:

Nane: auth_tine

Description: Tinme when the user authentication occurred
Change Controller: |ETF

Speci fication Docunent(s): Section 6.2 of RFC 9470
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