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Abstract

For operational sinplification of "sessionless" applications using
Bi di rectional Forwarding Detection (BFD), in this docunent, we
present procedures for "unsolicited BFD' that allow a BFD session to
be initiated by only one side and established w thout explicit per-
session configuration or registration by the other side (subject to
certain per-interface or global policies).

We al so introduce a new YANG nodul e to configure and nanage
"unsolicited BFD'. The YANG nodule in this docunent is based on YANG
1.1, as defined in RFC 7950, and conforns to the Network Managenent
Dat astore Architecture (NVDA), as described in RFC 8342. This
docunent augnents RFC 9314
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I nt roducti on

The current inplenentati on and depl oynent practice for BFD ([ RFC5880]
and [ RFC5881]) usually requires that BFD sessions be explicitly
configured or registered on both sides. This requirenent is not an

i ssue when an application |ike BGP [ RFC4271] has the concept of a
"session" that involves both sides for its establishment. However,
this requirement can be operationally challenging when the
prerequisite "session" does not naturally exist between two endpoints
in an application. Sinultaneous configuration and coordinati on may
be required on both sides for BFD to take effect. For exanpl e:

* \When BFD is used to keep track of the "liveness" of the next hop
of static routes. Although only one side may need the BFD
functionality, currently, both sides need to be involved in
specific configuration and coordination, and in sone cases, static
routes are created unnecessarily just for BFD

* \WWhen BFD is used to keep track of the "liveness" of the third-
party next hop of BGP routes received fromthe Route Server
[ RFC7947] at an Internet Exchange Point (IXP). As the third-party
next hop is different fromthe peering address of the Route
Server, for BFD to work, currently, two routers peering with the
Rout e Server need to have routes and next hops from each other
(although indirectly via the Route Server).

Clearly, it is beneficial and desirable to reduce or elimnate
unnecessary configurations and coordination in these "sessionl ess"
appl i cations using BFD.

In this document, we present procedures for "unsolicited BFD' that
all ow a BFD session to be initiated by only one side and established
wi thout explicit per-session configuration or registration by the
other side (subject to certain per-interface or gl obal policies).

Unsolicited BFD i npacts only the initiation of BFD sessions. There
is no change to all the other procedures specified in [ RFC5880], such
as, but not Iimted to, the Echo function and Denand node.

Wth "unsolicited BFD', there is potential risk for excessive
resource usage by BFD from "unexpected" renote systenms. To nitigate
such risks, several mechanisnms are recommended in the Security

Consi derations section.

The procedure described in this docunment could be applied to BFD for
mul ti hop paths [ RFC5883]. However, because of security risks, this
docunment applies only to BFD for single | P hops [ RFC5881].

Conpared to the "Seam ess BFD' [ RFC7880], this proposal involves only



m nor procedural enhancenments to the w dely depl oyed BFD itself.

Thus, we believe that this proposal is inherently sinpler in the
protocol itself and deploynent. As an exanple, it does not require

t he exchange of BFD discrimnators over an out-of-band channel before
BFD sessi on bring-up.

VWhen BGP ADD- PATH [ RFC7911] is deployed at an | XP using a Route
Server, multiple BGP paths (when they exist) can be nmade available to
the clients of the Route Server, as described in [ RFC7947].
Unsolicited BFD can be used by BGP route selection's route
resolvability condition (Section 9.1.2.1 of [RFC4271]) to exclude
routes where the NEXT_HOP is not reachable using the procedures
specified in this docunent.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Procedures for Unsolicited BFD

Wth "unsolicited BFD', one side takes the "Active role" and the
other side takes the "Passive role", as described in [ RFC5880],
Section 6. 1.

Passi ve unsolicited BFD support MJST be di sabl ed by default and MJST
require explicit configuration to be enabled. On the passive side,
the followi ng BFD paraneters, from [RFC5880], Section 6.8.1, SHOULD
be confi gurabl e:

*  bfd. DesiredM nTxl nterva
*  bfd. Requi redM nRxl nt erva
*  bfd. Detect Ml t

The passive side MAY al so choose to use the values of the paraneters
listed above that the active side uses in its BFD Control packets.
However, the bfd.Local Di scr val ue MJST be sel ected by the passive
side to allow nultiple unsolicited BFD sessi ons.

The active side starts sending the BFD Control packets, as specified
in [ RFC5880]. The passive side does not send BFD Control packets
initially; it sends BFD Control packets only after it has received
BFD Control packets fromthe active side.

When t he passive side receives a BFD Control packet fromthe active
side with 0 as "Your Discrimnator" and does not find an existing BFD
session, the passive side SHOULD create a matchi ng BFD sessi on toward
the active side, unless not permitted by |local configuration or

policy.

When t he passive side receives an incom ng BFD Control packet on a
nunbered interface, the source address of that packet MJST belong to
the subnet of the interface on which the BFD packet is received, else
the BFD Control packet MJST NOT be processed.

The passive side MIST then start sending BFD Control packets and
performthe necessary procedure for bringing up, maintaining, and
tearing down the BFD session. |f the BFD session fails to get
established within a certain anount of tine (which is inplenmentation
specific but has to be at least equal to the local failure detection
time) or if an established BFD sessi on goes down, the passive side
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MJST stop sendi ng BFD Control packets and SHOULD del ete the BFD
session created until BFD Control packets are initiated by the active
si de agai n.

When an unsolicited BFD session goes down, an inplenmentation may
retain the session state for a period of tine. Retaining this state
can be useful for operational purposes.

State Vari abl es
Thi s docunent defines a new state vari able call ed Rol e:
bf d. Rol e

This is the role of the local system during BFD session
initialization, as per [RFC5880], Section 6.1. Possible values are
Active or Passive.

YANG Dat a Mode

Thi s section extends the YANG data nodel for BFD [ RFC9314] to cover
unsolicited BFD. The new nodul e i nports the YANG nodul es descri bed
in [RFC8349] since the "bfd" container in [RFC9314] is under
"control -plane-protocol”. The YANG nmodul e in this document conforns
to the Network Managenent Datastore Architecture (NVDA) [ RFC8342].

Unsolicited BFD Hi erarchy

Configuration for unsolicited BFD paranmeters for |P single-hop
sessions can be done at 2 |evels:

* globally, i.e., for all interfaces

* for specific interfaces (this requires support for the
"unsolicited-parans-per-interface" feature)

If configuration exists at both |evels, per-interface configuration
t akes precedence over gl obal configuration

For operational data, a new "role" |eaf node has been added for BFD
| P singl e-hop sessions.

The tree di agram bel ow uses the graphical representation of data
nodel s, as defined in [ RFC8340].

nmodul e: ietf-bfd-unsolicited

augnment /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol /bfd: bfd/bfd-ip-sh:ip-sh
+--rw unsolicited?
+--rw local -multiplier? mul tiplier
+--rw (interval -config-type)?
+--:(tx-rx-intervals)
| +--rw desired-mn-tx-interval ? ui nt 32
| +--rwrequired-mn-rx-interval? ui nt 32
+--:(single-interval) {single-mninmminterval}?
+--rw mn-interval ? ui nt 32
augrment /rt:routing/rt:control-pl ane-protocols
/rt:control-pl ane- protocol /bfd: bfd/ bfd-i p-sh:ip-sh
[ bfd-ip-sh:interfaces:
+--rw unsolicited
+--rw enabl ed? bool ean
+--rw local-multiplier?
bf d-types: nultiplier
{bfd-unsol : unsol i ci t ed- parans-per-interface}?



+--rw (interval -config-type)?

augnent

{bfd-unsol : unsol i ci t ed- parans-per-interface}?
+--:(tx-rx-intervals)
| +--rw desired-mn-tx-interval? ui nt 32
| +--rwrequired-mn-rx-interval? ui nt 32
+--:(single-interval) {bfd-types:single-mninmminterval}?
+--rw mn-interval ? ui nt 32
/[rt:routing/rt:control-plane-protocols
[rt:control-pl ane-protocol /bfd: bfd/bfd-ip-sh:ip-sh
/ bf d-i p- sh: sessi ons/ bf d-i p-sh: sessi on:

+--ro rol e? bf d-unsol : rol e

4. 2. Unsolicited BFD Mdul e

<CODE BEG NS> file "ietf-bfd-unsolicited@023-08-31.yang"
modul e ietf-bfd-unsolicited {

yang-version 1.1;

nanespace "urn:ietf:parans: xnl:ns:yang:ietf-bfd-unsolicited";

prefix bfd-unsol;

i mport

ietf-bfd-types {

prefix bfd-types;
reference
"RFC 9314: YANG Data Mddel for Bidirectional Forwarding
Detection (BFD)";

}
inmport ietf-bfd {
prefix bfd;
ref erence
"RFC 9314: YANG Data Mddel for Bidirectional Forwarding
Detection (BFD)";
}
import ietf-bfd-ip-sh {
prefix bfd-ip-sh;
reference
"RFC 9314: YANG Data Mddel for Bidirectional Forwarding
Detection (BFD)";
}
import ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NVDA Version)";
}

organi zati on
"I ETF BFD Wor ki ng Group";

cont act

"WG Web: <https://datatracker.ietf.org/wy/ bfd/>
WG List: <rtg-bfd@etf.org>

Editors: Enke Chen (enchen@al oal t onet wor ks. conj,

Nai m ng Shen (nai m ng@ededa. con),
Robert Raszuk (robert @ aszuk. net),
Reshad Rahman (reshad@ahoo.com"”;

description
"This nodul e contains the YANG definition for unsolicited BFD,



as per RFC 9468.

Copyright (c) 2023 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9468; see
the RFC itself for full legal notices.";

ref erence
"RFC 9468: Unsolicited Bidirectional Forwardi ng Detection
(BFD) for Sessionless Applications”;

revision 2023-08-31 {
description
"Initial revision.";
reference
"RFC 9468: Unsolicited Bidirectional Forwardi ng Detection (BFD)
for Sessionless Applications”;

}

/*
* Feature definitions
*/
feature unsolicited-parans-per-interface {
description
"This feature indicates that the server supports per-interface
paraneters for unsolicited sessions.";
reference
"RFC 9468: Unsolicited Bidirectional Forwarding Detection (BFD)
for Sessionless Applications”;

}

/*
* Type Definitions
*/

identity role {
description
"Base identity fromwhich all roles are derived
Rol e of local system during BFD session initialization.";

}

identity active {
base bfd-unsol:role;
description
"Active role.";

ref erence
"RFC 5880: Bidirectional Forwarding Detection (BFD),
Section 6.1";

}

identity passive {
base bfd-unsol:role;
description
"Passive role.";

reference
"RFC 5880: Bidirectional Forwarding Detection (BFD),
Section 6.1";



/

*

* Augnent s
*/

augrment "/rt:routing/rt:control-plane-protocols/”

}

+ "rt:control -pl ane- protocol / bf d: bf d/ bf d-i p-sh:ip-sh" {
description
"Augnentation for unsolicited BFD paraneters.";
container unsolicited {
description
"BFD | P single-hop unsolicited top-level container.";
uses bfd-types: base-cfg- par rs;

}

augrment "/rt:routing/rt:control-plane-protocols/”

+ "rt:control -pl ane- protocol / bf d: bf d/ bf d-i p-sh:i p-sh/"
+ "bfd-ip-shiinterfaces” {
description
"Augnentation for unsolicited BFD on | P single-hop
interface.";
contai ner unsolicited {
description
"BFD | P single-hop interface unsolicited top-Ieve
cont ai ner.";
| eaf enabl ed {
type bool ean;
default "false";
description
"Unsolicited BFD is enabled on this interface."”;

*

* The following is the same as bfd-types: base-cfg-parns, but
* without default values (for inheritance)
*/
| eaf local-multiplier {
i f-feature "bfd-unsol :unsolicited-parans-per-interface";
type bfd-types: multiplier;
description
"Multiplier transnitted by the local system Defaults to
../..Junsolicited/local -multiplier.
A multiplier configured under an interface takes
precedence over the multiplier configured at the gl oba
| evel . ";

}
/

}
choi ce interval -config-type {
i f-feature "bfd-unsol :unsolicited-parans-per-interface";
description
"Two interval values or one value used for both transnit
and receive. Defaults to
../..lunsolicited/interval -config-type. An interva
configured under an interface takes precedence over any
interval configured at the global level.";
case tx-rx-intervals {
| eaf desired-mn-tx-interval {
type uint32;
units "m croseconds";
description
"Desired mnimumtransmt interval of contro
packets.";
}
| eaf required-mn-rx-interval {
type uint32;
units "m croseconds";
description



"Required mninumreceive interval of contro
packets.";
}
}

case single-interval {
if-feature "bfd-types:single-mninuminterval";
| eaf mn-interval ({
type uint32;
units "m croseconds”;
description
"Desired minimumtransnit interval and required
m ni mum recei ve interval of control packets.";

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane-protocol / bfd: bfd/ bf d-i p-sh:ip-sh/"
+ "bfd-ip-sh:sessions/bfd-ip-sh:session" {
description
"Augnent ation for unsolicited BFD on | P single-hop session.";
| eaf role {
type identityref {
base bfd-unsol:role;

config fal se;

description
"Role.";
}

}

}
<CCDE ENDS>

4. 3.

Dat a Mbdel Exampl e

Thi s section shows an exanpl e on how to configure the passive end of
unsolicited BFD:

*

We have gl obal BFD I P single-hop unsolicited configuration with a
local -multiplier of 2 and mn-interval at 50 ns.

BFD | P single-hop unsolicited is enabled on interface ethO with a
local-multiplier of 3 and mn-interval at 250 ns.

BFD | P single-hop unsolicited is enabled on interface ethl. Since
there is no paraneter configuration for ethl, it inherits fromthe
gl obal configurati on.

<?xm version="1.0" encodi ng="UTF-8"?>
<config xm ns="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<interfaces xm ns="urn:ietf:paranms: xn :ns:yang:ietf-interfaces">

<interface>
<nane>et h0</ name>
<type
xmns:ianai ft="urn:ietf:parans: xnm :ns:yang:iana-if-type">
i anai ft: ethernet Csmacd</type>
</interface>
<interface>
<nane>et hl</ name>
<type
xmns:ianai ft="urn:ietf:parans: xnm :ns:yang:iana-if-type">
i anai ft: ethernet Csmacd</type>
</interface>



</interfaces>
<routing xm ns="urn:ietf:parans: xm :ns:yang:ietf-routing">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<type xnml ns: bfd-types=
"urn:ietf:parans: xm:ns:yang:ietf-bfd-types">
bf d-types: bf dvl</type>
<nane>nane: BFD</ nane>
<bfd xm ns="urn:ietf:parans: xm :ns:yang:ietf-bfd">
<ip-sh xm ns="urn:ietf:parans: xm :ns:yang:ietf-bfd-ip-sh">
<unsolicited>
<l ocal -mul tiplier>2</local-multiplier>
<m n-i nt erval >50000</ m n-i nt erval >
</unsolicited>
<interfaces>
<interface>ethO</interface>
<unsolicited>
<enabl ed>t r ue</ enabl ed>
<local -nmultiplier>3</local-multiplier>
<m n-interval >250000</ m n-i nt erval >
</unsolicited>
</interfaces>
<interfaces>
<interface>ethl</interface>
<unsolicited>
<enabl ed>t r ue</ enabl ed>
</unsolicited>
</interfaces>
</ip-sh>
</ bf d>
</ control - pl ane- prot ocol >
</ control - pl ane- prot ocol s>
</ routing>
</ config>

| ANA Consi der ati ons

I ANA has registered the foll owi ng nanespace URI in the
subregistry within the "I ETF XM. Regi stry" [ RFC3688]:

ns

URI: wurn:ietf:params:xm:ns:yang:ietf-bfd-unsolicited
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanespace

| ANA has registered the foll owing YANG nodul e in the "YANG Mdul e
Nanes" registry [ RFC6020]:

Nanme: ietf-bfd-unsolicited

Mai nt ai ned by 1 ANA: N

Nanmespace: urn:ietf:params: xn:ns:yang:ietf-bfd-unsolicited
Prefix: bfd-unsol

Ref erence: RFC 9468

Security Considerations
BFD Protocol Security Considerations

The sane security considerations and protection neasures as those
described in [ RFC5880] and [ RFC5881] apply to this docunment. In
addition, with "unsolicited BFD', there is potential risk for
excessi ve resource usage by BFD from "unexpected"” renote systens.
mtigate such risks, inplenmentations of unsolicited BFD MJST:

* Limt the feature to specific interfaces and to single-hop BFD
sessions using the procedures from[RFC5082]. See Section 5 of
[ RFC5881] for the details of these procedures.

To
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* Apply policy to process BFD packets only fromcertain subnets or
host s.

* Deploy the feature only in an environnent that does not offer
anonynous participation. Exanples include an | XP, where the | XP
operator will have a business relationship with all IXP
participants, or between a provider and its custoners.

2. BFD Protocol Authentication Considerations

I mpl enent ati ons of unsolicited BFD are RECOMVENDED to use BFD

aut henti cation; see [RFC5880]. |If BFD authentication is used, the
strongest BFD aut hentication nmechanismthat is supported MJST be
used.

In some environments, such as | XPs, BFD authentication cannot be used
because of the lack of coordination for the operation of the two
endpoi nts of the BFD session

In other environnments, such as when BFD is used to track the next hop
of static routes, it is possible to use BFD authentication. This
comes with the extra cost of configuring matching key chai ns between
the two endpoints.

3.  YANG Modul e Security Considerations

The YANG nodul e specified in this docunent defines a schena for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The Network Configuration Access Control Mdde (NACM [ RFC8341]

provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

/routing/control-pl ane-protocol s/control -pl ane- protocol /bfd/ip-sh
/unsolicited:
* Data node "enabl ed" enables creation of unsolicited BFD I P

singl e-hop sessions globally, i.e., on all interfaces. See
Section 6. 1.

* Data nodes "local-multiplier”, "desired-mn-tx-interval",
"required-mn-rx-interval", and "mn-interval" all inpact the

paraneters of the unsolicited BFD I P singl e-hop sessions.
Wite operations to these nodes change the rates of BFD packet
generation and detection tine of the failures of a BFD session.

/routing/control-plane-protocol s/control -pl ane-protocol /bfd/ip-sh
linterfaces/interface/unsolicited:
* Data node "enabl ed" enables the creation of unsolicited BFD I P
singl e-hop sessions on a specific interface. See Section 6.1

* Data nodes "local-multiplier", "desired-mn-tx-interval",



"required-mn-rx-interval", and "mn-interval” all inpact the
paraneters of the unsolicited BFD I P single-hop sessions on the
i nterface.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

/routing/control-pl ane-protocol s/control -pl ane-protocol /bfd/ip-sh

/ sessi ons/ session/rol e:
Access to this information discloses the role of the | ocal system
in the creation of the unsolicited BFD session.
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