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Rel axed Packet Counter Verification for Babel MAC Aut hentication
Abst r act

Thi s docunent rel axes the packet verification rules defined in "MAC
Aut hentication for the Babel Routing Protocol" (RFC 8967) in order to
make the protocol nore robust in the presence of packet reordering.
Thi s docunent updates RFC 8967.
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1. I nt roducti on



The design of the Babel MAC authentication nmechani sm [ RFC8967]
assunes that packet reordering is an exceptional occurrence, and the
protocol drops any packets that arrive out-of-order. The assunption
that packets are not routinely reordered is generally correct on
wired links, but turns out to be incorrect on sone kinds of wreless
I'i nks.

In particular, |EEE 802.11 (W-Fi) [I|EEE80211] defines a number of
power - savi ng nodes that all ow stations (nobile nodes) to switch their
radio of f for extended periods of time, ranging in the hundreds of
mlliseconds. The access point (network switch) buffers al

mul ti cast packets and only sends them out after the power-saving
interval ends. The result is that nulticast packets are del ayed by
up to a few hundred mlliseconds with respect to uni cast packets,

whi ch, under sone traffic patterns, causes the Packet Counter (PC)
verification procedure in RFC 8967 to systematically fail for
mul ti cast packets.

Thi s docunent defines two distinct ways to relax the PC validation

* using two separate receiver-side states, one for unicast and one
for multicast packets (Section 3.1), which allows arbitrary
reordering between unicast and multicast packets, and

* using a wi ndow of previously received PC val ues (Section 3.2),
whi ch all ows a bounded anbunt of reordering between arbitrary
packets.

We assune that reordering between arbitrary packets only happens
occasional ly, and, since Babel is designed to gracefully deal wth
occasi onal packet |oss, usage of the fornmer nechani smis RECOVMENDED
whil e usage of the latter is OPTIONAL. The two nmechani snms MAY be
used sinultaneously (Section 3.3).

Thi s docunent updates RFC 8967 by rel axi ng the packet verification
rules defined therein. |1t does not change the security properties of
t he protocol

Speci fication of Requirements

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Rel axi ng PC Verification

The Babel MAC aut hentication nmechani sm prevents replay by decorating
every sent packet with a strictly increasing value, the Packet
Counter (PC). Notwi thstanding the nanme, the PC does not actually
count packets: a sender is pernitted to increnent the PC by nore than
one between two successively transmtted packets.

A receiver naintains the highest PC received fromeach nei ghbour
When a new packet is received, the receiver conpares the PC contained
in the packet with the highest received PC

* if the new value is snaller or equal, then the packet is
di scar ded;

* otherwi se, the packet is accepted, and the highest PC val ue for
t hat nei ghbour is updated.

Note that there does not exist a one-to-one correspondence between



sender states and receiver states: nultiple receiver states track a
single sender state. The receiver states corresponding to a single
sender state are not necessarily identical, since only a subset of
recei ver states are updated when a packet is sent to a unicast
address or when a multicast packet is received by a subset of the
receivers.

.1. Miltiple H ghest PC Val ues

I nstead of mmintaining a single highest PC val ue for each nei ghbour,
an i nplenmentation of the procedure described in this section uses two
val ues: the highest multicast val ue PCm and the hi ghest non-nulticast
(uni cast) value PCu. Mdre precisely, the (Index, PC) pair contained
in the neighbour table (Section 3.2 of [RFC8967]) is replaced by a
triple (Index, PCm PCu), where:

* Index is an arbitrary string of 0 to 32 octets, and
* PCmand PCu are 32-bit (4-octet) integers.

When a Chal |l enge Reply is successful, both highest PC val ues are
updated to the value contained in the PC TLV fromthe packet
containing the successful challenge. Mre precisely, the |ast
sentence of the fourth bullet point of Section 4.3 of [RFC8967] is
repl aced as foll ows:

OLD:

| If the packet contains a successful Challenge Reply, then the PC
| and Index contained in the PC TLV MJST be stored in the nei ghbour
| table entry corresponding to the sender (which already exists in

| this case), and the packet is accepted.

NEW

| If the packet contains a successful Challenge Reply, then the

| Index contained in the PC TLV MJST be stored in the Index field of
| the neighbour table entry corresponding to the sender (which

| already exists in this case), the PC contained in the TLV MJST be
| stored in both the PCmand PCu fields of the neighbour table

| entry, and the packet is accepted.

When a packet that does not contain a successful Challenge Reply is
received, the PC value that it contains is conpared to either the PCu
or the PCmfield of the correspondi ng nei ghbour entry, depending on
whet her or not the packet was sent to a nulticast address. |If the
conparison is successful, then the sane value (PCmor PCu) is
updated. More precisely, the last bullet point of Section 4.3 of

[ RFC8967] is replaced as foll ows:

OLD:

| At this stage, the packet contains no successful Challenge Reply,

| and the Index contained in the PC TLV is equal to the Index in the
| neighbour table entry corresponding to the sender. The receiver

| compares the received PC with the PC contained in the nei ghbour

| table; if the received PCis smaller or equal than the PC

| contained in the neighbour table, the packet MJST be dropped and

| processing stops (no challenge is sent in this case, since the

| msmatch mght be caused by harnl ess packet reordering on the

| link). Oherwise, the PC contained in the neighbour table entry

| is set to the received PC, and the packet is accepted.

NEW

| At this stage, the packet contains no successful Challenge Reply



and the Index contained in the PC TLV is equal to the Index in the
nei ghbour table entry corresponding to the sender. The receiver
conpares the received PC with either the PCmfield (if the packet
was sent to a nmulticast |IP address) or the PCu field (otherw se)
in the neighbour table. |If the received PCis smaller than or
equal to the value contained in the neighbour table, the packet
MJST be dropped and processing stops. Note that no challenge is
sent in this case, since the msmatch nm ght be caused by harnl ess
packet reordering on the link. QOherwise, the PCm (if the packet
was sent to a nulticast address) or the PCu (otherwise) field
contained in the neighbour table entry is set to the received PC
and t he packet is accepted.

.1.1. GCeneralisations

Modern networki ng hardware tends to nmaintain nore than just two
queues, and it mght be tenpting to generalise the approach taken to
more than just the two last PC values. For exanple, one night be
tenpted to use distinct |ast PC values for packets received with
different values of the Type of Service (TOS) field, or with
different | EEE 802. 11 access categories. However, choosing a hi ghest
PC field by consulting a value that is not protected by the Message
Aut henti cation Code (MAC) (Section 4.1 of [RFC8967]) would no | onger
protect against replay. |In effect, this neans that only the
destination address and port nunber as well as the data stored in the
packet body may be used for choosing the hi ghest PC val ue, since
these are the only fields that are protected by the MAC (in addition
to the source address and port nunber, which are already used when
choosi ng the nei ghbour table entry and therefore provide no
additional information). Since Babel inplenentations do not usually
send packets with differing TOS val ues or | EEE 802. 11 access
categories, this is unlikely to be an issue in practice.

The foll owi ng exanpl e shows why it would be unsafe to select the

hi ghest PC depending on the TOS field. Suppose that a node B were to
mai ntai n distinct highest PC values for different values T1 and T2 of
the TOS field, and that, initially, all of the highest PCfields at B
have val ue 42. Suppose now that a node A sends a packet P1 with TGS
equal to T1 and PC equal to 43; when B receives the packet, it sets

t he highest PC value associated with TOS T1 to 43. |If an attacker
were now to send an exact copy of Pl but with TOS equal to T2, B
woul d consult the highest PC val ue associated with T2, which is stil
equal to 42, and accept the replayed packet.

.2. Wndow Based Verification

W ndow- based verification is simlar to what is described in

Section 3.4.3 of [RFC4303]. Wen using w ndow based verification, in
addition to retaining within its nei ghbour table the highest PC val ue
PCh seen from every nei ghbour, an inplenentation maintains a fixed-

si ze wi ndow of bool eans corresponding to PC values directly bel ow
PCh. More precisely, the (Index, PC) pair contained in the nei ghbour
table (Section 3.2 of [RFC8967]) is replaced by:

* atriple (Index, PCh, Wndow), where Index is an arbitrary string
of 0 to 32 octets, PCh is a 32-bit (4-octet) integer, and W ndow
is a vector of booleans of size S (the default value S=128 is
RECOMVENDED) .

The wi ndow i s a vector of S boolean values nunbered fromO (the "left
edge" of the window) up to S-1 (the "right edge"); the bool ean
associated with the index i indicates whether a packet with a PC
value of (PCh - (S-1) + i) has been seen before. Shifting the w ndow
to the left by an integer anount k is defined as noving all values so
that the value previously at index n is now at index (n - k); Kk

val ues are discarded at the |left edge, and k new unset val ues are
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inserted at the right edge.

Whenever a packet is received, the receiver conputes its index i =
(PC- PCh + S- 1). It then proceeds as foll ows:

1. If the index i is negative, the packet is considered too old, and
it MUST be discarded.

2. If the index i is non-negative and strictly |less than the w ndow
size S, the wi ndow value at the index is checked. |If this value
is already set, the received PC has been seen before and the
packet MJUST be di scarded. Oherw se, the correspondi ng w ndow
value is marked as set, and the packet is accepted.

3. If theindex i is larger or equal to the wi ndow size (i.e., PCis
strictly larger than PCh), the wi ndow MJUST be shifted to the |eft
by (i - S+ 1) values (or, equivalently, by the difference PC -
PCh), and the highest PC value PCh MJST be set to the received
PC. The value at the right of the window (the value with index S
- 1) MJST be set, and the packet is accepted.

When receiving a successful Challenge Reply, the remenbered highest
PC val ue PCh MUST be set to the value received in the Challenge
Reply, and all of the values in the wi ndow MIJST be reset except the
value at index S - 1, which MJST be set.

Conbi ni ng the Two Techni ques
The two techni ques descri bed above serve conpl ementary purposes:

* gsplitting the state allows nulticast packets to be reordered with
respect to unicast ones by an arbitrary nunber of PC val ues, while

* the wi ndow based technique allows arbitrary packets to be
reordered but only by a bounded number of PC val ues.

Thus, they can profitably be combi ned.

An inpl enentation that uses both techni ques MJST nmintain, for every
entry of the nei ghbour table, two distinct wi ndows, one for multicast
and one for unicast packets. When a successful Challenge Reply is
recei ved, both wi ndows MJST be reset. Wen a packet that does not
contain a Challenge Reply is received, if the packet’s destination
address is a multicast address, the multicast wi ndow MJST be

consul ted and possi bly updated, as described in Section 3.2.

O herwi se, the unicast wi ndow MIST be consulted and possi bly updat ed

Security Considerations

The procedures described in this docunent do not change the security
properties described in Section 1.2 of [RFC8967]. |In particular, the
choi ce between the nulticast and the uni cast packet counter is nade
by exam ning a packet’s destination |IP address, which is included in
the pseudo- header and therefore participates in MAC conputation
Hence, an attacker cannot change the destinati on address w thout
invalidating the MAC, and therefore cannot replay a unicast packet as
a nulticast one or vice versa

Wil e these procedures do slightly increase the anmount of per-

nei ghbour state maintai ned by each node, this increase is margina
(between 4 and 36 octets per nei ghbour, depending on inplenentation
choi ces), and should not significantly inpact the ability of nodes to
survive deni al -of -service attacks.

| ANA Consi der ati ons



Thi s docunent has no | ANA acti ons.
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