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Pl M Assert Message Packi ng
Abstract

When PI M Sparse Mbde (PIM SM, including PIM Source-Specific
Multicast (PIMSSM, is used in shared LAN networks, there is often
nore than one upstreamrouter. This can lead to duplicate IP
mul ti cast packets being forwarded by these PIMrouters. PlIM Assert
messages are used to elect a single forwarder for each I P multicast
traffic fl ow between these routers.

This docunent defines a nmechanismto send and receive information for
multiple IP nulticast flows in a single PackedAssert nessage. This
optinization reduces the total nunmber of PIM packets on the LAN and
can therefore speed up the election of the single forwarder, reducing
the nunber of duplicate IP nulticast packets incurred.
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I nt roducti on

VWen PIMSMis used in shared LAN networks, there is typically nore
than one upstreamrouter. Wen duplicate data packets appear on the
LAN fromdifferent upstreamrouters, assert packets are sent from
these routers to elect a single forwarder according to [ RFC7761].
The PI M Assert messages are sent periodically to keep the Assert
state. The PIM Assert message carries information about a single
mul ti cast source and group, along with the corresponding Metric and
Metric Preference of the route towards the source or PIM Rendezvous
Point (RP).

Thi s docunment defines a mechanismto encode the information of
multiple PIM Assert nessages into a single PackedAssert message.

This all ows sending and receiving information for multiple IP

mul ticast flows in a single PackedAssert nessage w thout changing the
PI M Assert state machinery. It reduces the total nunber of PIM
packets on the LAN and can therefore speed up the election of the
single forwarder, reducing the nunber of duplicate IP multicast
packets. This can be particularly hel pful when there is traffic for
a | arge nunmber of multicast groups or SSM channel s and PI M packet
processi ng performance of the routers is slow

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Ter mi nol ogy
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The reader is expected to be famliar with the term nol ogy of
[ RFC7761]. The following lists the abbreviations repeated in this
docunent .

AT: Assert Tiner

DR: Desi gnat ed Rout er

RP: Rendezvous Poi nt

RPF: Reverse Path Forwardi ng
RPT: RP Tree

SPT: Shortest Path Tree
Probl em St at emrent

PI M Asserts occur in many deployments. See Appendix A for explicit
exanpl es and expl anations of why it is often not possible to avoid.

Pl M Assert state depends mainly on the network topology. As |long as

there is a Layer 2 (L2) network with nore than two PIMrouters, there
may be nultiple upstreamrouters, which can cause duplicate multicast
traffic to be forwarded and assert processing to occur

As the multicast services becone w dely depl oyed, the nunber of

mul ticast entries increases, and a | arge nunber of Assert nessages
may be sent in a very short period when multicast data packets
trigger PIMassert processing in the shared LAN networks. The PIM
routers need to process a |large nunber of small PIM assert packets in
a very short time. As aresult, the device load is very large. The
assert packet nmay not be processed in tine or even discarded, thus
extending the time of traffic duplication in the network.

The PI M Assert mechani sm can only be avoi ded by desi gni ng the network
to be without transit subnets with multiple upstreamrouters. For
exanple, an L2 ring between routers can sonetines be reconfigured to
be a ring of point-to-point subnets connected by the routers.

However, these Layer 2 (L2) and Layer 3 (L3) topol ogy changes are
undesi rabl e when they are only done to enable IP nulticast with PIM
because they increase the cost of introducing IP nulticast with PIM

These designs are al so not feasible when specific L2 technol ogies are
needed. For exanple, various L2 technol ogies for rings provide
sub-50 msec fail over nechani sns, something not possible equally with
a ring conposed fromL3 subnets. Likew se, |EEE Tine-Sensitive
Net wor ki ng mechani sms woul d require an L2 topol ogy that cannot sinply
be replaced by an L3 topology. L2 sub-topol ogies can al so
significantly reduce the cost of depl oynent.

Speci fication

Thi s docunent defines three elenments in support of PIM assert
packi ng:

1. The PI M Packed Assert Capability Hello Option
2. The encodi ng of PackedAssert nessages

3. How to send and recei ve PackedAssert messages
Pl M Packed Assert Capability Hello Option

The PI M Packed Assert Capability Hello Option (Section 4.1) is used
to announce support for the assert packi ng mechani sms specified in
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this docunment. PackedAssert nessages (Section 3.2) MJST NOT be used
unless all PIMrouters in the sanme subnet announce this option.

Assert Packi ng Message Fornmats

The PI M Assert message, as defined in Section 4.9.6 of [RFC7761],
describes the parameters of a (*,G or (S,G assert using the
following information el ements: Rendezvous Point Tree flag (R,
Source Address, Group Address, Metric, and Metric Preference. This
docunment calls this information an "assert record".

Thi s docunent introduces two new Pl M Assert message encodi ngs through
the allocation and use of two flags in the PIM Assert nessage header
[ RFC9436]: the Packed (P) and the Aggregated (A) fl ags.

If P=0, the nessage is a (non-packed) PIM Assert nessage as specified
in [RFC7761]. See Section 4.2. |In this case, the A flag MIST be set
to 0 and MJST be ignored on receipt.

If P=1, then the nessage is called a "PackedAssert nessage", and the
type and hence encoding format of the payload are determ ned by the A
fl ag.

If A=0, then the nmessage body is a sequence of assert records. This
is called a "Sinple PackedAssert nessage". See Section 4. 3.

If A=1, then the nessage body is a sequence of aggregated assert
records. This is called an "Aggregated PackedAssert nessage". See
Section 4. 4.

Two aggregated assert record types are specified.

The "Source Aggregated Assert Record" (see Section 4.4.1) encodes one
(comon) Source Address, Metric, and Metric Preference as well as a
list of one or nore Group Addresses. Source Aggregated Assert
Records provide a nore conpact encodi ng than the Sinple PackedAssert
message format when nultiple (S, G flows share the same source S. A
singl e Source Aggregated Assert Record with n G oup Addresses
represents the information of assert records for (S, Gl)...(S &).

The "RP Aggregated Assert Record" (see Section 4.4.2) encodes one
common Metric and Metric Preference as well as a list of "G oup
Records”, each of which encodes a G oup Address and a list of zero or
nore Source Addresses with a count. This is called an "RP Aggregated
Assert Record", because with standard RPF according to [ RFC7761], all
the Group Addresses that use the sanme RP will have the sanme Metric
and Metric Preference.

RP Aggregati on Assert Records provide a nore conpact encodi ng than
the Sinple PackedAssert nessage format for (*, G flows. The Source
Address is optionally used in the assert procedures in [ RFC7761] to
i ndi cate the source(s) that triggered the assert; otherw se, the
Source Address is set to O in the assert record.

Bot h Source Aggregated Assert Records and RP Aggregated Assert
Records also include the R flag, which nmaintains its senantics from

[ RFC7761] but al so distingui shes the encodings. Source Aggregated
Assert Records have R=0, as (S, G assert records do in [RFC7/761]. RP
Aggregat ed Assert Records have R=1, as (*, G assert records do in

[ RFC7761] .

PackedAssert Mechani sm
PackedAsserts do not change the PI M Assert state nachi ne

specification [ RFC7761]. |Instead, sending and receiving of
PackedAssert nessages, as specified in the follow ng subsections, are



| ogi cal |y new packetization options for assert records in addition to
the (non-packed) Assert nessage [ RFC7761]. There is no change to the
assert record information elements transnitted or their semantics.
They are just transmitted in fewer but |arger packets, and a fewer
total nunber of bytes is used to encode the information elenments. As
aresult, PIMrouters should be able to send and receive assert
records faster and/or with | ess processi ng over head.

3.3.1. Sending PackedAssert Messages

When usi ng assert packing, the regular Assert nessage encodi ng

[ RFC7761] with A=0 and P=0 is still allowed to be sent. Routers are
free to choose whi ch PackedAssert nessage format they send -- sinmple
(Section 4.3) and/or aggregated (Section 4.4).

*  When any PIMrouters on the LAN have not signal ed support for
assert packing, inplenmentations MIUST only send Asserts and MJST
NOT send PackedAsserts under any condition.

* The protocol or systemconditions for which an inplenentation
sends PackedAsserts instead of Asserts are out of scope for this
specification. Protocol conditions include protocol triggers such
as data-triggered asserts or Assert Tiner (AT) expiry-triggered
asserts, and systemconditions include high or low load or control
pl ane packet reception rates.

* | nplenmentations are expected to specify in docunentation and/ or
managenent interfaces (such as a YANG data nodel ) which
PackedAssert nessage formats they can send and under which
conditions they will send them

* | nplenmentati ons SHOULD be able to indicate to the operator (such
as through a YANG data nodel) how many Assert and PackedAssert
messages were sent/received and how nmany assert records were sent/
recei ved.

* A configuration option SHOULD be avail abl e to di sabl e PackedAssert
operations. PIMSMinpl enentations [ RFC7761] that introduce
support for assert packing fromday one MAY omt this
configuration option.

Wen a PIMrouter has an assert record ready to send according to
[RFC7761], it calls one of the follow ng functions:

* send Assert(S, G [/ send Assert(*, Q@ ([RFC7761], Section 4.2)

* send Assert(S, G / send AssertCancel (S,G ([RFC7761],
Section 4.6.1)

* send Assert(*,G / send AssertCancel (*, G ([RFC7761],
Section 4.6.2)

* send Assert(S, G ([RFC7761], Section 4.8.2)

If sending of PackedAsserts is possible on the network, instead of
sendi ng an Assert nessage with an assert record, any of these calls
MAY instead result in the PIMinplenentati on renenbering the assert
record and continuing with further processing for other flows, which
may result in additional assert records.

PI M MUST then create PackedAssert nessages fromthe renmenbered assert
records and schedul e them for sending according to the considerations
in the followi ng subsections.

3.3.1.1. Handling of Reception-Triggered Assert Records



Avoi di ng addi tional del ay because of assert packing compared to

i medi atel y schedul ing Assert nessages is nost critical for assert
records that are triggered by reception of data or reception of
asserts against which the router is in the "I am Assert Wnner"
state. In these cases, the router SHOULD send out an Assert or
PackedAssert nessage containing this assert record as soon as
possible to mnimze the time in which duplicate IP nulticast packets
can occur.

To avoid additional delay in this case, the router should enpl oy
appropri ate assert packing and schedul i ng mechani snms, as expl ai ned
her e.

Assert s/ PackedAsserts created fromreception-triggered assert records
shoul d be schedul ed for serialization with a higher priority than
those created because of other protocol or systemconditions. They
shoul d al so bypass other PI M nessages that can create significant
bursts, such as PIMjoin/prune nmessages.

When there are no reception-triggered Assert/PackedAssert nessages
currently being serialized on the interface or scheduled to be sent,
the router should inmedi ately generate and schedul e an Assert or
PackedAssert message without further assert packing.

If one or nore reception-triggered Assert/PackedAssert nessages are
al ready serializing or are scheduled to be serialized on the outgoing
interface, then the router can use the tinme until the |ast of those
messages has finished serializing for PIM processing of further
conditions. This may result in additional reception-triggered assert
records and the packing of these assert records without introducing
addi ti onal del ay.

3.3.1.2. Handling of Tiner Expiry-Triggered Assert Records

Asserts triggered by expiry of the AT on an assert w nner are not
time-critical because they can be schedul ed in advance and because
the Assert_Override_lnterval parameter [RFC7761] already creates a
3-second wi ndow i n which such assert records can be sent, received,
and processed before an assert loser’'s state expires and duplicate IP
mul ti cast packets coul d occur.

An exanpl e nechanismto all ow packi ng of AT expiry-triggered assert
records on assert winners is to round the AT to an appropriate
granularity such as 100 nsec. This will cause the AT for multiple
(S, G and/or (*, G states to expire at the sane tinme, thus allow ng
themto be easily packed w thout changes to the Assert state

machi nery.

Assert Cancel nessages have assert records with an infinite nmetric and
can use assert packing like any other Assert. They are sent on
Override Tinmer (OT) expiry and can be packed, for exanple, with the
same considerations as AT expiry-triggered assert records.

3.3.1.3. Beneficial Delay in Sendi ng PackedAssert Messages

Del ay i n sendi ng PackedAsserts beyond what was di scussed in prior
subsections can still be beneficial when it causes the overall nunber
of possible duplicate IP nulticast packets to decrease in a situation
with a large nunber of (S, G and/or (*, G, conpared to the situation
where an inplenentation only sends Assert nessages.

This delay can be used in inplenentations because it cannot support
the nore advanced nechani sns descri bed above, and this | onger del ay
can be achi eved by sone sinpler nechanisns (such as only periodic
generation of PackedAsserts) and still achieves an overall reduction
in duplicate IP nmulticast packets conpared to sending only Asserts.



3.3.1.4. Handling Assert/PackedAssert Message Loss

When Asserts are sent, a single packet loss will result only in
continued or new duplicates froma single IP nulticast flow Loss of
a (non-Assert Cancel) PackedAssert inpacts duplicates for all flows
packed into the PackedAssert and may result in the need for resending
nore than one Assert/PackedAssert, because of the possible inability
to pack the assert records in this condition. Therefore, routers
SHOULD support nechani sns that all ow PackedAsserts and Asserts to be
sent with an appropriate Differentiated Services Code Point (DSCP)

[ RFC2475] such as Expedited Forwarding (EF) to nminimze their |oss,
especially when duplicate I P nmulticast packets coul d cause congestion
and | oss.

Rout ers MAY support a configurable option for sendi ng PackedAssert
messages twice in short order (such as 50 nmsec apart) to overcomne
possi bl e 1 oss, but only when the followi ng two conditions are net.

1. The total size of the two PackedAsserts is |less than the total
size of equival ent Assert nessages.

2. The condition of the assert record flows in the PackedAssert is
such that the router can expect that their reception by PIM
routers will not trigger Assert/PackedAsserts replies. This
condition is true, for exanple, when sending an assert record
whi | e becomi ng or being assert wi nner (Action AL/A3 in
[ RFC7761]) .

3.3.1.5. Optinal Degree of Assert Record Packing

The optimal target packing size will vary depending on factors
including inplenentation characteristics and the required operating
scale. At sone point, as the target packing size is varied fromthe
size of a single non-packed Assert to the MIU size, a size can be
expected to be found where the router can achieve the required
operating scale of (S,G and (*,G flows with mni mum duplicates.
Beyond this size, a further increase in the target packing size would
not produce further benefits but m ght introduce possible negative

ef fects such as the incurrence of nore duplicates on | oss.

For exanple, in sone router inplenentations, the total nunber of
packets that a control plane function such as PIM can send/receive
per unit of time is a nore limting factor than the total anount of
data across these packets. As soon as the packet size is |arge
enough for the maxi num possi bl e payl oad t hroughput, increasing the
packet size any further may still reduce the processing overhead of
the router but may increase latency incurred in creating the packet
in a way that may increase duplicates conpared to snaller packets.

3.3.2. Receiving PackedAssert Messages
Upon reception of a PackedAssert message, the PIMrouter logically
converts its payload into a sequence of assert records that are then
processed as if an equival ent sequence of Assert nessages were
recei ved according to [ RFC7761].

4. Packet Formats

This section describes the format of new Pl M extensions introduced by
thi s docunent.

4.1. PIM Packed Assert Capability Hello Option

The PI M Packed Assert Capability Hello Option is a new option for PIM
Hel | o messages according to Section 4.9.2 of [RFC7761].



0 1 2 3
01234567890123456789012345678901

I S i o T s S S S e s s T
| OptionType = 40 | OptionLength = 0 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 1: PIM Packed Assert Capability Hello Option

Opti onType 40 (Packed Assert Capability):
I ndi cates support for the ability to receive and process all the
PackedAssert encodings defined in this docunent.

Opti onLengt h O:
The Packet Assert Capability has no OptionVal ue.

4.2. Assert Message Format

Figure 2 shows a PIM Assert nessage as specified in Section 4.9.6 of
[ RFC7761]. The Encoded- Group and Encoded- Uni cast address fornmats are
specified in Section 4.9.1 of [RFC7761] for |Pv4 and | Pv6.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| PIM Ver| Type |7 6 5 4 3 2|A P Checksum |
e s o i T S e o S e
| Group Address (Encoded- Group fornat) |
i e e R i T S S ki S TR R S S
| Sour ce Address (Encoded- Uni cast format) |
B i s T T i i o S o T Ji I
| R Metric Preference |
e L o i i i s st oI N S SR S
| Metric |
i e e R e o o e i ol S N B S

Figure 2: Assert Message For mat

Thi s common header shows the "7 6 5 4 3 2" flag bits (as defined in
Section 4 of [RFC9436]) and the location of the P and A flags (as
described in Section 5). As specified in Section 3.2, both flags in
a (non-packed) PIM Assert message are required to be set to O.

4.3. Sinple PackedAssert Message For nmat
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| PIM Ver| Type |7 6 5 4 3 2|A P Checksum |
el i I e i it T e e e e i i T o S e e S e T R R
| Zero | Reserved |

BT T o e S e i i S T e e i s TTE P S S S
I I
. Assert Record [1] .
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
I I
. Assert Record [2] .
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+



B T S i T s i i e e SEI S
Assert Record [M
B T S i T s i i e e SEI S

Figure 3. Sinple PackedAssert Message For nat

Pl M Versi on, Type, Checksum
As specified in Section 4.9.6 of [RFC7761].

"7 6543 2":
Flag bits per Section 4 of [RFC9436].
P:
Packed flag. MJST be 1.
A
Aggregated flag. MJIST be O.
Zer 0.
Set to zero on transm ssion. Serves to make PIMrouters that are
not capable of assert packing to fail in parsing the nessage
i nstead possible ms-parsing of the nessage as an Assert nessage
[RFC7761] if this field was not zero-fill ed.
Reser ved:
Set to zero on transm ssion. |gnored upon receipt.
M

The nunber of Assert Records in the nessage. Derived fromthe
I ength of the packet carrying the nmessage.

Assert Record:
Formatted according to Figure 3, which is the same as the PIM
Assert nessage body as specified in Section 4.9.6 of [RFC7761].

The format of each Assert Record is the same as the PIM Assert
message body as specified in Section 4.9.6 of [RFC7761].

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Group Address (Encoded- Group format) |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Sour ce Address (Encoded-Uni cast format) |
el i I e i it T e e e e i i T o S e e S e T R R
| R Metric Preference |
I S i o T s S S S e s s T
| Metric |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

Figure 4: Assert Record
4.4. Aggregated PackedAssert Message For nat
0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| PIM Ver| Type |7 6 5 4 3 2|A P Checksum |
I S i o T s S S S e s s T
| Zero | Reserved |

T S T S T S I i S S S St



Aggregat ed Assert Record [1]
I+- B T S I T i in T (T I S S T S S +-|+
| |
. Aggregat ed Assert Record [2] .
I+- B T S I T i in T (T I S S T S S +-|+
| : |
I+- R o i R e T o i o .+- R e e e o i ol i i +-|+
I I
. Aggregated Assert Record [M .
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 5: Aggregated PackedAssert Message Format

Pl M Versi on, Type, Reserved, Checksum
As specified in Section 4.9.6 of [RFC7761].

"7 6543 2":
Flag bits per Section 4 of [RFC9436].
P:
Packed flag. MJST be 1.
A
Aggregated flag. MUIST be 1.
Zer o:
Set to zero on transmission. Serves to make PIMrouters that are
not capable of assert packing to fail in parsing the nessage

i nstead possi ble m s-parsing of the nessage as an Assert nessage
[RFC7761] if this field was not zero-filled.

Aggr egat ed Assert Record:
Formatted according to Figure 5. The nunber M of Aggregated
Assert Records is deternined fromthe packet size.

.1. Source Aggregated Assert Record

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| R Metric Preference |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Metric |
B T S i T s i i e e SEI S
| Sour ce Address (Encoded- Uni cast fornmat) |
I S i o T s S S S e s s T
| Nunber of G oups (N) | Reserved |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| G oup Address 1 (Encoded- G oup fornmat) |
B T S i T s i i e e SEI S
| Group Address 2 (Encoded- Group fornat) |
I S i o T s S S S e s s T
I : I
I : I



B i s T T i i o S o T Ji I
Group Address N (Encoded- Group fornat)
R e s T o T S R El ok i R e e S S e o o s

Figure 6: Source Aggregated Assert Record

MJST be O.

R indicates both that the encoding format of the record is that of
a Source Aggregated Assert Record and that all assert records
represented by the Source Aggregated Assert Record have R=0 and
are therefore (S, G assert records according to the definition of
Rin [RFC7761], Section 4.9.6.

Metric Preference, Metric, Source Address:
As specified in Section 4.9.6 of [RFC7761]. Source Address MJIST
NOT be zero.

Nunber of G oups:
The nunber of Group Address fields.

Reserved:
Set to zero on transm ssion. |gnored upon receipt.

Group Address:
As specified in Section 4.9.6 of [RFC7761].

4.4.2. RP Aggregated Assert Record

An RP Aggregation Assert Record aggregates (*, G assert records with
the sanme Metric Preference and Metric. Typically, this is the case
for all (*,G using the sane RP, but the encoding is not linmted to
only (*, G using the sanme RP because the RP address is not encoded as
it is also not present in assert records [RFC7761].

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| R Metric Preference |
i e L i e T e e R e ik i ol S N B S
| Metric |
B i s T T i i o S o T Ji I
| Nunber of Group Records (K) | Reserved |
e L i i e e ik i i R S S
G oup Record [1]
e L o i e S  th o i R S
G oup Record [2]
e L o i e S  th o i R S
B i s T T i i o S o T Ji I
Group Record [K]



i S S T i S S e e i S S S S

Figure 7: RP Aggregated Assert Record

MUST be 1.

R indicates both that the encoding format of the record is that of
an RP Aggregated Assert Record and that all assert records
represented by the RP Aggregated Assert Record have R=1 and are
therefore (*, G assert records according to the definition of Rin
[ RFC7761], Section 4.9.6.

Metric Preference, Metric:
As specified in Section 4.9.6 of [RFC7761].

Nunber of G oup Records (K):
The nunber of packed Group Records. A record consists of a Goup
Address and a Source Address list with a nunmber of sources.

Reserved:
Set to zero on transnission. lgnored upon receipt.

The format of each G oup Record is:

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Group Address (Encoded- Group fornmat) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Nunber of Sources (P) | Reserved |
B T S i T s i i e e SEI S
| Source Address 1 (Encoded- Unicast fornmat) |
I S i o T s S S S e s s T
| Sour ce Address 2 (Encoded- Unicast fornmat) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
|
I

i i i T i I S i e s o o i i
| Sour ce Address P (Encoded- Uni cast fornmat) |
R et e s i o e s i i

Figure 8 G oup Record

Group Address:
As specified in Section 4.9.6 of [RFC7761].

Reserved:
Set to zero on transm ssion. |gnored upon receipt.

Nunber of Sources (P):
The Nunber of Sources corresponds to the nunber of Source Address
fields in the Goup Record. |If this nunber is not 0 and one of
the (*, G assert records to be encoded has Source Address 0, then
0 needs to be encoded as one of the Source Address fields.

Reserved:
Set to zero on transnission. lgnored upon receipt.

Sour ce Address:
As specified in Section 4.9.6 of [RFC7761]. But there can be
mul tiple Source Address fields in the Goup Record.

| ANA Consi derations

| ANA has updated the "PIM Message Types" registry as follows to
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i nclude the Packed and Aggregated flag bits for the Assert nessage
type.

B b el s oo ool s oo e el e e 3
| Value | Length | Nane | Reference |
[ oo oo oo el el °}
| 40 | 0 | Packed Assert Capability | RFC 9466 |
+------- +-------- e T I F-- - - - +

Table 1. PIMHello Options

I ANA has assigned the following two flag bits for PIM Assert messages
in the "PIM Message Types" registry.

[ ety ety b ety g —————(———————— o
| Type | Name | Flag Bits | Reference |
B b oo oo ool s sy o}
| 5 | Assert | 0: Packed | RFC 9466 |
| | R o e e e e e e oo - +
| | | 1: Aggregated | RFC 9466 |
| | S S +
| | | 2-7: Unassigned | [RFC3973] [RFC7761] |
+------ I I i IR I I R +

Table 2: PI M Message Types
Security Considerations

The security considerations of [RFC7761] apply to the extensions
defined in this docunent.

Thi s docunent packs multiple assert records in a single nessage. As
described in Section 6.1 of [RFC7761], a forged Assert nessage could
cause the legitimte designated forwarder to stop forwarding traffic
to the LAN. The effect nay be anplified when using a PackedAssert
nessage.

Li ke other optional extensions of [RFC7761] that are active only when
all routers indicate support for them a single msconfigured or

mal i cious router emtting forged PIM Hell o nessages can inhibit
operations of this extension.

Aut henti cation of PIM nmessages, such as that explained in Sections
6.2 and 6.3 of [RFC7761], can protect against forged nessage attacks
att acks.
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endi x A. Use Case Exanpl es

The PI M Assert mechani sm can only be avoi ded by desi gnhi ng the network
to be without transit subnets with multiple upstreamrouters. For
exanple, an L2 ring between routers can sonetines be reconfigured to
be a ring of point-to-point subnets connected by the routers.

However, these L2/L3 topol ogy changes are undesirable when they are
only done to enable IP nulticast with PI M because they increase the
cost of introducing IP nmulticast with PIM

These L3 ring designs are specifically undesirable when particular L2
technol ogi es are needed. For exanple, various L2 technol ogies for
rings provide sub-50 nsec fail over nmechanisnms that will benefit IP
uni cast and nulticast alike without any added conplexity to the IP

|l ayer (forwarding or routing). |If such L2 rings were to be replaced
by L3 rings just to avoid PIMasserts, then this would result in the
need for a complex choice of a sub-50 nsec | P unicast fail over
solution (such as [RFC7490] with IP repair tunnels) as well as a
separate sub-50 nmsec IP nulticast failover solution, (such as

[ RFC7431] with dedicated ring support). The nmere fact that, by
running at the IP layer, different solutions for |IP unicast and

mul ticast are required nakes themnore difficult to operate, and they
typically require nore expensive hardware. This often |eads to non-
support of the IP nmulticast part.

Li kewi se, | EEE Ti me- Sensitive Networking nechanisns would require an
L2 topol ogy that cannot sinply be replaced by an L3 topol ogy. L2
sub-t opol ogi es can also significantly reduce the cost of depl oynent.

The foll owi ng subsections give exanples of the type of network and
use cases in which subnets with asserts have been observed or are
expected to require scaling as provided by this specification.

Ent er pri se Networ k
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Ack

Aut

VWhen an enterprise network is connected through an L2 network, the
intra-enterprise runs L3 PIMnmulticast. The different sites of the
enterprise are equivalent to the PI M connection through the shared
LAN network. Dependi ng upon the |ocations and nunber of groups,
there could be many asserts on the first-hop routers.

Vi deo Surveill ance

Vi deo surveill ance depl oynents have mgrated from anal og- based
systens to | P-based systens oftentines using nulticast. |In the
shared LAN network depl oynents, when there are many cameras streanmn ng
to many groups, there may be issues with many asserts on first-hop
routers.

Fi nanci al Services

Fi nanci al services extensively rely on IP Miulticast to deliver stock
mar ket data and its derivatives, and the current nulticast solution
PIMis usually deployed. As the nunmber of nulticast flows grow, nany
stock data with many groups may result in many Pl M asserts on a
shared LAN network fromthe publisher to the subscribers.

| PTV Broadcast Video

Pl M DR depl oynents are often used in host-side network for |PTV
broadcast video services. Host-side access network failure scenarios
may benefit from assert packing when nmany groups are bei ng used.
According to [RFC7761], the DR will be elected to forward multi cast
traffic in the shared access network. Wen the DR recovers froma
failure, the original DR starts to send traffic, and the current DR
is still forwarding traffic. In this situation, nmulticast traffic
duplication nmaybe happen in the shared access network and can trigger
the assert progress.

MVPN MDT

As described in [ RFC6037], Multicast Distribution Tree (MDT) is used
as tunnels for Multicast VPN (MVPN). The configuration of multicast-
enabl ed VPN Routing and Forwardi ng (VRF) or changes to an interface
that is in a VRF may cause nany assert packets to be sent at the sane
time.

Speci al L2 Services

Additionally, future backhaul, or fronthaul, networks may want to
connect L3 across an L2 underlay supporting Time-Sensitive Networks
(TSNs). The infrastructure nmay run Determ nistic Networking (DetNet)
over TSN. These transit L2 LANs woul d have multiple upstreans and
downstreans. This document takes a proactive approach to prevention
of possible future assert issues in these types of environnents.
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