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PI' M Nul | - Regi ster Packing
Abstract

In PI M Sparse Mode (PIMSM networks, PIM Null-Register nessages are
sent by the Designated Router (DR) to the Rendezvous Point (RP) to
signal the presence of multicast sources in the network. There are
periodic PIMNull-Registers sent fromthe DRto the RP to keep the
state alive at the RP as long as the source is active. The PIMNull -
Regi ster nmessage carries information about a single nulticast source
and group.

Thi s docunent defines a standard to send information about nultiple
mul ticast sources and groups in a single PIMnmessage. This docunent
refers to the new nmessages as the "PIM Packed Nul |l - Regi ster message"
and "PlI M Packed Regi ster-Stop nessage”

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc9465

Copyright Notice

Copyright (c) 2023 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
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(https://trustee.ietf.org/license-info) in effect on the date of
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I nt roducti on

The DR periodically sends PIM Null-Registers to keep the state of
existing nulticast sources active on the RP. As the nunber of

mul ti cast sources increases, the nunmber of PIM Null-Register nessages
that are sent also increases. This results in nore PIM packet
processing at the RP and the DR

Thi s docunent specifies a method to efficiently pack the content of
multiple PIM Null -Regi ster and Regi ster-Stop nessages [ RFC7/761] into
a singl e nessage.

The docunent al so di scusses interoperability between PIMrouters that
support PIM Packed Nul |l - Regi sters and Pl M Packed Regi ster-Stops and
PIMrouters that do not.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Ter mi nol ogy
RP: Rendezvous Poi nt
DR.  Designated Router
MSDP: Milticast Source Discovery Protocol
PIMSM PIM Sparse Mde
Packi ng Capability

The RP indicates its ability to receive PIM Packed Nul | - Regi ster
messages (Section 3) and send PI M Packed Register-Stop nmessages
(Section 4) with a Packing Capability bit (P-bit) in the PIM
Regi ster-Stop message. The P-bit is allocated in Section 9.
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Figure 1: PIM Register-Stop Message with Packing Capability Option

The Group Address and Source Address fields in the PIM Regi ster-Stop
message are defined in Section 4.9.4 of [RFC7761]. The comon header
is defined in [ RFC9436] .

Packing Capability bit (P-bit; flag bit 0): Wen set, it indicates
the ability of the RP to receive PIM Packed Null - Regi ster nessages
and send PI M Packed Regi ster-Stop nessages.

Pl M Packed Nul | - Regi ster Message For nat
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Figure 2: PIM Packed Nul |l - Regi ster Message For nmat

The Group Address and Source Address fields in the PIM Packed Nul | -
Regi ster nessage are defined in Section 4.9.4 of [RFC/761]. The
common header is defined in [ RFC9436].

Type, Subtype: PIM Packed Null-Register (13.0).

N: The total number of records; a record consists of a Goup Address
and Source Address pair.

After parsing the PIM conmon header, individual records are then
parsed one by one until the end of the PIM Packed Null - Regi ster
message. This length is inferred fromthe IP |ayer.

Sendi ng or receiving a Pl M Packed Nul |l - Regi ster message has the

equi val ent effect of sending or receiving an individual Null-Register
nmessage for each record represented in the PIM Packed Nul | - Regi ster
nmessage.

Pl M Packed Regi ster-Stop Message For nat
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Figure 3: PIM Packed Regi ster-Stop Message For mat
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The G oup Address and Source Address fields in the Pl M Packed
Regi ster-Stop nessage are defined in Section 4.9.4 of [RFC7761]. The
common header is defined in [ RFC9436].

Type, Subtype: PIM Packed Register-Stop (13.1).

N:. The total nunmber of records; a record consists of a Goup Address
and Source Address pair.

After parsing the PIM conmon header, individual records are then
parsed one by one until the end of the PIM Packed Regi ster-Stop
message. This length is inferred fromthe IP |ayer.

Sendi ng or receiving a Pl M Packed Regi ster-Stop nessage has the
equi val ent effect of sending or receiving an individual Null-Register
message for each record represented in the PIM Packed Regi ster-Stop.

Prot ocol Operation

As specified in [ RFC7761], the DR sends PI M Regi ster nessages towards
the RP when a new source i s detected.

When this feature is enabl ed/ configured, an RP supporting this
specification MIST set the P-bit (flag bit 0) in all Register-Stop
messages.

When a Register-Stop nessage with the P-bit set is received, the DR
SHOULD send PI M Packed Nul | - Regi ster nessages (Section 3) to the RP
instead of multiple Register nmessages with the N-bit set [RFC7761].
The DR MAY use a nixture of PIM Packed Nul |l - Regi ster nessages and
Regi ster nmessages. The decision is up to the inplenmentation and out
of the scope of this docunment. However, it is RECOMVENDED to stick
to the PIM Packed Null -Register and PI M Packed Register-Stop formats
as long as the RP and DR have the feature enabl ed.

After receiving a PIM Packed Nul |l - Regi ster message, the RP SHOULD
start sending PI M Packed Regi ster-Stop nessages (Section 4) to the
correspondi ng DR i nstead of individual Register-Stop nessages. The
RP MAY use a mixture of PIM Packed Regi ster-Stop nessages and

i ndi vi dual Regi ster-Stop nessages. The decision is up to the

i mpl erent ati on and out of the scope of this document. However, it is
RECOMVENDED to stick to the PIM Packed Nul | - Regi ster and Pl M Packed
Regi ster-Stop formats as long as the RP and DR have the feature

enabl ed.

Qper ational Considerations
1. PIM Anycast RP Considerations

The PI M Packed Nul | - Regi ster packet format should be enabled only if
it is supported by all the routers in the Anycast-RP set [RFC4610].
This consideration applies to PIM Anycast RP with Milticast Source
Di scovery Protocol (MSDP) [ RFC3446] as well.

2. Interoperability between D fferent Versions

A router (DR) can decide to use the PIM Packed Null - Regi ster nessage
format based on the Packing Capability received fromthe RP as part
of the PIM Register-Stop. This ensures conpatibility with routers
that do not support processing of the new packet format. The Packi ng
Capability informati on MJUST be indicated by the RP via the PIM

Regi ster-Stop nessage sent to the DR Thus, a DRwll switch to the
new packet format only when it learns that the RP is capable of

handl i ng the PI M Packed Nul | - Regi st er nessages.

Conversely, a DR that does not support the packed format can continue
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generating the PIM Nul | -Regi ster as defined in Section 4.4 of
[ RFC7761] .

Di sabling PI M Packed Message Support at RP and/or DR

Consider a PIMRP router that supports PIM Packed Null - Regi sters and
Pl M Packed Regi ster-Stops. In scenarios where this router no | onger
supports this feature, for exanple, in case of a software downgrade,
it will not send a PIM Regi ster-Stop nessage to the DR in response to
a PI'M Packed Nul | - Regi ster message.

When the DR switches to Data Registers fromNull-Registers, it MJST
start a Packed_Register_Probe Tine tiner. |If no PIM Packed Register-
Stop or Register-Stop with the P-bit set is received within

Packed Regi ster_ Probe Time seconds, the DR can decide that the RP no
| onger supports PIM Packed Null - Regi sters. The

Packed_Regi ster_Probe Time timer is configurable; its default val ue
is 60 seconds.

When Packed_Regi ster Probe Tine expires, the DR MAY al so send an
unpacked PI'M Nul | - Regi ster and check the PIM Regi ster-Stop to see if
the P-bit is set or not. [If it is not set, then the DR will continue
sendi ng unpacked PI M Nul | - Regi ster nessages.

In case the network manager disables the Packing Capability at the RP
(or in other words, disables the feature fromthe RP), the router
MUST NOT advertise the Packing Capability. However, an

i mpl ementati on MAY choose to still parse any packed registers if they
are received. This may be particularly useful in the transitional
period after the network nanager disables it.

Fragnment ati on Consi derati ons

As explained in Section 4.4.1 of [RFC7761], the DR may perform Path
MIU Di scovery to the RP before sending PI M Packed Nul | - Regi ster
messages. Simlarly, the RP may perform Path MIU Di scovery to the DR
bef ore sendi ng PI M Packed Regi ster-Stop nmessages. In both cases, the
nunber of records in a nessage should be limted such that it can fit
within the Path MrU.

Security Considerations

The Security Considerations in [RFC7761] apply to this document. In
particular, the effect of forging a Pl M Packed Nul |l - Regi ster or

Regi ster-Stop nessage would be anplified to all the records included
i nstead of just one.

By forging a PIM Regi ster-Stop nessage and setting the P-bit, an
attacker can trigger the use of PIM Packed Nul | - Regi ster nmessages by
a DR, thus creating unnecessary churn in the network.

| ANA Consi der ati ons

I ANA has assigned a Packing Capability bit (0) in the PIM Register-
Stop conmon header in the "PIM Message Types" registry.

| ANA has assigned a PI M nessage type (13.0) for PIM Packed Null -
Regi ster in the "PIM Message Types" registry. Flag bits 0-3 for this
message type are "Unassi gned".

I ANA has assigned a PIM nmessage type (13.1) for PIM Packed Register-
Stop in the "PIM Message Types" registry. The flag bits 0-3 for this
nmessage type are "Unassi gned".
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