I nternet Engineering Task Force (IETF) B. Schwartz
Request for Comments: 9461 Meta Platforms, Inc.
Cat egory: Standards Track Novenber 2023
| SSN: 2070-1721

Servi ce Binding Mapping for DNS Servers
Abst ract

The SVCB DNS resource record type expresses a bound coll ection of
endpoi nt nmetadata, for use when establishing a connection to a naned
service. DNS itself can be such a service, when the server is
identified by a domain nane. This docunent provides the SVCB nmappi ng
for nanmed DNS servers, allowing themto indicate support for
encrypted transport protocols.
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I nt roducti on

The SVCB resource record (RR) type [SVCB] provides clients with

i nformati on about how to reach alternative endpoints for a service.
These endpoints may of fer inproved performance or privacy properties.
The service is identified by a "scheme" indicating the service type,
a hostnanme, and, optionally, other information such as a port nunber.
A DNS server is often identified only by its IP address (e.g., in
DHCP), but in some contexts it can also be identified by a hostnane
(e.g., "NS" records, manual resolver configuration) and sonetines

al so a non-default port nunber.

The use of the SVCB RR type requires a mappi ng docunent for each
service type (Section 2.4.3 of [SVCB]), indicating how a client for
that service can interpret the contents of the SVCB SvcParans. This
docunent provides the mapping for the "dns" service type, allow ng
DNS servers to offer alternative endpoints and transports, including
encrypted transports |like DNS over TLS (DoT) [ RFC7858], DNS over
HTTPS (DoH) [ RFC8484], and DNS over QUIC (DoQ [RFC9250].

The SVCB mappi ng described in this docunent is intended as a general -
pur pose baseline. Subsequent specifications will adapt this
mechani sm as needed to support specific configurations (e.g., for
communi cati on between stub resolvers and recursive resol vers).

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Identities and Names

SVCB record nanmes (i.e., QNAVEsS) for DNS services are formed using
Port Prefix Naming (Section 2.3 of [SVCB]), with a schene of "dns"
For exanple, SVCB records for a DNS service identified as

dns1. exanpl e. com woul d be queried at _dns. dnsl. exanpl e.com

In sone use cases, the nane used for retrieving these DNS records is
different fromthe server identity used to authenticate the secure
transport. To distinguish between these, this docunment uses the
foll owi ng terns:

Bi nding authority: The service nanme (Section 1.3 of [SVCB]) and
optional port number used as input to Port Prefix Nam ng.

Aut henti cation name: The nanme used for secure transport

aut hentication. This MJST be a DNS hostnanme or a literal IP
address. Unless otherwi se specified, this is the service nane
fromthe binding authority.

Speci al Case: Non-default Ports

Normal Iy, a DNS service is identified by an I P address or a domain
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nane. \Wen connecting to the service using unencrypted DNS over UDP
or TCP, clients use the default port nunber for DNS (53). However,
in rare cases, a DNS service mght be identified by both a nane and a
port nunber. For exanple, the DNS URI schene [DNSURI] optionally

i ncludes an authority, conprised of a host and a port nunmber (with a
default of 53). DNS URIs normally omit the authority or specify an

| P address, but a hostname and non-default port nunber are all owed.

When the binding authority specifies a non-default port nunber, Port
Prefix Naming places the port nunber in an additional prefix on the
nane. For exanple, if the binding authority is

"dnsl. exanpl e. com 9953", the client would query for SVCB records at
_9953. _dns.dnsl.example.com |If two DNS services operating on
different port nunbers provide different behaviors, this arrangenent
all ows themto preserve the distinction when specifying alternative
endpoi nts.

Appl i cabl e Exi sting SvcParanKeys
1. "alpn"

This key indicates the set of supported protocols (Section 7.1 of
[SVCB]). There is no default protocol, so the "no-default-al pn" key
does not apply. If the "alpn" SvcParanKey is absent, the client MJST
treat the SVCB record as "inconpatible” (as defined in Section 8 of

[ SVCB]) unl ess sonme ot her recogni zed SvcParam i ndi cates a supported
pr ot ocol

If the protocol set contains any HTTP versions (e.g., "h2", "h3"),
then the record indicates support for DoH and the "dohpat h" key MJST
be present (Section 5). Al keys specified for use with the HTTPS
record are also permssible and apply to the resulting HTTP
connecti on.

If the protocol set contains protocols with different default ports
and no "port" key is specified, then protocols are contacted
separately on their default ports. Note that in this configuration
Application-Layer Protocol Negotiation (ALPN) negoti ati on does not
def end agai nst cross-protocol downgrade attacks.

2. "port"

This key is used to indicate the target port for connection

(Section 7.2 of [SVCB]). |If omtted, the client SHALL use the
default port nunmber for each transport protocol (853 for DoT and DoQ
443 for DoH).

This key is automatically mandatory for this binding. This means
that a client that does not respect the "port" key MJIST ignore any
SVCB record that contains this key. (See Section 8 of [SVCB] for the
definition of "automatically mandatory".)

Support for the "port" key can be unsafe if the client has inplicit

el evated access to some network service (e.g., a local service that
is inaccessible to rempte parties) and that service uses a TCP-based
protocol other than TLS. A hostile DNS server mght be able to
mani pul ate this service by causing the client to send a specially
crafted TLS Server Name Indication (SNI) or session ticket that can
be misparsed as a conmmand or exploit. To avoid such attacks, clients
SHOULD NOT support the "port" key unless one of the foll ow ng
conditions applies:

* The client is being used with a DNS server that it trusts not to
attenpt this attack.

* The client is being used in a context where inplicit el evated
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access cannot apply.

* The client restricts the set of allowed TCP port val ues to exclude
any ports where a confusion attack is likely to be possible (e.g.,
the "bad ports" list from Section 2.9 ("Port bl ocking") of

[ FETCH] ).
O her Applicabl e SvcParanKeys

These SvcParanKeys from[SVCB] apply to the "dns" schenme wi t hout
nmodi fi cation:

* mandat ory

* i pvdhint

* jpv6hint

Future SvcParanKeys m ght al so be applicable.
New SvcParanKey: "dohpath"

"dohpath" is a single-valued SvcParanKey whose value (in both
presentation format and wire format) MJST be a URI Tenplate in
relative form ([ RFC6570], Section 1.1) encoded in UTF-8 [ RFC3629].

If the "al pn" SvcParamindicates support for HITP, "dohpath" MJST be
present. The URI Tenplate MJST contain a "dns" variable, and MJST be
chosen such that the result after DoH URI Tenpl ate expansion

(Section 6 of [RFC8484]) is always a valid and functional ":path"

val ue ([RFC9113], Section 8.3.1).

When using this SVCB record, the client MJUST send any DoH requests to
the HTTP origin identified by the "https" schenme, the authentication
name, and the port fromthe "port" SvcParam (if present). HITP
requests MJUST be directed to the resource resulting from DoH URI
Templ at e expansi on of the "dohpath" val ue.

Clients SHOULD NOT query for any HTTPS RRs when usi ng "dohpat h".
Instead, the SvcParans and address records associated with this SVCB
record SHOULD be used for the HTTPS connection, with the sane
semantics as an HTTPS RR.  However, for consistency, service
operators SHOULD publish an equival ent HTTPS RR, especially if
clients mght |earn about this DoH service through a different
channel

Limtations

Thi s docunent is concerned exclusively with the DNS transport and
does not affect or informthe construction or interpretation of DNS
messages. For exanple, nothing in this docunent indicates whether
the service is intended for use as a recursive or authoritative DNS
server. Cients need to know the intended use of services based on
their context.

Not all features of this specification will be applicable or
effective in all contexts:

* |f the authentication name is received over an insecure channe
(e.g., a glue NS record), this specification cannot prevent the
client fromconnecting to an attacker.

* Different transports mght prove to be popular for different
purposes (e.g., querying a recursive resolver vs. an authoritative
server). Inplementors are not obligated to inplenment all the
defined transports, although doing so is beneficial for
compatibility.



* \Were resolution speed is a high priority, the SVCB Tar get Nane
SHOULD fol |l ow the convention described in Section 10.2 of [SVCH],
and the use of AliasMdde records (Section 2.4.2 of [SVCB]) is NOT
RECOMVENDED.

7. Exanpl es

* A resolver known as sinple.exanple that supports DNS over TLS on
port 853 (inplicitly, as this is its default port):

_dns.sinple.exanple. 7200 IN SVCB 1 sinpl e. exanpl e. al pn=dot

* A DoHonly resolver at https://doh. exanpl e/ dns-query{?dns}. (DNS
over TLS is not supported.):

_dns. doh. exanpl e. 7200 IN SVCB 1 doh. exanple. (
al pn=h2 dohpat h=/ dns- quer y{?dns} )

* A resolver known as resol ver.exanpl e that supports:

- DoT on resol ver.exanple ports 853 (inplicit in record 1) and
8530 (explicit in record 2), with "resol ver.exanple" as the
Aut henti cation Domai n Narme,

- DoQ on resol ver. exanpl e port 853 (record 1),
- DoH at https://resol ver. exanpl e/ q{ ?7dns} (record 1), and

- an experinental protocol on fooexp.resol ver.exanple: 5353
(record 3):

_dns.resol ver.exanple. 7200 IN\
SVCB 1 resol ver. exanpl e. al pn=dot, doqg, h2, h3 dohpat h=/ g{ ?dns}
SVCB 2 resol ver. exanpl e. al pn=dot port=8530
SVCB 3 fooexp.resol ver. example. \
port=5353 al pn=foo foo-info=..

* A name server naned ns. exanpl e. whose service configuration is
publ i shed on a different donmain:

_dns.ns.exanmple. 7200 IN SVCB 0 _dns. ns. ni c. exanpl e.
8. Security Considerations
8.1. Adversary on the Query Path

This section considers an adversary who can add or renove responses
to the SVCB query.

During secure transport establishnment, clients MJUST authenticate the
server to its authentication name, which is not influenced by the
SVCB record contents. Accordingly, this docunent does not nandate
the use of DNSSEC. This docunent al so does not specify how clients
aut henticate the nane (e.g., selection of roots of trust), as this
procedure mght vary according to the context.

8.1.1. Downgrade Attacks

Thi s attacker cannot inpersonate the secure endpoint, but it can
forge a response indicating that the requested SVCB records do not
exist. For a SVCB-reliant client ([SVCB], Section 3), this only
results in a denial of service. However, SVCB-optional clients will
generally fall back to insecure DNS in this case, exposing all DNS
traffic to attacks.
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2. Redi rection Attacks

SVCB-reliant clients always enforce the Authentication Domai n Nane,
but they are still subject to attacks using the transport, port
nunber, and "dohpat h" val ue, which are controlled by this adversary.
By changi ng these values in the SVCB answers, the adversary can
direct DNS queries for $HOSTNAME to any port on $HOSTNAME and any
path on "https://$HOSTNAVE'. |f the DNS client uses shared TLS or
HTTP state, the client could be correctly authenticated (e.g., using
a TLS client certificate or HTTP cookie).

Thi s behavi or creates a nunber of possible attacks for certain server
configurations. For example, if https://$HOSTNAME/ upl oad accepts any
PCST request as a public file upload, the adversary could forge a
SVCB record contai ni ng dohpat h=/upl coad{?dns}. This would cause the
client to upload and publish every query, resulting i n unexpected
storage costs for the server and privacy |l oss for the client.
Simlarly, if two DoH endpoints are available on the same origin and
the service has designated one of themfor use with this
specification, this adversary can cause clients to use the other
endpoi nt i nst ead.

To mitigate redirection attacks, a client of this SVCB mappi ng MUST
NOT identify or authenticate itself when perform ng DNS queri es,
except to servers that it specifically knows are not vul nerable to
such attacks. |If an endpoint sends an invalid response to a DNS
query, the client SHOULD NOT send nore queries to that endpoint and
MAY log this error. Miltiple DNS services MJST NOT share a hostnane
identifier (Section 3) unless they are so simlar that it is safe to
all ow an attacker to choose which one is used.

Adversary on the Transport Path

This section considers an adversary who can nodify network traffic
between the client and the alternative service (identified by the
Tar get Nane) .

For a SVCB-reliant client, this adversary can only cause a denial of
service. However, because DNS is unencrypted by default, this
adversary can execute a downgrade attack agai nst SVCB-optiona
clients. Accordingly, when the use of this specification is
optional, clients SHOULD switch to SVCB-reliant behavior if SVCB
resol uti on succeeds. Specifications making use of this mappi ng MAY
adjust this fall back behavior to suit their requirenents.

| ANA Consi der ati ons

Per [SVCB], | ANA has added the following entry to the "Service
Par amet er Keys (SvcParanKeys)" registry.

==+t -+t -4 —————————+t————————————+t———————————+
| Nunber | Nane | Meani ng | For mat | Change | Reference

| | | | Ref erence| Controller | |
[ et ool e b el el el et °)
| 7 |dohpath| DNS-over-HTTPS | RFC 9461 | |ETF | RFC 9461 |
I I | path tenplate | I I I
+------ +------- I I T L I I +

Table 1

Per [Attrleaf], |1ANA has added the following entry to the DNS
"Underscored and d obally Scoped DNS Node Nanes" registry:

B b e st oo e
| RR Type Ref er ence



| SVCB | _dns | RFC 9461 |

Table 2
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Appendi x A.  Mappi ng Summrary



This table serves as a non-normative summary of the DNS nmapping for
SVCB.

o e e oo o m e e e e e e e e ee e +
| *Mapped scheme* | "dns" |
o e e e e oo - o e e e e e e e e e e e e e e e e e o +
| *RR type* | SVCB (64) |
o e e e e oo o e m e e e e e e e e e e +
| *Nane prefix* | _dns for port 53, else _$PORT._dns |
o e e oo o m e e e e e e e e ee e +
| *Required keys* | al pn or equival ent |
o e e e e oo - o e e e e e e e e e e e e e e e e e o +
| *Automatically | port |
| mandatory keys* | |
o e e e oo o m e e e e e e e e eeee e +
| *Speci al | Supports all HTTPS RR SvcPar anKeys |
| behavi ors* | |
o e e e e oo - o e e e e e e e e e e e e e e e e e o +
| | Overrides the HITPS RR for DoH |
o e e e e oo o e m e e e e e e e e e e +
| | Default port is per-transport |
o e e oo o m e e e e e e e e ee e +
| | Ceartext fallback is discouraged |
o e e e e oo - o e e e e e e e e e e e e e e e e e o +
Tabl e 3
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