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Abst ract
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future uses (such as keys for encrypting the TLS CientHello). They
al so enabl e aliasing of apex domains, which is not possible with
CNAME. The HTTPS RR is a variation of SVCB for use with HITP (see
RFC 9110, "HTTP Senantics"). By providing nore information to the
client before it attenpts to establish a connection, these records
of fer potential benefits to both performance and privacy.
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1. Introduction

The SVCB (" Service Binding") and HTTPS resource records (RRs) provide
clients with complete instructions for access to a service. This

i nformati on enabl es i nproved performance and privacy by avoi di ng
transi ent connections to a suboptinal default server, negotiating a
preferred protocol, and providing rel evant public keys.

For exanple, HITP clients currently resolve only A and/or AAAA
records for the origin hostname, learning only its IP addresses. |If
an HTTP client | earns nore about the origin before connecting, it may
be able to upgrade "http" URLs to "https", enable HTTP/3 or Encrypted
ClientHello [ECH, or switch to an operationally preferable endpoint.
It is highly desirable to nininize the nunber of round trips and

| ookups required to learn this additional information

The SVCB and HTTPS RRs al so hel p when the operator of a service

wi shes to del egate operational control to one or nore other donmins,
e.g., aliasing the origin "https://exanple.com' to a service operator
endpoi nt at "svc.exanple.net". Wile this case can sonetines be
handl ed by a CNAME, that does not cover all use cases. CNAME is also
i nadequat e when the service operator needs to provide a bound
col l ection of consistent configuration paraneters through the DNS
(such as network |ocation, protocol, and keying information).

Thi s docunent first describes the SVCB RR as a general - purpose RR
that can be applied directly and efficiently to a wi de range of
services (Section 2). It also describes the rules for defining other
SVCB-conpati bl e RR types (Section 6), starting with the HTTPS RR type
(Section 9), which provides inproved efficiency and convenience with
HTTP by avoiding the need for an Attrleaf |abel [Attrleaf]

(Section 9.1).

The SVCB RR has two nodes: 1) "AliasMde", which sinply del egates
operational control for a resource and 2) "Servi ceMbde", which binds
together configuration information for a service endpoint.

Servi ceMbde provi des additional key=val ue paraneters w thin each
RDATA set .

1.1. Goals

The goal of the SVCB RRis to allowclients to resolve a single
additional DNS RR in a way that:

* Provides alternative endpoints that are authoritative for the
service, along with paraneters associated with each of these
endpoi nts.

* Does not assune that all alternative endpoints have the sane
paraneters or capabilities, or are even operated by the same
entity. This is inportant, as DNS does not provide any way to tie
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together multiple RRsets for the same nane. For exanple, if
"www. exanpl e.cont is a CNAME alias that sw tches between one of
three Content Delivery Networks (CDNs) or hosting environnents,
successive queries for that nane may return records that
correspond to different environments.

* Enabl es CNAME-Iike functionality at a zone apex (such as
"exanpl e. cont') for participating protocols and generally enabl es
ext endi ng operational authority for a service identified by a
domai n nane to other instances with alternate nanes.

Addi tional goals specific to HTTPS RRs and the HITP use cases
i ncl ude:

* Connecting directly to HTTP/3 (QUI C transport) alternative
endpoi nts [HTTP/ 3] .

* Supporting non-default TCP and UDP ports.

* Enabling SRV-like benefits (e.g., apex aliasing, as nmentioned
above) for HTTP, where SRV [ SRV] has not been wi dely adopt ed.

* Providing an indication signaling that the "https" scheme should
be used instead of "http" for all HITP requests to this host and
port, simlar to HTTP Strict Transport Security [HSTS] (see
Section 9.5).

* Enabling the conveyance of Encrypted CientHell o keys [ECH]
associ ated with an alternative endpoint.

Overvi ew of the SVCB RR

Thi s subsection briefly describes the SVCB RR with forward references
to the full exposition of each conponent. (As discussed in

Section 6, this all applies equally to the HTTPS RR, which shares the
same encodi ng, format, and hi gh-level senantics.)

The SVCB RR has two nodes: 1) AliasMde (Section 2.4.2), which

al i ases a nane to another name and 2) ServiceMdde (Section 2.4.3),
whi ch provides connection information bound to a service endpoi nt

domain. Placing both forns in a single RRtype allows clients to
fetch the relevant information with a single query (Section 2.3).

The SVCB RR has two required fields and one optional field. The
fields are:

SvcPriority (Section 2.4.1): The priority of this record (relative
to others, with | ower values preferred). A value of 0 indicates
Al'i asMvbde.

Target Name: The domain nane of either the alias target (for
Al i asMbde) or the alternative endpoint (for ServiceMde).

SvcParans (optional): A list of key=value pairs describing the
alternative endpoint at TargetNane (only used in Servi ceMbde and
otherw se ignored). SvcParans are described in Section 2.1

Cooperating DNS recursive resolvers will perform subsequent record
resolution (for SVCB, A and AAAA records) and return themin the
Addi tional section of the response (Section 4.2). Cients either use
responses included in the Additional section returned by the
recursive resolver or performnecessary SVCB, A, and AAAA record
resolutions (Section 3). DNS authoritative servers can attach in-
bailiw ck SVCB, A AAAA, and CNAME records in the Additional section
to responses for a SVCB query (Section 4.1).
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1.

In ServiceMbde, the SvcParans of the SVCB RR provide an extensible
data nodel for describing alternative endpoints that are
authoritative for a service, along with paranmeters associated with
each of these alternative endpoints (Section 7).

For HTTP use cases, the HTTPS RR (Section 9) enables many of the
benefits of Alt-Svc [AltSvc] without waiting for a full HTTP
connection initiation (nmultiple round trips) before |l earning of the
preferred alternative, and without necessarily revealing the user’s
i ntended destination to all entities along the network path.

Ter m nol ogy

Termi nology in this docunent is based on the commbn case where the
SVCB record is used to access a resource identified by a URI whose
authority field contains a DNS hostnanme as the host.

* The "service" is the information source identified by the
authority and schenme of the URI, capable of providing access to
the resource. For "https" URIs, the "service" corresponds to an
"origin" [ RFC6454].

* The "service name" is the host portion of the authority.

* The "authority endpoint” is the authority’s hostname and a port
nunber inplied by the schene or specified in the URI

* An "alternative endpoint" is a hostnane, port nunber, and other
associated instructions to the client on how to reach an instance
of a service

Additional DNS term nology intends to be consistent with [ DNSTernj.

SVCB is a contraction of "service binding". The SVCB RR, HTTPS RR
and future RR types that share SVCB' s formats and registry are
coll ectively known as SVCB-conpatible RR types. The contraction
"SVCB" is also used to refer to this systemas a whol e.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

The SVCB Record Type

The SVCB DNS RR type (RR type 64) is used to locate alternative
endpoints for a service

The al gorithm for resolving SVCB records and associ at ed address
records is specified in Section 3.

O her SVCB-compatible RR types can al so be defined as needed (see
Section 6). In particular, the HTTPS RR (RR type 65) provides
special handling for the case of "https" origins as described in
Section 9.

SVCB RRs are extensible by a list of SvcParans, which are pairs
consi sting of a SvcParamKey and a SvcParanVal ue. Each SvcPar anKey
has a presentation nane and a regi stered nunber. Values are in a
format specific to the SvcParanmKey. Each SvcParam has a specified
presentation format (used in zone files) and wire encoding (e.g.,
domai n nanes, binary data, or nuneric values). The initial

SvcPar anKeys and their formats are defined in Section 7.

Zone-File Presentation Fornat



The presentation format <RDATA> of the record ([RFCL035],
Section 5.1) has the form

SvcPriority Target Nane SvcParans

The SVCB record is defined specifically within the Internet ("IN")
Class ([ RFC1035], Section 3.2.4).

SvcPriority is a nunber in the range 0-65535, TargetNane is a
<dommi n-nane> ([ RFC1035], Section 5.1), and the SvcParans are a
whi t espace-separated |list with each SvcParam consi sting of a
SvcPar anKey=SvcPar anmval ue pair or a standal one SvcPar anKey.
SvcPar anKeys are registered by | ANA (Section 14. 3).

Each SvcParankKey SHALL appear at nobst once in the SvcParans. In
presentation format, SvcParanKeys are | owercase al phanumeric strings.

Key names contain 1-63 characters fromthe ranges "a"-"z", "0"-"9",
and "-". |In ABNF [ RFC5234],

al pha-1lc = %61-7A ; a-z

SvcPar ankKey = 1*63(al pha-lc / DAT/ "-")

SvcPar am = SvcParanKey ["=" SvcParanVal ue]

SvcPar anVal ue = char-string ; See Appendi x A

val ue = *OCTET ; Val ue before key-specific parsing

The SvcParanVal ue is parsed using the character-string decodi ng

al gorithm (Appendi x A), producing a value. The value is then
val i dated and converted into wire format in a manner specific to each
key.

When t he opti onal and SvcParanVal ue are omtted, the value is

interpreted as enpty.

Arbitrary keys can be represented using the unknown-key presentation
format "keyNNNNN' where NNNNN i s the nuneric value of the key type
wi t hout | eading zeros. A SvcParamin this form SHALL be parsed as
speci fi ed above, and the decoded val ue SHALL be used as its wre-
format encodi ng.

For some SvcParanKeys, the value corresponds to a list or set of
items. Presentation formats for such keys SHOULD use a coma-
separated list (Appendix A 1).

SvcParans in presentation format MAY appear in any order, but keys
MUST NOT be repeat ed.

2. 2. RDATA Wre For mat
The RDATA for the SVCB RR consists of:

* a 2-octet field for SvcPriority as an integer in network byte
or der.

* the unconpressed, fully qualified Target Nane, represented as a
sequence of length-prefixed | abels per Section 3.1 of [RFC1035].

* the SvcParans, consum ng the renai nder of the record (so snaller
than 65535 octets and constrained by the RDATA and DNS nessage
si zes).

When the list of SvcParans is non-enpty, it contains a series of
SvcPar anKey=SvcPar anmval ue pairs, represented as:

* a 2-octet field containing the SvcParankKey as an integer in
network byte order. (See Section 14.3.2 for the defined val ues.)



* a 2-octet field containing the length of the SvcParanVal ue as an
i nt eger between 0 and 65535 in network byte order

* an octet string of this I ength whose contents are the
SvcParanVal ue in a format deternined by the SvcParanKey.

SvcPar anKeys SHALL appear in increasing nuneric order
Clients MJUST consider an RR mal forned if:

* the end of the RDATA occurs within a SvcParam

* SvcParanKeys are not in strictly increasing numeric order

* the SvcParanVal ue for a SvcParanKey does not have the expected
format.

Note that the second condition inplies that there are no duplicate
SvcPar anKeys.

If any RRs are malformed, the client MIUST reject the entire RRset and
fall back to non-SVCB connection establishnent.

2.3. SVCB Query Names

When querying the SVCB RR, a service is translated into a QNAVE by
prependi ng the service nane with a | abel indicating the scheneg,
prefixed with an underscore, resulting in a donmain nanme |ike

" _exanpl eschene. api . exanple.com”. This follows the Attrleaf namn ng
pattern [Attrleaf], so the scheme MJST be registered appropriately
with | ANA (see Section 11).

Pr ot ocol mappi ng docunents MAY specify additional underscore-prefixed
| abel s to be prepended. For schenes that specify a port

(Section 3.2.3 of [URI]), one reasonable possibility is to prepend
the indicated port nunber if a non-default port nunber is specified.
Thi s docunent terns this behavior "Port Prefix Nam ng" and uses it in
t he exanpl es throughout.

See Section 9.1 for information regarding HTTPS RR behavi or.

VWhen a prior CNAME or SVCB record has aliased to a SVCB record, each
RR SHALL be returned under its own owner name, as in ordinary CNAVE
processing ([ RFC1034], Section 3.6.2). For details, see the
recomrendations regarding aliases for clients (Section 3), servers
(Section 4), and zones (Section 10).

Note that none of these forms alter the origin or authority for
val i dati on purposes. For exanple, TLS clients MJST continue to
validate TLS certificates for the original service nane.

As an exanple, the owner of "exanple.com' could publish this record:
_8443. foo. api.exanple.com 7200 IN SVCB 0 svc4. exanpl e. net.

This record woul d indicate that "foo://api.exanple.com 8443" is
aliased to "svc4.exanple.net". The owner of "exanple.net", in turn,

could publish this record

svc4. exanple.net. 7200 IN SVCB 3 svc4. exanpl e. net. (
al pn="bar" port="8004" )

This record woul d i ndicate that these services are served on port
nunber 8004, which supports the protocol "bar" and its associ ated
transport in addition to the default transport protocol for "foo://".



(Parentheses are used to ignore a line break in DNS zone-file
presentation format, per Section 5.1 of [RFCL035].)

.4. Interpretation
.4.1. SvcPriority

When SvcPriority is 0, the SVCB record is in AliasMde
(Section 2.4.2). QOherwise, it is in ServiceMde (Section 2.4.3).

Wthin a SVCB RRset, all RRs SHOULD have the sane npode. |If an RRset
contains a record in AliasMde, the recipient MIST i gnhore any
Servi ceMbde records in the set.

RRsets are explicitly unordered collections, so the SvcPriority field
is used to inpose an ordering on SVCB RRs. A smaller SvcPriority

i ndi cates that the domai n owner recommends the use of this record
over ServiceMbde RRs with a larger SvcPriority val ue.

When receiving an RRset containing nmultiple SVCB records with the
sane SvcPriority value, clients SHOULD apply a random shuffle wi thin
a priority level to the records before using them to ensure uniform
| oad bal anci ng.

.4.2. AliasMde

In AliasMbde, the SVCB record aliases a service to a Target Nane.

SVCB RRsets SHOULD only have a single RRin AliasMde. |If nultiple
Al i asMbde RRs are present, clients or recursive resolvers SHOULD pi ck
one at random

The primary purpose of AliasMdde is to allow aliasing at the zone
apex, where CNAME is not allowed (see, for exanple, [RFC1912],
Section 2.4). In AliasMdde, the TargetNanme will be the nane of a
domai n that resolves to SVCB, AAAA, and/or A records. (See Section 6
for aliasing of SVCB-conpatible RR types.) Unlike CNAME, AliasMde
records do not affect the resolution of other RR types and apply only
to a specific service, not an entire donai n nane.

The Al i asMbde Target Nane SHOULD NOT be equal to the owner name, as
this would result in a loop. |In AiasMde, recipients MIST ignore
any SvcParans that are present. Zone-file parsers MAY enit a warning
if an AliasMbde record has SvcParanms. The use of SvcParans in

Al i asMbde records is currently not defined, but a future
specification could extend AliasMdde records to include SvcParans.

For exanple, the operator of "foo://exanple.com 8080" could point
requests to a service operating at "foosvc. exanple.net" by
publ i shi ng:

_8080. foo.exanple.com 3600 IN SVCB 0 foosvc. exanpl e. net.

Usi ng Al i asMbde mai ntains a separation of concerns: the owner of
"foosvc. exanpl e.net” can add or renove ServiceMbde SVCB records

wi thout requiring a correspondi ng change to "exanple.conf. Note that
if "foosvc.exanple.net" prom ses to always publish a SVCB record,
this AliasMde record can be replaced by a CNAME at the sane owner
nane.

Al i asMbde is especially useful for SVCB-conpatible RR types that do
not require an underscore prefix, such as the HTTPS RR type. For
exanpl e, the operator of "https://exanple.com could point requests
to a server at "svc.exanple.net" by publishing this record at the
zone apex:



exanpl e.com 3600 IN HTTPS 0 svc. exanpl e. net.

Note that the SVCB record’ s owner nane MAY be the canonical name of a
CNAME record, and the Target Nane MAY be the owner of a CNAME record
Clients and recursive resolvers MIST fol |l ow CNAMES as nornal .

To avoi d unbounded alias chains, clients and recursive resol vers MJST
inmpose a limt on the total nunber of SVCB aliases they will follow
for each resolution request. This linmt MJST NOT be zero, i.e.,

i mpl ement ati ons MUST be able to follow at | east one AliashMde record.
The exact value of this linmt is left to inplenentations.

Zones that require following multiple Aiaswde records could
encounter conpatibility and performance issues.

As legacy clients will not know to use this record, service operators
will likely need to retain fall back AAAA and A records alongside this
SVCB record, although in a common case the target of the SVCB record
m ght offer better performance, and therefore would be preferable for
clients inplenmenting this specification to use.

Al i asMbde records only apply to queries for the specific RR type.
For exanple, a SVCB record cannot alias to an HTTPS record or vice
ver sa.

2.4.3. ServiceMde

In ServiceMbde, the Target Nane and SvcParans within each RR associate
an alternative endpoint for the service with its connection
par amet er s

Each protocol schene that uses SVCB MUST define a protocol mapping
that expl ai ns how SvcParans are applied for connections of that
schenme. Unl ess specified otherwise by the protocol mapping, clients
MUST i gnore any SvcParamthat they do not recognize

Sone SvcParans inpose requirements on other SvcParans in the RR A
Servi ceMbde RRis called "self-consistent" if its SvcParans all
conply with each other’s requirenents. Cients MIST reject any RR
whose recogni zed SvcParans are not self-consistent and MAY reject the
entire RRset. To help zone operators avoid this condition, zone-file
i mpl ement ati ons SHOULD enforce sel f-consistency as wel | .

2.5. Special Handling of "." in Target Nane

I f Target Name has the value "." (represented in the wire format as a
zero-length | abel), special rules apply.

2.5.1. AliasMde

For AliasMbde SVCB RRs, a TargetNane of "." indicates that the
service is not available or does not exist. This indication is
advi sory: clients encountering this indication MAY ignore it and
attenpt to connect wi thout the use of SVCB

2.5.2. ServiceMde
For ServiceMdde SVCB RRs, if Target Name has the value ".", then the
owner name of this record MUST be used as the effective Target Nane.
If the record has a wildcard owner name in the zone file, the
reci pi ent SHALL use the response’ s synthesized owner name as the
ef fective Target Nane.
Here, for exanple, "svc2.exanple.net" is the effective Target Nane:

exanpl e. com 7200 I N HTTPS 0 svc. exanpl e. net.



svc. exanmple.net. 7200 IN CNAME svc2. exanpl e. net.
svc2. exanple.net. 7200 IN HTTPS 1 . port=8002

svc2. exanpl e. net. 300 IN A 192.0.2.2
svc2. exanpl e. net. 300 I'N AAAA  2001: db8::2

C i ent Behavi or

"SVCB resolution" is the process of enunerating and ordering the
avai | abl e endpoints for a service, as perfornmed by the client. SVCB
resolution is inplenmented as foll ows:

1. Let $QNAME be the service nane plus appropriate prefixes for the
schene (see Section 2.3)

2. Issue a SVCB query for $QNAMVE

3. If an AliasMbde SVCB record is returned for $ONAME (after
following CNAMEs as normal ), set $ONAME to its Target Name
(wi thout additional prefixes) and | oop back to Step 2, subject to
chain length limts and | oop detection heuristics (see
Section 3.1).

4. |If one or nore "conpatible" (Section 8) ServiceMde records are
returned, these represent the alternative endpoints. Sort the
records by ascending SvcPriority.

5. Oherwi se, SVCB resolution has failed, and the |list of available
endpoints is enpty.

Thi s procedure does not rely on any recursive or authoritative DNS
server to conply with this specification or have any awareness of
SVCB.

Aclient is called "SVCB-optional" if it can connect without the use
of ServiceMdde records; otherwise, it is called "SVCB-reliant”.
Clients for pre-existing protocols (e.g., HITP) SHALL i npl enent SVCB-
optional behavior (except as noted in Section 3.1 or when nodified by
future specifications).

SVCB-optional clients SHOULD i ssue in parallel any other DNS queries
that m ght be needed for connection establishnent if the SVCB record
is absent, in order to nmnimze delay in that case and enable the
optim zations discussed in Section 5.

Once SVCB resol ution has concl uded, whether successful or not, if at

| east one AliasMbde record was processed, SVCB-optional clients SHALL
append to the |list of endpoints an endpoint consisting of the fina
val ue of $ONAME, the authority endpoint’s port nunber, and no
SvcParans. (This endpoint will be attenpted before falling back to
non- SVCB connecti on nodes. This ensures that SVCB-optional clients
wi Il make use of an AliasMdde record whose Target Nane has A and/or
AAAA records but no SVCB records.)

The client proceeds with connection establishnent using this list of
endpoints. Clients SHOULD try higher-priority alternatives first,
with fallback to lower-priority alternatives. Cdients resolve AAAA
and/or A records for the sel ected Target Nane and MAY choose between
them usi ng an approach such as Happy Eyebal | s [HappyEyebal | sV2].

If the client is SVCB-optional and connecting using this list of
endpoints has failed, the client now attenpts to use non- SVCB
connecti on nodes.

Sone inportant optim zations are discussed in Section 5 to avoid
addi tional |atency in conparison to ordinary AAAA A | ookups.
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1. Handling Resolution Failures

If DNS responses are cryptographically protected (e.g., using DNSSEC
or TLS [DoT] [DoH) and SVCB resolution fails due to an

aut hentication error, SERVFAIL response, transport error, or tineout,
the client SHOULD abandon its attenpt to reach the service, even if
the client is SVCB-optional. Oherw se, an active attacker could
mount a downgrade attack by denying the user access to the SvcParans.

A SERVFAIL error can occur if the domain is DNSSEC signed, the
recursive resolver is DNSSEC-validating, and the attacker is between
the recursive resolver and the authoritative DNS server. A transport
error or tinmeout can occur if an active attacker between the client
and the recursive resolver is selectively dropping SVCB queries or
responses, based on their size or other observable patterns.

If the client enforces DNSSEC validati on on A/ AAAA responses, it
SHOULD apply the sanme validation policy to SVCB. Oherw se, an
attacker could defeat the A/ AAAA protection by forging SVCB responses
that direct the client to other |P addresses.

If DNS responses are not cryptographically protected, clients MAY
treat SVCB resolution failure as fatal or nonfatal

If the client is unable to conplete SVCB resolution due to its chain
length limt, the client MUST fall back to the authority endpoint, as
if the service’s SVCB record did not exist.

2. dients Using a Proxy

Clients using a domain-oriented transport proxy |ike HTTP CONNECT

([ RFC7231], Section 4.3.6) or SOCKS5 [ RFC1928] have the option of
usi ng naned destinations, in which case the client does not perform
any A or AAAA queries for destination domains. |If the client is
configured to use named destinations with a proxy that does not
provi de SVCB query capability (e.g., through an affiliated DNS
resolver), the client would have to perform SVCB resol ution
separately, likely disclosing the destinations to additional parties
and not just the proxy. Cients in this configuration SHOULD arrange
for a separate SVCB resol ution procedure with appropriate privacy
properties. If this is not possible, SVCB-optional clients MJST

di sable SVCB resolution entirely, and SVCB-reliant clients MJST treat
the configuration as invalid.

If the client does use SVCB and nanmed destinations, the client SHOULD
follow the standard SVCB resol ution process, selecting the smallest-
SvcPriority option that is conpatible with the client and the proxy.
When connecting using a SVCB record, clients MJST provide the fina
Target Nanme and port to the proxy, which will performany required A
and AAAA | ookups.

Thi s arrangenment has several benefits:
* Conpared to disabling SVCB
- It allows the client to use the SvcParans, if present, which
are only usable with a specific Target Nane. The SvcParans may
include information that enhances performance (e.g., supported
protocol s) and privacy.
- It allows a service on an apex dommin to use aliasing.

* Conpared to providing the proxy with an | P address:

- It allows the proxy to select between IPv4 and | Pv6 addresses
for the server according to its configuration
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- It ensures that the proxy receives addresses based on its
net wor k geol ocati on, not the client’s.

- It enables faster fallback for TCP destinations with nmultiple
addresses of the sane famly.

DNS Server Behavi or
Aut horitative Servers

When replying to a SVCB query, authoritative DNS servers SHOULD
return A, AAAA, and SVCB records in the Additional section for any
Target Nanes that are in the zone. |If the zone is signed, the server
SHOULD al so include DNSSEC records authenticating the exi stence or
nonexi stence of these records in the Additional section

See Section 4.4 for exceptions.
Recur si ve Resol vers

Whet her the recursive resolver is aware of SVCB or not, the normal
response construction process used for unknown RR types [RFC3597]
generates the Answer section of the response. Recursive resolvers
that are aware of SVCB SHOULD help the client to execute the
procedure in Section 3 with mninmumoverall |atency by incorporating
addi tional useful information into the Additional section of the
response as foll ows:

1. Incorporate the results of SVCB resolution. |[If the recursive
resolver’s local chain length limt (which my be different from
the client’s limt) has been reached, term nate.

2. If any of the resolved SVCB records are in AliasMde, choose one
of them at random and resolve SVCB, A, and AAAA records for its
Tar get Nane.

* |f any SVCB records are resolved, go to Step 1.

* (Otherwise, incorporate the results of A and AAAA resol ution,
and term nate.

3. Al the resolved SVCB records are in Servicewbde. Resolve A and
AAAA queries for each Target Name (or for the owner nane if
TargetNanme is "."), incorporate all the results, and terninate

In this procedure, "resolve" neans the resolver’s ordinary recursive
resolution procedure, as if processing a query for that RRset. This
includes followi ng any aliases that the resolver would ordinarily
follow (e.g., CNAME, DNAME [DNAME]). Errors or anomalies in
obt ai ning additi onal records MAY cause this process to term nate but
MUST NOT t hensel ves cause the resolver to send a failure response.

See Section 2.4.2 for additional safeguards for recursive resolvers
to inmplenent to mtigate | oops.

See Section 5.2 for possible optim zations of this procedure.
1. DNs64

DNS64 resol vers synt hesi ze responses to AAAA queries for nanes that
only have an A record (Section 5.1.7 of [RFC6147]). SVCB-aware DNS64
resol vers SHOULD apply the sane synthesis | ogic when resol ving AAAA
records for the TargetNanme for inclusion in the Additional section
(Step 2 in Section 4.2) and MAY onmit the A records fromthis section



DNS64 resol vers MJUST NOT extrapol ate the AAAA synthesis logic to the
IP hints in the SvcParans (Section 7.3). Mdifying the IP hints
woul d break DNSSEC validation for the SVCB record and woul d not

i nprove performance when the above reconmendation is inplenented.

4.3. Ceneral Requirenents

Recursive resolvers MJST be able to convey SVCB records with
unrecogni zed SvcPar anKeys. Resolvers MAY acconplish this by treating
the entire SvcParans portion of the record as opaque, even if the
contents are invalid. |If a recognized SvcParanKey is followed by a
value that is invalid according to the SvcParam s specification, a
recursive resolver MAY report an error such as SERVFAIL instead of
returning the record. For conplex value types whose interpretation
m ght differ between inplenmentations or have additional future

al | oned val ues added (e.g., URIs or "alpn"), resolvers SHOULD limt
validation to specified constraints.

When responding to a query that includes the DNSSEC CK bit [RFC3225],
DNSSEC- capabl e recursive and authoritative DNS servers MJST acconpany
each RRset in the Additional section with the same DNSSEC-rel at ed
records that they woul d send when providing that RRset as an Answer
(e.g., RRSIG NSEC, NSEC3)

According to Section 5.4.1 of [RFC2181], "Unauthenticated RRs

recei ved and cached from... the additional data section ... should
not be cached in such a way that they would ever be returned as
answers to a received query. They nmay be returned as additiona

i nformati on where appropriate.” Recursive resolvers therefore MAY
cache records fromthe Additional section for use in populating
Addi tional section responses and MAY cache them for general use if
they are authenticated by DNSSEC

4.4. EDNS dient Subnet (ECS)

The EDNS Cient Subnet (ECS) option [RFC7871] allows recursive
resolvers to request |IP addresses that are suitable for a particul ar
client 1P range. SVCB records nmay contain |IP addresses (in ipv*hint
SvcParans) or direct users to a subnet-specific Target Nane, so
recursive resolvers SHOULD incl ude the sanme ECS option in SVCB
queries as in A AAAA queri es.

According to Section 7.3.1 of [RFC7871], "Any records from[the

Addi tional section] MJUST NOT be tied to a network." Accordingly,
when processing a response whose QTYPE i s SVCB-conpatible, resolvers
SHOULD treat any records in the Additional section as havi ng SOURCE
PREFI X- LENGTH set to zero and SCOPE PREFI X- LENGTH as specified in the
ECS option. Authoritative servers MJST omit such records if they are
not suitable for use by any stub resolvers that set SOURCE PREFI X-
LENGTH to zero. This will cause the resolver to performa follow up
query that can receive a properly tailored ECS. (This is simlar to
the usage of CNAME with the ECS option as discussed in [ RFC7871],
Section 7.2.1.)

Aut horitative servers that omt Additional records can avoid the
added | atency of a follow up query by following the advice in
Section 10. 2.

5. Performance Optim zations

For optimal performance (i.e., mnimmconnection setup time),
clients SHOULD i npl ement a client-side DNS cache. Responses in the
Addi tional section of a SVCB response SHOULD be placed in cache
before perform ng any foll owup queries. Wth this behavior, and
with conform ng DNS servers, using SVCB does not add network | atency
to connection setup.



To i nprove perfornance when using a non-conforning recursive

resol ver, clients SHOULD i ssue specul ati ve A and/or AAAA queries in
parallel with each SVCB query, based on a predicted val ue of

Tar get Name (see Section 10.2).

After a ServiceMdde RRset is received, clients MAY try nore than one
option in parallel and MAY prefetch A and AAAA records for nultiple
Tar get Nanes.

5.1. Optimistic Pre-connection and Connection Reuse

If an address response arrives before the correspondi ng SVCB
response, the client MAY initiate a connection as if the SVCB query
returned NODATA but MUST NOT transnmit any information that could be
altered by the SVCB response until it arrives. For exanple, future
SvcPar anKeys coul d be defined that alter the TLS CientHello.

Clients inplementing this optimzation SHOULD wait for 50
m | liseconds before starting optimstic pre-connection, as per the
gui dance in [ HappyEyebal | sV2].

A SVCB record is consistent with a connection if the client would
attenpt an equi val ent connecti on when maki ng use of that record. |If
a SVCB record is consistent with an active or in-progress connection
C, the client MAY prefer that record and use C as its connection

For exanple, suppose the client receives this SVCB RRset for a
protocol that uses TLS over TCP

_1234. bar.exanple.com 300 IN SVCB 1 svcl.exanple.net. (
i pv6hi nt =2001: db8: : 1 port=1234 )
SVCB 2 svc2. exanpl e. net. (
i pv6hi nt =2001: db8:: 2 port=1234 )

If the client has an in-progress TCP connection to
[ 2001: db8::2]:1234, it MAY proceed with TLS on that connection, even
though the other record in the RRset has higher priority.

If none of the SVCB records are consistent with any active or in-
progress connection, clients proceed with connection establishnent as
described in Section 3.

5.2. Cenerating and Using |Inconpl ete Responses

When following the procedure in Section 4.2, recursive resolvers MY
term nate the procedure early and produce a reply that onmits sone of
the associated RRsets. This is REQUI RED when the chain length linit
is reached (Step 1 in Section 4.2) but mght also be appropriate when
the maxi num response size is reached or when respondi ng before fully
chasi ng dependenci es woul d i nprove performance. Wen omitting
certain RRsets, recursive resolvers SHOULD prioritize infornmation for
smal | er-SvcPriority records

As discussed in Section 3, clients MIST be able to fetch additiona
information that is required to use a SVCB record, if it is not
included in the initial response. As a performance optimzation, if
sonme of the SVCB records in the response can be used without
requiring additional DNS queries, the client MAY prefer those
records, regardless of their priorities.

6. SVCB- Conpatible RR Types

An RR type is called "SVCB-conpatible" if it pernmits an
i npl ementation that is identical to SVCB in its:

* RDATA presentation format



*  RDATA wire format

* | ANA registry used for SvcParanKeys

* Authoritative server Additional section processing
* Recursive resolution process

* Relevant Class (i.e., Internet ("IN') [RFCL035])

This allows authoritative and recursive DNS servers to apply
i dentical processing to all SVCB-conpatible RR types.

Al'l other behaviors described as applying to the SVCB RR al so apply
to all SVCB-conpatible RR types unless explicitly stated otherw se.
When following an AliasMde record (Section 2.4.2) of RR type $T, the
foll owup query to the Target Nane MJST al so be for type $T.

Thi s docunent defines one SVCB-conpati ble RR type (other than SVCB
itself): the HITPS RR type (Section 9), which avoids Attrleaf | abe
prefixes [Attrleaf] in order to inprove conpatibility with wildcards
and CNAMEs, which are widely used with HTTP

St andards aut hors shoul d consi der carefully whether to use SVCB or
define a new SVCB-conpatible RR type, as this choice cannot easily be
reversed after depl oynent.

7. Initial SvcParanKeys

A few initial SvcParanKeys are defined here. These keys are usefu
for the "https" schene, and nost are expected to be generally
applicable to other schenes as well.

Each new protocol nmapping docunment MJST specify which keys are
appl i cable and safe to use. Protocol mappings MAY alter the
interpretation of SvcParanKeys but MJST NOT alter their presentation
or wire fornats.

7.1. "alpn" and "no-default-al pn"

The "al pn" and "no-default-al pn" SvcParanKeys together indicate the
set of Application-Layer Protocol Negotiation (ALPN) protoco
identifiers [ALPN] and associ ated transport protocols supported by
this service endpoint (the "SVCB ALPN set").

As with Al't-Svc [AltSvc], each ALPN protocol identifier is used to
identify the application protocol and associated suite of protocols
supported by the endpoint (the "protocol suite"). The presence of an
ALPN protocol identifier in the SVCB ALPN set indicates that this
servi ce endpoi nt, described by TargetNane and the ot her paraneters
(e.g., "port"), offers service with the protocol suite associated
with this ALPN identifier.

Clients filter the set of ALPN identifiers to match the protoco
suites they support, and this inforns the underlying transport
protocol used (such as QU C over UDP or TLS over TCP). ALPN protocol
identifiers that do not uniquely identify a protocol suite (e.g., an
Identification Sequence that can be used with both TLS and DTLS) are
not conpatible with this SvcParanKey and MJUST NOT be included in the
SVCB ALPN set.

7.1.1. Representation

ALPNs are identified by their registered "ldentification Sequence"”
(al pn-id), which is a sequence of 1-255 octets.



al pn-id = 1*2550CTET

For "al pn", the presentation value SHALL be a comma-separated |i st
(Appendi x A 1) of one or nore alpn-ids. Zone-file inplenentations
MAY disallow the "," and "\" characters in ALPN IDs instead of

i npl ementing the value-list escaping procedure, relying on the opaque
key format (e.g., keyl=\002h2) in the event that these characters are
needed.

The wire-format value for "al pn" consists of at |east one alpn-id
prefixed by its length as a single octet, and these |ength-val ue
pairs are concatenated to formthe SvcParanval ue. These pairs MJST
exactly fill the SvcParanVal ue; otherw se, the SvcParanValue is

mal f or ned.

For "no-default-al pn", the presentation and wire-format values MJST
be enpty. Wen "no-default-alpn" is specified in an RR "al pn" nust
al so be specified in order for the RRto be "self-consistent”
(Section 2.4.3).

Each schene that uses this SvcParanKey defines a "default set" of
ALPN I Ds that are supported by nearly all clients and servers; this
set MAY be enpty. To determ ne the SVCB ALPN set, the client starts
with the list of alpn-ids fromthe "al pn" SvcParanKey, and it adds
the default set unless the "no-default-al pn" SvcParanKey is present.

.2. Use
To establish a connection to the endpoint, clients MJST

1. Let SVCB-ALPN-Intersection be the set of protocols in the SVCB
ALPN set that the client supports.

2. Let Intersection-Transports be the set of transports (e.g., TLS,
DTILS, QUIC) inplied by the protocols in SVCB-ALPN-Intersection

3. For each transport in Intersection-Transports, construct a
Pr ot ocol NaneLi st containing the lIdentification Sequences of all
the client’s supported ALPN protocols for that transport, w thout
regard to the SVCB ALPN set.

For exanple, if the SVCB ALPN set is ["http/1.1", "h3"] and the
client supports HITP/ 1.1, HTTP/ 2, and HTTP/ 3, the client could
attenpt to connect using TLS over TCP with a Protocol NaneLi st of
["http/1.1", "h2"] and could al so attenpt a connection using QU C
with a Protocol NanmeLi st of ["h3"].

Once the client has constructed a ClientHello, protocol negotiation
in that handshake proceeds as specified in [ALPN], without regard to
the SVCB ALPN set.

Clients MAY inplenent a fallback procedure, using a |l ess-preferred
transport if nore-preferred transports fail to connect. This

fall back behavior is vulnerable to mani pulation by a network attacker
who bl ocks the nore-preferred transports, but it may be necessary for
conpatibility with existing networks.

Wth this procedure in place, an attacker who can nodify DNS and
network traffic can prevent a successful transport connection but
cannot otherwise interfere with ALPN protocol selection. This
procedure al so ensures that each Protocol NaneLi st includes at |east
one protocol fromthe SVCB ALPN set.

Clients SHOULD NOT attenpt connection to a service endpoi nt whose
SVCB ALPN set does not contain any supported protocols.



To ensure consi stency of behavior, clients MAY reject the entire SVCB
RRset and fall back to basic connection establishment if all of the
conpatible RRs indicate "no-default-al pn", even if connection could
have succeeded using a non-default ALPN protocol

Zone operators SHOULD ensure that at |east one RRin each RRset
supports the default transports. This enables conpatibility with the
great est nunber of clients.

7.2. "port"

The "port" SvcParanKey defines the TCP or UDP port that should be
used to reach this alternative endpoint. |If this key is not present,
clients SHALL use the authority endpoint’s port nunber.

The presentation value of the SvcParamvalue is a single decim

i nteger between 0 and 65535 in ASCII. Any other value (e.g., an
enpty value) is a syntax error. To enable sinpler parsing, this
SvcPar anVal ue MJUST NOT contai n escape sequences.

The wire format of the SvcParanVal ue is the correspondi ng 2-octet
numeric value in network byte order

If a port-restricting firewall is in place between some client and
the service endpoint, changing the port nunber m ght cause that

client to | ose access to the service, so operators should exercise
caution when using this SvcParanKey to specify a non-default port.

7.3. "ipvdhint" and "ipv6hint"

The "ipv4dhint" and "ipv6hint" keys convey |P addresses that clients
MAY use to reach the service. |If A and AAAA records for Target Nane
are locally available, the client SHOULD i gnore these hints.

O herwi se, clients SHOULD perform A and/or AAAA queries for

Tar get Name per Section 3, and clients SHOULD use the | P address in
those responses for future connections. Cients MAY opt to term nate
any connections using the addresses in hints and instead switch to
the addresses in response to the TargetNane query. Failure to use A
and/ or AAAA response addresses could negatively inpact |oad bal anci ng
or other geo-aware features and thereby degrade client perfornance.

The presentation value SHALL be a comma-separated |ist (Appendix A 1)
of one or nore | P addresses of the appropriate famly in standard
textual format [RFC5952] [RFC4001]. To enable sinpler parsing, this
SvcPar anVal ue MJUST NOT contai n escape sequences.

The wire format for each paraneter is a sequence of |IP addresses in
network byte order (for the respective address famly). Like an A or
AAAA RRset, the |ist of addresses represents an unordered collection,
and clients SHOULD pi ck addresses to use in a randomorder. An enpty
list of addresses is invalid.

When sel ecting between | Pv4 and | Pv6 addresses to use, clients nmay
use an approach such as Happy Eyebal | s [HappyEyebal | sV2]. When only
"ipvdhint" is present, NAT64 clients may synthesize | Pv6 addresses as
specified in [RFC7050] or ignore the "ipvdhint" key and wait for AAAA
resolution (Section 3). For best performance, server operators
SHOULD i ncl ude an "i pv6hi nt" paraneter whenever they include an

"i pvdhint" parameter.

These paraneters are intended to mnimze additional connection

| at ency when a recursive resolver is not conpliant with the
requirenents in Section 4 and SHOULD NOT be included if nost clients
are using conpliant recursive resolvers. Wen TargetNanme is the
service name or the owner name (which can be witten as "."), server



operators SHOULD NOT include these hints, because they are unlikely
to convey any performance benefit.

.4. "mandatory"
See Section 8.
Servi ceMbde RR Conpatibility and Mandatory Keys

In a ServiceMde RR a SvcParanKey is considered "mandatory" if the
RR will not function correctly for clients that ignore this

SvcPar anKey. Each SVCB protocol mapping SHOULD specify a set of keys
that are "automatically nmandatory”, i.e., mandatory if they are
present in an RR  The SvcParanKey "nandatory" is used to indicate
any nandatory keys for this RR in addition to any automatically
mandat ory keys that are present.

A ServiceMdde RR is considered "conpatible" by a client if the client
recogni zes all the mandatory keys and their values indicate that
successful connection establishnment is possible. Inconpatible RRs
are ignored (see step 5 of the procedure defined in Section 3).

The presentation value SHALL be a comma-separated |ist (Appendix A 1)
of one or nmore valid SvcParanKeys, either by their registered nane or
in the unknown-key format (Section 2.1). Keys MAY appear in any
order but MJST NOT appear nore than once. For self-consistency
(Section 2.4.3), listed keys MJST al so appear in the SvcParans.

To enabl e sinpler parsing, this SvcParanval ue MJST NOT contain escape
sequences.

For exanple, the following is a valid list of SvcParans:
i pv6hint=... key65333=ex1l key65444=ex2 nandat or y=key65444, i pv6hi nt

In wire format, the keys are represented by their nuneric values in
networ k byte order, concatenated in strictly increasing numeric
order.

This SvcParanKey is always automatically mandatory and MJUST NOT
appear in its own value-list. Oher automatically nandatory keys
SHOULD NOT appear in the list either. (Including them wastes space
and otherwi se has no effect.)

Usi ng Service Bindings with HTTP

The use of any protocol with SVCB requires a protocol-specific
mappi ng specification. This section specifies the mapping for the
"http" and "https" URl schenes [HITP].

To enabl e special handling for HTTP use cases, the HITPS RR type is
defined as a SVCB-conpatible RR type, specific to the "https" and
"http" schenes. Cients MJST NOT perform SVCB queries or accept SVCB
responses for "https" or "http" schenes.

The presentation format of the record is:
Nanme TTL I N HTTPS SvcPriority Target Name SvcParans

Al'l the SvcParanKeys defined in Section 7 are permitted for use in
HTTPS RRs. The default set of ALPN IDs is the single val ue
"http/1.1". The "autonmatically nmandatory" keys (Section 8) are
"port" and "no-default-alpn". (As described in Section 8, clients
nmust either inplenment these keys or ignore any RR in which they
appear.) Cdients that restrict the destination port in "https" UR's
(e.g., using the "bad ports" list from[FETCH ) SHOULD apply the sane



restriction to the "port" SvcParam

The presence of an HTTPS RR for an origin also indicates that clients
shoul d connect securely and use the "https" schene, as discussed in
Section 9.5. This allows HITPS RRs to apply to pre-existing "http"
schene URLs, while ensuring that the client uses a secure and

aut henti cat ed connecti on.

The HTTPS RR parallels the concepts introduced in "HTTP Alternative
Services" [AltSvc]. Cients and servers that inplenent HITPS RRs are
not required to inplement Alt-Svc.

9.1. CQuery Nanes for HITPS RRs

The HTTPS RR uses Port Prefix Nami ng (Section 2.3), with one

nmodi fication: if the schene is "https" and the port is 443, then the
client’s original QNAME is equal to the service nane (i.e., the
origin’ s hostname), w thout any prefix |abels.

By renoving the Attrleaf |labels [Attrleaf] used in SVCB, this
construction enables of fline DNSSEC si gning of wildcard donains,

whi ch are comonly used with HTTP. Using the service nane as the
owner name of the HTTPS record, without prefixes, also allows the
targets of existing CNAME chains (e.g., CDN hosts) to start returning
HTTPS RR responses w thout requiring origin domains to configure and
mai ntain an additional del egation

The procedure for followi ng HTTPS Al i asMbde RRs and CNAME aliases is
unchanged from SVCB (as described in Sections 2.4.2 and 3).

Clients always convert "http" URLs to "https" before perform ng an
HTTPS RR query using the process described in Section 9.5, so donmain
owners MJST NOT publish HTTPS RRs with a prefix of " _http".

Note that none of these fornms alter the HTTPS origin or authority.
For exanple, clients MJST continue to validate TLS certificate
host names based on the origin.

9.2. Conparison with Al't-Svc

Publ i shing a ServiceMbde HTTPS RRin DNS is intended to be similar to
transmtting an Alt-Svc field value over HITP, and receiving an HITPS
RRis intended to be simlar to receiving that field val ue over HITP

However, there are some differences in the intended client and server
behavi or.

9.2.1. ALPN Usage

Unlike Alt-Svc field values, HITPS RRs can contain multiple ALPN I Ds.
The neani ng and use of these IDs are discussed in Section 7.1.2.

9.2.2. Untrusted Channels

HTTPS records do not require or provide any assurance of

authenticity. (DNSSEC signing and verification, which would provide
such assurance, are OPTIONAL.) The DNS resol ution process is nodel ed
as an untrusted channel that m ght be controlled by an attacker, so
Al't-Svc paranmeters that cannot be safely received in this nodel MJST
NOT have a correspondi ng defined SvcParamnmKey. For exanple, there is
no SvcParanKey corresponding to the Alt-Svc "persist" paraneter,
because this paraneter is not safe to accept over an untrusted
channel

9.2.3. Cache Lifetine

There is no SvcParanKey corresponding to the Alt-Svc "m" (max age)



paraneter. Instead, server operators encode the expiration tine in
the DNS TTL.

The appropriate TTL value might be different fromthe "ma" val ue used
for Alt-Svc, depending on the desired efficiency and agility. Sone
DNS caches incorrectly extend the lifetime of DNS records beyond the
stated TTL, so server operators cannot rely on HITPS RRs expiring on
time. Shortening the TTL to conpensate for incorrect caching is NOT
RECOMMVENDED, as this practice inpairs the performance of correctly
functioning caches and does not guarantee faster expiration from
incorrect caches. Instead, server operators SHOULD mmintain
compatibility with expired records until they observe that nearly al
connections have nmigrated to the new configuration

9.2.4. Ganularity

Sending Alt-Svc over HITP allows the server to tailor the Al't-Svc
field value specifically to the client. Wen using an HITPS RR
groups of clients will necessarily receive the same SvcParans.
Therefore, HTTPS RRs are not suitable for uses that require single-
client granularity.

9.3. Interaction with Alt-Svc

Clients that inplement support for both Alt-Svc and HITPS records and
are naki ng a connection based on a cached Alt-Svc response SHOULD
retrieve any HTTPS records for the Alt-Svc alt-authority and ensure
that their connection attenpts are consistent with both the Alt-Svc
paraneters and any received HITTPS SvcParans. |f present, the HITPS
record’ s Target Nane and port are used for connection establishnent
(per Section 3). For exanple, suppose that "https://exanple.cont
sends an Alt-Svc field val ue of:

Alt-Svc: h2="alt.exanpl e: 443", h2="alt2. exanpl e: 443", h3=":8443"

The client would retrieve the foll owing HTTPS records:

al t. exanpl e. IN HTTPS 1 . al pn=h2, h3 foo=..
al t 2. exanpl e. IN HTTPS 1 alt2b. exanpl e. al pn=h3 foo=..
_8443. https.exanple.com IN HITPS 1 alt3.exanple. (

port=9443 al pn=h2, h3 foo=... )

Based on these inputs, the follow ng connection attenpts woul d al ways
be al | owed:

* HITP/2 to alt.exanpl e: 443

* HITP/ 3 to alt3. exanpl e: 9443

* Fallback to the client’s non-Alt-Svc connection behavior
The foll owing connection attenpts would not be all owed:

* HITP/ 3 to alt.exanple:443 (not consistent with Alt-Svc)

* Any connection to alt2b.exanple (no ALPN I D consistent with both
the HTTPS record and Alt-Svc)

* HITPS over TCP to any port on alt3.exanple (not consistent with
Al t-Svc)

Suppose that "foo" is a SvcParanKey that renders the client SVCB-

reliant. The following Alt-Svc-only connection attenpts woul d be

allowed only if the client does not support "foo", as they rely on
SVCB- opti onal fallback behavior
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* HITP/ 2 to alt2.exanple: 443
* HITP/ 3 to exanpl e.com 8443

Alt-authorities SHOULD carry the same SvcParans as the origin unless
a deviation is specifically knowmn to be safe. As noted in

Section 2.4 of [AltSvc], clients MAY disallow any Alt-Svc connection
according to their own criteria, e.g., disallowing Alt-Svc
connections that |ack support for privacy features that are avail able
on the authority endpoint.

Requiring Server Name |ndication

Clients MJST NOT use an HTTPS RR response unless the client supports
the TLS Server Nane Indication (SNI) extension and indicates the
origin nane in the TLS CientHello (which mght be encrypted via a
future specification such as [ECH ). This supports the conservation
of | P addresses.

Note that the TLS SNI (and al so the HTTP "Host" or ":authority") wll
indicate the origin, not the Target Nane.

HTTP Strict Transport Security (HSTS)

An HTTPS RR directs the client to comunicate with this host only
over a secure transport, simlar to HSTS [HSTS]. Prior to making an
"http" schene request, the client SHOULD performa | ookup to
determine if any HTTPS RRs exist for that origin. To do so, the
client SHOULD construct a corresponding "https" URL as foll ows:

1. Replace the "http" scheme with "https”

2. If the "http" URL explicitly specifies port 80, specify port 443.
3. Do not alter any other aspect of the URL.

This construction is equivalent to Section 8.3 of [HSTS], Step 5.

If an HTTPS RR query for this "https" URL returns any Al iasMde HTTPS
RRs or any compati bl e ServiceMbde HTTPS RRs (see Section 8), the
client SHOULD behave as if it has received an HITP 307 (Tenporary
Redirect) status code with this "https" URL in the "Location" field.
(Recei pt of an inconpatible ServiceMbde RR does not trigger the
redirect behavior.) Because HTTPS RRs are received over an often-

i nsecure channel (DNS), clients MJST NOT place any nore trust in this
signal than if they had received a 307 (Tenporary Redirect) response
over cleartext HITP.

Publ i shing an HTTPS RR can potentially | ead to unexpected results or
a loss in functionality in cases where the "http" resource neither
redirects to the "https" resource nor references the sanme underlying
resource.

When an "https" connection fails due to an error in the underlying
secure transport, such as an error in certificate validation, sone
clients currently offer a "user recourse" that allows the user to
bypass the security error and connect anyway. Wen making an "https"
schene request to an origin with an HTTPS RR, either directly or via
the above redirect, such a client MAY renopve the user recourse
option. Oigins that publish HTTPS RRs therefore MJUST NOT rely on
user recourse for access. For nore information, see Sections 8.4 and
12.1 of [HSTS].

Use of HTTPS RRs in OGther Protocols

Al'l HTTP connections to named origins are eligible to use HITPS RRs,



10.

10.

10.

10.

even when HITP is used as part of another protocol or wthout an
explicit HITP-related URI schene (Section 4.2 of [HTTP]). For
exanple, clients that support HITPS RRs and i npl enment [WbSocket ]
usi ng the altered openi ng handshake from [ FETCH WEBSOCKETS] SHOULD
use HTTPS RRs for the request URL.

VWhen HTTP is used in a context where URLs or redirects are not
applicable (e.g., connections to an HTTP proxy), clients that find a
correspondi ng HTTPS RR SHOULD i npl enent security upgrade behavi or
equi valent to that specified in Section 9.5.

Such protocols MAY define their own SVCB nmappi hgs, which MAY be
defined to take precedence over HITPS RRs.

Zone Structures
1. Structuring Zones for Flexibility

Each Servi ceMbde RRset can only serve a single scheme. The schene is
i ndi cated by the owner nane and the RR type. For the generic SVCB RR
type, this neans that each owner name can only be used for a single
schene. The underscore prefixing requirenment (Section 2.3) ensures
that this is true for the initial query, but it is the responsibility
of zone owners to choose nanes that satisfy this constraint when
usi ng aliases, including CNAMVE and Al i asMde records.

When using the generic SVCB RR type with aliasing, zone owners SHOULD
choose alias target nanes that indicate the schenme in use (e.g.
"foosvc. exanpl e.net" for "foo" schenes). This will help to avoid
confusi on when another schene needs to be added to the configuration
VWhen multiple port nunbers are in use, it may be hel pful to repeat
the prefix labels in the alias target nane (e.g.,

" 1234. foo.svc.exanple.net").

2. Structuring Zones for Performance

To avoid a delay for clients using a non-conformng recursive

resol ver, domain owners SHOULD m nim ze the use of AliasMde records
and SHOULD choose Target Nane according to a predictable convention
that is known to the client, so that clients can issue A and/or AAAA
queries for Target Nanme in advance (see Section 5). Unless otherw se
specified, the convention is to set TargetName to the service nane
for an initial ServiceMde record, or to "." if it is reached via an
al i as.

$ORI G N exanple.com ; Oigin

foo 3600 | N CNAME foosvc. exanpl e. net.
~8080. foo.foo 3600 | N CNAME foosvc. exanpl e. net.
bar 300 | N AAAA 2001: db8:: 2

~9090. _bar. bar 3600 IN SVCB 1 bar key65444=. .
$ORI G N exanpl e.net. ; Service provider zone

f oosvc 3600 IN SVCB 1 . key65333=..

f oosvc 300 I N AAAA 2001:db8::1

Figure 1: "foo://foo.exanpl e.com 8080" Is Avail able at
"foosvc. exanpl e.net", but "bar://bar.exanpl e.com 9090" |s Served
Local Iy

Domai n owners SHOULD avoi d using a TargetNanme that is bel ow a DNAVE
as this is likely unnecessary and nmakes responses slower and | arger.
Al so, zone structures that require following nore than ei ght aliases
(counting both AliasMbde and CNAME records) are NOT RECOVIVENDED.

3. Operational Considerations
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Sone authoritative DNS servers may not allow A or AAAA records on
nanes starting with an underscore (e.g., [BIND-CHECK-NAMES]). This
could create an operational issue when the Target Nane contains an
Attrleaf |abel, or when using a TargetNane of "." if the owner nane
contains an Attrleaf |abel

4. Exampl es
4.1. Protocol Enhancenents
Consi der a sinple zone of the form
$ORI A N sinpl e. exanpl e. ; Sinple exanpl e zone
@300 IN A 192.0.2.1

AAAA 2001: db8::1
The domain owner could add this record
@7200 IN HTTPS 1 . al pn=h3
This record woul d indicate that "https://sinple.exanple" supports
QUCin addition to HTTP/1.1 over TLS over TCP (the inplicit
default). The record could also include other information (e.g., a
non-standard port). For "https://sinple.exanple:8443", the record
woul d be:
_8443. https 7200 IN HTTPS 1 . al pn=h3
These records al so respectively tell clients to replace the schene
with "https" when | oading "http://sinple.exanple" or
"http://sinple.exanpl e: 8443".
4.2. Apex Aliasing

Consi der a zone that is using CNAME ali asing:

$ORIA N al i ased. exanple. ; A zone that is using a hosting service

; Subdomain aliased to a high-performance server poo

VW 7200 I N CNAME pool . svc. exanpl e.

; Apex domain on fixed | Ps because CNAME is not allowed at the apex
@ 300 IN A 192.0.2.1

I'N AAAA 2001:db8::1

Wth HTTPS RRs, the owner of aliased.exanple could alias the apex by
addi ng one additional record:

@ 7200 I N HTTPS 0 pool . svc. exanpl e.

Wth this record in place, HITPS-RR-aware clients will use the sane
server pool for aliased. exanple and ww. al i ased. exanple. (They will
al so upgrade "http://aliased.exanple/..." to "https".) Non-HTTPS- RR-
aware clients will just ignore the new record.

Simlar to CNAME, HTTPS RRs have no inpact on the origin nane. When
connecting, clients will continue to treat the authoritative origins
as "https://ww. al i ased. exanpl " and "https://aliased. exanpl e",

respectively, and will validate TLS server certificates accordingly.

4.3. Paraneter Binding

Suppose that svc.exanple' s primary server pool supports HITP/ 3 but
its backup server pool does not. This can be expressed in the
following form

$ORI G N svc. exanple. ; A hosting provider
pool 7200 IN HTTPS 1 . al pn=h2, h3



10.

HTTPS 2 backup al pn=h2 port =8443

pool 300 IN A 192.0.2.2
AAAA 2001: db8:: 2

backup 300 IN A 192.0.2.3
AAAA 2001: db8:: 3

This configuration is entirely conpatible with the "apex aliasing”
exanpl e, whether the client supports HITPS RRs or not. |If the client
does support HTTPS RRs, all connections will be upgraded to HTTPS,
and clients will use HTTP/3 if they can. Paraneters are "bound" to
each server pool, so each server pool can have its own protocol, port
nunber, etc.

4.4. Milti-CDN Configuration

The HTTPS RR is intended to support HTTPS services operated by
mul ti pl e i ndependent entities, such as different CDNs or different
hosting providers. This includes the case where a service is

m grated fromone operator to another, as well as the case where the
service is multiplexed between nultiple operators for perfornmance,
redundancy, etc.

Thi s exanpl e shows such a configuration, wth ww. customner. exanpl e
havi ng different DNS responses to different queries, either over tine
or due to logic within the authoritative DNS server:

; This zone contains/returns different CNAMVE records
; at different points in tinme. The RRset for "ww' can
; only ever contain a single CNAME

; Sometinmes the zone has:
$ORI G N custoner.exanple. ; A multi-CDN custoner domain
www 900 I N CNAME cdnl. svcl. exanpl e.

; and other tinmes it contains:
$ORI G N cust oner . exanpl e
www 900 I N CNAME cust oner. svc2. exanpl e.

; and yet other tines it contains:
$ORI G N cust oner. exanpl e
www 900 | N CNAME cdn3. svc3. exanpl e.

; Wth the follow ng remai ni ng constant and al ways i ncl uded:
$ORI G N custoner.exanple. ; A multi-CDN custoner domain
; The apex is also aliased to ww to match its configuration
@ 7200 I N HTTPS 0 www
; Non-HTTPS-aware clients use non-CDN | Ps.

A 203.0.113. 82

AAAA 2001: db8: 203::2

; Resolutions follow ng the cdnl.svcl. exanpl e
; path use these records.
; This CDN uses a different alternative service for HITP/ 3.
$ORI G N svcl. exanple. ; domain for CDN 1
cdnl 1800 IN HTTPS 1 h3pool al pn=h3

HTTPS 2 . al pn=h2

A 192.0.2.2

AAAA 2001: db8: 192:: 4
h3pool 300 IN A 192.0.2.3

AAAA 2001: db8:192:7::3

; Resolutions follow ng the custoner.svc2. exanpl e
; path use these records.

; Note that this CDN only supports HTTP/ 2

$ORI A N svc2. exanple. ; dommin operated by CDN 2
customer 300 IN HTTPS 1 . al pn=h2
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60 IN A 198. 51.100. 2
A 198. 51.100. 3
A 198.51.100. 4
AAAA 2001: db8: 198::7
AAAA 2001: db8: 198::12

; Resolutions follow ng the cdn3.svc3. exanpl e
; path use these records.
; Note that this CDN has no HTTPS records.
$ORI G N svc3. exanpl e. ; domain operated by CDN 3
cdn3 60 IN A 203.0.113.8
AAAA 2001: db8:113::8

Note that in the above exanple, the different CDNs have different
configurations and different capabilities, but clients will use HITPS
RRs as a bound-together unit.

Domai n owners shoul d be cautious when using a multi-CDN
configuration, as it introduces a number of conplexities highlighted
by this exanpl e:

* |f CDN 1 supports a desired protocol or feature and CDN 2 does
not, the client is vulnerable to downgrade by a network adversary
who forces clients to get CDN 2 records.

* Aliasing the apex to its subdomain sinplifies the zone file but
likely increases resolution |atency, especially when using a non-
HTTPS- aware recursive resolver. An alternative would be to alias
the zone apex directly to a name managed by a CDN

* The A, AAAA, and HITPS resol utions are independent | ookups, so
resol vers may observe and follow different CNAMEs to different
CDNs. dients nay thus find that the A and AAAA responses do not
correspond to the TargetNanme in the HTTPS response; these clients
will need to performadditional queries to retrieve the correct IP
addresses. Including ipv6hint and ipv4hint will reduce the
performance i nmpact of this case

* |f not all CDNs publish HTTPS records, clients will sonmetines
recei ve NODATA for HTTPS queries (as with cdn3.svc3. exanpl e above)
but could receive A/ AAAA records froma different CON. Cients
will attenpt to connect to this CDN without the benefit of its
HTTPS records

4.5, Non- HTTP Uses

For protocols other than HTTP, the SVCB RR and an Attrleaf |abe

[Attrleaf] will be used. For exanple, to reach an exanpl e resource
of "baz://api.exanpl e.com 8765", the follow ng SVCB record woul d be
used to alias it to "svc4-baz.exanple.net."”, which in turn could

return AAAA/ A records and/or SVCB records in ServiceMde

_8765. baz. api . exanpl e.com 7200 IN SVCB 0 svc4-baz. exanpl e. net.

HTTPS RRs use simlar Attrleaf labels if the origin contains a non-
default port.

Interaction with & her Standards

This standard is intended to reduce connection |atency and i nprove
user privacy. Server operators inplenmenting this standard SHOULD

al so inplenent TLS 1.3 [RFC8446] and Online Certificate Status
Protocol (OCSP) Stapling (i.e., Certificate Status Request in

Section 8 of [RFC6066]), both of which confer substantial perfornmance
and privacy benefits when used in conbination with SVCB records.
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To realize the greatest privacy benefits, this proposal is intended
for use over a privacy-preserving DNS transport (like DNS over TLS

[ DoT] or DNS over HTTPS [DoH]). However, perfornmance inprovenents,
and sone nodest privacy inprovenents, are possible w thout the use of
t hose standards.

Any specification for the use of SVCB with a protocol MJST have an
entry for its schene under the SVCB RR type in the | ANA DNS
"Underscored and d obally Scoped DNS Node Nanes" registry [Attrleaf].
The schenme MUST have an entry in the "Uniform Resource |dentifier
(URI') Schenes" registry [RFC7595] and MUST have a defined
specification for use with SVCB

Security Considerations

SVCB/ HTTPS RRs permit distribution over untrusted channels, and
clients are REQU RED to verify that the alternative endpoint is
authoritative for the service (simlar to Section 2.1 of [AtSvc]).
Ther ef ore, DNSSEC si gning and validation are OPTIONAL for publishing
and using SVCB and HTTPS RRs.

Clients MJST ensure that their DNS cache is partitioned for each
| ocal network, or flushed on network changes, to prevent a |oca
adversary in one network frominplanting a forged DNS record that
allows themto track users or hinder their connections after they
| eave that network.

An attacker who can prevent SVCB resolution can deny clients any
associ ated security benefits. A hostile recursive resolver can

al ways deny service to SVCB queries, but network intermediaries can
often prevent resolution as well, even when the client and recursive
resol ver validate DNSSEC and use a secure transport. These downgrade
attacks can prevent the "https" upgrade provided by the HTTPS RR
(Section 9.5) and can disable any other protections coordinated via
SvcParans. To prevent downgrades, Section 3.1 recomends that
clients abandon the connection attenpt when such an attack is

det ect ed.

A hostile DNS internediary nmight forge AliasMde "." records

(Section 2.5.1) as a way to block clients from accessing particul ar
services. Such an adversary could already bl ock entire domai ns by
forgi ng erroneous responses, but this mechanismallows themto target
particul ar protocols or ports within a domain. dients that m ght be
subj ect to such attacks SHOULD i gnore AliashMde "." records

A hostile DNS internediary or authoritative server can return SVCB
records indicating any | P address and port nunber, including IP
addresses inside the local network and port numbers assigned to
internal services. |If the attacker can influence the client’s

payl oad (e.g., TLS session ticket contents) and an internal service
has a sufficiently | ax parser, the attacker could gain access to the
internal service. (The same concerns apply to SRV records, HITP Alt-
Svc, and HTTP redirects.) As a mitigation, SVCB nmappi ng docunents
SHOULD i ndi cate any port number restrictions that are appropriate for
the supported transports.

Privacy Consi derations
St andard address queries reveal the user’s intent to access a

particular domain. This information is visible to the recursive
resol ver, and to many other parties when plaintext DNS transport is

used. SVCB queries, like queries for SRV records and other specific
RR types, additionally reveal the user’s intent to use a particul ar
protocol. This is not normally sensitive information, but it should

be consi dered when addi ng SVCB support in a new context.
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| ANA Consi der ations
1. SVCB RR Type

I ANA has registered the following new DNS RR type in the "Resource
Record (RR) TYPES" registry on the "Domai n Name System ( DNS)
Par amet er s" page:

Type: SVCB

Val ue: 64

Meani ng: General - purpose service binding
Ref erence: RFC 9460

2. HTTPS RR Type

I ANA has registered the following new DNS RR type in the "Resource
Record (RR) TYPES" registry on the "Dormai n Name System ( DNS)
Par anmet er s" page:

Type: HITPS

Val ue: 65

Meani ng: SVCB-conpatible type for use with HTTP
Ref erence: RFC 9460

3. New Registry for Service Parameters

| ANA has created the "Service Paraneter Keys (SvcParanKeys)" registry
in the "Domain Nane System (DNS) Paraneters" category on a new page
entitled "DNS Service Bindings (SVCB)". This registry defines the
nanespace for paranmeters, including string representations and

nuneri c SvcParanKey values. This registry is shared with other SVCB-
conpati ble RR types, such as the HTTPS RR

3.1. Procedure
A registration MIST include the follow ng fields:

Nunber: Wre-format nuneric identifier (range 0-65535)

Nane: Unique presentation nane

Meaning: A short description

Ref erence: Location of specification or registration source

Change Controller: Person or entity, with contact information if
appropri ate

The characters in the registered Nane field entry MJST be | owercase
al phanumeric or "-" (Section 2.1). The name MJST NOT start with
"key" or "invalid".

The registration policy for new entries is Expert Review ([RFC3126],
Section 4.5). The designated expert MJST ensure that the reference
is stable and publicly available and that it specifies how to convert
the SvcParanVal ue’s presentation format to wire format. The
reference MAY be any individual’'s Internet-Draft or a docunment from
any other source with simlar assurances of stability and
availability. An entry MAY specify a reference of the form"Sane as
(other key name)" if it uses the sane presentation and wire fornats
as an existing key.

Thi s arrangenent supports the devel opnent of new paraneters while
ensuring that zone files can be made interoperable.

3.2. Initial Contents

The "Service Paraneter Keys (SvcParanKeys)" registry has been
popul ated with the following initial registrations:
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[ bbb oo e s s ooy ey sy e et o
| Nunber | Nane | Meaning | Ref er ence| Change
| | | | | Controller|
B bbb e s s oo e e oot o}
| 0 | mandatory | Mandatory | RFC 9460, | | ETF
| | | keys in this | Section 8|
| | | RR | |
S o e e e e oo S R AR,
| 1 | al pn | Additional | RFC 9460, | | ETF
| | | supported | Section |
| | | protocols | 7.1 |
N o e e e e oo - oo o - B N
| 2 | no-default-alpn | No support | RFC 9460, | | ETF
| | | for default | Section |
| | | protocol | 7.1 |
S Fom e S S S
| 3 | port | Port for | RFC 9460, | | ETF
| | | alternative | Section |
| | | endpoi nt | 7.2 |
S o e e e e oo S R AR,
| 4 | ipv4hint | I'Pv4 address | RFC 9460, | | ETF
| | | hints | Section |
I I I 7.3 I
N o e e e e oo - oo o - B N
| 5 | ech | RESERVED | NV A | 1 ETF
| | | (held for | |
I I | Encrypted I I
| | | dientHello) | |
S Fom e Fom oo S S
| 6 | ipv6hint | I'Pv6 address | RFC 9460, | | ETF
| | | hints | Section |
I I I |7.3 I
U Fom e Fom e O oo -
| 65280- 65534] N A | Reserved for | RFC 9460 || ETF
| | | Private Use | |
N o e e e e oo - oo o - B N
| 65535 | NA | Reserved | RFC 9460 || ETF
| | | ("Invalid | |
I I | key") I I
S Fom e S S S
Table 1

4. O her Registry Updates
Per [Attrleaf], the following entry has been added to the DNS
"Underscored and d obally Scoped DNS Node Names" registry:

[ e oo = Jomsusfumsespsfusfespsfesfespusfenpe, oo e g

| RR Type | _NODE NAME | Reference |

R ey e p ey s pp—j—_————r——

| HTTPS | _https | RFC 9460 |

S S S +
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Appendi x A.  Decoding Text in Zone Files

DNS zone files are capable of representing arbitrary octet sequences
in basic ASCI| text, using various delinmters and encodi ngs,
according to an algorithmdefined in Section 5.1 of [RFC1035]. The
foll owi ng summari zes sone allowed inputs to that al gorithm using
ABNF:



; non-special is VCHAR m nus DQUOTE, ";", "(", ")", and "\".
non-speci al = %21 / 9%&23-27 | 9%2A-3A | %3C-5B / 9%5D 7E
; non-digit is VCHAR ninus DIGT.

non-di gi t = W21-2F /| 9%&3A-T7E
; dec-octet is a number 0-255 as a three-digit decinmal nunber.
dec- oct et =(C"0" /[ "1" ) 2D T/

"2" (( %30-34 DIGT) / ( "5 %30-35) )

escaped ="\" ( non-digit / dec-octet )
contiguous = 1*( non-special / escaped )
quot ed = DQUOTE *( contiguous / ( ["\"] WsP ) ) DQUOTE

char-string contiguous / quoted

The decoding algorithmallows char-string to represent any *COCTET,
using quoting to group values (e.g., those with internal whitespace),
and escaping to represent each non-printable octet as a single
escaped sequence. In this docunment, this algorithmis referred to as
"character-string decodi ng", because Section 5.1 of [RFCL035] uses
this algorithmto produce a <character-string> Note that while the
|l ength of a <character-string>is limted to 255 octets, the
character-string decoding al gorithmcan produce output of any |ength.

A. 1. Decoding a Comma- Separ at ed Li st

In order to represent lists of itens in zone files, this
specification uses comua-separated lists. Wen the allowed itens in

the list cannot contain "," or "\", this is trivial. (For
sinplicity, enpty items are not allowed.) A value-list parser that
splits on "," and prohibits items containing "\" is sufficient to

comply with all requirements in this docunment. This corresponds to
t he sinpl e-comma- separ at ed synt ax:

; itemallowed is OCTET minus "," and "\".
itemal | owed %00-2B / 9%2D-5B / %5D FF
sinple-item 1*itemal | owed

si mpl e- conma- separ at ed [sinmple-item*(",

simple-item]

For inplenentations that allow","” and "\" in itemvalues, the
fol |l owi ng escapi ng syntax appli es:

1* OCTET
1*(itemallowed / "\," [ "\\")
[escaped-item *("," escaped-iten)]

item
escaped-item
comma- separ at ed

Decodi ng of value-lists happens after character-string decoding. For
exanpl e, consider these char-string SvcParanVal ues

"partl, part2, part3\\, part4\\\\"
part1\,\p\a\r\t2\ 044part 3\ 092, part 4\ 092\\

These inputs are equival ent: character-string decoding either of them
woul d produce the sane val ue:

partl, part2, part 3\, part4\\

Appl yi ng conma-separated |ist decoding to this val ue woul d produce a
list of three itens:

partl
part2
part 3, part 4\
Appendi x B. HTTP Mappi ng Summary

This table serves as a non-nornmative summary of the HTTP mapping for
SVCB (Section 9). Future protocol mappings may provide a simlar
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summary tabl e.

e R +
| *Mapped schene* | "https" |
e T e T +
| *Oher affected schenmes* | "http", "wss", "ws",
| | (other HITP-based) |
o e m e e e e e oo o e e e e e oo oo +
| *RR type* | HTTPS (65) |
e e +
| *Nane prefix* | None for port 443, |
| | else _$PORT. _https
S T +
| *Automatically mandatory | port, no-default- |
| keys* | al pn |
T e +
| *SvcParam def aul t s* | alpn: ["http/1.1"]
o e e e e e e oo o o e e e e e e oo +
| *Special behaviors* | Upgrade fromHTTP to
| | HTTPS |
e R +
*Keys that records nust | None |
| include* | |
o e e e e e e oo o o e e e e e e oo +
Table 3

endix C. Conparison with Alternatives

The SVCB and HTTPS RR types closely resenble, and are inspired by,
some existing record types and proposals. One conplaint regarding
all of the alternatives is that web clients have seened
unent husi asti c about inplenmenting them The hope here is that an
extensi ble solution that solves nultiple problens will overcone this
inertia and have a path to achieve client inplenentation

Differences fromthe SRV RR Type

An SRV record [SRV] can performa function sinilar to that of the
SVCB record, informing a client to look in a different location for a
service. However, there are several differences:

* SRV records are typically nmandatory, whereas SVCB is intended to
be optional when used with pre-existing protocols.

* SRV records cannot instruct the client to switch or upgrade
protocol s, whereas SVCB can signal such an upgrade (e.g., to
HTTP/ 2) .

* SRV records are not extensible, whereas SVCB and HTTPS RRs can be
extended wi th new paraneters

* SRV records specify a "weight" for unbal anced random zed | oad

bal ancing. SVCB only supports bal anced randomi zed | oad bal anci ng,
al t hough wei ghts could be added via a future SvcParam

Di fferences fromthe Proposed HTTP Record

Unli ke [HTTP-DNS-RR], this approach is extensible to cover Alt-Svc
and Encrypted CientHello use cases. Like that proposal, this
addresses the zone-apex CNAME chal | enge.

Li ke that proposal, it remains necessary to continue to include
address records at the zone apex for |egacy clients.

Di fferences fromthe Proposed ANAME Record
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D. 2.

Unli ke [ ANAME-DNS-RR], this approach is extensible to cover Alt-Svc
and Encrypted CientHell o use cases. This approach al so does not
require any changes or special handling on either authoritative or
primary servers, beyond optionally returning in-bailiw ck additional
records.

Li ke that proposal, this addresses the zone-apex CNAME chal | enge for
clients that inplenent this.

However, with this SVCB proposal, it renmains necessary to continue to
i nclude address records at the zone apex for legacy clients. |If

depl oynent of this standard is successful, the number of |egacy
clients will fall over time. As the nunber of |egacy clients
declines, the operational effort required to serve these users

wi thout the benefit of SVCB indirection should fall. Server
operators can easily observe how nuch traffic reaches this |egacy
endpoi nt and may renove the apex’s address records if the observed

|l egacy traffic has fallen to negligible levels.

Conparison with Separate RR Types for Al iasMde and Servi ceMbde

Abstractly, functions of AliasMde and Servi ceMode are independent,
so it mght be tenpting to specify them as separate RR types.

However, this would result in serious perfornmance inpairnment, because
clients cannot rely on their recursive resolver to foll ow SVCB
aliases (unlike CNAME). Thus, clients would have to issue queries
for both RR types in parallel, potentially at each step of the alias
chain. Recursive resolvers that inplenent the specification would,
upon recei pt of a ServiceMde query, emt both a Servi ceMbde query
and an AliasMbde query to the authoritative DNS server. Thus,
splitting the RR type would double, or in sone cases triple, the |oad
on clients and servers, and woul d not reduce inplenentation

conpl exity.

endix D. Test Vectors

These test vectors only contain the RDATA portion of SVCB/ HTTPS

records in presentation format, generic format [RFC3597], and wire
format. The wire format uses hexadeci mal (\xNN) for each non-ASCl |
byte. As the wire format is long, it is broken into several lines.

Al i asMbde

exanpl e. com HTTPS 0 foo.exanpl e.com

\# 19 (

00 00 ; priority

03 66 6f 6f 07 65 78 61 6d 70 6¢Cc 65 03 63 6f 6d 00 ; target
)

\ x00\ x00 # priority
\ x03f oo\ x07exanpl e\ x03com x00 # target

Figure 2: AliasMde
Ser vi ceMbde

exanpl e. com SvCB 1.

\# 3 (

00 01 ; priority

00 ; target (root |abel)
)

\ x00\ x01 # priority



\ x00 # target (root |abel)

Figure 3. TargetNane Is "."

exanpl e. com SVCB 16 foo. exanpl e.com port=53
\ #
00
03
00
00

00
)

\ x00\ x10
\ x03f oo\ x07exanpl e\ x03com x00
\ x00\ x03
\ x00\ x02
\ x00\ x35

25 (

10

66 6f 6f 07 65 78 61 6d 70 6¢ 65 03 63 6f 6d 00
03

02

35

HEHEHFEHH

Figure 4: Specifies a Port

exanpl e. com SvCB
\ #
00
03
02
00
68

)

\ x00\ x01

\ x03f oo\ x07exanpl e\ x03com x00
\ x02\ x9b

\ x00\ x05

hel | o

28 (

01

66 6f 6f 07 65 78 61 6d 70 6¢c 65 03 63 6f 6d 00
9b

05

65 6¢ 6¢ O6f

HEHEHFEHH

1 foo. exanpl e.com key667=hell o

priority
t ar get
key 3
| ength 2
val ue

priority
tar get
key 3
I ength 2
val ue

priority
t ar get
key 667
I ength 5
val ue

priority
tar get
key 667
length 5
val ue

Figure 5: A Ceneric Key and Unquot ed Val ue

exanpl e. com SvCB
\ #
00
03
02
00
68

)

\ x00\ x01

\ x03f oo\ x07exanpl e\ x03com x00
\ x02\ x9b

\ x00\ x09

hel | o\ xd2gqoo

32 (

01

66 6f 6f 07 65 78 61 6d 70 6¢ 65 03 63 6f 6d 00
9b

09

65 6¢ 6c 6f d2 71 6f 6f

HEHEHFEHH

Figure 6: A Ceneric Key and Quoted Value with a Deci nal

exanmpl e. com SVCB 1 foo.exanmple.com (

i pv6hi nt ="2001: db8:: 1, 2001: db8:

)

\# 55 (

00 01 :
03 66 6f 6f 07 65 78 61 6d 70 6¢ 65 03 63 6f 6d 00 :
00 06 :

1 foo. exanpl e.com key667="hel | o\210qoo"

priority
tar get
key 667
I ength 9
val ue

priority
tar get
key 667
length 9
val ue

153 1"

priority
t ar get
key 6

Escape



00 20
20 01 0d b8 00 00 00 OO0 00 00 OO0 00 OO 00 00 O1
20 01 0d b8 00 00 00 00O 00 00 00 00 00 53 00 01

)

\ x00\ x01
\ x03f oo\ x07exanpl e\ x03com x00
\ x00\ x06
\ x00\ x20
\ x20\ x01\ x0d\ xb8\ x00\ x00\ x00\ x00
\ x00\ x00\ x00\ x00\ x00\ x00\ x00\ x01
\ x20\ x01\ x0d\ xb8\ x00\ x00\ x00\ x00
\ x00\ x00\ x00\ x00\ x00\ x53\ x00\ x01

Figure 7. Two Quoted IPv6 Hints

exanmpl e. com SVCB 1 example.com (

i pv6hi nt ="2001: db8: 122: 344:
)

\# 35 (

00 01

07 65 78 61 6d 70 6¢c 65 03 63 6f 6d 00

00 06

00 10

20 01 0d b8 01 22 03 44 00 00 00 00 cO 00 02 21
)

\ x00\ x01
\ x07exanpl e\ x03com x00
\ x00\ x06
\ x00\ x10
\ x20\ x01\ x0d\ xb8\ x01\ x22\ x03\ x44
\ x00\ x00\ x00\ x00\ xcO\ x00\ x02\ x21

H* H* HHHFH

| ength 32
first address
second address

priority
t ar get
key 6

| ength 32

first address

second addr ess

:192.0. 2. 33"

HHHFHF

#

priority
tar get
key 6

I ength 16
addr ess

priority
t ar get
key 6

I ength 16

addr ess

Figure 8 An IPv6 H nt Using the Enbedded | Pv4 Syntax

exanpl e. com SVCB 16 foo.exanple.org. (

al pn=h2, h3-19 nmandat ory=i pv4hi nt, al pn

i pvdhi nt =192.0.2.1
)

\# 48 (
00 10

03 66 6f 6f 07 65 78 61 6d 70 6¢c 65 03 6f 72 67 00 Z

00 00

00 04

00 01

00 04

00 01

00 09

02

68 32

05

68 33 2d 31 39
00 04

00 04

c0 00 02 01

)

\ x00\ x10
\ x03f oo\ x07exanpl e\ x03or g\ x00
\ x00\ x00
\ x00\ x04
\ x00\ x01
\ x00\ x04
\ x00\ x01

3

HHEIFEHEHFEHFH

priority

tar get

key 0
param |l ength 4
val ue: key 1
val ue: key 4
key 1
param |l ength 9
alpn length 2
al pn val ue
alpn length 5
al pn val ue

key 4
param |l ength 4
param val ue

priority

t ar get

key 0
param |l ength 4
val ue: key 1
val ue: key 4
key 1



\ x00\ x09 # paramlength 9
\ x02 # alpn length 2
h2 # al pn val ue

\ x05 # alpn length 5
h3-19 # al pn val ue

\ x00\ x04 # key 4

\ x00\ x04 # param |l ength 4
\ xc0\ x00\ x02\ x01 # param val ue

Figure 9: SvcParanKey Ordering Is Arbitrary in Presentation
Format but Sorted in Wre Format

exanpl e. com SVCB 16 foo.exanple.org. al pn="f\\\\oo\\, bar, h2"
exanpl e. com SVCB 16 foo.exanple.org. al pn=f\\\09200\092, bar, h2

\# 35 (

00 10 ;o priority

03 66 6f 6f 07 65 78 61 6d 70 6¢c 65 03 6f 72 67 00 ; target

00 01 i key 1

00 Oc ; param length 12
08 ; alpn length 8
66 5c 6f 6f 2c 62 61 72 ;al pn val ue

02 ; alpn length 2
68 32 ; al pn val ue

)

\ x00\ x10 # priority

\ x03f oo\ x07exanpl e\ x03or g\ x00 # target

\ x00\ x01 # key 1

\ x00\ x0c # param |l ength 12
\ x08 # alpn length 8
f\ oo, bar # al pn val ue

\ x02 # alpn length 2
h2 # al pn val ue

Figure 10: An "al pn" Value with an Escaped Comra and an Escaped
Backsl ash in Two Presentati on Formats

D.3. Failure Cases
Thi s subsection contains test vectors that are not conpliant with
this docunment. The various reasons for non-conpliance are explai ned

wi th each exanpl e.

exanpl e. com SVCB 1 foo.exanple.com (
keyl23=abc keyl23=def

)

Figure 11: Multiple Instances of the Sane SvcPar anKey
exanpl e. com SVCB 1 foo.exanple.com mandatory
exanpl e. com SVCB 1 foo.exanple.com alpn
exanpl e. com SVCB 1 foo.exanple.com port
exanpl e. com SVCB 1 foo.exanple.com ipv4hint
exanpl e. com SVCB 1 foo.exanple.com ipv6hint
Figure 12: M ssing SvcParanVal ues That Mist Be Non-Enpty
exanpl e. com SVCB 1 foo.exanple.com no-default-al pn=abc
Figure 13: The "no-defaul t-al pn" SvcParanKey Val ue Must Be Enpty
exanpl e. com SVCB 1 foo.exanple.com mandatory=key123

Figure 14: A Mandatory SvcParamls M ssing



exanpl e. com SVCB 1 foo.exanple.com mandatory=nandatory

Fi gure 15: The "mandatory" SvcParanKey Miust Not Be | ncluded in
the Mandatory List

exanpl e. com SVCB 1 foo.example.com (
mandat or y=key123, key123 keyl23=abc
)

Figure 16: Miultiple Instances of the Sanme SvcParanKey in the
Mandat ory Li st

Acknowl edgrent s and Rel at ed Proposal s

Over the years, |ETF participants have proposed a w de range of
solutions to the "CNAME at the zone apex" chall enge, including

[ HTTP- DNS- RR], [ ANAME-DNS-RR], and others. The authors are grateful
for their work to elucidate the problem and identify prom sing
strategies to address it, some of which are reflected in this
docunent .

Thank you to lan Swett, Ralf \Wber, Jon Reed, Martin Thonson, Lucas
Pardue, Ilari Liusvaara, Tim Wcinski, Tommy Pauly, Chris Wod, David
Benjam n, Mark Andrews, Emily Stark, Eric Oth, Kyle Rose, Craig

Tayl or, Dan McArdle, Brian D ckson, WIIlem Toorop, Pieter Lexis,
Puneet Sood, divier Poitrey, Mashooq Mihai nen, Tom Carpay, and many
others for their feedback and suggestions on this docunent.

Aut hors’ Addr esses

Ben Schwartz
Meta Platfornms, Inc.
Email : ietf @emasc. net

M ke Bi shop
Akamai Technol ogi es
Enmai | : nbi shop@vequef ou. be

Erik Nygren
Akamai Technol ogi es
Emai | : erik+ietf@ygren.org



