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Abst r act

The Concise Binary Object Representation (CBOR) data format is
designed for snmall code size and snmall nessage size. CBOR Object
Si gni ng and Encryption (COSE) is specified in RFC 9052 to provide
basic security services using the CBOR data format. This docunent
specifies the conventions for using AES-CTR and AES-CBC as content
encryption algorithns with COSE
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I nt roducti on

Thi s docunent specifies the conventions for using AES-CIR and AES- CBC
as content encryption algorithns with the CBOR Object Signing and
Encryption (COSE) [ RFC9052] syntax. Today, encryption with COSE uses
Aut henti cated Encryption with Associ ated Data (AEAD) al gorithns

[ RFC5116], which provide both confidentiality and integrity
protection. However, there are situations where another mechani sm
such as a digital signature, is used to provide integrity. 1In these
cases, an AEAD algorithmis not needed. The software manifest being
defined by the IETF SU T WG [ SU T- MANI FEST] is one exanple where a
digital signature is always present.

Conventi ons and Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

AES Modes of Operation

NI ST has defined several nopdes of operation for the Advanced
Encryption Standard [ AES] [ MODES]. AES supports three key sizes: 128
bits, 192 bits, and 256 bits. AES has a block size of 128 bits (16
octets). Each of these nodes has different characteristics. The
nodes include: CBC (G pher Block Chaining), CFB (C pher FeedBack),
OFB (Qut put FeedBack), and CTR (Counter).

Only AES Counter (AES-CTR) node and AES Ci pher Bl ock Chai ni ng (AES-
CBC) are discussed in this docunent.

AES Count er Mode

When AES-CTR is used as a COSE content encryption algorithm the
encryptor generates a unique value that is comunicated to the
decryptor. This value is called an "Initialization Vector" (or "IV")
in this docunent. The sane |V and AES key conbi nati on MJST NOT be
used nore than once. The encryptor can generate the |V in any manner
that ensures the sanme |V value is not used nore than once with the
sane AES key.

When usi ng AES-CTR, each AES encrypt operation generates 128 bits of
key stream AES-CTR encryption is the XOR of the key streamwi th the
pl ai ntext. AES-CTR decryption is the XOR of the key streamw th the
ciphertext. |f the generated key streamis |longer than the plaintext
or ciphertext, the extra key streambits are sinply discarded. For
this reason, AES-CIR does not require the plaintext to be padded to a
mul tiple of the block size.

AES- CTR has many properties that nmake it an attractive COSE content
encryption algorithm AES-CTR uses the AES bl ock cipher to create a
stream cipher. Data is encrypted and decrypted by XORing with the
key stream produced by AES encrypting sequential |V block val ues,
call ed "counter blocks", where:

* The first block of the key streamis the AES encryption of the IV

* The second bl ock of the key streamis the AES encryption of (IV +
1) nod 27128.
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* The third block of the key streamis the AES encryption of (IV +
2) nod 27128, and so on

AES-CTR is easy to inplenent, can be pipelined and parallelized, and
supports key stream preconputation. Sending of the IVis the only
source of expansion because the plaintext and ci phertext are the same
si ze.

When used correctly, AES-CTR provides a high | evel of
confidentiality. Unfortunately, AES-CTR is easy to use incorrectly.
Being a stream cipher, reuse of the IV with the same key is
catastrophic. An IV collision imediately | eaks information about
the plaintext. For this reason, it is inappropriate to use AES-CIR
with static keys. Extraordinary neasures woul d be needed to prevent
reuse of an IV value with the static key across power cycles. To be
safe, inplenmentati ons MIST use fresh keys with AES-CTR

AES- CTR keys may be obtained either froma key structure or froma
reci pient structure. Inplenmentations encrypting and decrypti ng MJST
validate that the key type, key length, and algorithmare correct and
appropriate for the entities involved.

Wth AES-CTR, it is trivial to use a valid ciphertext to forge other
(valid to the decryptor) ciphertexts. Thus, it is equally
catastrophic to use AES-CTR wi t hout a conpani on authentication and
integrity mechanism | nplenmentati ons MJUST use AES-CTR in conjunction
with an authentication and integrity nechanism such as a digita
signature.

The instructions in Section 5.4 of [RFC9052] are foll owed for AES-
CTR  Since AES-CIR cannot provide integrity protection for externa
addi tional authenticated data, the decryptor MJUST ensure that no
external additional authenticated data was supplied. See Section 6.
The 'protected header MJST be a zero-length byte string.

AES- CTR COSE Key

When using a COSE key for the AES-CTR algorithm the foll owi ng checks
are nade:

* The "kty' field MJUST be present, and it MJIST be ' Symetric’

* |f the "alg’ field is present, it MJIST match the AES-CIR al gorithm
bei ng used.

* |If the "key_ops’ field is present, it MJST include 'encrypt’ when
encrypti ng.

* |f the "key ops’ field is present, it MJST include 'decrypt’ when
decrypti ng.

AES- CTR CCSE Al gorithm ldentifiers
The foll owi ng table defines the COSE AES-CIR al gorithmval ues. Note

that these algorithns are being registered as "Deprecated" to avoid
acci dental use without a conpanion integrity protection nechani sm

[ oo oo oo foms e el e e e
| Nare | Value | Key Size | Description | Recommended

B ity e el el s sy sl
| A128CTR | -65534 | 128 | AES-CTRW | Deprecated

| | 128-bit key | |
R F----- - - R I I +
| A192CTR | -65533 | 192 | AES-CTR W | Deprecated |

| | | | 192-bit key | |



| A256CTR | -65532 | 256 | AES-CTRwW | Deprecated |
| | | | 256-bit key | |

Table 1
5. AES Ci pher Bl ock Chai ning Mde

AES- CBC node requires a 16-octet IV. Use of a randomy or
pseudorandom y generated |V ensures that the encryption of the same
plaintext will yield different ciphertext.

AES- CBC perforns an XOR of the IV with the first plaintext block
before it is encrypted. For successive bl ocks, AES-CBC perforns an
XOR of the previous ciphertext block with the current plaintext
before it is encrypted.

AES- CBC requi res padding of the plaintext; the padding al gorithm
specified in Section 6.3 of [RFC5652] MJST be used prior to
encrypting the plaintext. This padding algorithmallows the
decryptor to unambi guously renove the paddi ng.

The sinplicity of AES-CBC nmakes it an attracti ve COSE content
encryption algorithm The need to carry an IV and the need for
padding lead to an increase in the overhead (when conpared to AES-
CTR). AES-CBC is much safer for use with static keys than AES-CTR
That said, as described in [ RFC4107], the use of autonated key
managenment to generate fresh keys is greatly preferred

AES- CBC does not provide integrity protection. Thus, an attacker can
i ntroduce undetectable errors if AES-CBC is used w thout a conpani on
aut hentication and integrity mechanism |nplenmentati ons MJST use
AES-CBC in conjunction with an authentication and integrity
mechani sm such as a digital signature.

The instructions in Section 5.4 of [RFC9052] are followed for AES-
CBC. Since AES-CBC cannot provide integrity protection for externa
addi tional authenticated data, the decryptor MJST ensure that no
external additional authenticated data was supplied. See Section 6.
The ' protected header MJST be a zero-length byte string.

5.1. AES- CBC COSE Key

When using a COSE key for the AES-CBC algorithm the follow ng checks
are made:

* The "kty' field MIUST be present, and it MJST be ' Symretric’

* |f the "alg’ field is present, it MJIST match the AES-CBC al gorithm
bei ng used.

* If the "key ops’ field is present, it MJST include 'encrypt’ when
encrypti ng.

* |f the "key ops’ field is present, it MJST include 'decrypt’ when
decrypti ng.

5.2. AES-CBC CCSE Algorithmldentifiers
The foll owi ng table defines the COSE AES-CBC al gorithmvalues. Note
that these algorithns are being registered as "Deprecated" to avoid
acci dental use without a conpanion integrity protection nechani sm

[ oo oo ool s e el sl s sl
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| Narme | Value | Key Size | Description | Recommended
[ sl ety el el e ety o}
| A128CBC | -65531 | 128 | AES-CBC w | Deprecated
| | | | 128-bit key | |
S R S R R +
| A192CBC | -65530 | 192 | AES-CBC w | Deprecated
| | | | 192-bit key | |
R S —— E N S S +
| A256CBC | -65529 | 256 | AES-CBC w | Deprecated
| | | | 256-bit key | |
S R S R R +
Tabl e 2

I mpl enent ati on Consi derati ons

CCSE libraries that support either AES-CTR or AES-CBC and accept
Addi tional Authenticated Data (AAD) as input MJST return an error if
one of these non- AEAD content encryption algorithms is sel ected.
This ensures that a caller does not expect the AAD to be protected
when the cryptographic algorithmis unable to do so.

| ANA Consi der ati ons

I ANA has registered six COSE algorithmidentifiers for AES-CTR and
AES-CBC in the "COSE Al gorithns" registry [|ANA- COSE].

The information for the six COSE algorithmidentifiers is provided in
Sections 4.2 and 5.2. Also, for all six entries, the "Capabilities"
columm contains "[kty]", the "Change Controller" colum contains

"I ETF", and the "Reference" colum contains a reference to this
docunent .

Security Considerations

Thi s docunent specifies AES-CIR and AES-CBC for COSE, which are not
AEAD ci phers. The use of the ciphers is limted to special use
cases, such as firmware encryption, where integrity and

aut hentication is provided by anot her nechani sm

Since AES has a 128-bit bl ock size, regardl ess of the node enpl oyed,
the ci phertext generated by AES encryption becones distingui shable
fromrandom val ues after 2764 bl ocks are encrypted with a single key.
I npl enent ati ons shoul d change the key before reaching this limt.

To avoid cross-protocol concerns, inplenentations MJST NOT use the
same keying material with nore than one node. For exanple, the sane
keying material must not be used with AES-CIR and AES- CBC

There are fairly generic preconputation attacks against all block

ci pher nodes that allow a neet-in-the-mddle attack agai nst the key.
These attacks require the creation and searching of huge tables of

ci phertext associated wi th known pl ai ntext and known keys. Assumi ng
that the menory and processor resources are available for a
preconput ati on attack, then the theoretical strength of AES-CIR and
AES-CBC is limted to 2*(n/2) bits, where n is the nunber of bits in
the key. The use of long keys is the best counterneasure to
preconput ati on attacks

When used properly, AES-CIR node provides strong confidentiality.
Unfortunately, it is very easy to m suse this counter node. |If
counter block values are ever used for nore than one plaintext with
the sane key, then the sanme key streamwill be used to encrypt both
pl ai ntexts, and the confidentiality guarantees are voi ded.

VWhat happens if the encryptor XORs the same key streamwi th two



different plaintexts? Suppose two plaintext octet sequences Pl, P2,
P3 and QlL, @2, B are both encrypted with key stream K1, K2, K3. The
two correspondi ng ci phertexts are:

(P1 XOR K1), (P2 XOR K2), (P3 XOR K3)

(QL XOR K1), (@ XOR K2), (@8 XOR K3)

If both of these two ciphertext streans are exposed to an attacker,
then a catastrophic failure of confidentiality results, since:

(P1L XOR K1) XOR (QL XOR K1) = P1 XOR QL
(P2 XOR K2) XOR (@ XOR K2) = P2 XOR Q@
(P3 XOR K3) XOR (@ XOR K3) = P3 XOR @B

Once the attacker obtains the two plaintexts XORed together, it is
relatively straightforward to separate them Thus, using any stream
ci pher, including AES-CTR, to encrypt two plaintexts under the same
key stream | eaks the plaintext.

Data forgery is trivial with AES-CTR node. The denpnstration of this
attack is simlar to the key streamreuse discussion above. If a
known pl ai ntext octet sequence P1, P2, P3 is encrypted with key
stream K1, K2, K3, then the attacker can replace the plaintext with
one of its own choosing. The ciphertext is:

(P1 XOR K1), (P2 XOR K2), (P3 XOR K3)

The attacker sinmply XORs a sel ected sequence QlL, @, B with the
ci phertext to obtain:

(QL XOR (P1 XOR K1)), (@ XOR (P2 XOR K2)), (@ XOR (P3 XCR K3))
Which is the sane as:
((QL XOR P1) XOR K1), ((@ XOR P2) XOR K2), ((@ XOR P3) XOR K3)

Decryption of the attacker-generated ciphertext will yield exactly
what the attacker intended:

(QL XOR P1), (@ XOR P2), (@8 XOR P3)

AES- CBC does not provide integrity protection. Thus, an attacker can
i ntroduce undetectable errors if AES-CBC is used w thout a conpani on
aut henti cati on mechani sm

If an attacker is able to strip the authentication and integrity
mechani sm then the attacker can replace it with one of their own
creation, even wthout know ng the plaintext. The usual defense

agai nst such an attack is an Authenticated Encryption with Associ ated
Data (AEAD) al gorithm[RFC5116]. O course, neither AES-CTR nor AES-
CBC is an AEAD. Thus, an inplenentation should provide integrity
protection for the "kid field to prevent undetected stripping of the
aut hentication and integrity mechanism this prevents an attacker
fromaltering the "kid to trick the recipient into using a different
key.

Wth AES-CBC node, inplenmenters should performintegrity checks prior
to decryption to avoid padding oracle vulnerabilities [Vaudenay].

Wth the assignnment of COSE algorithmidentifiers for AES-CIR and
AES-CBC in the COSE Al gorithns Registry, an attacker can repl ace the
COSE algorithmidentifiers with one of these identifiers. Then, the
attacker might be able to mani pulate the ciphertext to | earn sone of
the plaintext or extract the keying material used for authentication
and integrity.



Si nce AES- CCM [ RFC3610] and AES- GCM [ GCMMODE] use AES- CTR for
encryption, an attacker can switch the algorithmidentifier to AES
CTR and then strip the authentication tag to bypass the

aut hentication and integrity, allow ng the attacker to manipul ate the
ci phertext.

An attacker can switch the algorithmidentifier fromAES-GCMto AES-
CBC, guessing 16 bytes of plaintext at a tine, and see if the

reci pi ent accepts the padding. Padding oracle vulnerabilities are
di scussed further in [Vaudenay].
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