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I nt roducti on

HTTP requests reveal information about client identities to servers.
VWil e the actual content of the request nessage is under the contro
of the client, other information that is nmore difficult to contro
can still be used to identify the client.

Even where an | P address is not directly associated with an

i ndividual, the requests nade fromit can be correlated over tinme to
assenble a profile of client behavior. |In particular, connection
reuse inproves performance but provides servers with the ability to
l'ink requests that share a connection

In particular, the source |IP address of the underlying connection
reveals identifying information that the client has only limted
control over. Wiile client-configured HTTP proxies can provide a
degree of protection against |P address tracking, they present an
unfortunate trade-off: if they are used without TLS, the contents of
communi cation are revealed to the proxy; if they are used with TLS, a
new connection needs to be used for each request to ensure that the
origin server cannot use the connection as a way to correl ate
requests, incurring significant perfornmance overheads.

To overcone these linitations, this document defines Oblivious HITP,
a protocol for encrypting and sending HTTP nessages froma client to
a gateway. This uses a trusted relay service in a manner that
mtigates the use of metadata such as | P address and connecti on



information for client identification, with reasonabl e performance
characteristics. This docunent descri bes:

1. an algorithmfor encapsul ating binary HTTP nessages [ Bl NARY]
usi ng Hybrid Public Key Encryption (HPKE) [HPKE] to protect their
contents,

2. a nmethod for forwardi ng Encapsul ated Requests between Cients and
an Oblivious Gateway Resource through a trusted Oblivious Relay
Resource using HTTP, and

3. requirenents for how the Cblivious Gateway Resource handl es
Encapsul at ed Requests and produces Encapsul ated Responses for the
Cient.

The conbi nati on of encapsul ation and rel aying ensures that Oblivious
Gat eway Resource never sees the Cient’s |IP address and that the
ol ivious Rel ay Resource never sees plaintext HITP nessage content.

Obl i vious HTTP al |l ows connection reuse between the Cient and

ol ivious Relay Resource, as well as between that relay and the

ol ivious Gateway Resource, so this schene represents a perfornmance

i mprovenent over using just one request in each connection. Wth
limted trust placed in the Oblivious Relay Resource (see Section 6),
Clients are assured that requests are not uniquely attributed to them
or linked to other requests.

Overvi ew
An (blivious HTTP dient must initially know the follow ng:

* The identity of an Oblivious Gateway Resource. This mght include
sonme i nformation about what Target Resources the Oblivious Gateway
Resource supports

* The details of an HPKE public key for the Oblivious Gateway
Resource, including an identifier for that key and the HPKE
algorithnms that are used with that key.

* The identity of an Oblivious Relay Resource that will accept rel ay
requests carrying an Encapsul ated Request as its content and
forward the content in these requests to a particular Oblivious
Gat eway Resource. blivious HITP uses a one-to-one mappi ng
bet ween ol ivious Rel ay and Gat eway Resources; see Section 8.2 for
nmore details

This information allows the Client to send HITP requests to the

ol ivious Gateway Resource for forwarding to a Target Resource. The
ol i vi ous Gateway Resource does not learn the Client’s | P address or
any other identifying information that m ght be revealed fromthe
Client at the transport |layer, nor does the Oblivious Gateway
Resource learn which of the requests it receives are fromthe sane
Cient.
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Figure 1: Overview of blivious HITP

In order to forward a request for a Target Resource to the Oblivious
Gat eway Resource, the follow ng steps occur, as shown in Figure 1:

1. The Cient constructs an HITP request for a Target Resource.

2. The dient encodes the HITP request in a binary HITP nessage and
then encapsul ates that nmessage using HPKE and the process from
Section 4. 3.

3. The dient sends a POST request to the Oblivious Relay Resource
with the Encapsul ated Request as the content of that nessage.

4. The blivious Relay Resource forwards this request to the
ol i vi ous Gat eway Resource.

5. The blivious Gateway Resource receives this request and renoves
the HPKE protection to obtain an HTTP request.

The Oblivious Gateway Resource then handles the HITP request. This
typically involves naking an HTTP request using the content of the
Encapsul ated Request. Once the olivious Gateway Resource has an
HTTP response for this request, the followi ng steps occur to return
this response to the dient:

1. The Oblivious Gateway Resource encapsul ates the HTTP response
followi ng the process in Section 4.4 and sends this in response
to the request fromthe Oblivious Relay Resource.

2. The nlivious Relay Resource forwards this response to the
Client.

3. The dient renobves the encapsulation to obtain the response to
the original request.

This interaction provides authentication and confidentiality
protection between the Client and the Oblivious Gateway, but
importantly not between the Client and the Target Resource. Wile
the Target Resource is a distinct HTTP resource fromthe Qblivious
Gat eway Resource, they are both logically under the control of the
bl i vious Gateway, since the Oblivious Gateway Resource can
unilaterally dictate the responses returned fromthe Target Resource
to the dient. This arrangenent is shown in Figure 1.

2.1. Applicability

olivious HITP has limted applicability. Inportantly, it requires
explicit support froma willing Oblivious Rel ay Resource and



ol ivi ous Gateway Resource, thereby Iimting the use of Oblivious
HTTP for generic applications; see Section 6.3 for nore infornmation

Many uses of HITP benefit frombeing able to carry state between
requests, such as with cookies [COXIES], authentication (Section 11
of [HTTP]), or even alternative services [RFC7838]. blivious HITP
renoves |inkage at the transport |ayer, which is only useful for an
application that does not carry state between requests.

Oblivious HTTP is primarily useful where the privacy risks associ ated
with possible stateful treatnment of requests are sufficiently |arge
that the cost of deploying this protocol can be justified. Oblivious
HTTP is sinpler and |l ess costly than nore robust systens, like Prio
[PRIQ or Tor [DWMS2004], which can provide stronger guarantees at

hi gher operational costs.

olivious HITP is nore costly than a direct connection to a server
Sone costs, like those involved with connection setup, can be
anortized, but there are several ways in which Oblivious HITP is nore
expensi ve than a direct request:

* Each request requires at |east two regular HTTP requests, which
coul d increase | atency.

* Each request is expanded in size with additional HTTP fields,
encryption-rel ated netadata, and Authenticated Encryption with
Associ at ed Data (AEAD) expansi on.

* Deriving cryptographic keys and applying them for request and
response protection takes non-negligible conmputational resources.

Exanmpl es of where preventing the linking of requests might justify
t hese costs include:

DNS queries: DNS queries nade to a recursive resolver revea
i nformati on about the requester, particularly if linked to other
queri es.

Tel enetry submi ssion: Applications that subnmit reports about their
usage to their devel opers m ght use Oblivious HITP for some types
of noderately sensitive data.

These are exanpl es of requests where there is information in a
request that -- if it were connected to the identity of the user --
m ght allow a server to | earn sonething about that user even if the
identity of the user were pseudonynous. O her exanples include
submi tti ng anonynmous surveys, naking search queries, or requesting
| ocation-specific content (such as retrieving tiles of a map

di spl ay) .

In addition to these Iimtations, Section 6 describes operationa
constraints that are necessary to realize the goals of the protocol

.2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses term nology from[HTTP] and defines several terns
as foll ows:

Cient:
A Cient originates blivious HITP requests. A Client is also an



HTTP client in two ways: for the Target Resource and for the
ol ivious Rel ay Resource. However, when referring to the HTTP
definition of client (Section 3.3 of [HITP]), the term"HITP
client" is used; see Section 5.

Encapsul at ed Request:
An HTTP request that is encapsulated in an HPKE-encrypted nessage;
see Section 4.3.

Encapsul at ed Response:
An HTTP response that is encapsulated i n an HPKE-encrypted
message; see Section 4.4.

ol i vi ous Rel ay Resource:
An internediary that forwards Encapsul ated Requests and Responses
between Clients and a single Oblivious Gateway Resource. In
context, this can be referred to sinply as a "rel ay".

ol i vi ous Gat eway Resource:
A resource that can receive an Encapsul ated Request, extract the
contents of that request, forward it to a Target Resource, receive
a response, encapsul ate that response, and then return the
resulting Encapsul ated Response. |In context, this can be referred
to sinply as a "gateway".

Target Resource
The resource that is the target of an Encapsul ated Request. This
resource logically handles only regular HTTP requests and
responses, so it mght be ignorant of the use of (blivious HITP to
reach it.

Thi s docunent includes pseudocode that uses the functions and
conventions defined in [HPKE].

Encoding an integer to a sequence of bytes in network byte order is
descri bed using the function encode(n, v), where n is the number of
bytes and v is the integer value. ASCIlI [ASCII] encoding of a string
s is indicated using the function encode_str(s).

Formats are described using notation fromSection 1.3 of [QU C]. An
extension to that notation expresses the nunber of bits in a field
using a sinple mathematical function

Key Configuration

A Cient needs to acquire information about the key configuration of
the olivious Gateway Resource in order to send Encapsul ated
Requests. In order to ensure that Cients do not encapsul ate
messages that other entities can intercept, the key configuration
MUST be authenticated and have integrity protection

Thi s docunent does not define how that acquisition occurs. However,
in order to help facilitate interoperability, it does specify a
format for the keys. This ensures that different Cient

i npl ement ati ons can be configured in the sane way and al so enabl es
advertising key configurations in a consistent format. This format
m ght be used, for exanple, with HITPS, as part of a systemfor
configuring or discovering key configurations. However, note that
such a system needs to consider the potential for key configuration
to be used to conprom se Cient privacy; see Section 7.

A dient mght have nultiple key configurations to select from when
encapsul ating a request. Cients are responsible for selecting a
preferred key configuration fromthose it supports. dients need to
consi der both the Key Encapsul ati on Method (KEM and the conbinati ons
of the Key Derivation Function (KDF) and AEAD in this decision.



3.1. Key Configuration Encoding

A single key configuration consists of a key identifier, a public
key, an identifier for the KEMthat the public key uses, and a set of
HPKE symetric algorithns. Each symmetric al gorithm consists of an
identifier for a KDF and an identifier for an AEAD.

Figure 2 shows a single key configuration.

HPKE Symmetric Al gorithns {
HPKE KDF | D (16),
HPKE AEAD I D (16),

}

Key Config {
Key Identifier (8),
HPKE KEM I D (16),
HPKE Public Key (Npk * 8),
HPKE Symmetric Algorithns Length (16) = 4..65532,
HPKE Symetric Algorithns (32) ...,

Figure 2: A Single Key Configuration
That is, a key configuration consists of the follow ng fields:

Key ldentifier:
An 8-bit value that identifies the key used by the Oblivious
Gat eway Resource.

HPKE KEM | D:
A 16-bit value that identifies the KEM used for the identified key
as defined in Section 7.1 of [HPKE] or the "HPKE KEM I dentifiers"
registry <https://ww.iana. org/assi gnment s/ hpke>.

HPKE Public Key:
The public key used by the gateway. The length of the public key
is Npk, which is determ ned by the choice of HPKE KEM as defi ned
in Section 4 of [HPKE.

HPKE Symmetric Al gorithns Length:
A 16-bit integer in network byte order that encodes the length, in
bytes, of the HPKE Symmetric Algorithns field that foll ows.

HPKE Symmetric Al gorithns:
One or nore pairs of identifiers for the different conbinations of
HPKE KDF and AEAD that the nolivious Gateway Resource supports:

HPKE KDF | D
A 16-bit HPKE KDF identifier as defined in Section 7.2 of
[ HPKE] or the "HPKE KDF Identifiers" registry
<https://ww. i ana. or g/ assi gnnment s/ hpke>.

HPKE AEAD | D
A 16-bit HPKE AEAD identifier as defined in Section 7.3 of
[ HPKE] or the "HPKE AEAD ldentifiers" registry
<https://ww. i ana. or g/ assi gnnment s/ hpke>.

3.2. Key Configuration Media Type

The "application/ohttp-keys" format is a nmedia type that identifies a
serialized collection of key configurations. The content of this

medi a type conprises one or nore key configuration encodi ngs (see
Section 3.1). Each encoded configuration is prefixed with a 2-byte
integer in network byte order that indicates the I ength of the key
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1.

configuration in bytes. The |length-prefixed encodi ngs are
concatenated to forma list. See Section 9.1 for a definition of the
medi a type

Evol uti on of the key configuration format is supported through the
definition of new formats that are identified by new nedia types.

A Cient that receives an "application/ohttp-keys" object with
encoding errors mght be able to recover one or nore key
configurations. Differences in how key configurations are recovered
m ght be exploited to segregate Cients, so Cients MIST discard
incorrectly encoded key configuration collections.

HPKE Encapsul ati on

Thi s docunent defines how a bi nary-encoded HTTP nessage [BI NARY] is
encapsul ated usi ng HPKE [ HPKE]. Separate nmedia types are defined to
di stingui sh request and response messages:

* An Encapsul ated Request format defined in Section 4.1 is
identified by the "nessage/ohttp-req" nedia type (Section 9.2).

* An Encapsul ated Response format defined in Section 4.2 is
identified by the "message/ohttp-res" nedia type (Section 9.3).

Al ternative encapsul ati ons or nmessage formats are indicated using the
medi a type; see Sections 4.5 and 4. 6.

Request For mat

A nmessage in "nmessage/ohttp-req" format protects a binary HITP
request nessage; see Figure 3.

Request {
Bi nary HTTP Message (..),
}

Figure 3: Plaintext Request Structure

Thi s plaintext Request structure is encapsulated into a nessage in
"message/ ohttp-req" form by generating an Encapsul ated Request. An
Encapsul at ed Request conprises a key identifier; HPKE parameters for
the chosen KEM KDF, and AEAD; the encapsul ated KEM shared secret (or
enc); and an HPKE-protected binary HITP request nessage.

An Encapsul ated Request is shown in Figure 4. Section 4.3 describes
the process for constructing and processing an Encapsul at ed Request.

Encapsul at ed Request ({
Key ldentifier (8),
HPKE KEM I D (16),
HPKE KDF | D (16),
HPKE AEAD | D (16),
Encapsul at ed KEM Shared Secret (8 * Nenc),
HPKE- Pr ot ect ed Request (..),

Fi gure 4: Encapsul ated Request

That is, an Encapsul ated Request conprises a Key ldentifier, an HPKE
KEM I D, an HPKE KDF I D, an HPKE AEAD I D, an Encapsul ated KEM Shared
Secret, and an HPKE-Protected Request. The Key ldentifier, HPKE KEM
I D, HPKE KDF I D, and HPKE AEAD ID fields are defined in Section 3.1
The Encapsul ated KEM Shared Secret is the output of the Encap()
function for the KEM which is Nenc bytes in length, as defined in
Section 4 of [HPKE].
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Response For mat

A nessage in "nessage/ohttp-res" format protects a binary HITP
response nessage; see Figure 5

Response {
Bi nary HTTP Message (..),
}

Fi gure 5: Plaintext Response Structure

Thi s plaintext Response structure is encapsulated into a nmessage in
"message/ ohttp-res" form by generating an Encapsul at ed Response. An
Encapsul at ed Response conpri ses a nonce and the AEAD-protected binary
HTTP response nessage

An Encapsul ated Response is shown in Figure 6. Section 4.4 describes
the process for constructing and processi ng an Encapsul ated Response.

Encapsul at ed Response {
Nonce (8 * max(Nn, Nk)),
AEAD- Pr ot ect ed Response (..),
}

Fi gure 6: Encapsul ated Response

That is, an Encapsul ated Response contains a Nonce and an AEAD-
Protected Response. The Nonce field is either Nn or Nk bytes | ong,
whi chever is larger. The Nn and Nk val ues correspond to parameters
of the AEAD used in HPKE, which is defined in Section 7.3 of [ HPKE]

or the "HPKE AEAD ldentifiers" IANA registry
<https://wwv. i ana. or g/ assi gnnent s/ hpke>. Nn and Nk refer to the size
of the AEAD nonce and key, respectively, in bytes.

Encapsul ati on of Requests

Clients encapsulate a request, identified as request, using val ues
froma key configuration

* the key identifier fromthe configuration (key_id) with the
corresponding KEM identified by kem.d,

* the public key fromthe configuration (pkR), and

* a conbination of KDF (identified by kdf _id) and AEAD (identified
by aead_id) that the Cient selects fromthose in the key
confi guration.

The Client then constructs an Encapsul ated Request, enc_request, from
a bi nary-encoded HTTP request [BINARY] (request) as foll ows:

1. Construct a nessage header (hdr) by concatenating the val ues of
key id, kem.id, kdf_id, and aead_id as one 8-bit integer and
three 16-bit integers, respectively, each in network byte order

2. Build a sequence of bytes (info) by concatenating the ASClI -
encoded string "nmessage/ bhttp request”, a zero byte, and the
header. Note: Section 4.6 discusses how alternative nessage
formats m ght use a different info val ue.

3. Create a sending HPKE context by invoking SetupBaseS()
(Section 5.1.1 of [HPKE]) with the public key of the receiver pkR
and info. This yields the context sctxt and an encapsul ati on key
enc.



4. Encrypt request by invoking the Seal () nethod on sctxt
(Section 5.2 of [HPKE]) with enpty associ ated data aad, vyielding
ci phertext ct.

5. Concatenate the values of hdr, enc, and ct. This yields an
Encapsul at ed Request (enc_request).

Note that enc is of fixed length, so there is no anbiguity in parsing
this structure.

In pseudocode, this procedure is as follows:

hdr = concat (encode(1, key_id),
encode(2, kem.id),
encode(2, kdf _id),
encode(2, aead_id))
i nfo = concat (encode_str ("nmessage/ bhttp request"),
encode(1, 0),

hdr)
enc, sctxt = SetupBaseS(pkR, info)
ct = sctxt.Seal ("", request)

enc_request = concat (hdr, enc, ct)

An blivious Gateway Resource decrypts an Encapsul ated Request by
reversing this process. To decapsul ate an Encapsul at ed Request,
enc_request:

1. Parse enc_request into key id, kemid, kdf id, aead_id, enc, and
ct (indicated using the function parse() in pseudocode). The
ol ivious Gateway Resource is then able to find the HPKE private
key, skR, corresponding to key_id.

a. |If key id does not identify a key nmatching the type of
kem.id, the Oblivious Gateway Resource returns an error

b. If kdf _id and aead_id identify a conbinati on of KDF and AEAD
that the Oolivious Gateway Resource is unwilling to use with
skR, the Oblivious Gateway Resource returns an error

2. Build a sequence of bytes (info) by concatenating the ASCII -
encoded string "message/ bhttp request”; a zero byte; key_id as an
8-bit integer; plus kemid, kdf _id, and aead id as three 16-bit
i nt egers.

3. Create a receiving HPKE context, rctxt, by invoking SetupBaseR()
(Section 5.1.1 of [HPKE]) with skR enc, and info.

4. Decrypt ct by invoking the Open() nethod on rctxt (Section 5.2 of
[HPKE]), with an enpty associ ated data aad, yielding request or
an error on failure. |If decryption fails, the Oblivious Gateway
Resource returns an error

I n pseudocode, this procedure is as follows:

key_id, kem.id, kdf_id, aead_id, enc, ct = parse(enc_request)
info = concat (encode_str("nmessage/ bhttp request”),
encode(1, 0),
encode(1l, key_id),
encode(2, kem.d),
encode(2, kdf_id),
encode(2, aead_id))
rctxt = SetupBaseR(enc, skR, info)
request, error = rctxt.Cpen("", ct)

The Oblivious Gateway Resource retains the HPKE context, rctxt, so
that it can encapsul ate a response.
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4.5.

Encapsul ati on of Responses

ol ivi ous Gateway Resources generate an Encapsul at ed Response
(enc_response) from a binary-encoded HTTP response [ Bl NARY]
(response). The Oblivious Gateway Resource uses the HPKE receiver
context (rctxt) as the HPKE context (context) as follows:

1. Export a secret (secret) fromcontext, using the string "nmessage/
bhttp response" as the exporter_context paraneter to
cont ext. Export; see Section 5.3 of [HPKE]. The length of this
secret is max(Nn, Nk), where Nn and Nk are the length of the AEAD
key and nonce that are associated with context. Note:
Section 4.6 discusses how alternative nessage formats nmight use a
di fferent context val ue.

2. Cenerate a random val ue of Iength max(Nn, Nk) bytes, called
response_nonce.

3. Extract a pseudorandom key (prk) using the Extract function
provi ded by the KDF al gorithm associated with context. The ikm
input to this function is secret; the salt input is the
concatenation of enc (from enc_request) and response_nonce.

4. Use the Expand function provided by the sane KDF to create an
AEAD key, key, of length Nk -- the I ength of the keys used by the
AEAD associated with context. GCenerating aead key uses a | abel
of "key".

5. Use the same Expand function to create a nonce, nonce, of length
Nn -- the length of the nonce used by the AEAD. GCenerating
aead_nonce uses a | abel of "nonce".

6. Encrypt response, passing the AEAD function Seal the val ues of
aead_key, aead_nonce, an enpty aad, and a pt input of response.
This yields ct.

7. Concatenate response_nonce and ct, yielding an Encapsul at ed
Response, enc_response. Note that response_nonce is of fixed
Il ength, so there is no anbiguity in parsing either response_nonce
or ct.

I n pseudocode, this procedure is as foll ows:

secret = context.Export("nmessage/ bhttp response”, max(Nn, Nk))
response_nonce = random(max(Nn, Nk))

salt = concat(enc, response_nonce)

prk = Extract(salt, secret)

aead_key = Expand(prk, "key", Nk)

aead_nonce = Expand(prk, "nonce", Nn)

ct = Seal (aead_key, aead_nonce, , response)
enc_response = concat (response_nonce, ct)

Clients decrypt an Encapsul at ed Response by reversing this process.
That is, Cients first parse enc_response into response_nonce and ct.
Then, they follow the sane process to derive values for aead key and
aead_nonce, using their sending HPKE context, sctxt, as the HPKE
context, context.

The Client uses these values to decrypt ct using the AEAD function
Open. Decrypting mght produce an error, as foll ows:

response, error = Qpen(aead_key, aead nonce, "", ct)

Request and Response Media Types



Medi a types are used to identify Encapsul ated Requests and Responses;
see Sections 9.2 and 9.3 for definitions of these nedia types.

Evol uti on of the format of Encapsul ated Requests and Responses is
supported through the definition of new formats that are identified
by new nedia types. New nedia types mght be defined to use a
simlar encapsulation with a different HITP message format than in

[ BI NARY] ; see Section 4.6 for guidance on reusing this encapsul ation
met hod. Alternatively, a new encapsul ation nethod m ght be defi ned.

4.6. Repurposing the Encapsul ati on For mat

The encrypted payl oad of an Oolivious HITP request and response is a
bi nary HTTP nessage [BINARY]. The dient and Oblivious Gateway
Resource agree on this encrypted payl oad type by specifying the nedia
type "nessage/bhttp" in the HPKE info string and HPKE export context
string for request and response encryption, respectively.

Future specifications may repurpose the encapsul ati on mechani sm
described in this docunent. This requires that the specification
define a new nedia type. The encapsul ation process for that content
type can foll ow the same process, using new constant strings for the
HPKE i nfo and exporter context inputs.

For exanple, a future specification m ght encapsul ate DNS messages,
whi ch use the "application/dns-nessage” nedia type [RFC8484]. In
creating a new, encrypted nedia types, specifications mght define
the use of string "application/dns-nessage request"” (plus a zero byte
and the header for the full value) for request encryption and the
string "application/dns-nmessage response” for response encryption

5. HITP Usage

A Cient interacts with the Oblivious Relay Resource by constructing
an Encapsul ated Request. This Encapsul ated Request is included as
the content of a POST request to the Oblivious Relay Resource. This
request only needs those fields necessary to carry the Encapsul at ed
Request: a method of POST, a target URI of the Oblivious Relay
Resource, a header field containing the content type (see

Section 9.2), and the Encapsul ated Request as the request content.
In the request to the Oblivious Relay Resource, dients MAY include
additional fields. However, additional fields MJST be i ndependent of
the Encapsul at ed Request and MUST be fields that the Oblivious Relay
Resource will renove before forwardi ng the Encapsul at ed Request
towards the target, such as the Connection or Proxy-Authorization
header fields [HTTP].

The Client role in this protocol acts as an HITP client both with
respect to the Oblivious Relay Resource and the Target Resource. The
request, which the Cient makes to the Target Resource, diverges from
typical HTTP assunptions about the use of a connection (see

Section 3.3 of [HTTP]) in that the request and response are encrypted
rather than sent over a connection. The Oblivious Relay Resource and
the nlivious Gateway Resource also act as HITP clients toward the

ol ivious Gateway Resource and Target Resource, respectively.

In order to achieve the privacy and security goals of the protocol, a
Client also needs to observe the guidance in Section 6.1

The Oblivious Relay Resource interacts with the Oblivious Gateway
Resource as an HTTP client by constructing a request using the sane
restrictions as the Cient request, except that the target URl is the
ol ivious Gateway Resource. The content of this request is copied
fromthe Client. An Oblivious Relay Resource MAY reject requests
that are obviously invalid, such as a request with no content. The
ol ivious Rel ay Resource MUST NOT add information to the request



wi thout the Cient being aware of the type of information that m ght
be added; see Section 6.2 for nore information on rel ay
responsibilities.

When a response is received fromthe Oblivious Gateway Resource, the
ol ivious Rel ay Resource forwards the response according to the rules
of an HTTP proxy; see Section 7.6 of [HITP]. 1In case of tineout or
error, the Oblivious Relay Resource can generate a response with an
appropriate status code.

In order to achieve the privacy and security goals of the protocol,
an Oblivious Rel ay Resource al so needs to observe the guidance in
Section 6. 2.

An Oblivious Gateway Resource acts as a gateway for requests to the
Target Resource (see Section 7.6 of [HTTP]). The one exception is
that any information it might forward in a response MJST be

encapsul ated, unless it is responding to errors that do not relate to
processing the contents of the Encapsul ated Request; see Section 5. 2.

An Oblivious Gateway Resource, if it receives any response fromthe
Target Resource, sends a single 200 response containing the
Encapsul at ed Response. Like the request fromthe Cient, this
response MJUST only contain those fields necessary to carry the
Encapsul at ed Response: a 200 status code, a header field indicating
the content type, and the Encapsul at ed Response as the response
content. As with requests, additional fields MAY be used to convey
informati on that does not reveal information about the Encapsul ated
Response.

An blivious Gateway Resource that does not receive a response can
itself generate a response with an appropriate error status code
(such as 504 (Gateway Tineout); see Section 15.6.5 of [HTTP]), which
is then encapsulated in the sane way as a successful response.

In order to achieve the privacy and security goals of the protocol,
an Oblivious Gateway Resource al so needs to observe the guidance in
Section 6. 3.

5.1. Informational Responses

Thi s encapsul ati on does not permit progressive processing of
responses. Though the binary HTTP response format does support the
inclusion of informational (1xx) status codes, the AEAD encapsul ation
cannot be renpbved until the entire nessage is received.

In particular, the Expect header field with 100-continue (see

Section 10.1.1 of [HTTP]) cannot be used. dients MJST NOT construct
a request that includes a 100-continue expectation; the Oblivious

Gat eway Resource MUST generate an error if a 100-continue expectation
is received

5. 2. Errors

A server that receives an invalid nessage for any reason MJST
generate an HITP response with a 4xx status code.

Errors detected by the Oblivious Relay Resource and errors detected
by the Oblivious Gateway Resource before renoving protection

(i ncluding being unable to remove encapsul ati on for any reason)
result in the status code being sent w thout protection in response
to the POST request nade to that resource

Errors detected by the Oblivious Gateway Resource after successfully
renovi ng encapsul ation and errors detected by the Target Resource
MJUST be sent in an Encapsul ated Response. This might be because the



Encapsul ated Request is malformed or the Target Resource does not
produce a response. |In either case, the Oblivious Gateway Resource
can generate a response with an appropriate error status code (such
as 400 (Bad Request) or 504 (CGateway Tineout); see Sections 15.5.1
and 15.6.5 of [HITP], respectively). This response is encapsul ated
in the sane way as a successful response.

Errors in the encapsul ati on of requests nean that responses cannot be
encapsul ated. This includes cases where the key configuration is
incorrect or outdated. The Oblivious Gateway Resource can generate
and send a response with a 4xx status code to the Oblivious Rel ay
Resource. This response MAY be forwarded to the Cient or treated by
the olivious Relay Resource as a failure. |If a Cient receives a
response that is not an Encapsul ated Response, this could indicate
that the Client configuration used to construct the request is
incorrect or out of date.

5.3. Signaling Key Configuration Probl ens

The problemtype [ PROBLEM of "https://iana.org/assignnments/http-
probl em t ypes#ohttp-key" is defined in this section. An Oblivious
Gat eway Resource MAY use this problemtype in a response to indicate
that an Encapsul ated Request used an outdated or incorrect key

confi guration.

Figure 7 shows an exanpl e response in HTTP/1.1 format.

HTTP/ 1.1 400 Bad Request

Date: Mon, 07 Feb 2022 00:28: 05 GMI
Cont ent - Type: application/probl emtj son
Content - Lengt h: 106

{"type":"https://iana.org/assignnents/http-probl emtypes#ohttp-key",
"title": "key identifier unknown"}

Figure 7: Exanple Rejection of Key Configuration

As this response cannot be encrypted, it mght not reach the Cient.
A Cient cannot rely on the Oblivious Gateway Resource using this
problemtype. A dient might also be configured to disregard
responses that are not encapsul ated on the basis that they night be
subj ect to observation or nodification by an Oblivious Rel ay
Resource. A Cient mght nanage the risk of an outdated key
configuration using a heuristic approach whereby it periodically
refreshes its key configuration if it receives a response with an
error status code that has not been encapsul at ed.

6. Security Considerations

In this design, a Cient wishes to nake a request to an Oblivious
Gat eway Resource that is forwarded to a Target Resource. The Cdient
wi shes to make this request without |inking that request with either
of the follow ng:

* The identity at the network and transport |ayer of the dient
(that is, the dient IP address and TCP or UDP port nunber the
Client uses to create a connection).

* Any other request the dient night have made in the past or night
make in the future.

In order to ensure this, the Client selects a relay (that serves the
ol ivious Relay Resource) that it trusts will protect this

i nformati on by forwardi ng the Encapsul ated Request and Response

wi thout passing it to the server (that serves the Oblivious Gateway
Resour ce).
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In this section, a deploynment where there are three entities is
consi der ed:

* A dient makes requests and receives responses.
* Arelay operates the Oblivious Relay Resource.

* A server operates both the Oblivious Gateway Resource and the
Target Resource.

Section 6.10 discusses the security inplications for a case where
different servers operate the Oblivious Gateway Resource and Target
Resour ce.

Requests fromthe Cient to Qblivious Relay Resource and from

bl i vious Rel ay Resource to Oblivious Gateway Resource MJUST use HTTPS
in order to provide unlinkability in the presence of a network
observer.

To achieve the stated privacy goals, the olivious Relay Resource
cannot be operated by the sanme entity as the Oblivious Gateway
Resource. However, colocation of the Qblivious Gateway Resource and
Target Resource sinplifies the interactions between those resources
wi thout affecting Cient privacy.

As a consequence of this configuration, Oblivious HITP prevents
linkability described above. Informally, this neans:

1. Requests and responses are known only to Clients and Oblivi ous
Gat eway Resources. In particular, the Oolivious Rel ay Resource
knows the origin and destinati on of an Encapsul ated Request and
Response, yet it does not know the decrypted contents. Likew se,
ol ivious Gateway Resources |learn only the Oblivious Rel ay
Resource and the decrypted request. No entity other than the
Client can see the plaintext request and response and can
attribute themto the Cient.

2. Oblivious Gateway Resources, and therefore Target Resources,
cannot link requests fromthe same Cient in the absence of
uni que per-dient keys.

Traffic analysis that m ght affect these properties is outside the
scope of this docunent; see Section 6.2.3.

A formal analysis of Oblivious HTTP is in [ OHTTP- ANALYSI §] .
Client Responsibilities

Because Clients do not authenticate the Target Resource when using
Oblivious HTTP, Cients MJST have some nechanismto authorize an
ol ivious Gateway Resource for use with a Target Resource. One
possi bl e neans of authorization is an allowist. This ensures that
ol i vi ous Gateway Resources are not misused to forward traffic to
arbitrary Target Resources. Section 6.3 describes simlar
responsibilities that apply to Oolivious Gateway Resources.

Clients MJST ensure that the key configuration they select for
generati ng Encapsul ated Requests is integrity protected and
authenticated so that it can be attributed to the Oblivious Gateway
Resource; see Section 3.

Since Cients connect directly to the Oblivious Relay Resource

i nstead of the Target Resource, application configurations wherein
Clients make policy decisions about target connections, e.g., to
apply certificate pinning, are inconpatible with Qolivious HITP. In



such cases, alternative technol ogi es such as HTTP CONNECT

(Section 9.3.6 of [HTTP]) can be used. Applications could inplenent
rel ated policies on key configurations and relay connections, though
these night not provide the same properties as policies enforced
directly on target connections. Instead, when this difference is

rel evant, applications can connect directly to the target at the cost
of either privacy or performance.

Clients cannot carry connection-|level state between requests as they
only establish direct connections to the relay responsible for the

ol ivious Rel ay Resource. However, the content of requests might be
used by a server to correlate requests. Cookies [COXXIES] are the
nmost obvi ous feature that m ght be used to correl ate requests, but
any identity informati on and authentication credentials m ght have
the same effect. Cients also need to treat information |earned from
responses with simlar care when constructing subsequent requests,

whi ch includes the identity of resources.

Clients MJST generate a new HPKE context for every request, using a
good source of entropy [ RANDOM for generating keys. Key reuse not
only risks requests being linked but also could expose request and

response contents to the rel ay.

The request the Cient sends to the olivious Relay Resource only
requires mnimal information; see Section 5. The request that
carries the Encapsul ated Request and that is sent to the Qblivious
Rel ay Resource MUST NOT include identifying information unless the
Client can trust that this information is renmoved by the relay. A
Client MAY include information only for the Oblivious Relay Resource
in header fields identified by the Connection header field if it
trusts the relay to renove these, as required by Section 7.6.1 of
[HTTP]. The dient needs to trust that the relay does not replicate
the source addressing infornmation in the request it forwards.

Clients rely on the Oblivious Relay Resource to forward Encapsul at ed
Requests and Responses. However, the relay can only refuse to
forward nessages; it cannot inspect or nodify the contents of
Encapsul at ed Requests or Responses.

6.2. Relay Responsibilities

The relay that serves the blivious Relay Resource has a very sinple
function to perform For each request it receives, it nakes a
request of the Oblivious Gateway Resource that includes the sane
content. Wen it receives a response, it sends a response to the
Client that includes the content of the response fromthe Oblivious
Gat eway Resource

When forwarding a request, the relay MJST foll ow the forwarding rul es
in Section 7.6 of [HTTP]. A generic HITP intermediary inplenmentation
is suitable for the purposes of serving an Oblivious Relay Resource,
but additional care is needed to ensure that Cient privacy is

mai nt ai ned.

Firstly, a generic inplementation will forward unknown fields. For
ol ivious HITP, an blivious Relay Resource SHOULD NOT forward
unknown fields. Though Cients are not expected to include fields
that mght contain identifying information, renoving unknown fields
removes this privacy risk

Secondl y, generic inplenentations are often configured to augnent
requests with informati on about the Client, such as the Via field or
the Forwarded field [FORWARDED]. A relay MJUST NOT add i nformation
when forwardi ng requests that might be used to identify Cients,
except for information that a Cient is aware of; see Section 6.2.1



Finally, a relay can also generate responses, though it is assuned to
not be able to exam ne the content of a request (other than to
observe the choice of key identifier, KDF, and AEAD); therefore, it
is also assuned that it cannot generate an Encapsul at ed Response.

. 2. 1. Differential Treatnent

A relay MAY add information to requests if the dient is aware of the
nature of the information that coul d be added. Any addition MJST NOT
include information that uniquely and pernmanently identifies the
Cient, including any pseudonynous identifier. Information added by
the relay -- beyond what is already reveal ed t hrough Encapsul at ed
Requests fromdients -- can reduce the size of the anonymty set of
Clients at a gateway.

A Cient does not need to be aware of the exact val ue added for each
request but needs to know the range of possible values the relay

m ght use. How a Client mght | earn about added information is not
defined in this docunent.

Mor eover, relays MAY apply differential treatnment to Cients that
engage i n abusive behavior, e.g., by sending too many requests in
comparison to other Clients, or as a response to rate linits signal ed
fromthe gateway. Any such differential treatnment can revea
information to the gateway that would not be reveal ed otherw se and
therefore reduce the size of the anonymty set of Cients using a
gateway. For exanple, if a relay chooses to rate limt or block an
abusive Cient, this nmeans that any Cient requests that are not
treated this way are known to be non-abusive by the gateway. Cients
need to consider the likelihood of such differential treatnment and
the privacy risks when using a rel ay.

Sone patterns of abuse cannot be detected w thout access to the
request that is nmade to the target. This nmeans that only the gateway
or the target is in a position to identify abuse. A gateway MAY send
signals toward the relay to provide feedback about specific requests.
For exanple, a gateway could respond differently to requests it
cannot decapsul ate, as nentioned in Section 5.2. A relay that acts
on this feedback could -- either inadvertently or by design -- |ead
to Cient deanonym zation

. 2. 2. Deni al of Service

As there are privacy benefits fromhaving a |large rate of requests
forwarded by the sane relay (see Section 6.2.3), servers that operate
the olivious Gateway Resource m ght need an arrangenment with

ol ivious Relay Resources. This arrangenent night be necessary to
prevent having the | arge volunme of requests being classified as an
attack by the server.

If a server accepts a larger volune of requests froma relay, it
needs to trust that the relay does not allow abusive |evels of
request volunes fromdCdients. That is, if a server allows requests
fromthe relay to be exenpt fromrate linmts, the server m ght want
to ensure that the relay applies a rate-limting policy that is
acceptable to the server.

Servers that enter into an agreenent with a relay that enables a
hi gher request rate m ght choose to authenticate the relay to enable
the hi gher rate.

.2.3. Traffic Analysis
Usi ng HTTPS protects information about which resources are the

subj ect of request and prevents a network observer from being able to
trivially correl ate nmessages on either side of a relay. However,



usi ng HTTPS does not prevent traffic analysis by such network
observers

The tine at which Encapsul at ed Request or Response nessages are sent
can reveal information to a network observer. Though nessages
exchanged between the blivious Relay Resource and the Oblivious

Gat eway Resource m ght be sent in a single connection, traffic

anal ysis could be used to match nessages that are forwarded by the
rel ay.

A relay could, as part of its function, delay requests before
forwarding them Delays mght increase the anonynity set into which
each request is attributed. Any delay also increases the tinme that a
Client waits for a response, so delays SHOULD only be added with the
consent -- or at |east awareness -- of Cients.

A relay that forwards | arge vol unes of exchanges can provi de better
privacy by providing | arger sets of nessages that need to be matched.

Traffic analysis is not restricted to network observers. A malicious
ol ivious Relay Resource could use traffic analysis to learn

i nformati on about otherw se encrypted requests and responses rel ayed
between Cients and gateways. An Oolivious Relay Resource term nates
TLS connections fromdients, so they see nmessage boundaries. This
privileged position allows for richer feature extraction from
encrypted data, which mght inprove traffic analysis.

Clients and Oblivious Gateway Resources can use padding to reduce the
ef fectiveness of traffic analysis. Padding is a capability provided
by binary HTTP nessages; see Section 3.8 of [BINARY]. If the
encapsul ati on net hod described in this docunent is used to protect a
different nessage type (see Section 4.6), that nessage format m ght
need to include padding support. blivious Relay Resources can al so
use paddi ng for the sane reason but need to operate at the HITP | ayer
since they cannot mani pul ate binary HTTP nmessages; for exanple, see
Section 10.7 of [HTTP/2] or Section 10.7 of [HTTP/3]).

6.3. Server Responsibilities

The Oblivious Gateway Resource can be operated by a different entity
than the Target Resource. However, this neans that the dient needs
to trust the Oblivious Gateway Resource not to nodify requests or
responses. This analysis concerns itself with a depl oynent scenario
where a single server provides both the Oblivious Gateway Resource
and Target Resource

A server that operates both Oblivious Gateway and Target Resources is
responsi bl e for removi ng request encryption, generating a response to
the Encapsul at ed Request, and encrypting the response.

Servers shoul d account for traffic anal ysis based on response size or
generation tinme. Techniques such as padding or timng delays can
hel p protect against such attacks; see Section 6.2.3.

If separate entities provide the Oblivious Gateway Resource and
Target Resource, these entities mght need an arrangenent simlar to
that between server and relay for nmanagi ng denial of service; see
Section 6.2.2. Moreover, the Oblivious Gateway Resource SHOULD have
some mechanismto ensure that the Cblivious Gateway Resource is not
m sused as a relay for HITP nessages to an arbitrary Target Resource,
such as an allowi st.

Non- secure requests -- such as those with the "http" schene as
opposed to the "https" schene -- SHOULD NOT be used if the Oblivious
Gat eway and Target Resources are not on the sane origin. |f nmessages

are forwarded between these resources w thout the protections



af forded by HITPS, they could be inspected or nodified by a network
attacker. Note that a request could be forwarded wi thout protection
if the two resources share an origin.

6.4. Key Managenent

An blivious Gateway Resource needs to have a plan for replacing
keys. This m ght include regular replacenent of keys, which can be
assigned new key identifiers. |If an Oblivious Gateway Resource
receives a request that contains a key identifier that it does not
understand or that corresponds to a key that has been repl aced, the
server can respond with an HTTP 422 (Unprocessabl e Content) status
code.

A server can also use a 422 status code if the server has a key that
corresponds to the key identifier, but the Encapsul ated Request
cannot be successfully decrypted using the key.

A server MJST ensure that the HPKE keys it uses are not valid for any
other protocol that uses HPKE with the "nessage/ bhttp request" | abel
Desi gners of protocols that reuse this encryption format, especially
new versions of this protocol, can ensure key diversity by choosing a
different label in their use of HPKE. The "nmessage/ bhttp response”

| abel was chosen for symetry only as it provides key diversity only
wi thin the HPKE context created using the "message/bhttp request”

| abel ; see Section 4.6.

6.5. Replay Attacks

A server is responsible for either rejecting replayed requests or
ensuring that the effect of replays does not adversely affect Clients
or resources.

Encapsul at ed Requests can be copi ed and replayed by the Oblivious
Rel ay Resource. The threat nodel for Oblivious HTTP allows the
possibility that an Oblivious Relay Resource mght replay requests.
Furthernmore, if a dient sends an Encapsul ated Request in TLS early
data (see Section 8 of [TLS] and [ RFC8470]), a network-based
adversary might be able to cause the request to be replayed. 1|n both
cases, the effect of a replay attack and the mitigations that m ght
be enployed are sinmlar to TLS early data.

It is the responsibility of the application that uses Oblivious HITP
to either reject replayed requests or ensure that replayed requests
have no adverse effect on their operation. This section describes
sonme approaches that are universally applicable and suggestions for
nmore targeted techni ques.

A Cdient or nlivious Relay Resource MJUST NOT automatically attenpt
toretry a failed request unless it receives a positive signa

i ndicating that the request was not processed or forwarded. The
HTTP/ 2 REFUSED STREAM error code (Section 8.1.4 of [HTTP/2]), the
HTTP/ 3 H3_REQUEST REJECTED error code (Section 8.1 of [HITP/3]), or a
GOAVAY frame with a | ow enough identifier (in either protoco

version) are all sufficient signals that no processing occurred.

HTTP/ 1.1 [HTTP/ 1.1] provides no equival ent signal. Connection
failures or interruptions are not sufficient signals that no
processi ng occurred.

The anti-replay mechani sns described in Section 8 of [TLS] are
general ly applicable to Oblivious HITP requests. The encapsul ated
keying material (or enc) can be used in place of a nonce to uniquely
identify a request. This value is a high-entropy value that is
freshly generated for every request, so two valid requests will have
different values with overwhel mi ng probability.



The mechani smused in TLS for nmanaging differences in Cient and
server clocks cannot be used as it depends on being able to observe
previous interactions. Oblivious HITP explicitly prevents such
linkability.

The considerations in [ RFC8470] as they relate to managing the risk
of replay al so apply, though there is no option to delay the
processing of a request.

Linmiting requests to those with safe methods m ght not be
satisfactory for sone applications, particularly those that involve
the submi ssion of data to a server. The use of idenpotent methods

m ght be of some use in managing replay risk, though it is inportant
to recogni ze that different idenpotent requests can be conbined to be
not idenpotent.

Even wi thout replay prevention, the server-chosen response_nonce
field ensures that responses have uni que AEAD keys and nonces even
when requests are repl ayed.

6.5.1. Use of Date for Anti-replay

Clients SHOULD include a Date header field in Encapsul ated Requests,
unl ess the Cient has prior know edge that indicates that the
ol i vi ous Gateway Resource does not use Date for anti-replay

pur poses.

Though HTTP requests often do not include a Date header field, the
value of this field might be used by a server to linmit the anount of
requests it needs to track if it needs to prevent replay attacks.

An Oblivious Gateway Resource can nmaintain state for requests for a
smal | wi ndow of tinme over which it wishes to accept requests. The
ol ivious Gateway Resource can store all requests it processes within
this window. Storing just the enc field of a request, which should
be uni que to each request, is sufficient. The Oblivious Gateway
Resource can reject any request that is the same as one that was
previously answered within that time wi ndow or if the Date header
field fromthe decrypted request is outside of the current tine

wi ndow.

ol ivious Gateway Resources might need to allow for the time it takes
requests to arrive fromthe Client, with a tinme windowthat is |arge
enough to allow for differences in clocks. Insufficient tolerance of
time differences could result in valid requests being unnecessarily
rejected. Beyond allowing for multiple round-trip times -- to
account for retransm ssion -- network delays are unlikely to be
significant in determ ning the size of the wi ndow, unless al

potential Clients are known to have excellent tinmekeeping. A
specific w ndow size mght need to be determ ned experinentally.

ol ivious Gateway Resources MJST NOT treat the tine wi ndow as secret
information. An attacker can actively probe with different val ues
for the Date field to deternine the tinme w ndow over which the server
wi |l accept responses.

6.5.2. Correcting Cock Differences

An blivious Gateway Resource can reject requests that contain a Date
value that is outside of its active window with a 400 series status
code. The problemtype [ PROBLEM of "https://iana.org/assignnents/
htt p- probl emtypes#date” is defined to allow the server to signha

that the Date value in the request was unacceptabl e.

Fi gure 8 shows an exanple response in HITP/ 1.1 fornmat.



HTTP/ 1.1 400 Bad Request

Date: Mon, 07 Feb 2022 00:28: 05 GMI
Cont ent - Type: application/probl em+j son
Content - Length: 128

{"type":"https://iana.org/assi gnnents/http-probl emtypes#date",
"title": "date field in request outside of acceptable range"}

Figure 8: Exanple Rejection of Request Date Field

Di sagreenents about tinme are unlikely if both dient and Oblivious
Gat eway Resource have a good source of tine; see [NTP]. However,
clock differences are known to be comonpl ace; see Section 7.1 of
[ CLOCKSKEW .

Including a Date header field in the response allows the Cient to
correct clock errors by retrying the same request using the val ue of
the Date field provided by the Oblivious Gateway Resource. The val ue
of the Date field can be copied if the response is fresh, with an

adj ust nent based on the Age field otherw se; see Section 4.2 of
[HTTP-CACHING . Wen retrying a request, the Cient MJST create a
fresh encryption of the nodified request, using a new HPKE context.

B S + o e e e e m e i oo + Fomm e e e oo +
| dient | | Relay and Gateway | | Target |
| | | Resour ces | | Resource |
R TR T T g +- -+ S I +

I I I I

I I I

| Request | |

I
Request | | |
+ Updated Date | | |
I
I

Figure 9: Retrying with an Updated Date Field

Retrying imredi ately allows the olivious Gateway Resource to neasure
the round-trip tinme to the Client. The observed delay m ght reveal
sonet hi ng about the location of the Cient. dients could del ay
retries to add sone uncertainty to any observed del ay.

Internediaries can sonetinmes rewite the Date field when forwarding
responses. This mght cause problens if the Oblivious Gateway
Resource and internediary cl ocks differ by enough to cause the retry
to be rejected. Therefore, Cients MJST NOT retry a request with an
adj usted date nore than once.

ol ivi ous Gateway Resources that condition their responses on the
Dat e header field SHOULD either ensure that intermediaries do not
cache responses (by including a Cache-Control directive of no-store)
or designate the response as conditional on the value of the Date
request header field (by including the token "date" in a Vary header
field).

Clients MJST NOT use the date provided by the Oblivious Gateway
Resource for any other purpose, including future requests to any
resource. Any request that uses information provided by the

ol ivious Gateway Resource might be correl ated using that

i nformation.



6.6. Forward Secrecy

Thi s docunent does not provide forward secrecy for either requests or
responses during the lifetime of the key configuration. A neasure of
forward secrecy can be provided by generating a new key configuration
then deleting the old keys after a suitable period.

6.7. Post-Conprom se Security
Thi s design does not provide post-conprom se security for responses.

A Cdient only needs to retain keying material that m ght be used to
conprom se the confidentiality and integrity of a response until that
response i s consuned, so there is negligible risk associated with a
Client conproni se.

A server retains a secret key that mght be used to renove protection
from messages over nuch | onger periods. A server conprom se that
provi ded access to the Oblivious Gateway Resource secret key could
all ow an attacker to recover the plaintext of all requests sent
toward affected keys and all of the responses that were generat ed.

Even if server keys are conprom sed, an adversary cannot access
messages exchanged by the Client with the Oolivious Rel ay Resource as
nmessages are protected by TLS. Use of a conpronised key al so
requires that the Onolivious Relay Resource cooperate with the
attacker or that the attacker is able to conpronise these TLS
connecti ons.

The total nunber of messages affected by server key conprom se can be
limted by regular rotation of server keys.

6.8. dient Cock Exposure

Including a Date field in requests reveals some information about the
Client clock. This mght be used to fingerprint Clients [UM] or to
identify Cients that are vulnerable to attacks that depend on

i ncorrect clocks.

Clients can random ze the value that they provide for Date to obscure
the true value of their clock and reduce the chance of |inking
requests over time. However, this increases the risk that their
request is rejected as outside the acceptabl e w ndow.

6.9. Media Type Security

The key configuration nedia type defined in Section 3.2 represents
keying material. The content of this nedia type is not active (see
Section 4.6 of [RFC6838]), but it governs how a Cient mght interact
with an Oblivious Gateway Resource. The security inplications of
processing it are described in Section 6.1; privacy inplications are
described in Section 7.

The security inplications of handling the nmessage nedi a types defined
in Section 4.5 is covered in other parts of this section in nore
detail. However, these nessage nedia types are al so encrypted
encapsul ati ons of HTTP requests and responses.

HTTP nessages contain content, which can use any nedia type. 1In
particul ar, requests are processed by an Oblivious Target Resource,
which -- as an HTTP resource -- defines how content is processed; see

Section 3.1 of [HTTP]. HITP clients can also use resource identity
and response content to determ ne how content is processed.
Consequently, the security considerations of Section 17 of [HITP]

al so apply to the handling of the content of these nedia types.
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10. Separate Gateway and Target

Thi s docunent generally assunmes that the sane entity operates the
ol ivious Gateway Resource and the Target Resource. However, as the
ol i vi ous Gateway Resource perforns generic HITP processing, the use
of forwardi ng cannot be conpl etely precluded.

The schene specified in the Encapsul at ed Request determ nes the
security requirenments for any protocol that is used between the

ol ivious Gateway and Target Resources. Using HTTPS i s RECOMVENDED;
see Section 6. 3.

A Target Resource that is operated on a different server fromthe

ol ivious Gateway Resource is an ordinary HTTP resource. A Target
Resource can privilege requests that are forwarded by a given

ol ivious Gateway Resource if it trusts the operator of the Oblivious
Gat eway Resource to only forward requests that meet the expectations
of the Target Resource. Oherwi se, the Target Resource treats
requests froman Oblivious Gateway Resource no differently than any
other HTTP client.

For instance, an Oblivious Gateway Resource might -- possibly with
the help of hlivious Relay Resources -- be trusted not to forward an
excessi ve volune of requests. This mght allow the Target Resource
to accept a greater volune of requests fromthat Oblivious Gateway
Resource rel ative to other HTTP clients.

An blivious Gateway Resource could inplenment policies that inprove
the ability of the Target Resource to inplement policy exenptions,
such as only forwardi ng requests toward specific Target Resources
according to an allowist; see Section 6. 3.

Privacy Considerations

One goal of this design is that independent Client requests are only
Iinkable by their content. However, the choice of dient
configuration mght be used to correlate requests. A dient
configuration includes the Oblivious Relay Resource URI, the
Obl i vious Gateway key configuration, and the Oolivious Gateway
Resource URI. A configuration is active if dients can successfully
use it for interacting with a target.

ol ivious Relay and Gateway Resources can identify when requests use
the sane configuration by matching the key identifier fromthe key
configuration or the Cblivious Gateway Resource URI. The Oblivious
Gat eway Resource m ght use the source address of requests to
correlate requests that use an hlivious Relay Resource run by the
same operator. |If the Oolivious Gateway Resource is willing to use
trial decryption, requests can be further separated into snmaller
groupi ngs based on active configurations that clients use.

Each active dient configuration partitions the dient anonynmty set.
In practice, it is infeasible to reduce the nunber of active
configurations to one. Enabling diversity in choice of Oblivious
Rel ay Resource naturally increases the nunber of active
configurations. Mre than one configuration mght need to be active
to allow for key rotation and server naintenance.

Client privacy depends on having each configuration used by many
other dients. It is critical to prevent the use of unique Cient
configurations, which mght be used to track individual Cients, but
it is also inportant to avoid creating small groupings of Cients
that m ght weaken privacy protections.

A specific nethod for a Cient to acquire configurations is not



included in this specification. Applications using this design MJST
provi de accommodations to mtigate tracking using dient
configurations. [CONSISTENCY] provides options for ensuring that
Client configurations are consistent between Cients

The content of requests or responses, if used in formng new
requests, can be used to correlate requests. This includes obvious
met hods of linking requests, |ike cookies [COKIES], but it also
includes any information in either nessage that m ght affect how
subsequent requests are formul ated. For exanple, [FlIELD NG
describes how interactions that are individually statel ess can be
used to build a stateful systemwhen a Client acts on the content of
a response.

8. Operational and Depl oynent Consi derations

Thi s section discusses various operational and depl oynent
consi derati ons.

8.1. Performance Over head

Usi ng ol ivious HTTP adds both cryptographi c overhead and | atency to
requests relative to a sinple HITP request-response exchange.

Depl oying relay services that are on path between Cients and servers
avoi ds addi ng significant additional delay due to network topol ogy.

A study of a simlar system[ODOH PETS] found that depl oyi ng proxies
close to servers was nost effective in mninmzing additional |atency.

8.2. Resource Mappi ngs

Thi s protocol assumes a fixed, one-to-one mapping between the

ol ivious Relay Resource and the Oblivious Gateway Resource. This
means that any Encapsul ated Request sent to the Oblivious Rel ay
Resource will always be forwarded to the Oblivious Gateway Resource
This constraint was inmposed to sinplify relay configuration and
mtigate against the olivious Relay Resource being used as a generic
relay for unknown Oblivious Gateway Resources. The relay will only
forward for Qblivious Gateway Resources that it has explicitly
configured and al | owed.

It is possible for a server to be configured with nultiple Oblivious
Rel ay Resources, each for a different Oblivious Gateway Resource as
needed. |If the goal is to support a |large nunber of Oblivious

Gat eway Resources, Cients mght be provided with a URI tenpl ate

[ TEMPLATE], fromwhich nultiple Oolivious Relay Resources could be
construct ed.

8.3. Network Managenent

ol ivious HITP might be inconpatible with network interception
regi nes, such as those that rely on configuring Cients with trust
anchors and intercepting TLS connections. Wile TLS m ght be

i ntercepted successfully, interception m ddl ebox devices m ght not
recei ve updates that would all ow Oblivious HITP to be correctly
identified using the media types defined in Sections 9.2 and 9. 3.

ol ivious HITP has a sinple key managenent design that is not
trivially altered to enable interception by internmediaries. Cients
that are configured to enable interception mght choose to disable
bl ivious HTTP in order to ensure that content is accessible to

m ddl eboxes.

9. | ANA Consi derations

| ANA has registered the following nedia types in the "Media Types"
registry at <https://iana.org/assignnents/ medi a-types>, follow ng the



procedures of [RFC6838]: "application/ohttp-keys" (Section 9.1),
"message/ ohttp-req" (Section 9.2), and "nessage/ohttp-res"
(Section 9. 3).

I ANA has added the followi ng types to the "HTTP Probl em Types"
registry at <https://iana.org/assignnents/http-problemtypes>: "date"
(Section 9.4) and "ohttp-key" (Section 9.5).

9.1. application/ohttp-keys Media Type

The "application/ohttp-keys" nmedia type identifies a key
configuration used by Oblivious HITP.

Type name: application

Subt ype name: ohttp-keys

Required paraneters: NA

Optional parameters: NA

Encodi ng consi derations: "binary"

Security considerations: See Section 6.9

Interoperability considerations: NA

Publ i shed specification: RFC 9458

Applications that use this nedia type: This type identifies a key
configuration as used by Oblivious HITP and applications that use
ol i vi ous HITP.

Fragnment identifier considerations: NA

Addi tional information:
Magi ¢ nunber(s): NA
Deprecated alias nanmes for this type: NA
File extension(s): NA
Maci ntosh file type code(s): NA

Person and ermai| address to contact for further information:
See Authors’ Addresses section

I ntended usage: COMVON

Restrictions on usage: NA

Aut hor: See Authors’ Addresses section

Change controller: |ETF

9.2. nessage/ohttp-req Media Type

The "nessage/ohttp-req" identifies an encrypted binary HTTP request.
This is a binary format that is defined in Section 4.3.

Type name: nessage

Subt ype nane: ohttp-req

Required paraneters: NA

Optional parameters: NA

Encodi ng consi derations: "binary"

Security considerations: See Section 6.9

Interoperability considerations: NA

Publ i shed specification: RFC 9458

Applications that use this nedia type: Oblivious HITP and
applications that use Oblivious HTTP use this nedia type to
identify encapsul ated binary HTTP requests.

Fragment identifier considerations: NA

Addi tional information:
Magi ¢ nunber(s): NA
Deprecated alias nanes for this type: NA
File extension(s): NA
Maci ntosh file type code(s): NA

Person and email address to contact for further information:
See Authors’ Addresses section

I nt ended usage: COMVON

Restrictions on usage: NA

Aut hor: See Authors’ Addresses section

Change controller: |ETF



9.3. nessage/ohttp-res Media Type

9. 4.

9.5.

10.

10.

The "nessage/ohttp-res" identifies an encrypted binary HTTP response.
This is a binary format that is defined in Section 4. 4.

Type name: nessage

Subt ype name: ohttp-res

Required paraneters: NA

Optional parameters: NA

Encodi ng consi derations: "binary"

Security considerations: See Section 6.9

Interoperability considerations: NA

Publ i shed specification: RFC 9458

Applications that use this nedia type: blivious HITP and
applications that use Oblivious HTTP use this nedia type to
identify encapsul ated binary HTTP responses.

Fragrment identifier considerations: NA

Addi tional information:
Magi ¢ nunber(s): NA
Deprecated alias nanes for this type: NA
File extension(s): NA
Maci ntosh file type code(s): NA

Person and email address to contact for further information:
See Authors’ Addresses section

I ntended usage: COMMVON

Restrictions on usage: NA

Aut hor: See Authors’ Addresses section

Change controller: |ETF

Regi stration of "date" Problem Type

| ANA has added a new entry in the "HTTP Probl em Types" registry
est abl i shed by [ PROBLEM .

Type URI: https://iana.org/assi gnments/http-probl emtypes#date
Title: Date Not Acceptable

Recommended HTTP Status Code: 400

Ref erence: Section 6.5.2 of RFC 9458

Regi stration of "ohttp-key" Problem Type

| ANA has added a new entry in the "HTTP Probl em Types" registry
est abl i shed by [ PROBLEM .

Type URI: https://iana.org/assi gnments/http-probl emtypes#ohttp-key
Title: blivious HTTP key configuration not acceptable

Recommended HTTP Status Code: 400

Ref erence: Section 5.3 of RFC 9458
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Appendi x A.  Conpl ete Exanpl e of a Request and Response

A single request and response exchange is shown here. Binary val ues
(key configuration, secret keys, the content of messages, and

i nternmedi ate val ues) are shown in hexadecimal. The request and
response here are mniml; the purpose of this exanple is to show the
cryptographic operations. In this exanple, the Cient is configured

with the Oolivious Relay Resource URI of
https://proxy. exanpl e. org/ request . exanpl e. net/proxy, and the proxy is
configured to map requests to this URI to the Oblivious Gateway
Resource URI https://exanpl e.com oblivious/request. The Target
Resource URI, i.e., the resource the Client ultimately w shes to
query, is https://exanple.com

To begin the process, the Oblivious Gateway Resource generates a key
pair. In this exanple, the server chooses DHKEM X25519, HKDF- SHA256)
and generates an X25519 key pair [X25519]. The X25519 secret key is:

3c168975674b2f a8e465970b79c8dcf 09f 1¢741626480bd4c6162f c5bh6a98ela

The Oblivious Gateway Resource constructs a key configuration that
i ncl udes the correspondi ng public key as foll ows:

01002031e1f 05a740102115220e9af 918f 738674aec95f 54db6e04eb705aae8e
79815500080001000100010003

This key configuration is somehow obtained by the dient. Then, when
a Client wishes to send an HTTP GET request to the target
https://exanple.com it constructs the followi ng binary HTTP nmessage:

00034745540568747470730b6578616d706c652e636f 6d012f

The Client then reads the Oblivious Gateway Resource key
configuration and selects a mutually supported KDF and AEAD. 1In this
exanple, the dient selects HKDF SHA256 and AES-128-GCM The dient
then generates an HPKE sendi ng context that uses the server public
key. This context is constructed fromthe foll owi ng epheneral secret
key:

bc51d5e930bda26589890ac7032f 70ad12ed4ech37abblb65b1256¢9¢c48999¢73
The correspondi ng public key is:

4b28f 881333e7c164f f c499ad9796f 877f 4e1051ee6d31bad19dec96c208b472
The context is created with an info paraneter of:

6d6573736167652f 626874747020726571756573740001002000010001

Appl ying the Seal operation fromthe HPKE context produces an
encrypted nessage, allowing the dient to construct the follow ng

Encapsul at ed Request:

010020000100014b28f 881333e7c164ff c499ad9796f 877f 4e1051ee6d31badl



9dec96c208b4726374e469135906992e1268¢c594d2a10c695d858c40a026e796
5e7d86b83dd440b2c0185204b4d63525

The Client then sends this to the Oblivious Rel ay Resource in a POST
request, which mght ook like the followi ng HTTP/ 1.1 request:

POST /request. exanpl e.net/proxy HITP/ 1.1
Host: proxy.exanple.org

Cont ent - Type: nessage/ ohttp-req
Content-Length: 78

<content is the Encapsul ated Request above>

The Oblivious Relay Resource receives this request and forwards it to
the olivious Gateway Resource, which mght |ook like:

POST /oblivious/request HITP/ 1.1
Host: exanpl e. com

Cont ent - Type: nessage/ ohttp-req
Content-Length: 78

<content is the Encapsul ated Request above>

The Oblivious Gateway Resource receives this request, selects the key
it generated previously using the key identifier fromthe message,
and decrypts the nessage. As this request is directed to the sane
server, the Oblivious Gateway Resource does not need to initiate an
HTTP request to the Target Resource. The request can be served
directly by the Target Resource, which generates a mninmal response
(consisting of just a 200 status code) as foll ows:

0140c8

The response is constructed by exporting a secret fromthe HPKE
cont ext:

62d87a6ba569ee81014c2641f 52bea36

The key derivation for the Encapsul ated Response uses both the
encapsul ated KEM key from the request and a randonly sel ected nonce.
Thi s produces a salt of:

4b28f 881333e7c164f f c499ad9796f 877f 4e1051ee6d31bad19dec96c208hb472
€c789e7151f cha46158ca84b04464910d

The salt and secret are both passed to the Extract function of the
sel ect ed KDF ( HKDF- SHA256) to produce a pseudorandom key of:

979aaeae066¢cf 211ab407b31ae49767f 344e1501e475c84e8af f 547cc5a683db

The pseudorandom key is used with the Expand function of the KDF and
an info field of "key" to produce a 16-byte key for the sel ected AEAD
(AES- 128- CCM) :

5d0172a080e428b16d298c4ea0db620d

Wth the sane KDF and pseudorandom key, an info field of "nonce" is
used to generate a 12-byte nonce:

f 6bf 1aeb88d6df 87007f a263

The AEAD Seal () function is then used to encrypt the response, which
is added to the randoni zed nonce val ue to produce the Encapsul ated
Response:

€c789e7151f cha46158ca84b04464910d86f 9013e404f eeal0l4e7bedad4lf 234f
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The Oblivious Gateway Resource constructs a response with the sane
content:

HTTP/ 1.1 200 K

Date: Wed, 27 Jan 2021 04:45:07 GMI
Cache-Control : private, no-store
Cont ent - Type: nessage/ ohttp-res
Content-Length: 38

<content is the Encapsul ated Response>

The sane response might then be generated by the olivious Rel ay
Resource, which mght change as little as the Date header. The
Client is then able to use the HPKE context it created and the nonce
fromthe Encapsul ated Response to construct the AEAD key and nonce
and decrypt the response.
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