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Updates to the TLS Transport Mdel for SNW
Abst r act

Thi s docunent updates RFC 6353 ("Transport Layer Security (TLS)
Transport Model for the Sinple Network Managenent Protocol (SNWP)")
to reflect changes necessary to support Transport Layer Security
version 1.3 (TLS 1.3) and Datagram Transport Layer Security version
1.3 (DTLS 1.3), which are jointly known as "(D)TLS 1.3". This
docunent is conpatible with (D)TLS 1.2 and is intended to be
conpatible with future versions of SNW and (D) TLS.

Thi s docunent updates the SNMP-TLS-TM M B as defined in RFC 6353.
Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9456.

Copyri ght Notice

Copyright (c) 2023 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
in the Revised BSD License.
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1. Introduction

Thi s docunent updates and clarifies how the rules of [RFC6353] apply
when using Transport Layer Security (TLS) or Datagram Transport Layer
Security (DTLS) versions later than 1.2. This docunent jointly
refers to these two protocols as "(D)TLS'. The update al so

enphasi zes the requirenent in [ RFC8996] prohibiting the use of TLS
versions prior to TLS 1.2 [RFC5246] when using SNWP. Al though the
text of this document specifically references SNMPv3 and (D) TLS 1. 3,
this document may be applicable to future versions of these protocols
and is backwards conpatible with (D) TLS 1. 2.

1.1. The Internet-Standard Managenent Franework

For a detailed overview of the docunments that describe the current
I nt ernet - Standard Managenment Framework, please refer to Section 7 of
[ RFC3410] .

Managed objects are accessed via a virtual information store, terned
t he Managenment Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in RFCs
2578, 2579, and 2580 [ STD58].

1.2. Conventions

Wthin this docunent, the terns "TLS", "DILS', and "(D)TLS" apply to
all versions of the indicated protocols. The term"SNW" neans
"SNMPv3" unl ess a specific version nunber is indicated. Specific
version nunbers are used when the text needs to enphasi ze version
nunbers.

For consistency with SNVMP-rel ated specifications, this docunent
favors term nol ogy as defined in [STD62], rather than favoring

term nology that is consistent with non-SNWP specifications. This is
consistent with the | ESG decision to not require that the SNW
term nol ogy be nodified to match the usage of other non- SNVP

speci ficati ons when SNVMP was advanced to an Internet Standard.

"Aut hentication"” in this docunment typically refers to the English
meani ng of "serving to prove the authenticity of" the nessage, not
data source authentication or peer identity authentication. The
terns "manager" and "agent" are not used in this docunment because, in
the architecture defined in RFC 3411 [ STD62], all SNWP entities have
the capability of acting as manager, agent, or both, depending on the
SNWVP application types supported in the inplenentation. Were
distinction is necessary, the application nanes of command generator,
command responder, notification originator, notification receiver,
and proxy forwarder are used. See "An Architecture for Describing

Si npl e Net work Management Protocol (SNWP) Managerent Framewor ks" (RFC
3411 [STD62]) for further information

Thr oughout this docunment, the terns "client" and "server" are used to
refer to the two ends of the TLS transport connection. The client
actively opens the TLS connection, and the server passively listens
for the incom ng TLS connection. An SNWP entity MAY act as a TLS



client, TLS server, or both, depending on the SNVP applications
support ed.

Thr oughout this docunment, the term "session" is used to refer to a
secure associ ati on between two i nstances of the TLS Transport Model
(TLSTM that permits the transm ssion of one or nore SNMP nessages
within the lifetime of the session. The TLS protocol al so has an
internal notion of a session, and although these two concepts of a
session are related, when the term"session" is used, this docunment
is referring to the TLSTM s specific session and not directly to the
TLS protocol’s session

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Changes from RFC 6353

Thi s docunent updates [ RFC6353]. The changes from [ RFC6353] are
defined in the foll owi ng subsecti ons.

2.1. TLSTM Fi ngerprint

[ RFC6353] defines the SnnpTLSFi ngerprint textual convention to

i nclude the one-octet TLS 1.2 hash algorithmidentifier. This one-
octet algorithmidentifier is only applicable to (D) TLS protocol
versions prior to 1.3. The TLS community does not plan to ever add
addi tional values to the "TLS HashAl gorithm' registry [ RFC5246],
because sonme mght incorrectly infer that using a new hash al gorithm
with TLS 1.2 would overcone the limtations of TLS 1.2. However,
there is still a need within TLSTMto support new val ues as they are
devel oped.

Thi s docunent updates the definition of SnmpTLSFingerprint to clarify
that the one-octet algorithmidentifier uses the values in the | ANA

" SNVP- TLSTM HashAl gorithns" registry; this registry is consistent
with the ANA "TLS HashAl gorithm' registry for its initial val ues but
can be extended as needed to support new hashing al gorithnms without

i mplying that the new val ues can be used by TLS version 1.2. This
change allows the reuse of the existing fingerprint textua

convention and mnimzes the inpact to [ RFC6353].

A"Y" in the "Recormended" colum (Table 1) indicates that the
regi stered val ue has been recomended through a fornmal Standards
Action [RFC8126]. Not all paraneters defined in Standards Track
docunents are necessarily marked as "Reconmended”

An "N' in the "Reconmmended" col unm does not necessarily mean that the
value is flawed; rather, it indicates that the itemeither has not
been through the | ETF consensus process, has linmited applicability,
or is intended only for specific use cases.

The initial values for the "SNWMP-TLSTM HashAl gorithns" registry are
defined bel ow

[ oo s sl e el s e
| Value | Descri ption | Recormmended | References

[ el oo oo s sl el sl
| O | none | N | [ RFC5246]
+---- - - - e T I i i I i +
| 1 | nd5 | N | [RFC5246] |
R I T I I +
| 2 | shal | N | [RFC5246] |
I I T T T I R +



| 3 | sha224 | Y | [RFC5246] |

R o e m e e e e e oo S R +
| 4 | sha256 | Y | [RFC5246] |
S o e e e e e e e e oo s S Fom e e o - +
| 5 | sha384 | Y | [RFC5246] |
B o e e e e e e oo o o m e e e oo - Fomm e oo - +
| 6 | shab512 | Y | [RFC5246] |
R o e m e e e e e oo S R +
| 7 | Reserved | | [ RFC8447] |
S o e e e e e e e e oo s S Fom e e o - +
| 8 | I'ntrinsic | N | [RFC8422] |
B o e e e e e e oo o o m e e e oo - Fomm e oo - +
| 9-223 | Unassi gned | | |
R o e m e e e e e oo S R +
| 224-255 | Reserved for Private Use | | [ RFC5246] |
S o e e e e e e e e oo s S Fom e e o - +

Table 1: SNWMP- TLSTM Hash Al gorithns

Val ues 0 through 2 MJUST NOT be used by inplenentations of this
docunent but are listed for historical consistency.

.2. Security Level

The architecture defined in RFC 3411 [ STD62] recogni zes three |levels
of security:

* without authentication and without privacy (noAuthNoPriv)

* wth authentication but w thout privacy (authNoPriv)

* with authentication and with privacy (authPriv)

Ci pher suites for (D)TLS 1.3 defined in [ RFC8446] provide both

aut hentication and privacy. Cipher suites defined in [RFC9150] for
(D) TLS 1.3 provide only authentication, wthout any privacy

protection. |nplenmentations MAY choose to force (D)TLS 1.3 to only
al | ow ci pher suites that provide both authentication and privacy.

2.3. (D)TLS Version

[ RFC6353] states that TLSTM clients and servers MJST NOT request,
offer, or use SSL 2.0. [RFC8996] prohibits the use of (D)TLS
versions prior to version 1.2. TLSTM MJST only be used with (D) TLS
versions 1.2 and later.

Additional Rules for TLS 1.3

Thi s docunent specifies additional rules and clarifications for the
use of TLS 1.3. These rules nmay additionally apply to future
versions of TLS.

.1. Zero Round-Trip Tine Resunption (0-RTT)

TLS 1.3 inplenentations for SNMP MUST NOT enabl e the O-RTT node of
session resunption (either sending or accepting) and MUST NOT
automatically resend O-RTT data if it is rejected by the server.
0-RTT is disall owed because there are no "safe" SNWP nessages that,

if replayed, will be guaranteed to cause no harmat the server side:
all incomng notifications or command responses are neant to be acted
upon only once. See Section 5 ("Security Considerations"”) for
further details.

TLSTM clients and servers MJST NOT request, offer, or use the O-RTT
mode of TLS 1.3. [RFC8446] renoved the renegotiation supported in
TLS 1.2 [RFC5246]; for session resunption, it introduced a zero-RTT



(0-RTT) node, saving a round trip at connection setup at the cost of

increased risk of replay attacks (it is possible for servers to guard
against this attack by keeping track of all the nessages received).

[ RFC8446] requires that a profile be witten for any application that
wants to use O-RTT, specifying which nessages are "safe to use" with

this nmode. Wthin SNMP, there are no messages that are "safe to use”
with this node.

Renegoti ation of sessions is not supported, as it is not supported by
TLS 1.3. If a future version of TLS supports renegotiation, this RFC
shoul d be updated to indicate whether there are any additional
requirenents related to its use.

3.2. TLS Cipher Suites, Extensions, and Protocol Invariants

Section 9 of [RFC8446] requires that, in the absence of application
profiles, certain cipher suites, TLS extensions, and TLS protocol
invari ants be mandatory to inplenment. This document does not specify
an application profile; hence, all the conpliance requirements in

[ RFC8446] apply.

4, MB Mdule Definitions

This SNMP-TLS-TM M B nodul e inports itenms from RFCs 2578, 2579, and
2580 [ STD58], as well as RFCs 3411 and 3413 [STD62]. It also
references [ RFC1123], [RFC5246], [RFC5280], [RFC5591], [RFC5890],

[ RFC5952], [RFC5953], [RFC6353], and RFC 2579 [ STD58].

<CODE BEG NS> file "SNWP-TLS-TM M B"
SNVP-TLS-TMM B DEFI NI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
OBJECT- | DENTI TY, m b-2, snnpDonai ns,
Count er 32, Unsigned32, Gauge32, NOTI FlI CATI ON- TYPE
FROM SNWPv2- SM -- RFC 2578 or any update thereof
TEXTUAL- CONVENTI ON, Ti neSt anp, RowStatus, StorageType,
Aut ononousType

FROM SNWPv2- TC -- RFC 2579 or any update thereof
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP

FROM SNWPv2- CONF -- RFC 2580 or any update thereof
SnnpAdmi nSt ri ng

FROM SNWVP- FRAVEWORK- M B -- RFC 3411 or any update thereof
snnpTar get Par ansNane, snnpTar get Addr Nane

FROM SNWVP- TARGET- M B -- RFC 3413 or any update thereof

’

snnpTl st MM B MODULE- | DENTI TY
LAST- UPDATED " 202311080000Z"

ORGANI ZATI ON " Qperati ons and Managenent Area Working G oup
<mai | t 0: opsawg@ et f. or g>"
CONTACT- | NFO
"Aut hor: Kenneth Vaughn
<mai | t o: kvaughn@r evi |l on. conmp"
DESCRI PTI ON
"This is the MB nodule for the TLS Transport Mdel
(TLSTM .

Copyright (c) 2023 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns,
with or without nodification, is permtted pursuant
to, and subject to the license terns contained in,
the Revised BSD License set forth in Section 4.c



of the IETF Trust’s Legal Provisions Relating to | ETF
Docunents (https://trustee.ietf.org/license-info).

The key words ' MJST', ' MJST NOT', 'REQUI RED , ' SHALL',
"SHALL NOT', 'SHOULD , ' SHOULD NOT', ' RECOMVENDED |,

" NOT RECOMMENDED , ' MAY', and 'OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capitals, as shown here."

REVI SI ON "2023110800002"
DESCRI PTI ON
"This version of this MB nodule is part of
RFC 9456; see the RFC itself for full |egal
notices. This version does the follow ng:

1) Updates the definition of SnnpTLSFi ngerpri nt
to clarify the registry used for the one-octet
hash al gorithmidentifier.

2) Capitalizes key words in conformance with
BCP 14.

3) Replaces "may not’ with *MJST NOT' to clarify
intent in several |ocations.

4) Replaces '"may not’ with a clarification within
the definition of SnnpTLSAddress.

5) Applies cosnmetic granmar inprovenents and
reformatti ng causi ng whitespace changes."”

REVI SI ON "2011071900002"
DESCRI PTI ON
"This version of this MB nodule is part of

RFC 6353; see the RFC itself for full |egal
notices. The only change was to introduce
new wordi ng to reflect required changes for
I nternationalized Domai n Nanmes for Applications
(1 DNA) addresses in the SnnpTLSAddress textual
convention (TQ)."

REVI SI ON "201005070000Z"
DESCRI PTI ON
"This version of this MB nodule is part of
RFC 5953; see the RFC itself for full |egal
notices."
:={ mb-2 198 }

EE R R R R R R R R R R

-- subtrees of the SNWVP-TLS-TMM B

EE R I R R R R R R I R R R R I R

snpTl st mNot i fications OBJECT IDENTIFIER ::= { snnpTlstmM B 0 }
snmpTl stm dentities OBJECT IDENTIFIER ::= { snmpTlstmMB 1 }
snnpTl st mObj ect s OBJECT IDENTIFIER ::= { snnmpTlstnMB 2 }
snnpTl st mConf or mance OBJECT IDENTIFIER ::={ snmpTlstmnMB 3 }

snnpTl st mHashAl gorithms OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"A node used to register hashing algorithmidentifiers
recorded in the | ANA ' SNMP- TLSTM HashAl gorithns’ registry."
c:={ snnpTIistnMB 4 }

R I kR R R I S S S R R S

-- snnpTl stnObj ects - (bjects



ER R R R R R I S R R I R R O b R SRR R I O o

snnpTLSTCPDonai n OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The OBJECT | DENTI FI ER representing the TDomain for the
SNVP over TLS via TCP transport domain. The

correspondi ng transport address is of type SnnpTLSAddress.

The securityNane prefix to be associated with the
snpTLSTCPDomain is "tls’. This prefix MAY be used by

security nodels or other conponents to identify which secure
transport infrastructure authenticated a securityName."

REFERENCE
"TDomai n, as defined in RFC 2579: Textual Conventions
for SMv2"

::={ snnpDomains 8 }

snnpDTLSUDPDomai n OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The OBJECT | DENTI FI ER representing the TDomain for the
SNWVP over DTLS via UDP transport domain. The

correspondi ng transport address is of type SnnpTLSAddress.

The securityNane prefix to be associated with the

snnpDTLSUDPDorai n is "dtls’. This prefix MAY be used by
security nodels or other conponents to identify which secure
transport infrastructure authenticated a securityName."

REFERENCE
"TDomai n, as defined in RFC 2579: Textual Conventions
for SMv2"

::={ snnpDormains 9 }

SnnpTLSAddr ess :: = TEXTUAL- CONVENTI ON

DI SPLAY- H NT "1a"

STATUS current

DESCRI PTI ON

"Represents an | Pv4 address, an | Pv6 address, or an
ASCI | - encoded host nane and port nunber.

An | Pv4 address MJUST be in dotted decimal format followed

by a colon ":’ (ASCI|I character 0x3A) and a deci nal
port nunber in ASCII.

An | Pv6 address MUST be a col on-separated format (as

described in RFC 5952), surrounded by square brackets
("[', ASCIl character 0x5B, and ']’', ASCI| character

0x5D), followed by a colon ":’ (ASCI| character 0x3A)
and a decinmal port number in ASCII.

A host name MJST be in ASCII (as per RFC 1123);

internationalized host nanes MJUST be encoded as A-labels as

specified in RFC 5890. The host nane is followed by a
colon ':’ (ASCI| character Ox3A) and a decimal port
nunber in ASCII. The name SHOULD be fully qualified
whenever possi bl e.

Val ues of this textual convention are not guaranteed to be
directly usable as transport-layer addressing information,

potentially requiring additional processing, such as
run-time resolution. As such, applications that wite

them MUST be prepared for handling errors if such val ues

are not supported or cannot be resolved (if resolution
occurs at the tinme of the nanagenent operation).



The DESCRI PTI ON cl ause of TransportAddress objects that
may have SnnpTLSAddress val ues MUST fully descri be how
(and when) such nanmes are to be resolved to | P addresses
and vice versa

Thi s textual conventi on SHOULD NOT be used directly in
obj ect definitions, since it restricts addresses to a
specific format. However, if it is used, it MAY be used
either on its own or in conjunction with

Transport AddressType or TransportDonain as a pair.

When this textual convention is used as a syntax of an

i ndex object, there may be issues with the limt of 128

sub-identifiers specified in SMv2 (STD 58). It is

RECOMVENDED that all M B docunents using this textua

convention make explicit any linitations on index

component | engths that managenment software MJST observe.

Thi s MAY be done by either 1) including SIZE constraints

on the index components or 2) specifying applicable

constraints in the conceptual row s DESCRI PTI ON cl ause or

in the surroundi ng docunentation.”

REFERENCE
"RFC 1123: Requirements for Internet Hosts - Application and

Suppor t

RFC 5890: Internationalized Dormai n Names for Applications
(IDNA): Definitions and Docunent Franework

RFC 5952: A Recommendation for |Pv6 Address Text
Repr esent ati on"

SYNTAX OCTET STRING (SIZE (1..255))
SnnpTLSFi ngerprint ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "1x: 1x"

STATUS current

DESCRI PTI ON

"A fingerprint value that can be used to uniquely reference
other data of potentially arbitrary |ength.

An SnnpTLSFi ngerprint value is conposed of a one-octet
hashing algorithmidentifier followed by the fingerprint
val ue. The one-octet identifier value encoded is taken
fromthe | ANA ' SNMP- TLSTM HashAl gorithms’ registry. The
remai ni ng octets of the SnnpTLSFi ngerprint value are
filled using the results of the hashing al gorithm

Hi storically, the one-octet hashing algorithmidentifier
was based on the | ANA ' TLS HashAl gorithm registry

(RFC 5246); however, this registry is no |longer in use for
TLS 1.3 and above and is not expected to have any new
registrations added to it. To allow the fingerprint
algorithmto support additional hashing al gorithns that

m ght be used by later versions of (D)TLS, the octet val ue
encoded is now taken fromthe | ANA

" SNMP- TLSTM HashAl gorithms’ registry. The initial values
within this registry are identical to the values in the
"TLS HashAl gorithm registry but can be extended to
support new hashing al gorithns as needed.

This textual convention allows for a zero-length (bl ank)
SnnpTLSFi ngerprint value for use in tables where the
fingerprint value MAY be optional. MB definitions or
i mpl ement ati ons MAY refuse to accept a zero-Ilength val ue
as appropriate.”
REFERENCE
"RFC 5246: The Transport Layer Security (TLS) Protoco
Version 1.2
https://ww. i ana. or g/ assi gnnment s/ sm - nunbers/ "



SYNTAX OCTET STRING (SI ZE (0..255))
-- ldentities for use in the snnpTl stnCert ToTSNTabl e

snnpTl st mCert TOTSNM dentities OBJECT | DENTIFIER :: =
{ snmpTlstmdentities 1 }

snnpTl st mCer t Speci fi ed OBJECT-1 DENTI TY
STATUS current
DESCRI PTI ON
"Directly specifies the tnSecurityName to be used for this

certificate. The value of the tnSecurityNane to use is
specified in the "snnpTl st mCert ToTSNDat a’ col umm. The
"snnpTl st nCert ToTSNDat a’ col utm MUST contain a
non-zero-| ength SnnpAdm nString-conpliant value, or the
mappi ng described in this row MIUST be considered a
failure."

c:={ snnpTlstnmCert TOTSNM dentities 1 }

snnpTl st mCer t SANRFC822Nane OBJECT- | DENTI TY

STATUS current

DESCRI PTI ON
"Maps a subjectAltName’s rfc822Nanme to a tnBecurityNane.
The | ocal -part of the rfc822Nane is passed unaltered, but
the domain of the name MJUST be passed in | owercase.
This mapping results in a 1:1 correspondence between
equi val ent subj ect Al t Nane rfc822Nane val ues and
t mSecurityName val ues, except that the dormain of the
nane MJST be passed in | owercase.

Exampl e rfc822Nanme field: FooBar @xanple.COMis mapped to
t mSecurityNane: FooBar @xanpl e.com™
c:={ snnpTlstnCert TOTSNM dentities 2 }

snpTI st nCer t SANDNSNane OBJECT- | DENTI TY

STATUS current

DESCRI PTI ON
"Maps a subject AltName’s dNSNane to a tnBecurityNane after
first converting it to all | owercase (RFC 5280 does not

specify converting to | owercase, so this involves an extra
step). This mapping results in a 1:1 correspondence
bet ween subj ect Al t Nane dNSNane val ues and the
t mSecurityName val ues. ™"
REFERENCE
"RFC 5280: Internet X 509 Public Key Infrastructure
Certificate and Certificate Revocation
List (CRL) Profile"
c:={ snnpTlstnmCert TOTSNM dentities 3 }

snnpTl st mCer t SANI pAddr ess OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"Maps a subjectAltNanme’'s i PAddress to a tnBecurityNanme by
transform ng the binary-encoded address as foll ows:

1) For IPv4, the value is converted into a
deci nal -dotted quad address (e.g., '192.0.2.1").

2) For 1 Pv6 addresses, the value is converted into a
32-character all-Ilowercase hexadeci mal string
wi t hout any col on separat ors.

This mapping results in a 1:1 correspondence between
subj ect Al t Nane i PAddress val ues and the tnSecurityNamnme
val ues.



The resulting |l ength of an encoded | Pv6 address is the
maxi mum | engt h supported by the View based Access Control
Model (VACM. Using an |IPv6 address while the val ue of
snnpTsnConfigurati onUsePrefix is "true’ (see the
SNWP- TSMM B, as defined in RFC 5591) will result in
securityName | engths that exceed what the VACM can handle.”
REFERENCE
"RFC 5591: Transport Security Mdel for the Sinple Network
Managenent Protocol (SNwWP)"
c:={ snnpTlstnmCert TOTSNM dentities 4 }

snpTl st mCer t SANAny OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"Maps any of the followi ng fields using the corresponding
mappi ng al gorithns:

| oo N R EEEEEE RS |
| Type | Algorithm |
R oo e e e e e e i oo oo oo

| rfc822Nane | snnpTl st nCert SANRFC822Nane |
| dNSNare | snnpTl st nCer t SANDNSNane |
| i PAddress | snnpTl stnCert SANI pAddress |
|- e |

The first subjectAltNane value contained in the certificate
that matches any of the above types MJST be used when
deriving the tnBSecurityNane. The mapping al gorithm
specified in the Al gorithm colum of the corresponding
row MUST be used to derive the tnSecurityNane.

This mapping results in a 1:1 correspondence between
subj ect Al t Nane val ues and tnSecurityNane val ues. The
t hree sub-mappi ng al gorithnms produced by this conbined
al gorithm cannot produce conflicting results between
t hensel ves. "

c:={ snnpTlstnmCert TOoTSNM dentities 5 }

snnpTl st mCert CommonNane OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"Maps a certificate’' s CommonNane to a tnBecurityNanme after

converting it to a UTF-8 encoding. The usage of
ConmonNanes i s deprecated, and users are encouraged to use
subj ect Al t Nane mappi ng nmet hods i nstead. This napping
results in a 1:1 correspondence between certificate
ConmonName val ues and tnSecurityName val ues. "

c:={ snnpTlstnmCert TOTSNM dentities 6 }

-- The snnpTl st nBessi on G oup

snnpTl st mBessi on OBJECT IDENTIFIER ::= { snnpTlstmbjects 1}
snmpTl st mBessi onCpens  OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of tines an openSession() request has been
executed as a (D) TLS client, regardl ess of whether it
succeeded or failed."

::={ snnmpTl stnBession 1}

snnpTl st nBessi onC i ent T oses OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only



STATUS current

DESCRI PTI ON
"The nunber of tines a closeSession() request has been
executed as a (D) TLS client, regardl ess of whether it
succeeded or failed."

2= { snnpTl st nBession 2 }

snnpTl st nBessi onOpenErrors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines an openSession() request failed to
open a session as a (D TLS client, for any reason."”
::={ snnpTl st nBession 3 }

snpTl st nBessi onAccepts OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines a (D) TLS server has accepted a new
connection froma client and has received at |east one
SNVP nmessage through it."

2= { snnpTl st nSession 4 }

snnpTl st nBessi onServer C oses OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tinmes a closeSession() request has been
executed as a (D) TLS server, regardl ess of whether it
succeeded or failed."

c:={ snnpTlstnBession 5 }

snpTl st nBessi onNoSessi ons  OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines an outgoi ng nessage was dropped
because the session associated with the passed
t nSt at eRef erence was no | onger (or never) available.”
::={ snnpTl st nBession 6 }

snpTl st mBessi onl nval i dC i ent Certificates OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines an incom ng session was hot
established on a (D) TLS server because the presented
client certificate was invalid. Reasons for invalidation
include, but are not limted to, cryptographic validation
failures or lack of a suitable mapping rowin the
snnpTl st mCert ToOTSNTabl e. "

::={ snnpTl stnBession 7 }

snmpTl st mBessi onUnknownSer ver Certificate OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines an outgoi ng session was nhot
established on a (D) TLS client because the server



certificate presented by an SNVP over (D) TLS server was
invalid because no configured fingerprint or Certification
Authority (CA) was acceptable to validate it. This may
result because there was no entry in the
snnpTl st mAddr Tabl e or because no path to a known CA could
be found."

2= { snnpTl st nSession 8 }

snnpTl st nBessi onl nval i dServer Certificates OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines an outgoi ng session was not
established on a (D) TLS client because the server
certificate presented by an SNWP over (D)TLS server could
not be validated even if the fingerprint or expected
val idation path was known. That is, a cryptographic
validation error occurred during certificate validation
processi ng.

Reasons for invalidation include, but are not linmted to,
cryptographic validation failures."
2= { snnpTl st nBession 9 }

snnpTl st mBessi onl nval i dCaches OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of outgoi ng nmessages dropped because the
tnSt at eRef erence referred to an invalid cache. ™
::={ snnpTl st nBessi on 10 }
-- Configuration Objects
snnpTl st mConfig OBJECT IDENTIFIER ::= { snnmpTl st mObj ects 2 }
-- Certificate mapping

snnpTl stnCertifi cat eMappi ng OBJECT | DENTI FIER :: =
{ snmpTlstmConfig 1 }

snnpTl st mCert TOTSNCount OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the nunber of entries in the
snnpTl st mCert ToOTSNTabl e. "
c:={ snnpTlstnCertificateMapping 1 }

snpTl st mCert TOTSNTabl eLast Changed OBJECT- TYPE

SYNTAX Ti meSt anmp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme.0 when the snnpTl st nCert TOTSNTabl e

was | ast nodified through any nmeans, or 0 if it has not

been nodified since the command responder was started."
c:={ snnpTlstnmCertificateMapping 2 }

snnpTl st mCert TOTSNTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF SnnpTl st nCert TOTSNEnt ry
MAX- ACCESS not - accessi bl e
STATUS current



DESCRI PTI ON
"This table is used by a (D) TLS server to map the (D) TLS
client’s presented X. 509 certificate to a tnBSecurityNamne.

On an incoming (D) TLS/ SNMP connection, the client’s
presented certificate either MJST be validated based on an
est abli shed trust anchor or MJST directly match a
fingerprint in this table. This table does not provide
any nechani sns for configuring the trust anchors; the
transfer of any needed trusted certificates for path
validation is expected to occur through an out - of - band
transfer.

Once the certificate has been found acceptable (either via
path validation or by directly matching a fingerprint in
this table), this table is consulted to determ ne the
appropriate tnBecurityName to identify with the renote
connection. This is done by considering each active row
fromthis table in prioritized order according to its
snnpTl st mCert TOTSNI D val ue. Each row s

snnpTl st mCert TOTSNFi nger print val ue det erm nes whet her the
rowis a match for the incom ng connection

1) If the row s snnpTl st nCert TOTSNFi ngerprint val ue
identifies the presented certificate, then consider
the row as a successful match.

2) If the row s snnpTl st nCert TOTSNFi ngerprint val ue
identifies a locally held copy of a trusted CA
certificate and that CA certificate was used to
validate the path to the presented certificate, then
consi der the row as a successful match.

Once a matching row has been found, the

snpTl st mCert TOTSNMapType val ue can be used to determne
how t he tnBecurityName to associate with the session
shoul d be determ ned. See the ’'snnpTl stnCert TOTSNVapType
columm’s DESCRI PTI ON cl ause for details on determ ning the
tnmSecurityNane value. |If it is inpossible to deternmine a
tnSecurityName fromthe row s data conbined with the data
presented in the certificate, then additional rows MJST be
searched to | ook for another potential match. |If a
resulting tnBecurityName mapped froma given row is not
conpatible with the needed requirenents of a
tnSecurityNane (e.g., the VACMinposes a 32-octet-naxi mum
I ength and the certificate-derived securityName could be

| onger), then it MJST be considered an invalid match and
addi tional rows MJIST be searched to | ook for another
potential match.

If no matching and valid row can be found, the connection
MUST be cl osed and SNWP nmessages MJUST NOT be accepted over
it.

M ssing val ues of snnpTlstnCert ToTSNI D are acceptabl e, and
i mpl ement ati ons SHOULD continue to the

next - hi ghest-nunbered row. It is RECOMMENDED t hat

admi nistrators skip index values to | eave roomfor the
insertion of future rows (for exanple, use values of 10
and 20 when creating initial rows).

Users are encouraged to nmake use of certificates with
subj ect Alt Nane fields that can be used as tnBSecurityNanes.
This allows all child certificates of a single root CA
certificate to include a subjectAltName that maps directly
to a tnBecurityName via a 1:1 transformati on. However,



this table is flexible, to allow for situations where

exi sting deployed certificate infrastructures do not provide

adequat e subject Al t Nanme val ues for use as tnBSecurityNanes.
Certificates MAY al so be nmapped to tnBecurityNanmes using
the ConmonName portion of the Subject field. However, the
usage of the ConmonName field is deprecated, and thus this
usage is NOI RECOWENDED. Direct mapping from each
i ndividual certificate fingerprint to a tnSecurityNane is
al so possible but requires one entry in the table per
tmSecurityNanme and requires nore managenent operations to
compl etely configure a device."

c:={ snnpTlstmCertificateMapping 3 }

snnpTl st mCert TOTSNEnt ry OBJECT- TYPE

SYNTAX SnnpTl st mCert TOTSNENt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Arow in the snnpTl stnCert ToOTSNTabl e that specifies a

mappi ng for an incomng (D) TLS certificate to a
tmSecurityNanme to use for a connection.”

INDEX { snnpTl stnCert TOTSNID }

c:={ snnpTl stnCert TOTSNTable 1 }

SnnpTl st mCert TOTSNEntry :: =
snnpTl st mCert TOTSNI D

SEQUENCE {
Unsi gned32,

snnpTl st mCert TOTSNFi nger pri nt
snnpTl st mCert TOTSNMapType
snpTl st mCert TOTSNDat a

snpTl st mCert TOTSNSt or ageType

SnnpTLSFi ngerprint,
Aut ononousType,
OCTET STRI NG,

St or ageType,

snpTl st mCer t TOTSNRowSt at us RowSt at us

}
snnpTl st nCer t TOTSNI D OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A unique, prioritized index for the given entry. Lower

nunbers indicate a higher priority."
i={ snnpTlstnCert TOTSNEntry 1 }

snpTl st mCert TOTSNFi nger pri nt OBJECT- TYPE

SYNTAX SnnpTLSFi ngerprint (SIZE (1..255))

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"A cryptographic hash of an X. 509 certificate. The results

of a successful matching fingerprint to either the trusted
CAin the certificate validation path or the certificate
itself is dictated by the 'snnpTl st nCert TOTSNMVapType’
colum. "

:={ snnpTl stnCert TOTSNEntry 2 }

snpTl st mCert TOTSNVapType OBJECT- TYPE

SYNTAX Aut ononousType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Specifies the mapping type for deriving a tnSecurityName

froma certificate. Details for mapping of a particul ar
type SHALL be specified in the DESCRI PTION cl ause of the
OBJECT- | DENTI TY that describes the mapping. |f a mapping
succeeds, it will return a tnBecurityNane for use by the
TLSTM and processing will stop.



If the resulting mapped value is not conpatible with the
needed requirenments of a tnSecurityNane (e.g., the VACM
i nposes a 32-octet-maxi mum |l ength and the
certificate-derived securityNane coul d be | onger), then
future rows MJUST be searched for additional

snpTl st mCert TOTSNFi ngerprint matches to | ook for a
mappi ng that succeeds.

Suitabl e values for assigning to this object that are
defined within the SNMP-TLS-TMM B can be found in the
snpTl st mCert TOTSNM dentities portion of the MB tree."
DEFVAL { snmpTl st mCert Specified }
:={ snnpTl stnCert TOTSNEntry 3 }

snnpTl st mCert TOTSNDat a OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..1024))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Auxiliary data used as optional configuration infornmation
for a given mapping specified by the
"snnpTl st mCert TOTSNVapType’ columm. Only sone nmapping
systens will make use of this colum. The value in this
col um MJST be ignored for any mapping type that does not
require that data be present in this colum."

DEFVAL { "" }

::={ snnpTl stnCert TOTSNEntry 4 }

snpTl st mCert TOTSNSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row Conceptual rows
havi ng the val ue ' permanent’ need not allow wite-access
to any columar objects in the row"

DEFVAL { nonvol atile }
::={ snnpTl stnCert TOTSNEntry 5 }

snnpTl st mCert TOTSNRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row. This object MAY be
used to create or renove rows fromthis table.

To create arowin this table, an adm nistrator MJST set
this object to either createAndGo(4) or createAndWait(5).

Until instances of all corresponding colums are
appropriately configured, the value of the corresponding
i nstance of the ’'snnpTl st nPar ansRowSt at us’ colum is

not Ready( 3) .

In particular, a newy created row cannot be made active
until the corresponding 'snnpTl st nCert TOTSNFi ngerprint’,
"snnpTl st nCert TOTSNVapType’', and ' snnpTl st mCert TOTSNDat a’
col unmms have been set.

The foll owi ng objects MJUST NOT be nodified while the
val ue of this object is active(l):

- snnpTIl st mCert TOTSNFi nger pri nt
- snnpTl st mCert TOTSNMVapType
- snnpTl st mCer t TOTSNDat a



An attenpt to set these objects while the val ue of
snnpTl st mParansRowSt atus is active(l) will result in
an i nconsistentValue error."

:={ snnpTl stnCert TOTSNEntry 6 }

-- Maps tnBecurityNames to certificates for use by the
-- SNWP- TARCET-M B

snnpTl st mPar anmsCount OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the nunber of entries in the
snnpTl st mPar ansTabl e. "
c:={ snnpTlstnCertificateMapping 4 }

snnpTl st mPar ansTabl eLast Changed OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime.0 when the snnpTl st nPar ansTabl e
was | ast nodified through any means, or 0 if it has not
been nodified since the command responder was started."”

c:={ snnpTlstnCertificateMapping 5 }

snpTl st mPar ansTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnnpTl st nPar ansEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table is used by a (D) TLS client when a (D) TLS
connection is being set up using an entry in the
SNWP- TARGET-M B. It extends the SNWP- TARGET-M B’ s
snnpTar get ParansTable with a fingerprint of a certificate
to use when establishing such a (D) TLS connection."
c:={ snnpTlstnCertificateMapping 6 }

snnpTl st nPar ansEnt ry OBJECT- TYPE

SYNTAX SnnpTI st mPar amsEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row containing a fingerprint hash of a
locally held certificate for a given
snipTar get ParansEntry. The values in this row SHOULD be
ignored if the connection that needs to be established, as
i ndi cated by the SNWP-TARGET-M B i nfrastructure, is not a
certificate-based and (D) TLS-based connection. The
connecti on SHOULD NOT be established if the certificate
fingerprint stored in this entry does not point to a valid
locally held certificate or if it points to an unusable
certificate (such as m ght happen when the certificate’s
expiration date has been reached)."
I NDEX { I MPLI ED snnpTar get Par ansNane }
::={ snnpTl stnParansTable 1 }

SnnpTIl st mPar amsEntry :: = SEQUENCE {
snpTl st mPar ansCl i ent Fi nger print SnnpTLSFi nger print,
snnpTl st mPar ans St or ageType St or ageType,
snnpTl st mPar ans RowSt at us RowsSt at us

}

snpTl st mPar ansCl i ent Fi nger pri nt OBJECT- TYPE



SYNTAX SnnpTLSFi nger pri nt

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object stores the hash of the public portion of a

locally held X 509 certificate. The X. 509 certificate,
its public key, and the corresponding private key will be
used when initiating a (D) TLS connection as a (D) TLS
client."

::={ snnpTl st mParansEntry 1 }

snpTl st mPar ans St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row Conceptual rows
havi ng the val ue 'permanent’ need not allow wite-access
to any columar objects in the row "

DEFVAL { nonVolatile }
::={ snnpTl st nParansEntry 2 }

snpTl st mPar ans RowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row. This object MAY be
used to create or renove rows fromthis table.

To create arowin this table, an adm ni strator MJST set
this object to either createAndGo(4) or createAndWait(5).

Until instances of all corresponding colums are
appropriately configured, the value of the corresponding
i nstance of the ’'snnpTl st nPar ansRowSt at us’ colum is

not Ready( 3) .

In particular, a newy created row cannot be nmade active
until the corresponding 'snnpTl st nParansd i ent Fi ngerprint’
col um has been set.

The snnpTl st nPar ansd i ent Fi ngerprint object MJUST NOT be
nodi fied while the value of this object is active(l).

An attenpt to set these objects while the val ue of
snnpTl st nPar ansRowSt atus is active(l) will result in
an inconsi stentValue error.”

c:={ snnpTl st mParamsEntry 3 }

snnpTl st mAddr Count OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the nunber of entries in the
snnpTl st mAddr Tabl e. "
c:={ snnpTlstnCertificateMapping 7 }

snpTl st mAddr Tabl eLast Changed OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme.0 when the snnpTl st mAddr Tabl e
was | ast nodified through any means, or 0 if it has not



been nodified since the command responder was started.™
::={ snnpTlstnCertificateMapping 8 }

snnpTl st mAddr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SnnpTl st mAddr Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table is used by a (D) TLS client when a (D) TLS
connection is being set up using an entry in the

SNWP- TARGET-M B. It extends the SNWP- TARGET-M B’ s
snipTar get Addr Tabl e so that the client can verify that the
correct server has been reached. This verification can
use either 1) a certificate fingerprint or 2) an

identity authenticated via certification path validation

If there is an active rowin this table corresponding to
the entry in the SNWP- TARGET-M B that was used to
establish the connection and the row s

"snnpTl st mAddr Server Fi ngerprint’ colum has a non-enpty
val ue, then the server’'s presented certificate is conpared
with the snnpTl st mAddr Ser ver Fi ngerprint value (and the
"snnpTl st mAddr Serverldentity’ colum is ignored). |If the

fingerprint matches, the verification has succeeded. |If
the fingerprint does not match, then the connecti on MJST
be cl osed.

If the server’s presented certificate has passed
certification path validation (RFC 5280) to a configured
trust anchor and an active row exists with a zero-length
snnpTl st mAddr Ser ver Fi ngerprint val ue, then the

"snnpTl st mAddr Serverldentity’ colum contains the expected
host nane. This expected host nane is then conpared

agai nst the server’'s certificate as foll ows:

- Inplementati ons MJST support matchi ng the expected
host nanme against a dNSNanme in the subject Al t Nane
extension field and MAY support checking the nane
agai nst the CommonNanme portion of the subject
di stingui shed nane.

- The "*’ (ASCIl 0x2A) w ldcard character is allowed in
the dNSName of the subjectAltName extension (and in
ConmonNane, if used to store the host nane), but
only as the leftnost (least significant) DNS | abe
in that value. This wildcard matches any | eft nost
DNS | abel in the server nane. That is, the subject
* exanpl e.com mat ches the server names a.exanple.com
and b. exanpl e. com but does not match exanpl e. com or
a. b. exanpl e.com | nplenmentati ons MJST support
wildcards in certificates as specified above but MAY
provide a configuration option to disable them

- If the locally configured nane is an
i nternationalized domai n name, conform ng
i mpl ement ati ons MJUST convert it to the ASClI
Conpati bl e Encoding (ACE) format for performng
conparisons, as specified in Section 7 of RFC 5280.

If the expected host nane fails these conditions, then the
connection MJST be cl osed.

If there is norowin this table corresponding to the
entry in the SNWP- TARGET-M B and the server can be

aut hori zed by anot her, inplenentation-dependent neans,
then the connection MAY still proceed."”



c:={ snnpTlstnmCertificateMapping 9 }

snnpTl st mAddr Entry OBJECT- TYPE
SYNTAX SnnpTIl st mAddr Ent ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row containing a copy of a certificate's
fingerprint for a given snnpTarget AddrEntry. The val ues
in this row SHOULD be ignored if the connection that needs
to be established, as indicated by the SNWP- TARCET-M B
infrastructure, is not a (D) TLS-based connection. [If an
snpTl st mMAddr Entry exists for a given snnpTarget AddrEntry,
then the presented server certificate MJST match or the
connection MJUST NOT be established. If arowin this
tabl e does not exist to match an snnpTarget AddrEntry row,
then the connection SHOULD still proceed if some other
certification path validation algorithm(e.g., RFC 5280)
can be used.™
I NDEX { I MPLI ED snnpTar get Addr Nare }
::={ snnpTl st mAddr Table 1 }

SnnpTl st mMAddr Entry :: = SEQUENCE {
snpTl st mAddr Ser ver Fi nger pri nt SnnpTLSFi ngerprint,
snnpTl st mAddr Serverldentity SnnpAdmi nStri ng,
snnpTl st mAddr St or ageType St or ageType,
snnpTl st mAddr RowSt at us RowSt at us

}

snpTl st mAddr Ser ver Fi nger pri nt OBJECT- TYPE
SYNTAX SnnpTLSFi nger pri nt
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"A cryptographic hash of a public X 509 certificate. This
obj ect should store the hash of the public X 509
certificate that the renote server should present during
the (D) TLS connection setup. The fingerprint of the
presented certificate and this hash value MJST natch
exactly, or the connecti on MUST NOT be established."

DEFVAL { "" }
c:={ snnpTl st mMAddrEntry 1 }

snnpTl st mAddr Server |l dentity OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The reference identity to check against the identity
presented by the renote system™
DEFVAL { "" }
c:={ snnpTl st mMAddrEntry 2 }

snpTl st mAddr St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row Conceptual rows
havi ng the val ue 'permanent’ need not allow wite-access
to any columar objects in the row "

DEFVAL { nonVolatile }
c:={ snnpTl stmAddrEntry 3 }

snpTl st mAddr RowSt at us OBJECT- TYPE
SYNTAX RowSt at us



MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this conceptual row. This object may be
used to create or renove rows fromthis table.

To create arowin this table, an adm ni strator MJST set
this object to either createAndGo(4) or createAndWait (5).

Until instances of all corresponding colums are
appropriately configured, the value of the corresponding
i nstance of the ’'snnpTl st mMAddr RowSt at us’ colum is

not Ready( 3) .

In particular, a newy created row cannot be nmade active
until the corresponding 'snnpTl st mAddr Ser ver Fi nger pri nt
col um has been set.

Rows MUST NOT be active if the

"snnpTl st mAddr Server Fingerprint’ colum is blank and the
snnpTl st mAddr Serverldentity is set to '*', since this
woul d i nsecurely accept any presented certificate.

The snnpTl st mAddr Ser ver Fi nger pri nt obj ect MJUST NOT be
nmodi fied while the value of this object is active(l).

An attenpt to set these objects while the val ue of
snnpTl st mMAddr RowSt atus is active(l) will result in
an i nconsi stentValue error."

c:={ snnpTl st mMAddrEntry 4 }

EE R R R R R O R R R

-- snnpTlstmNotifications - Notifications Infornation

EE R I R R R R R R R R R R I O I R

snpTl st mBerver Certi fi cat eUnknown NOTI FI CATI ON- TYPE
OBJECTS { snnpTl st nSessi onUnknownServerCertificate }
STATUS current
DESCRI PTI ON
"Notification that the server certificate presented by an
SNWP over (D) TLS server was invalid because no configured
fingerprint or CA was acceptable to validate it. This may
be because there was no entry in the snnpTl st mAddr Tabl e or
because no path to a known CA coul d be found.

To avoid notification |oops, this notification MJST NOT be
sent to servers that thensel ves have triggered the
notification."

:={ snnpTlstmNotifications 1}

snnpTl st mBerverlnval i dCertifi cate NOTI FI CATI ON- TYPE
OBJECTS {
snnpTl st mAddr Ser ver Fi nger print,
snpTl st mBessi onl nval i dServer Certificates

}

STATUS current

DESCRI PTI ON
"Notification that the server certificate presented by an
SNWVP over (D) TLS server could not be validated even if the
fingerprint or expected validation path was known.
That is, a cryptographic validation error occurred during
certificate validation processing.

To avoid notification |oops, this notification MJST NOT be
sent to servers that thensel ves have triggered the
notification."



:={ snnpTlstmNotifications 2 }

EE R R R R R R I R I O R S R R I R I R O

-- snnpTl st nConpl i ances - Confornmance | nfornmation
EE R IR I I Sk I I R I R R S I R R I R I R I R I I

snpTl st mConpl i ances OBJECT | DENTI FI ER :: = { snnpTl st nConf ormance 1 }

snnpTl st m&r oups OBJECT | DENTIFIER ::= { snnpTl st nConf or mance 2 }

R I kR R R I O S R R S

-- Conpliance statenents
R S Sk S S O S S S R I Rk S kR S

snnpTl st mConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNMP engi nes that support the
SNWP- TLS-TM M B. "
MODULE
MANDATORY- GROUPS { snnpTI st nt at sG oup,
snnpTl st m ncomi ngG oup,
snpTl st mOut goi ngG oup,
snpTl st mMNot i fi cati onGoup }
::={ snnpTl st mConpl i ances 1 }

EE R R R R R R I R I O R S R R I R I R O

-- Units of conformance
EIR R R R b S IR I R R IR R R I S R I R R R R R R R I R R S R I R I b I R R R b b b b b

snpTl st 5t at sG- oup OBJECT- GROUP
OBJECTS {
snnpTl st nBessi onOpens,
snnpTl st nBessi onCl i ent d oses,
snpTl st nBessi onCpenError s,
snpTl st mBessi onAccept s,
snpTl st nBessi onSer ver Cl oses,
snnpTl st nBessi onNoSessi ons,
snnpTl st nBessi onl nval i dd i ent Certificates,
snnpTl st nBessi onUnknownSer ver Certifi cate,
snnpTl st nBessi onl nval i dServer Certificates,
snpTl st nBessi onl nval i dCaches

}
STATUS current
DESCRI PTI ON
"A collection of objects for maintaining statistical
i nformati on of an SNMP engi ne that inplenments the SNW
TLSTM "
:={ snnpTlstm&oups 1}

snnpTl st m ncom ngG oup OBJECT- GROUP
OBJECTS {

snpTl st mCert TOTSNCount
snpTl st mCert TOTSNTabl eLast Changed,
snpTl st mCert TOTSNFi nger pri nt,
snnpTl st mCert TOTSNMapType,
snnpTl st mCert TOTSNDat a,
snnpTl st mCert TOTSNSt or ageType,
snpTl st mCer t TOTSNRowSt at us

}
STATUS current
DESCRI PTI ON
"A collection of objects for maintaining i ncom ng
connection certificate mappings to tnBecurityNanmes of an
SNVP engi ne that inplenments the SNMP TLSTM "
:={ snnpTl st m& oups 2 }



snnpTl st mout goi ngG oup OBJECT- GROUP
OBJECTS {

snnpTl st mPar ansCount ,
snnpTl st nPar ansTabl eLast Changed,
snpTl st mPar ansCl i ent Fi nger print,
snpTl st mPar ans St or ageType,
snnpTl st mPar ans RowSt at us,
snnpTl st mAddr Count ,
snnpTl st mAddr Tabl eLast Changed,
snnpTl st mAddr Ser ver Fi nger print,
snpTl st mAddr Serverldentity,
snpTl st mAddr St or ageType,
snnpTl st mAddr RowSt at us

}

STATUS current

DESCRI PTI ON
"A collection of objects for maintaining outgoing
connection certificates to use when openi ng connecti ons as
a result of SNMP- TARGET-M B settings."

c:={ snnpTlstnm&oups 3 }

snnpTl st mNot i fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
snpTl st nServer Certi fi cat eUnknown,
snnpTl st nBerverlnval i dCertificate

}

STATUS current

DESCRI PTI ON
"Notifications."

c:={ snnpTl st & oups 4 }

END
<CODE ENDS>

Security Considerations

Thi s docunent updates a transport nodel that permits SNWP to utilize
(D) TLS security services. The security threats and how the TLSTM
mtigates these threats are covered throughout this docunent and in
[ RFC6353]. Security considerations for TLS are described in

Section 10 and Appendi x E of TLS 1.3 [RFC8446]. Security

consi derations for DILS are described in Section 11 of DILS 1.3

[ RFCO147] .

I mpl ement ati ons shoul d consider the | atest recommendati ons on the use
of (DTLS), such as those docunented in [ RFC9325].

SNWVP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple, by using |IPsec),
there is no control as to who on the secure network is allowed to
access and GET/ SET (read/change/create/del ete) the objects in this
M B nodul e.

It is RECOWENDED that only SNMPv3 messages using the Transport
Security Mbdel (TSM or another secure-transport-aware security nodel
be sent over the TLSTMtransport.

| ANA Consi der ati ons

| ANA has created a new registry called "SNWP-TLSTM HashAl gorit hns"
within the "Structure of Managenent Information (SM) Nunbers (MB
Modul e Regi strations)" group. The description of this registry is
"iso.org.dod.internet.ngnt.m b-2. snnpTl st "M B. snnpTI st nHashAl gorit hns
(1.3.6.1.2.1.198.4)".
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The registry has the follow ng fields: Value, Description,
Recommended, and References. The range of values is zero to 255,
with initial assignnents shown in Section 2.1. The "Recomended"
columm indicates "Y' for hashing algorithnms that are Standards Track
and are deened to be acceptable for w dely applicable current use and
"N' for hashing algorithns that reflect neanings that are not
recomrended (e.g., they do not provide sufficient security for nodern
systens, they are not Standards Track, and they have linited
applicability). A blank field indicates that no recomendation is
made (e.g., because the value is unassigned or left for private use).

This registry is expected to be updated infrequently; as such, its
values are limted to one octet.

The policy for updates to the "SNWP-TLSTM HashAl gorithns" registry is
Expert Review [ RFC8126]. Registry requests should be sent to the
<mailto:snnp-tlstmreg-review@etf.org> mailing list. Registration
requests sent to the mailing list for review SHOULD use an
appropriate subject (e.g., 'Request to register value in "SNWP-TLSTM
HashAl gorithms" registry’). 1In addition, designated experts should
consult with the <mailto:tls-reg-review@etf.org> mailing list to
make sure that any new hash al gorithns are considered for inclusion
inthis registry.

Desi gnat ed experts SHOULD ascertain the existence of suitable
docunentati on that defines a hash algorithmand SHOULD al so verify
that the request does not conflict with or duplicate other entries in
the registry. The experts should also provide a reconmendation as to
how t he "Recommended" colum of the registry should be updated. Only
publicly avail abl e specifications that represent current industry-
accepted practices should receive an assignnent of "Y' in the
"Recommended" colum; all other specific assignments in the registry
shoul d receive an assignnent of "N'. Assignnents that are
nonspecific (e.g., reserved val ues) SHOULD NOT receive an assi gned
val ue for the "Recommended" col um.

Wthin the three-week revi ew period, the designated experts wll
either approve or deny the registration request, comrunicating this
decision to the review list and | ANA. Denials SHOULD i ncl ude an
expl anation and, if applicable, suggestions as to how to nake the
request successful. Registration requests that are undeternined for
a period | onger than three weeks can be brought to the I ESG s
attention (using the <mailto:iesg@etf.org> mailing list) for

resol ution.

| ANA MUST only accept registry updates fromthe designated experts
and SHOULD direct all requests for registration to the review mailing
list. Wiile future additions to the "TLS HashAl gorithni registry
(i.e., the registry fromwhich the "SNWP- TLSTM HashAl gorithns”
registry was spawned) are not expected, any future additions to the
"TLS HashAl gorithni registry MJST be consistent with the val ues
assigned in the "SNWP-TLSTM HashAl gorithns" registry.

It is suggested that nultiple designated experts be appointed who are
able to represent the perspectives of different applications using
this specification, in order to enable broadly informed revi ews of
registration decisions. In cases where a registration decision could
be perceived as creating a conflict of interest for a particular
expert, that expert SHOULD defer to the judgnment of the other

experts.
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