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Abst ract

When using the Resource Public Key Infrastructure (RPKI), address
space holders need to issue Route Origin Authorization (ROA)
object(s) to authorize one or nore Autonompus Systens (ASes) to
originate BGP routes to | P address prefix(es). This neno discusses
operational problens that may arise from ROAs containing nmultiple IP
prefixes and recommends that each ROA contain a single IP prefix.

Status of This Meno
This nmeno docunents an Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
https://ww. rfc-editor.org/info/rfc9455
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust

i nclude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
in the Revised BSD License.
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I nt roducti on

In the RPKI, a ROA, which is a digitally signed object, identifies
that a single AS has been authorized by the address space holder to
originate BGP routes to one or nore |IP prefixes within the rel ated
address space [ RFC6482].

Each ROA contains an aslID field and an i pAddrBl ocks field. The aslD
field contains a single AS nunber that is authorized to originate
routes to the given I P address prefix(es). The ipAddrBlocks field
contains one or nore | P address prefixes to which the ASis

aut horized to originate the routes.

If the address space hol der needs to authorize nore than one AS to
advertise the same set of IP prefixes, multiple ROAs nust be issued
(one for each AS nunber [RFC6480]). Prior to this docunent, there
was no gui dance recommendi ng the i ssuance of a separate ROA for each
IP prefix or a single ROA containing multiple IP prefixes.

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Pr obl em St at enent

An address space hol der can issue a separate ROA for each of its
routi ng announcenents. Alternatively, for a given aslID, it can issue
a single ROA for nultiple routing announcenents, or even for all of
its routing announcenents. Since a given ROAis either valid or
invalid, the routing announcenents for which that ROA was issued wl|
"share fate" when it conmes to RPKI validation. Currently, no

exi sting RFCs provide recomendati ons about what kinds of ROAs to

i ssue: one per prefix or one for nultiple routing announcenents. The
probl em of fate-sharing was not discussed or addressed.

In the RPKI trust chain, the Certification Authority (CA) certificate
i ssued by a parent CA to a del egatee of sone resources nmay be revoked
by the parent at any tine, which would result in changes to resources
specified in the certificate extensions defined in [RFC3779]. Any
ROA obj ect that includes resources that are a) no longer entirely
contained in the new CA certificate or b) contained in a new CA
certificate that has not yet been discovered by Relying Party (RP)
software will be rejected as invalid. Since ROA invalidity affects
all routes specified in that ROA, unchanged resources with associated
routes via that aslD cannot be separated fromthose affected by the
change in CA certificate validity. They will fall under this invalid
ROA even though there was no intent to change their validity. Had
these resources been in a separate ROA, there would be no change to
the issuing CA certificate and therefore no subsequent invalidity.

CAs have to carefully coordi nate ROA updates with updates to a
resource certificate. This process may be automated if a single
entity manages both the parent CA and the CA issuing the ROAs
(Scenario D in [RFC8211], Section 3.4). However, in other depl oynent
scenarios, this coordination beconmes nore conpl ex.

As there is a single expiration tine for the entire ROA, expiration
will affect all prefixes in the ROA. Thus, changes to the ROA for



any of the prefixes nmust be synchronized with changes to ot her

prefi xes, especially when authorization for a prefix is tinme bounded.
Had these prefixes been in separately issued ROAs, the validity
interval would be unique to each ROA, and invalidity would only be
af fected by rei ssuance of the specific issuing parent CA certificate.

A prefix could be allowed to originate froman AS only for a specific
period of tine, for exanple, if the IP prefix was |eased out
tenmporarily. If a ROAwith multiple IP prefixes was used, this would
be nore difficult to manage, and potentially be nore error-prone.
Simlarly, nore conplex routing rmay require changes in aslD or routes
for a subset of prefixes. Reissuance of a ROA might result in
changes to the validity of previously received BGP routes covered by
the ROA's prefixes. There will be no change to the validity of
unaffected routes if a) the tine-limted resources are in separate
ROAs, or b) for nore conplex routing, each change in aslD or a change
inroutes for a given prefix is reflected in a change to a discrete
ROA.

The use of ROA with a single IP prefix can mnimze these side
effects. It avoids fate-sharing irrespective of the cause, where the
parent CA issuing each ROA renmins valid and where each ROA itself
remai ns valid.

Recomendat i ons

Unl ess the CA has good reasons to the contrary, an issued ROA SHOULD
contain a single IP prefix.

Security Considerations

I ssuing separate ROAs for independent |P prefixes may increase the
file-fetch burden on the RP during validation.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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