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I ntroduction

Runni ng |1 Pv6 on constrai ned- node networks presents chall enges due to
the characteristics of these networks, such as small packet size, |ow
power, |ow bandwi dth, and | arge nunber of devices, anobng others

[ RFC4919] [ RFC7228]. For exanple, many |EEE Std 802.15.4 variants

[ EEE-802. 15. 4] exhibit a frame size of 127 octets, whereas |Pv6
requires its underlying layer to support an MIU of 1280 bytes.
Furthernmore, those | EEE Std 802.15.4 variants do not offer
fragmentation and reassenbly functionality. (It is noted that |EEE
Std 802.15.9-2021 provides a multiplexing and fragnmentation |ayer for
the 1EEE Std 802.15.4 [IEEE-802.15.9].) Therefore, an appropriate
adapt ati on | ayer supporting fragnentation and reassenbly nust be
provi ded below I Pv6. Also, the limted |EEE Std 802.15.4 frane size
and | ow energy consunption requirenments notivate the need for packet
header compression. The |IETF | Pv6 over Low Power Wrel ess Persona
Area Network (6LoWPAN) Working G oup published a suite of
specifications that provides an adaptation |ayer to support |Pv6 over
| EEE Std 802.15.4 conprising the follow ng functionalities:

* fragmentation and reassenbly, address autoconfiguration, and a
frame format [ RFC4944]

* | Pvbe (and UDP) header conpression [ RFC6282]
* Nei ghbor Discovery Optimzation for 6LOWPAN [ RFC6775] [ RFC8505]

As Internet of Things (l1oT) services beconme nore popular, the | ETF
has defined adaptation | ayer functionality to support |Pv6 over
various |ink-layer technol ogies other than | EEE Std 802. 15. 4, such as
Bl uet ooth Low Energy (Bluetooth LE), ITUT G 9959 (Z-Wave), Digital
Enhanced Cordl ess Tel ecomruni cations - Utra Low Energy (DECT-ULE)
Mast er - Sl ave/ Token Passing (Ms/ TP), Near Field Comruni cation (NFC)
and Power Line Conmunication (PLC). The 6lo adaptation |ayers use a
variation of the 6LoWPAN stack applied to each particular |ink-Ilayer
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t echnol ogy.

The 6LOWPAN Wor ki ng Group produced the docunent entitled "Design and
Application Spaces for |Pv6 over Low Power Wreless Personal Area
Net wor ks (B6LOWPANs) " [ RFC6568], which describes potential application
scenarios and use cases for LoOWPANs. The present docunment ains to
provi de gui dance to an audience that is newto the | Pv6 over
const rai ned- node networks (6l 0) concept and want to assess its
application to the constrai ned-node network of their interest. This
6l o applicability docunent describes a few sets of practical 6lo
depl oynent scenari os and use-case exanples. In addition, it

consi ders various network design space di nensions, such as

Depl oyment, Network Size, Power Source, Connectivity, Milti-Hop
Conmuni cation, Traffic pattern, Mbility, and QS requirenments (see
Appendi x A).

Thi s docunent provides the applicability and use cases of 6l o,
considering the foll owi ng aspects:

* Various loT-related wired or wireless |link-layer technol ogies
providing practical information about such technol ogi es.

* General guidelines on how the 6LOWPAN stack can be nodified for a
gi ven L2 technol ogy.

* Various 6l 0o use cases and practical deploynment exanpl es.

Note that the use of "master" and "slave" have been retained in this
docunment to align with use within the industry (e.g., [TlIA-485-A] and
[ BACnet]).

6l o Li nk-Layer Technol ogi es
1. ITUT G 9959

The I TU-T G 9959 Recommendation [ G 9959] targets LoWPANs and defi nes
physi cal -1 ayer and |ink-layer functionality. Physical |ayers of 9.6
kbit/s, 40 kbit/s, and 100 kbit/s are support ed.

[ G 9959] defines how a unique 32-bit HonelD network identifier is
assigned by a network controller and how an 8-bit Nodel D host
identifier is allocated to each node. NodelDs are unique within the
network identified by the Honel D. The G 9959 Honel D represents an

I Pv6 subnet that is identified by one or nore |Pv6 prefixes
[RFC7428]. |ITU-T G 9959 can be used for smart hone applications, and
the transm ssion range is 100 neters per hop

2. Bluetooth LE

Bl uetooth LE was introduced in Bluetooth 4.0, enhanced in Bl uetooth
4.1, and devel oped further in successive versions. The data rate of
Bl uetooth LE is 125 kb/s, 500 kb/s, 1 Mdi/s, 2 Mi/s; and nmax

transm ssion range is around 100 neters (outdoors). The Bluetooth
Special Interest Goup (Bluetooth SIG has al so published the
Internet Protocol Support Profile (1PSP). The | PSP enabl es discovery
of | P-enabl ed devices and establishnent of |ink-layer connections for
transporting | Pv6 packets. |Pv6 over Bluetooth LE is dependent on
both Bluetooth 4.1 [BTCorev5.4] and IPSP 1.0 [IPSP] or newer.

Many devi ces such as mobil e phones, notebooks, tablets, and other
handhel d computi ng devi ces that support Bluetooth 4.0 or subsequent
versi ons al so support the | owenergy variant of Bluetooth. Bluetooth
LE is al so being included in nmany different types of accessories that
col laborate with nobile devices. An exanple of a use case for a

Bl uetooth LE accessory is a heart rate nonitor that sends data via
the nmobil e phone to a server on the Internet [ RFC7668]. A typica
usage of Bluetooth LE is smartphone-based interaction with



constrai ned devices. Bluetooth LE was originally designed to enable
star topol ogy networks. However, recent Bl uetooth versions support
the formation of extended topol ogies, and | Pv6 support for nesh

net wor ks of Bluetooth LE devices has been devel oped [ RFC9159].

. 3. DECT-ULE

DECT-ULE is a |l owpower air interface technology that is designed to
support both circuit-swi tched services, such as voice comruni cation,
and packet-npde data services at nodest data rate [ TS102.939-1]

[ TS102. 939- 2] .

The DECT- ULE protocol stack consists of the physical |ayer operating
at frequencies in the dedicated 1880 - 1920 MHz frequency band
dependi ng on the region and uses a synbol rate of 1.152 Mips. Radio
bearers are allocated by use of Frequency-Division Miltiplex (FDVA),
Ti me-Di vision Miltiple Access (TDVA), and Ti ne-Divi si on Dupl ex (TDD)
techni ques. The coverage distance is from 70 meters (indoors) to 600
meters (outdoors).

In its generic network topol ogy, DECT is defined as a cellular
network technol ogy. However, the nost common configuration is a star
network with a single Fixed Part (FP) defining the network with a
nunber of Portable Parts (PPs) attached. The Medi um Access Control
(MAC) | ayer supports classical DECT as this is used for services |ike
di scovery, pairing, and security features. Al these features have
been reused from DECT.

The DECT- ULE device can switch to the ULE node of operation,
utilizing the new Utra Low Energy (ULE) MAC | ayer features. The
DECT- ULE Data Link Control (DLC) provides nmultiplexing as well as
segnentation and re-assenbly for |arger packets fromlayers above.
The DECT-ULE | ayer also inplenments per-nessage authentication and
encryption. The DLC | ayer ensures packet integrity and preserves
packet order, but delivery is based on best effort.

The current DECT-ULE MAC | ayer standard supports | ow bandw dth data
broadcast. However, the usage of this broadcast service has not yet
been standardi zed for higher |layers [ RFC8105]. DECT-ULE can be used
for smart nmetering in a hone.

.4. MBS/ TP

M5/ TP is a MAC protocol for the RS-485 [Tl A-485-A] physical |ayer and
is used primarily in building automati on networks.

An M5/ TP device is typically based on a | owcost microcontroller with
limted processing power and menory. These constraints, together
with | ow data rates and a small MAC address space, are simlar to
those faced in 6LOWPAN networks. M/ TP differs significantly from
6LOWPAN in at |east three respects:

a. MS/ TP devices are typically mains powered.

b. Al M/ TP devices on a segnent can conmunicate directly, so there
are no hidden node issues or nmesh routing issues.

c. The latest MS/ TP specification provides support for |arge
payl oads, elimnating the need for fragnmentation and reassenbly
bel ow | Pv6.

M5/ TP i s designed to enable nultidrop networks over shiel ded twi sted
pair wiring. |t can support network segnents up to 1000 neters in
length at a data rate of 115.2 kbit/s or segnents up to 1200 neters
inlength at lower bit rates. An MS/TP interface requires only a
Uni versal Asynchronous Receiver Transmitter (UART), an RS-485



[ TIA-485-A] transceiver with a driver that can be disabled, and a 5
nms resolution tinmer. The MS/TP MAC is typically inplenented in
sof t war e

Because of its long range (~1 kn), MS/ TP can be used to connect
renote devices (such as district heating controllers) to the nearest
buil ding control infrastructure over a single |ink [ RFC8163].

NFC

NFC t echnol ogy enabl es secure interactions between el ectronic

devi ces, allow ng consumers to perform contactless transactions,
access digital content, and connect electronic devices with a single
touch [LLCP-1.4]. The distance between sender and receiver is 10 cm
or less. NFC conplenments many popul ar consuner-| evel wrel ess
technol ogies by utilizing the key elenents in existing standards for
contactl ess card technol ogy.

Extendi ng the capability of contactless card technol ogy, NFC al so
enabl es devices to share information at a distance that is |less than
10 cmw th a naxi mum comruni cati on speed of 424 kbps. Users can
share busi ness cards, nake transactions, access information froma
smart poster, or provide credentials for access control systens with
a sinple touch.

NFC s bidirectional comunication ability is suitable for
establ i shing connections with other technol ogies by the sinplicity of
touch. In addition to the easy connection and quick transactions,
sinple data sharing is available [ RFC9428]. NFC can be used for
secure transfer services where privacy is inportant.

PLC

PLC is a data transm ssion technique that utilizes power conductors
as the medium [ RFC9354]. Unlike other dedi cated conmmuni cation
infrastructure, power conductors are w dely avail abl e i ndoors and
outdoors. Mdreover, w red technol ogi es cause less interference to
the radi o nmediumthan wirel ess technologies and are nore reliable
than their wireless counterparts.

The tabl e bel ow shows sone avail abl e open standards defining PLC

B S el e ey s e e
| PLC Systens | Frequency Range | Type | Data | Distance

I I I | Rate | |
B ool e s e e s e e et o}
| TEEE 1901 | < 100 MHz | Broadband | 200 | 1000 m |
I I I I Mps | I
F-- - - - - - I e I T R I F--- - - - F--- - - +
| | EEE 1901.1 | < 12 M | PLGloT | 10 | 2000 m |
I I I I Mps | I
I I I I I R +
| IEEE 1901.2 | < 500 kHz | Narrowband | 200 | 3000 m |
I I I I kbps | I
F-- - - - - - I e I T R I F--- - - - F--- - - +
| &-PLC | < 500 kHz | Narrowband | 234 | 3000 m |
I I I I kbps | I
I I I I I R +

Table 1: Sone Avail able Open Standards in PLC

| EEE Std 1901 [I| EEE-1901] defines a broadband variant of PLC, but it
is only effective within short range. This standard addresses the
requirenents of high data rates such as the Internet, HDTV, audio,
and gam ng.



| EEE Std 1901.1 [l EEE-1901. 1] defines a medium frequency band (Il ess
than 12 MHz) broadband PLC technol ogy for smart grid applications
based on Orthogonal Frequency Division Miultiplexing (OFDM. By

achi eving an extended commruni cation range with medi um speeds, this
standard can be applied in both indoor and outdoor scenarios, such as
Advanced Metering Infrastructure (AM), street lighting, electric
vehicl e charging, and a smart city.

| EEE Std 1901.2 [| EEE-1901. 2] defines a narrowband variant of PLC
with a lower data rate but a significantly higher transm ssion range
that could be used in an indoor or even an outdoor environnent. A
typical use case of PLCis a smart grid.

&B-PLC [&B-PLC] is a narrowband PLC technology that is based on the

I TUT G 9903 Recomendation [G 9903]. The ITUT G 9903

Recomendati on contai ns the physical |ayer and data |ink-I|ayer
specification for the G3-PLC narrowband OFDM power |ine conmunication
transceivers, for comunications via alternating current and direct
current electric power |lines over frequency bands bel ow 500 kHz.

. 7. Conparison between 6l o Link-Layer Technol ogi es
In the above subsections, various 6lo link-1ayer technol ogies are

described. The follow ng table shows the domi nant paranmeters of each
use case corresponding to the 6lo |ink-Iayer technol ogy.

R ety ety pjepp—————(———— ety b —_— pjp—j—————— —j{—p——————
| | Z-Wave | Bluetooth | DECT-ULE] MS/TP | NFC | PLC |
I I I LE I I I I I
R ety gty g ——————— ety pl—————— ey Sl —pp—j——r o}
| Usage | Honme | Interact | Meter |Building| Secure | Smart |
| | Autom | w Snart |Reading | Autom | Transfer| Gid |
I I |  Phone | I I I I
b bl ISR L Feo e Feo e Feo e I +
| Topol ogy| L2-mesh | Star & | Star, | MS/TP, | P2P, |Star Tree|
| & | or | Mesh | No mesh | No nesh | L2-mesh | Mesh |
| Subnet |L3-nesh | | | | | |
+=========- - - - - - - - Feom e m - - [ [ [ Fom o - - +
| Mobility]| No | Yes | No | No | Yes | No |
| Req. | I I I I I I
[ bty (SEPRESEPSE Feo e e Feo e e Feo e e Fe e e e - +
| Buffering| Yes | Yes | Yes | Yes | Yes | Yes |
| Req. | I I I I I I
+=========- - - - - - - - Feom e m - - [ [ [ Fom o - - +
| Latency,| Yes | Yes | Yes | Yes | Yes | Yes |
| QoS Req. | I I I I I I
[ bty (SEPRESEPSE Feo e e Feo e e Feo e e Fe e e e - +
| Frequent| No | No | No | Yes | No | No |
| Tx Req. | I I I I I I
+=========- - - - - - - - Feom e m - - [ [ [ Fom o - - +
|  RFC | RFC 7428| RFC 7668 | RFC 8105| RFC 8163| RFC 9428| RFC 9354|
I I | RFC 9159 | I I I I
[ bty (SEPRESEPSE Feo e e Feo e e Feo e e Fe e e e - +

Tabl e 2: Conpari son between 6l o Link-Layer Technol ogi es
Gui delines for Adopting an | Pv6 Stack (6l 0)

6l o ainms to reuse and/or adapt existing 6LOWPAN functionality in
order to efficiently support |Pv6 over a variety of 10T L2

technol ogies. The follow ng guideline targets new candi dat e-
constrained L2 technol ogies that may be considered for running a
nmodi fi ed 6LOWPAN stack on top. The nodification of the 6LOWPAN stack
shoul d be based on the foll ow ng:

Addr essi ng Model :



The addressi ng nodel determ nes whether the device is capabl e of
formng IPv6 |ink-local and gl obal addresses, and what is the best
way to derive the | Pv6 addresses for the constrained L2 devices.

| Pv6 addresses that are derived froman L2 address are specified
in [RFC4944], but there are inplications for privacy. The reason
is that the L2 address in 6lo link-layer technologies is alittle
short, and devi ces can becone vulnerable to the various threats.
For gl obal usage, a unique |IPv6 address nust be derived using an
assigned prefix and a unique interface ID. [RFC8065] provides
such gui delines. For MAC-derived | Pv6 addresses, refer to

[ RFC8163] for mapping exanpl es. Broadcast and multicast support
are dependent on the L2 networks. Mst | ow power L2

i npl ementations map nulticast to broadcast networks. So care nust
be taken in the design for when to use broadcast, trying to stick
to uni cast nessagi ng whenever possible.

MIU Consi der ati ons:
The depl oyment shoul d consi der packet maxi mumtransni ssion unit
(MIU) needs over the link | ayer and should consider if
fragnmentation and reassenbly of packets are needed at the 6LoWPAN
| ayer. For exanple, if the link |ayer supports fragnentati on and
reassenbly of packets, then the 6LOWPAN | ayer nay not need to
support fragnmentation and reassenbly. |In fact, for greatest
ef ficiency, choosing a | owpower link [ayer that can carry
unf ragnment ed applicati on packets would be optinmal for packet
transm ssion if the deploynent can afford it. Please refer to 6lo
RFCs [ RFC7668], [RFC8163], and [ RFC8105] for exanpl e guidance.

Mesh or L3 Routi ng:
6LoWPAN speci fications provide nechani sns to support mesh routing

at L2, a configuration called "mesh-under” [RFC6606]. It is also
possible to use an L3 routing protocol in 6LoWPAN, an approach
known as "route-over". [RFC6550] defines RPL, an L3 routing

protocol for | ow power and | ossy networks using directed acyclic
graphs. 6LOWPAN i s routing-protocol -agnostic and does not specify
any particular L2 or L3 routing protocol to use with a 6LOWPAN

st ack.

Addr ess Assi gnnent:
6LoWPAN devel oped a new version of |Pv6 Nei ghbor Di scovery
[ RFC4861] [ RFC4862]. 6LOWPAN Nei ghbor Di scovery [ RFC6775]
[ RFC8505] inherits from | Pv6 Nei ghbor Di scovery for nechanisns
such as Statel ess Address Autoconfiguration (SLAAC) and Nei ghbor
Unreachability Detection (NUD). A 6LoOoWPAN node is al so expected
to be an I Pv6 host per [RFC8200], which neans it should ignore
consuned routing headers and hop-by-hop options. When operating
in an RPL network [RFC6550], it is also beneficial to support |P-
in-1P encapsul ati on [ RFC9008]. The 6LoWPAN node shoul d al so
support the registration extensions defined in [ RFC8505] and use
the nmechani smas the default Nei ghbor Discovery nmethod. It is the
responsibility of the deploynent to ensure uni que gl obal |Pv6
addresses for Internet connectivity. For local-only connectivity,
| Pv6 Uni que Local Address (ULA) may be used. [RFC6775] and
[ RFC8505] specify the 6LoWPAN Border Router (6LBR), which is
responsi ble for prefix assignment to the 6LoWPAN network. A 6LBR
can be connected to the Internet or to an enterprise network via
one of the interfaces. Please refer to [ RFC7668] and [ RFC8105]
for exanpl es of address assignnment considerations. In addition,
privacy considerations in [ RFC8065] nust be consulted for
applicability. In certain scenarios, the depl oynent nay not
support | Pv6 address autoconfiguration due to regulatory and
busi ness reasons and nmay choose to offer a separate address
assi gnnent service. Address-Protected Nei ghbor Discovery
[ RFC8928] enabl es source address validati on [ RFC6620] and protects
the address ownershi p agai nst inpersonation attacks.
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1.

Br oadcast Avoi dance:

6LoWPAN Nei ghbor Di scovery ains to reduce the anount of nulticast
traffic of classic Neighbor Discovery, since IP-level multicast
translates into L2 broadcast in many L2 technol ogies [ RFC6775].
6LoWPAN Nei ghbor Di scovery relies on a proactive registration to
avoid the use of nulticast for address resolution. It also uses a
uni cast met hod for Duplicate Address Detection (DAD) and avoids
mul ticast | ookups fromall nodes by using non-onlink prefixes.
Rout er Advertisenents (RAs) are al so sent in unicast, in response
to Router Solicitations (RSs).

Host-to-Router |Interface:

6l o has defined registration extensions for 6LOoWPAN Nei ghbor

Di scovery [ RFC8505]. This effort provides a host-to-router
interface by which a host can request its router to ensure
reachability for the address registered with the router. Note
that functionality has been devel oped to ensure that such a host
can benefit fromrouting services in a RPL network [ RFC9010].

Pr oxy Nei ghbor Di scovery:

Further functionality also allows a device (e.g., an energy-
constrai ned device that needs to sleep nost of the tine) to
request proxy Nei ghbor Discovery services froma 6LoOWPAN Backbone
Rout er (6BBR) [ RFC8505] [RFC8929]. The latter RFC federates a
nunber of links into a nulti-link subnet.

Header Conpression

| Pv6 header conpression [RFC6282] is a vital part of |Pv6 over

| ow- power conmuni cation. Exanples of header conpression over
different |ink-1ayer specifications are found in [RFC7668],

[ RFC8163], and [ RFC3105]. A generic header conpression technique
is specified in [RFC7400]. For 6LoOoWPAN networks where RPL is the
routing protocol, there are 6LOWPAN header conpressi on extensions
that allow conpressing the RPL artifacts used when forwarding
packets in the route-over mesh [ RFC8138] [ RFC9035].

Security and Encryption:

Though 6LOWPAN basi c specifications do not address security at the
network |ayer, the assunption is that L2 security nust be present.
Nevert hel ess, care nust be taken since specific L2 technol ogies
may exhibit security gaps. Typically, 6lo L2 technol ogi es (see
Section 2) offer security properties such as confidentiality and/
or message authentication. 1In addition, end-to-end security is

hi ghly desirable. Protocols such as DILS/TLS, as well as nhject
Security, are being used in the constrai ned-node network domain

[ SEC- PROT- COWP] . The relevant | ETF working groups shoul d be
consulted for application and transport |evel security. The |IETF
has worked on address authentication [RFC8928], and secure

boot strapping is also being discussed in the | ETF. However, there
may be other security nechanisns available in a depl oynent through
ot her standards, such as hardware-level security or certificates
for the initial booting process. In order to use security

mechani sms, the inplementation needs to be able to afford it in
terns of processing capabilities and energy consunption

Addi ti onal Processing:

[ RFC8066] defines guidelines for ESC di spatch octets used in the
6LoWPAN header. The ESC type is defined to use additiona

di spatch octets in the 6LOWAN header. An inplenentation nmay take
advant age of the ESC header to offer a depl oyment-specific
processi ng of 6LOWPAN packets.

6l o Depl oynent Exanpl es

W -SUN Usage of 6l o in Network Layer



Wreless Smart Ubi quitous Network (W-SUN) [W-SUN] is a technol ogy
based on | EEE Std 802.15.4g [| EEE-802. 15.4]. W -SUN networks support
star and nesh topol ogies as well as hybrid star/nesh depl oynents, but
these are typically laid out in a nmesh topol ogy where each node
relays data for the network to provide network connectivity. W-SUN
net wor ks are depl oyed on both grid-powered and battery-operated

devi ces [ RFC8376] .

The main application donmains using W-SUN are smart utility and snart
city networks. The W-SUN Alliance Field Area Network (FAN)
primarily covers outdoor networks. The W-SUN FAN specification
defines an | Pv6-based protocol suite that includes TCP/UDP, |Pv6, 6|0
adaptation | ayer, DHCPv6 for |Pv6 address managenent, RPL, and

| CMPV6.

4.2. Thread Usage of 6lo in the Network Layer

Thread is an | Pv6-based networking protocol stack built on open

st andards, designed for smart hone environnments, and based on | ow
power | EEE Std 802.15.4 nesh networks. Because of its |Pv6
foundation, Thread can support existing popul ar application |ayers
and 10T platformnms, provide end-to-end security, ease devel oprnent, and
enabl e flexible designs [Thread].

The Thread specification uses the | EEE Std 802.15.4 [ EEE-802. 15. 4]
physical and MAC | ayers operating at 250 kbps in the 2.4 GHz band.

Thread devi ces use 6LOWPAN, as defined in [ RFC4944] and [ RFC6282],
for transm ssion of |Pv6 packets over |EEE Std 802.15. 4 networks.
Header conpression is used within the Thread network, and devices
transmtting nessages conpress the I Pv6 header to m nimze the size
of the transmtted packet. The nesh header is supported for |ink-

| ayer (i.e., mesh-under) forwarding. The nmesh header as used in
Thread al so allows efficient end-to-end fragnmentati on of nmessages
rat her than the hop-by-hop fragnentation specified in [ RFC4944].
Mesh-under routing in Thread is based on a distance vector protoco
in a full nmesh topol ogy.

4.3. G3-PLC Usage of 6l o in Network Layer
&B-PLC [&B-PLC] is a narrowband PLC technology that is based on the
I TUT G 9903 Recommendation [ G 9903]. G3-PLC supports nulti-hop nesh
network topology and facilitates highly reliable, |ong-range
communi cation. Wth the abilities to support IPv6 and to cross
transforners, G-PLC is regarded as one of the next-generation
nar r owband PLC technol ogies. G3-PLC has got massive depl oynents over
several countries, e.g., Japan and France.
The main application domains using G3-PLC are smart grid and smart
cities. This includes, but is not limted to, the follow ng
appl i cations:
* smart metering
* vehicle-to-grid comunication
* denmand response
* distribution autonation
* home/ bui | di ng energy managenent systens
* spart street lighting

* AM backbone network



* wind/solar farmnonitoring

In the G3-PLC specification, the 6l o adaption layer utilizes the
6LoWPAN functions (e.g., header conpression, fragnentation, and
reassenbly). However, due to the different characteristics of the
PLC nmedi a, the 6LOWPAN adaptation |ayer cannot perfectly fulfill the
requi renments [ RFC9354]. The ESC di spatch type is used in the G3-PLC
to provide fundanental mesh routing and bootstrapping functionalities
[ RFCB8066] .

4.4. Netricity Usage of 6lo in the Network Layer
The Netricity programin the HomePl ug Powerline Alliance [ NETRI Cl TY]
pronotes the adoption of products built on the IEEE Std 1901.2 | ow
frequency narrowband PLC standard [ EEE-1901. 2], which provides for
urban and | ong-di stance communi cati ons and propagation through
transforners of the distribution network using frequenci es bel ow 500
kHz. The technol ogy al so addresses requirenments that assure
communi cati on privacy and secure networks.
The nmain application donmains using Netricity are smart grid and snart
cities. This includes, but is not linmted to, the follow ng
appl i cations:
* utility grid nodernization
* distribution automation
* nmeter-to-grid connectivity
* mcrogrids
* grid sensor conmunications
* load control
* demand response
* net nmetering
* street lighting contro
* photovol taic panel nonitoring
The Netricity systemarchitecture is based on the physical and MAC
| ayers of IEEE Std 1901.2. Regarding the 6l o adaptation |ayer and an
I Pv6 network layer, Netricity utilizes IPv6 protocol suite including
6l o/ 6LOWPAN header conpression, DHCPv6 for | P address nanagement, RPL
routing protocol, |1CWPv6, and unicast/nulticast forwarding. Note
that the L3 routing in Netricity uses RPL in non-storing node with
the MRHOF (M ni mum Rank with Hysteresis Objective Function) based on
their own defined Estimated Transmi ssion Tinme (ETT) netric.

5. 6l o Use-Case Exanpl es

As | Pv6 stacks for constrai ned-node networks use a variation of the
6LoWPAN st ack applied to each particular |ink-layer technol ogy,

various 6l o use cases can be provided. 1In this section, various 6lo
use cases, which are based on different link-layer technol ogies, are
descri bed.

5. 1. Use Case of ITUT G 9959: Smart Hone

Z-\Wve is one of the main technol ogies that may be used to enable
smart home applications. Born as a proprietary technol ogy, Z-Vave
was specifically designed for this particular use case. Recently,



the Z-Wave radio interface (physical and MAC | ayers) has been
standardi zed as the ITU T G 9959 specification [G 9959].

Exampl e: Use of ITUT G 9959 for Honme Autonation

A variety of home devices (e.g., light dimers/sw tches, plugs,
thermostats, blinds/curtains, and renote controls) are augnented
with ITUT G 9959 interfaces. A user nmay turn honme appliances on
and off, or the user may control them by pressing a wall switch or
a button on a renote control. Scenes nay be progranmed so that
the hone devi ces adopt a specific configuration after a given
event. Sensors may al so periodically send neasurenents of severa
paraneters (e.g., gas presence, light, tenperature, humdity),
which are collected at a sink device, or may generate conmands for
actuators (e.g., a snoke sensor may send an al arm nessage to a
safety systenj.

The devices involved in the described scenario are nodes of a network
that follows the mesh topol ogy, which is suitable for path diversity
to face indoor multipath propagation issues. The multi-hop paradi gm
al | ows end-to-end connectivity when direct range conmuni cation i s not
possi bl e.

.2. Use Case of Bluetooth LE: Smartphone-Based | nteraction

The key feature behind the current high Bluetooth LE nomentumis its
support in a large majority of smartphones in the market. Bluetooth
LE can be used to allow interacti on between a snartphone and
surroundi ng sensors or actuators. Furthernore, Bluetooth LE is also
the main radio interface currently available in wearables. Since a
smart phone typically has several radio interfaces that provide

I nternet access, such as W-Fi or cellular, a smartphone can act as a
gateway for nearby devices, such as sensors, actuators, or wearables
Bl uetooth LE may be used in several domains, including healthcare,
sports/wel |l ness, and home autonati on.

Exanmpl e: Use of a Body Area Network Based on Bluetooth LE for Fitness

A person wears a smartwatch for fitness purposes. The smartwatch
has several sensors (e.g., heart rate, accel eroneter, gyroneter,
GPS, and tenperature), a display, and a Bluetooth LE radio
interface. The smartwatch can show fitness-related statistics on
its display. However, when a paired smartphone is in range of the
smartwatch, the latter can report alnobst real -tine neasurenents of
its sensors to the snmartphone, which can forward the data to a
cloud service on the Internet. 6lo enables this use case by
providing efficient end-to-end I Pv6 support. In addition, the
smartwat ch can receive notifications (e.g., alarmsignals) from
the cloud service via the smartphone. On the other hand, the
smart phone may | ocal ly generate nessages for the smartwatch, such
as e-mmil reception or cal endar notifications.

The functionality supported by the smartwatch may be conpl emented by
ot her devices, such as other on-body sensors, wreless headsets, or
head- nount ed di splays. All such devices may connect to the

smart phone, creating a star topol ogy network whereby the smartphone
is the central conponent. Support for extended network topol ogies
(e.g., nesh networks) is being developed as of the witing of this
docunent .

. 3. Use Case of DECT-ULE: Snart Hone

DECT is a technology widely used for wirel ess tel ephone

communi cations in residential scenarios. Since DECT-ULE is a | ow
power variant of DECT, DECT-ULE can be used to connect constrained
devi ces (such as sensors and actuators) to a Fixed Part (FP), a



device that typically acts as a base station for wrel ess tel ephones.
In this case, additionally, the FP nust have a data network
connection. Therefore, DECT-ULE is especially suitable for the
connected hone space in application areas such as hone autonati on,
smart netering, safety, and healthcare. Since DECT-ULE uses

dedi cated bandwi dth, it avoids this coexistence issues suffered by

ot her technol ogi es that use, for exanmple, Industrial, Scientific, and
Medi cal (ISM frequency bands.

Exanpl e: Use of DECT-ULE for Smart Metering

The smart electricity neter of a hone is equipped with a DECT- ULE
transceiver. This device is in the coverage range of the FP of
the home. The FP can act as a router connected to the Internet.
This way, the smart nmeter can transnmit electricity consunption
readi ngs through the DECT-ULE link with the FP, and the latter can
forward such readings to the utility conpany using Wde Area
Network (WAN) links. The neter can also receive queries fromthe
utility conpany or from an advanced energy control system
controll ed by the user, which may al so be connected to the FP via
DECT- ULE

5.4. Use Case of MS/TP: Buil ding Autonation Networks

The primary use case for |1Pv6 over MS/ TP (6LoBAC) is in building

aut omati on networks. [BACnet] is the open, international standard
protocol for building automati on, and M5/ TP is defined in [ BACnet]
Clause 9. MS/ TP was designed to be a |owcost, multi-drop field bus
to interconnect the nost nunmerous el enents (sensors and actuators) of
a building automation network to their controllers. A key aspect of
6LOBAC is that it is designed to co-exist with BACnet MS/ TP on the
same link, easing the ultinmate transition of sone BACnet networks to
fundanental end-to-end |Pv6 transport protocols. New applications
for 6LOBAC nmay be found in other domains where | ow cost, |ong

di stance, and |low latency are required. Note that BACnet conprises
various networking solutions other than M5/ TP, including the recently
energed BACnet I P. However, the latter is based on high-speed

Et hernet infrastructure, and it is outside of the constrained-node
net wor kK scope.

Exanpl e: Use of 6L0OBAC in Buil di ng Autonation Networks

The majority of installations for MS/TP are for "termnal" or
"unitary" controllers, i.e., single zone or roomcontrollers that
may connect to HVAC or other controls such as lighting or blinds.
The econonics of daisy chaining a single twi sted pair between
multiple devices is often preferred over hone-run, Cat-5-style

Wi ring.

A multi-zone controller mght be inplenmented as an | P router between
a classical Ethernet link and several 6LOBAC |inks, fanning out to
multiple termnal controllers

The superior distance capabilities of MS/TP (~1 knm) conpared to other
6l o nedia may suggest its use in applications to connect renote
devices to the nearest building infrastructure. For exanple, renote
punpi ng or neasuring stations with noderate bandw dth requirenents
can benefit fromthe | owcost and robust capabilities of MS/ TP over
other wired technol ogi es such as DSL, without the |ine-of-sight
restrictions or hop-by-hop latency of many | owcost wirel ess

sol utions.

5.5. Use Case of NFC. Alternative Secure Transfer

In different applications, a variety of secured data can be handl ed
and transferred. Depending on the security level of the data,



different transfer nethods can be alternatively sel ected.

Exanmpl e: Use of NFC for Secure Transfer in Healthcare Services with
Tel e- Assi st ance

An ol der adult who lives al one wears one to several wearable 6lo
devices to neasure heartbeat, pulse rate, etc. Oher 6|0 devices
are densely installed at hone for novenent detection. A 6LBR at
home will send the sensed information to a connected heal thcare
center. Portable base stations with displays nay be used to check

the data at home, as well. Data is gathered in both periodic and
event-driven fashion. 1In this application, event-driven data can
be very time critical. |In addition, privacy becones a serious

issue in this case, as the sensed data is very personal

Wil e the older adult is provided audi o and video heal thcare services
by a tel e-assi stance based on cellul ar connections, the ol der adult
can alternatively use NFC connections to transfer the personal sensed
data to the tel e-assi stance. Hackers can overhear the data based on
the cellular connection, but they cannot gather the personal data
over the NFC connection

.6. Use Case of PLC. Smart Gid

The smart grid concept is based on depl oyi ng numerous operational and
energy measuring subsystens in an electricity grid system It
conprises nmultiple administrative |evels and segnents to provide
connectivity anong these nunmerous conponents. Last mile connectivity
is established over the Low Vol tage segnent, whereas connectivity
over electricity distribution takes place over the Hi gh-Voltage
segment. Smart grid systens include AM, Demand Response, Hone
Ener gy Managenent System and Wde Area Situational Awareness (WASA),
anong ot hers

Al't hough other wired and wireless technologies are also used in a
smart grid, PLC benefits fromreliable data conmunication over

el ectrical power lines that are already present, and the depl oynent
cost can be conparable to wirel ess technologies. The 6lo-related
scenarios for PLC mainly lie in the Low Voltage PLC networks with
nmost applications in the area of advanced nmetering infrastructure,
vehi cl e-to-grid comuni cations, in-hone energy nanagenent, and smart
street |ighting.

Exampl e: Use of PLC for AM

Househol d el ectricity nmeters transnit tinme-based data of electric
power consunption through PLC. Data concentrators receive all the
meter data in their corresponding living districts and send them
to the Meter Data Managenent System through a WAN network (e.g.,
Medi um Vol tage PLC, Ethernet, or CGeneral Packet Radi o Service
(GPRS)) for storage and anal ysis. Two-way comuni cations are

enabl ed, which nmeans snart neters can performactions |ike
notification of electricity charges according to the comrands from
the utility conpany.

Wth the existing power line infrastructure as a communication

medi um the cost of building up the PLC network is naturally saved,
and nore inportantly, |abor and operational costs can be mnim zed
froma long-termperspective. Furthernore, this AM application
speeds up electricity charging, reduces |osses by restraini ng power
theft, and hel ps to manage the health of the grid based on line |oss
anal ysi s.

Exanmpl e: Use of PLC (I EEE Std 1901.1) for WASA in a Smart Gid

Many subsystens of a smart grid require | ow data rates, and
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narrowband variants (e.g., |EEE Std 1901.1) of PLC fulfill such
requirenents. Recently, nore conplex scenarios are energing that
require higher data rates

A WASA subsystemis an appropriate exanple that collects |arge
anounts of information about the current state of the grid over a
wi de area fromelectric substations as well as power transm ssion
lines. The collected feedback is used for nonitoring, controlling,
and protecting all the subsystens.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

Thi s docunent does not create security concerns in addition to those
described in the Security Considerations sections of the 6lo
adaptation |layers considered in this docunment [RFC7428], [RFC7668],

[ RFC8105], [RFC8163], [RFC9159], [RFC9428], and [ RFC9354].

Nei ghbor Discovery in 6lo |links may be susceptible to threats as
detailed in [ RFC3756]. Mesh routing is expected to be common in sone
6l o networks, such as ITUT G 9959 networks, Bluetooth LE nmesh

net wor ks, and PLC networks. This inplies additional threats due to
ad hoc routing as per [KW3]. Most of the L2 technol ogi es consi dered
in this docunent (i.e., ITUT G 9959, Bluetooth LE, DECT-ULE, and
PLC) support |ink-layer security. Making use of such provisions wll
alleviate the threats nentioned above. Note that NFC is often
considered to offer intrinsic security properties due to its short
link range. MS/ TP does not support |ink-layer security, since inits
origi nal BACnet protocol stack, security is provided at the network

| ayer; thus, alternative security functionality needs to be used for
a 6l o-based protocol stack over Ms/ TP

End-to-end conmunication is expected to be secured by means of conmon
mechani sms, such as | Psec, DILS/TLS, bject Security [RFC3613], and
Epheneral Diffie-Hell man Over COSE ( EDHOC) [ EDHOC] .

The 6l 0o stack uses the | Pv6 addressing nmodel. The inplications for
privacy and network performance of using L2-address-derived |Pv6
addresses need to be considered [ RFC8065].
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Appendi x A.  Design Space Dinensions for 6l o Depl oynent

[ RFC6568] lists the dinmensions used to describe the design space of
wi rel ess sensor networks in the context of the 6LOWPAN Wor ki ng G oup.
The design space is already linted by the unique characteristics of
a LoWPAN (e.g., |low power, short range, low bit rate). In Section 2
of [RFC6568], the follow ng design space di nensions are descri bed:
Depl oynment, Network Size, Power Source, Connectivity, Milti-Hop
Conmruni cation, Traffic Pattern, Mbility, and Quality of Service
(QS). However, in this docunment, the follow ng design space

di mensi ons are consi dered:

Depl oynent / Boot st r appi ng:
6l o nodes can be connected randomy or in an organi zed nmanner.
The bootstrapping has different characteristics for each |ink-
| ayer technol ogy.

Topol ogy:
Topol ogy of 6lo networks may inherently follow the characteristics
of each link-layer technology. Point-to-point, star, tree, or
mesh t opol ogi es can be configured, depending on the |link-Iayer
technol ogy consi dered.

L2-mesh or L3-nesh:
L2-mesh and L3-nesh may inherently follow the characteristics of
each link-1ayer technology. Sone |ink-layer technol ogi es may
support L2-mesh and sone nay not.

Multi-link Subnet and Single Subnet:
The selection of a nmulti-link subnet and a single subnet depends
on connectivity and the nunber of 6l o nodes.

Dat a Rat e:
Typically, the link-layer technol ogies of 6l o have a | ow rate of
data transm ssion. However, by adjusting the MIU, it can deliver
a hi gher upper-layer data rate.

Buf feri ng Requirenents:
Sone 6l 0 use case may require a higher data rate than the |ink-
| ayer technol ogy support. |In this case, a buffering mechani sm
telling the application to throttle its generation of data, and
conmpression of the data are possible to nanage the data.

Security and Privacy Requirenents:
Some 6l o use cases can involve transferring some inmportant and
personal data between 6l o nodes. In this case, high-Ileve
security support is required.



Mobility across 6l o Networks and Subnets:
The novenent of 6l o nodes depends on the 6lo use case. |If the 6lo
nodes can nove or be noved around, a nobility managenment mechani sm
is required

Ti me Synchroni zati on Requi rements:
The requirenent of time synchronization of the upper-|ayer service
i s dependent on the use case. For sone 6l o use cases related to
heal th service, the neasured data nust be recorded with the exact
time.

Reliability and QoS:
Sone 6l o0 use cases require high reliability, for exanple, real-
time or health-related services.

Traffic Patterns:
6l 0 use cases may involve various traffic patterns. For exanple,
some 6l o use cases may require short data | engths and random
transm ssion. Sone 6l o use cases nmay require continuous data
transm ssion and di sconti nuous data transm ssion

Security Boot strapping:
Wthout the external operations, 6l o nodes must have a security
boot st rappi ng mechani sm

Power Use Strategy:
To enabl e certain use cases, there nay be requirenments on the
class of energy availability and the strategy foll owed for using
power for communication [RFC7228]. Each |ink-1ayer technol ogy
defines a particular power use strategy that may be tuned
[ RFC8352]. Readers are expected to be familiar with the
term nol ogy found in [ RFC7228].

Updat e Firmwvare Requirenments:
Most 6l 0 use cases will need a nechanismto update firmvare. In
these cases, support for over-the-air updates is required,
probably in a broadcast node when bandwi dth is | ow and the nunber
of identical devices is high

Wred vs. Wreless:
Plenty of 6lo link-layer technol ogies are wrel ess, except M5/ TP
and PLC. The selection of wired or wireless |ink-layer technol ogy
is mainly dependent on the requirenments of the 6l o use cases and
the characteristics of wired and wi reless technol ogi es.
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