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1. I nt roducti on



|OAM as defined in [RFC9197], is used to record and collect OAM
informati on while the packet traverses a particul ar network donain.
The term"in situ" refers to the fact that the OAM data is added to
the data packets rather than what is being sent wthin packets
specifically dedicated to CGAM This docunment defines how | QAM Dat a-
Fields are transported as part of the Network Service Header (NSH)
encapsul ati on [ RFC8300] for the Service Function Chaining (SFC
Architecture [ RFC7665]. The | OAM Data-Fields are defined in

[ RFC9197] .

Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Abbrevi ations used in this docunent:
IOAM In situ Operations, Adnministration, and M ntenance
MD:  NSH Met adata, see [ RFC7665]
NSH:  Network Service Header
OAM  Operations, Adm nistration, and Mi ntenance
SFC.  Service Function Chaining
TLV: Type, Length, Val ue
| OAM Encapsul ation with NSH

The NSH is defined in [ RFC8300]. |QAM Data-Fields are carried as NSH
payl oad using a Next Protocol header that follows the NSH headers.

An | OAM header containing the |OAM Data-Fields is added. The | CAM
Dat a- Fi el ds MUST follow the definitions corresponding to | OAM Opti on-
Types (e.g., see Section 4 of [RFC9197] and Section 3.2 of

[ RFC9326]). In an adnministrative domain where | OAMis used,
insertion of the | OAM header in NSH is enabl ed at the NSH tunnel
endpoi nts, which are also configured to serve as encapsul ating and
decapsul ati ng nodes for |OAM The operator MJST ensure that SFC
awar e nodes along the Service Function Path support | OAM ot herw se,
packets might be dropped (see the |ast paragraph of this section as
well as Section 2.2 of [RFC8300]). The IOCAMtransit nodes (e.g., a
Servi ce Function Forwarder (SFF)) MJST process all the | OAM headers
that are relevant based on its configuration. See [RFC9378] for a

di scussi on of deploynment-rel ated aspects of | QAM Dat a- Fi el ds.

0 1 2 3
01234567890123456789012345678901
I S i S S T o S S S e S S i S S i it S

| Ver| g U TTL | Length | U U U U M Type| NP = 0x06 | |
i T S I T i o S e i S SR S S\
| Service Path ldentifier | Service Index | S

R e o i S e sl T S S s i ks st SR S S e R LR R TR o |
T ol aale oIt T TR S e e S T e T i it S TEIE R e SR e e S i S S ik i I 1
| 1 CAM Type | | OAM HDR Len | Reserved | Next Protocol |
el i I e i it T e e e e i i T o S e e S e T R R
|
|

I

-+

|

I

| O

| A

~ | OAM Opti on and Optional Data Space ~ M
[



e i S S T S S e e I s A S S S S S S e

I

+-

I I
| Payl oad + Padding (L2/L3/...) |
I I
I I
I I
e L o i e S  th o i R S
Figure 1

The NSH header and fields are defined in [RFC8300]. The O bit MJIST
be handl ed following the rules in [RFC9451]. The "NSH Next Protocol"
value (referred to as "NP" in the diagram above) is 0x06.

The |OAMrel ated fields in NSH are defi ned as foll ows:

| OAM Type:
8-bit field defining the |1 OAM Opti on-Type, as defined in the "I OAM
Option-Type" registry specified in [ RFC9197].

| OAM HDR Len:
8-bit field that contains the |l ength of the | OAM header in
mul tiples of 4-octets, including the "I OAM Type" and "I QAM HDR
Len" fields.

Reserved bits:
Reserved bits are present for future use. The reserved bits MJST
be set to O0xO upon transmi ssion and ignored upon receipt.

Next Protocol:
8-bit unsigned integer that determ nes the type of header
following IOAM The semantics of this field are identical to the
Next Protocol field in [ RFC8300].

| OAM Opti on and Optional Data Space:
| OAM Dat a- Fi el ds as specified by the | OAM Type field. | QAM Dat a-
Fi el ds are defined corresponding to the | OAM Opti on-Type (e.g.,
see Section 4 of [RFC9197] and Section 3.2 of [RFC9326]) and are
al ways aligned by 4 octets. Thus, there is no padding field.

Multiple | OAM Option-Types MAY be included within the NSH

encapsul ati on. For exanple, if an NSH encapsul ati on contains two

| OAM Opti on- Types before a data payl oad, the Next Protocol field of
the first OAM option will contain the value 0x06, while the Next
Protocol field of the second | OAM Option-Type will contain the "NSH
Next Protocol" nunber indicating the type of the data payl oad. The
applicability of the 1 OAM Active and Loopback flags [ RFC9322] is
outside the scope of this docunent and may be specified in the
future.

In case the | OAM I ncrenmental Trace Option-Type is used, an SFC aware
node that serves as an IOAMtransit node needs to adjust the "I QAM
HDR Len" field accordingly. See Section 4.4 of [RFC9197].

Per Section 2.2 of [RFC8300], packets with unsupported Next Protocol
val ues SHOULD be silently dropped by default. Thus, when a packet
with lOAMis received at an NSH based forwardi ng node (such as an
SFF) that does not support the | OAM header, it SHOULD drop the
packet. The mechanisnms to maintain and notify of such events are
outside the scope of this docunent.

| ANA Consi der ati ons

| ANA has all ocated the foll owi ng code point for 1OQAMin the "NSH Next
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Protocol " registry (https://ww.iana. org/assi gnnents/nsh):

| CAM ( Next Prot ocol
is an | OAM header)

Security Consi derations

IOAM i s considered a "per domain" feature, where the operator decides
how to | everage and configure | OAM according to the operator’s needs.
The operator needs to properly secure the | OAM donmain to avoid

mal i ci ous configuration and use, which could include injecting

mal i ci ous | OAM packets into a domain. For additional |1OAMrel ated
security considerations, see Section 9 of [RFC9197]. For additional
OAM and NSH-rel ated security considerations, see Section 5 of

[ RFCO451] .
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Appendi x A. Discussion of the | OAM Encapsul ati on Approach

This section lists several approaches considered for encapsul ating
ICAM wi th NSH and presents the rationale for the approach chosen in
t hi s docunent.

An encapsul ation of | OAM Data-Fields in NSH should be friendly to an
i mpl erentation in both hardware as well as software forwarders and
support a w de range of depl oynent cases, including |arge networks
that desire to leverage nultiple | OAM Data-Fields at the same tine.

*

Har dwar e- and software-friendly inplenmentation:

Har dware forwarders benefit from an encapsul ation that ninimzes
iterative | ookups of fields within the packet. Any operation that
| ooks up the value of a field within the packet, based on which
anot her | ookup is perfornmed, consunes additional gates and tine in
an i npl ementation, both of which should be kept to a m ni num

This nmeans that flat TLV structures are preferred over nested TLV
structures. | OQAM Data-Fields are grouped into several categories,
including trace, proof-of-transit, and edge-to-edge. Each of
these options defines a TLV structure. A hardware-friendly
encapsul ati on approach avoi ds grouping these three option
categories into yet another TLV structure and would instead carry
the options as a serial sequence.

Total |length of the | QAM Dat a- Fi el ds:

The total length of 10OAM Data-Fields can grow quite large if
multiple different | OAM Dat a-Fi elds are used and | arge pat h-

| engths need to be considered. For exanple, if an operator woul d
consi der using the | OAM Trace Opti on- Type and capture node-id,
app_data, egress and ingress interface-id, tinmestanp seconds, and
ti mestanp nanoseconds at every hop, then a total of 20 octets
woul d be added to the packet at every hop. |In this case, the
particul ar depl oynent has a naxi mum path | ength of 15 hops in the
| OAM domai n, and a maxi mum of 300 octets woul d be encapsul ated in
t he packet.

Di fferent approaches for encapsul ating | OAM Dat a-Fi el ds in NSH coul d
be consi dered:

1.

Encapsul ati on of | OAM Dat a-Fi el ds as "NSH MD Type 2" (see
[ RFC8300], Section 2.5).

Each | OAM Opti on- Type (e.g., trace, proof-of-transit, and edge-
to-edge) would be specified by a type, with the different | CAM
Dat a- Fi el ds being TLVs within this the particular option type.
NSH MD Type 2 offers support for variable I ength netadata. The
length field is 6 bits, resulting in a maxi num of 256 (276 x 4)
octets.

Encapsul ati on of | OAM Dat a- Fi el ds using the "Next Protocol"
field.

Each | OAM Opti on- Type (e.g., trace, proof-of-transit, and edge-
to-edge) would be specified by its own "next protocol".



3. Encapsul ation of | OAM Dat a-Fi el ds using the "Next Protocol"
field.

A single NSH protocol type code point would be allocated for
ICAM A "sub-type" field would then specify what | QAM opti ons
type (trace, proof-of-transit, edge-to-edge) is carried.

The third option has been chosen here. This option avoids the
addi tional |ayer of TLV-nesting that the use of NSH MD Type 2 woul d
result in. In addition, this option does not constrain | OAM data to
a maxi mum of 256 octets, thus allow ng support for very |arge

depl oynent s.
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