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I nt roduction

Denonstrating Proof of Possession (DPoP) is an application-I|eve
mechani sm for sender-constrai ning QAuth [ RFC6749] access and refresh
tokens. It enables a client to prove the possession of a public/
private key pair by including a DPoP header in an HTTP request. The
val ue of the header is a JSON Wb Token (JWI) [RFC7519] that enables
the aut horization server to bind issued tokens to the public part of
a client’s key pair. Recipients of such tokens are then able to
verify the binding of the token to the key pair that the client has
denonstrated that it holds via the DPoP header, thereby providing
some assurance that the client presenting the token al so possesses
the private key. In other words, the legitimte presenter of the
token is constrained to be the sender that hol ds and proves
possession of the private part of the key pair.

The mechani sm specified herein can be used in cases where other
met hods of sender-constraining tokens that utilize elenents of the
underlying secure transport |ayer, such as [ RFC8705] or



[ TOKEN- Bl NDI NG|, are not available or desirable. For exanple, due to
a sub-par user experience of TLS client authentication in user agents
and a | ack of support for HTTP token bindi ng, neither nmechani smcan
be used if an QAuth client is an application that is dynanmically
downl oaded and executed in a web browser (sonetines referred to as a
"singl e-page application"). Additionally, applications that are
installed and run directly on a user’s device are well positioned to
benefit from DPoP-bound tokens that guard agai nst the m suse of
tokens by a conpromi sed or nalicious resource. Such applications

of ten have dedi cated protected storage for cryptographic keys.

DPoP can be used to sender-constrain access tokens regardl ess of the
client authentication nethod enpl oyed, but DPoP itself is not used
for client authentication. DPoP can also be used to sender-constrain
refresh tokens issued to public clients (those w thout authentication
credentials associated with the client_id).

.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s specification uses the Augnented Backus- Naur Form ( ABNF)
not ati on of [ RFC5234].

Thi s specification uses the ternms "access token", "refresh token",
"aut hori zation server", "resource server", "authorization endpoint"”,
"aut hori zation request”, "authorization response”, "token endpoint”,
"grant type", "access token request", "access token response",
"client", "public client", and "confidential client" defined by "The
QAuth 2.0 Authorization Framework" [RFC6749].

The terms "request"”, "response", "header field", and "target URI" are
i mported from[RFC9110].

The ternms "JOSE" and "JCOSE Header" are inported from [ RFC7515].

Thi s docunent contains non-normative exanpl es of partial and conplete
HTTP nessages. Sone exanples use a single trailing backslash to
indicate line wapping for |long values, as per [RFC8792]. The
character and | eadi ng spaces on wapped |ines are not part of the

val ue.

oj ectives

The primary aim of DPoP is to prevent unauthorized or illegitimte
parties fromusing | eaked or stolen access tokens, by binding a token
to a public key upon issuance and requiring that the client proves
possession of the corresponding private key when using the token

This constrains the legitimte sender of the token to only the party
with access to the private key and gives the server receiving the
token added assurances that the sender is legitimtely authorized to
use it.

Access tokens that are sender-constrained via DPoP thus stand in
contrast to the typical bearer token, which can be used by any party
i n possession of such a token. Although protections generally exist
to prevent unintended di scl osure of bearer tokens, unforeseen vectors
for | eakage have occurred due to vulnerabilities and inplenentation
issues in other layers in the protocol or software stack (see, e.g.,
Conpression Ratio Info-Ileak Made Easy (CRIME) [ CRI ME], Browser
Reconnai ssance and Exfiltration via Adaptive Conpression of Hypertext
(BREACH) [BREACH], Heartbl eed [ Heartbl eed], and the C oudfl are parser



bug [ C oudbl eed]). There have al so been numerous published token
theft attacks on QAuth inplenentations thenselves ([ G tHub. Tokens] is
just one high-profile exanple). DPoP provides a general defense in
dept h agai nst the inpact of unanticipated token | eakage. DPoP is
not, however, a substitute for a secure transport and MJST al ways be
used in conjunction with HTTPS

The very nature of the typical QAuth protocol interaction
necessitates that the client discloses the access token to the
protected resources that it accesses. The attacker nodel in

[ SECURI TY- TOPI CS] describes cases where a protected resource might be
counterfeit, malicious, or conproni sed and pl ays received tokens
agai nst other protected resources to gain unauthorized access.

Audi ence-restricted access tokens (e.g., using the JW [ RFC7519] aud
clain) can prevent such m suse. However, doing so in practice has
proven to be prohibitively cunbersone for many depl oynents (despite
ext ensi ons such as [ RFC8707]). Sender-constraining access tokens is
a nmore robust and straightforward mechanismto prevent such token
replay at a different endpoint, and DPoP is an accessible
application-layer neans of doing so.

Due to the potential for cross-site scripting (XSS), browser-based
QAuth clients bring to bear added considerations with respect to
protecting tokens. The nost straightforward XSS-based attack is for
an attacker to exfiltrate a token and use it thensel ves conpletely

i ndependent of the legitimate client. A stolen access token is used
for protected resource access, and a stolen refresh token is used for
obt ai ni ng new access tokens. |If the private key is non-extractable
(as is possible with [WBC. WebCrypt oAPI]), DPoP renders exfiltrated

t okens al one unusabl e.

XSS vulnerabilities also allow an attacker to execute code in the
context of the browser-based client application and naliciously use a
token indirectly through the client. That execution context has
access to utilize the signing key; thus, it can produce DPoP proofs
to use in conjunction with the token. At this application |ayer,
there is nost likely no feasible defense against this threat except
generally preventing XSS; therefore, it is considered out of scope
for DPoP.

Mal i ci ous XSS code executed in the context of the browser-based
client application is also in a position to create DPoP proofs with
timestanp values in the future and exfiltrate themin conjunction
with a token. These stolen artifacts can |ater be used independent
of the client application to access protected resources. To prevent
this, servers can optionally require clients to include a server-
chosen value into the proof that cannot be predicted by an attacker
(nonce). In the absence of the optional nonce, the inpact of pre-
comput ed DPoP proofs is limted somewhat by the proof being bound to
an access token on protected resource access. Because a proof
covering an access token that does not yet exist cannot feasibly be
created, access tokens obtained with an exfiltrated refresh token and
pre-conmputed proofs will be unusabl e.

Addi tional security considerations are discussed in Section 11
Concept

The main data structure introduced by this specification is a DPoP

proof JWI that is sent as a header in an HITP request, as described

in detail below. A client uses a DPoP proof JWI to prove the

possession of a private key corresponding to a certain public key.

Roughly speaking, a DPoP proof is a signature over

* sonme data of the HTTP request to which it is attached,



* a tinmestanp,
* a unique identifier,
* an optional server-provided nonce, and

* a hash of the associated access token when an access token is
present within the request.

<-(D)-- Protected Resource --------------- |

R + oo +
| | --(A)-- Token Request ------------------- >| |
| dient | (DPoP Proof) | Authorization

| | | Server |
| | <-(B)-- DPoP-Bound Access Token ---------- | |
| | (t oken_t ype=DPoP) R +
I I

I I

| | S +
| | --(C-- DPoP-Bound Access Token --------- >| |
| | (DPoP Proof) | Resource |
| | | Server |
I I I
I I

Figure 1: Basic DPoP Fl ow

The basic steps of an QAuth flow with DPoP (w thout the optiona
nonce) are shown in Figure 1.

A. In the token request, the client sends an authorization grant
(e.g., an authorization code, refresh token, etc.) to the
aut hori zation server in order to obtain an access token (and
potentially a refresh token). The client attaches a DPoP proof
to the request in an HTTP header.

B. The authorization server binds (sender-constrains) the access
token to the public key clainmed by the client in the DPoP proof;
that is, the access token cannot be used wi thout proving
possession of the respective private key. |If a refresh token is
issued to a public client, it is also bound to the public key of
t he DPoP proof.

C. To use the access token, the client has to prove possessi on of
the private key by, again, adding a header to the request that
carries a DPoP proof for that request. The resource server needs
to receive information about the public key to which the access
token is bound. This information may be encoded directly into
the access token (for JW-structured access tokens) or provided
via token introspection endpoint (not shown). The resource
server verifies that the public key to which the access token is
bound mat ches the public key of the DPoP proof. It also verifies
that the access token hash in the DPoP proof matches the access
token presented in the request.

D. The resource server refuses to serve the request if the signature
check fails or if the data in the DPoP proof is wong, e.g., the
target URI does not match the URI claimin the DPoP proof JW.
The access token itself, of course, must also be valid in al
ot her respects.

The DPoP nechani sm presented herein is not a client authentication
method. In fact, a prinmary use case of DPoP is for public clients
(e.g., single-page applications and applications on a user’s device)
that do not use client authentication. Nonetheless, DPoP is designed



to be conpatible with private_key jw and all other client
aut henti cati on net hods.

DPoP does not directly ensure nessage integrity, but it relies on the
TLS layer for that purpose. See Section 11 for details.

4, DPoP Proof JW's

DPoP i ntroduces the concept of a DPoP proof, which is a JW created
by the client and sent with an HTTP request using the DPoP header
field. Each HTTP request requires a uni que DPoP proof.

A valid DPoP proof denonstrates to the server that the client holds
the private key that was used to sign the DPoP proof JWI. This
enabl es authorization servers to bind issued tokens to the
correspondi ng public key (as described in Section 5) and enabl es
resource servers to verify the key-binding of tokens that it receives
(see Section 7.1), which prevents said tokens from being used by any
entity that does not have access to the private key.

The DPoP proof denonstrates possession of a key and, by itself, is
not an authentication or access control mechanism Wen presented in
conjunction with a key-bound access token as described in

Section 7.1, the DPoP proof provides additional assurance about the
legitimacy of the client to present the access token. However, a

val id DPoP proof JW is not sufficient alone to nmake access contro
deci si ons.

4.1. The DPoP HTTP Header

A DPoP proof is included in an HTTP request using the follow ng
request header field.

DPoP: A JW that adheres to the structure and syntax of Section 4.2.

Figure 2 shows an exanpl e DPoP HTTP header field. The exanple uses
"\'" line wrapping per [RFC8792].

DPoP: eyJ0eXAi O Jkc@wK2p3dCl sl nFszyl 61 kVTM U2l i wi andr | p71 nt 0eSl 61 k\
VDI i wi eCl 61 mddEZyaHgt MzROVj NoUkl DUkKRZOXpDaORscEJoR) Qy VWFVZI dWQVACR\
nM LCI5I j oi OVZFNGpmX09r X282NHpi VFRs Y3VOSnFqSGLONNY5VERW T UWMQRR2R1JE\
@Sl sl m\ydi | 611 At M U2I n19. eyJqdGki G | t OndDMDVTYzZhY2MybFRj 1i wi aHRt | j \
oi UE9TVC sl mh0dSI 61 mh0dHBz O 8vc2Vydmvy LnvaYWLwbGUuY29t L3Rva2Vul i wi a\
WFOI j oxNTYyM YyN E2f Q 2- GxA6T8I P4vf r g8v- FAWPOAOzdr j 8i gi MLvgRMUvwnQg\
4Pt FLbdLXi OSsX0x7NVY- FNyJK70nf bV37xRZT3Lg

Fi gure 2: Exanpl e DPoP Header

Note that per [RFC9110], header field names are case insensitive;
t hus, DPoP, DPOP, dpop, etc., are all valid and equival ent header
field nanes. However, case is significant in the header field val ue.

The DPoP HTTP header field value uses the token68 syntax defined in
Section 11.2 of [RFC9110] and is repeated belowin Figure 3 for ease
of reference.

DPoP
t oken68

t oken68
1*( ALPHA/ DA T/
" - " / " i " / " _II / " ~II / " +II / " / " ) * " :II

Figure 3: DPoP Header Field ABNF
4.2. DPoP Proof JW Syntax

A DPoP proof is a JW [RFC7519] that is signed (using JSON Wb
Signature (JW5) [RFC7515]) with a private key chosen by the client



(see below). The JOSE Header of a DPoP JWI MUST contain at |east the
fol |l owi ng paraneters:

typ: Afield with the value dpop+jw, which explicitly types the
DPoP proof JW as recommended in Section 3.11 of [RFC8725].

alg: An identifier for a JWs asymretric digital signature algorithm
from[IANA JOSE. ALGS]. It MJST NOT be none or an identifier for a
symmetric al gorithm (Message Authentication Code (MAQ)).

jwk: Represents the public key chosen by the client in JSON Wb Key
(JWK) [RFC7517] format as defined in Section 4.1.3 of [RFC7515].
It MJUST NOT contain a private key.

The payl oad of a DPoP proof MJST contain at |east the foll ow ng
cl ai ns:

jti: Unique identifier for the DPoP proof JWI. The value MIST be
assigned such that there is a negligible probability that the sane
value will be assigned to any other DPoP proof used in the sane
context during the tinme wi ndow of validity. Such uniqueness can
be acconplished by encodi ng (base64url or any other suitable
encodi ng) at least 96 bits of pseudorandom data or by using a
version 4 Universally Unique Identifier (UU D) string according to
[ RFC4122]. The jti can be used by the server for replay detection
and prevention; see Section 11.1.

htm The value of the HTTP nethod (Section 9.1 of [RFC9110]) of the
request to which the JW is attached.

htu: The HTTP target URI (Section 7.1 of [RFC9110]) of the request
to which the JWI is attached, w thout query and fragnent parts.

iat: Creation tinmestanp of the JW (Section 4.1.6 of [RFC7519]).

When the DPoP proof is used in conjunction with the presentation of
an access token in protected resource access (see Section 7), the
DPoP proof MJST al so contain the follow ng claim

ath: Hash of the access token. The value MJST be the result of a
base64ur|l encoding (as defined in Section 2 of [RFC7515]) the
SHA- 256 [ SHS] hash of the ASCI|I encoding of the associ ated access
token’ s val ue.

When the authentication server or resource server provides a DPoP-
Nonce HTTP header in a response (see Sections 8 and 9), the DPoP
proof MJST al so contain the followi ng claim

nonce: A recent nonce provided via the DPoP-Nonce HTTP header

A DPoP proof MAY contain other JOSE Header Paraneters or clains as
defined by extension, profile, or deploynent-specific requirenents.

Figure 4 is a conceptual exanple showi ng the decoded content of the
DPoP proof in Figure 2. The JSON of the JW header and payl oad are
shown, but the signature part is omtted. As usual, |ine breaks and
extra spaces are included for formatting and readability.

"typ":"dpop+j wt",

"al g":"ES256",
" wk"
"kt y":"EC',

"X": " | 8t Fr hx- 34t V3hRI CRDY9zCkDl pBhF42UQUF WAWBFS" ,
"y":"9VE4j f _Ok_064zbTTl cuNJaj Hit 6v9TDVr UOCdvGRDA"
"erv': " p- 256"



}

{
"jti":"-BwC3ESc6acc2l Tc",
"htm': " POST",
"htu":"https://server. exanpl e. com t oken",
"iat":1562262616

}

Figure 4: Exanple JW Content of a DPoP Proof

O the HITP request, only the HTTP nethod and URI are included in the
DPoP JWI; therefore, only these two nessage parts are covered by the
DPoP proof. The idea is to sign just enough of the HITP data to
provi de reasonabl e proof of possession with respect to the HITP
request. This design approach of using only a mininmal subset of the
HTTP header data is to avoid the substantial difficulties inherent in
attenpting to normalize HITP nmessages. Nonethel ess, DPoP proofs can
be extended to contain other information of the HITP request (see

al so Section 11.7).

4.3. Checki ng DPoP Proofs

To validate a DPoP proof, the receiving server MIST ensure the

fol | owi ng:

1. There is not nore than one DPoP HTTP request header field.

2. The DPoP HTTP request header field value is a single and well -
formed JWI.

3. Al required clainms per Section 4.2 are contained in the JW.

4. The typ JOSE Header Paraneter has the val ue dpop+j w.

5 The al g JOSE Header Paraneter indicates a registered asymetric
digital signature algorithm[IANA JOSE. ALGS], is not none, is
supported by the application, and is acceptable per |oca
policy.

6. The JWI signature verifies with the public key contained in the

j wk JOSE Header Paraneter.

The jwk JOSE Header Paraneter does not contain a private key.

The htm cl ai m matches the HTTP nethod of the current request.

The htu clai mnmatches the HTTP URI val ue for the HTTP request in

whi ch the JWI was received, ignoring any query and fragnent

parts.

10. If the server provided a nonce value to the client, the nonce
clai m mat ches the server-provi ded nonce val ue.

11. The creation tinme of the JW, as determined by either the iat
claimor a server managed timestanp via the nonce claim is
wi thin an acceptabl e wi ndow (see Section 11.1).

12. If presented to a protected resource in conjunction with an
access token,

* ensure that the value of the ath claimequals the hash of
that access token, and

* confirmthat the public key to which the access token is
bound mat ches the public key fromthe DPoP proof.

© o~

To reduce the likelihood of fal se negatives, servers SHOULD enpl oy
synt ax- based normalization (Section 6.2.2 of [RFC3986]) and schene-
based normalization (Section 6.2.3 of [RFC3986]) before conparing the
htu claim

These checks may be performed in any order
5. DPoP Access Token Request

To request an access token that is bound to a public key using DPoP,
the client MJST provide a valid DPoP proof JWI in a DPoP header when



maki ng an access token request to the authorization server’s token
endpoint. This is applicable for all access token requests

regardl ess of grant type (e.g., the comon authorization_code and
refresh_token grant types and extension grants such as the JW@

aut hori zation grant [RFC7523]). The HITP request shown in Figure 5
illustrates such an access token request using an authorizati on code
grant with a DPoP proof JWI in the DPoP header. Figure 5 uses "\"
Ii ne wrappi ng per [RFC8792].

POST /token HTTP/ 1.1

Host: server. exanpl e.com

Cont ent - Type: appli cati on/ x-wwform url encoded

DPoP: eyJ0eXAi O Jkc@wK2p3ddCl sl nFszyl 61 kVTM U2l i wi andr | j p71 nt 0eSl 61 k\
VDl i wi eCl 6] mvddEZyaHgt MzROV] NoUkl DUkRZOXpDaORscEJoRj Qy WFVZI dWQVACR\
nM LCI51 j oi OVZFNGpmX09r X282NHpi VFRs Y3VOSnTFqSGLONNYS5VERW I UMPR2R1JE\
@Sl sl m\ydi I 611 At M U21 n19. eyJqdCki O | t OndDMOVTYzZhY2MybFRj i wi aHRt | j\
oi UE9TVC sl mh0dSl 61 mh0dHBzG 8vc2VydnvyLnvAYWiwbGUUY29t L3Rva2Vul i wi a\
WFOI j oxNTYyYM YyN E2f Q 2- GXA6T8I P4vf r g8v- FAWPOAOzdr j 8i gi MLvgRMUivwn(Q\
4Pt FLbdLXi OSsX0x7NVY- FNyJK70nf bV37xRZT3Lg

grant _type=aut hori zati on_code\

&cl i ent id=s6BhdRkqt\

&code=Spl x| OBeZQQYbYS6W Shl A

&redirect _uri=https¥BAYRFY2Fcl i ent %2Eexanpl e¥%2Econ@Fcb\
&code_verifier=bEalL42i zcC 0- xBkOK2vuJ6U- y1p9r wWWRdFW W)j z-

Figure 5: Token Request for a DPoP Sender-Constrai ned Token Using an
Aut hori zati on Code

The DPoP HTTP header field MJST contain a valid DPoP proof JWI. If
the DPoP proof is invalid, the authorization server issues an error
response per Section 5.2 of [RFC6749] with invalid dpop_proof as the
val ue of the error paraneter.

To sender-constrain the access token after checking the validity of
the DPoP proof, the authorization server associates the issued access
token with the public key fromthe DPoP proof, which can be
acconpl i shed as described in Section 6. A token_type of DPoP MJST be
included in the access token response to signal to the client that
the access token was bound to its DPoP key and can be used as
described in Section 7.1. The exanpl e response shown in Figure 6
illustrates such a response.

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Cache-Control: no-store

{
"access_token": "Kz~8mXKlEal YznwH LC- 1f BAo. 4Lj p~zsPE_NeO. gxU',

"token_type": "DPoP",

"expires_in": 2677,

"refresh_token": "Q .zZkn29l exi 8Vn\Wj2zPWLx- t gGadOl bc3s3EwWM Ni 4- g"
}

Figure 6: Access Token Response

The exanpl e response in Figure 6 includes a refresh token that the
client can use to obtain a new access token when the previ ous one
expires. Refreshing an access token is a token request using the
refresh_token grant type made to the authorization server’s token
endpoint. As with all access token requests, the client nmakes it a
DPoP request by including a DPoP proof, as shown in Figure 7

Figure 7 uses "\" |ine wapping per [ RFC8792].

POST /token HTTP/ 1.1
Host: server. exanpl e. com



Cont ent - Type: appli cati on/ x-wwform url encoded

DPoP: eyJ0eXAi O Jkc@wK2p3dCl sl nFszyl 61 kVTM U2l i wi andr | p71 nt 0eSl 61 k\
VDI i wi eCl 61 mddEZyaHgt MzROVj NoUkl DUkKRZOXpDaORscEJoRj] Qy VWFVZI dWQVACR\
nM LCI5I j oi OVZFNGpmX09r X282NHpi VFRs Y3VOSnFqSGLONNYS5VERW I UWMRR2R1JE\
@Sl sl m\ydi |1 611 At M U2I n19. eyJqdGki G | t OndDMOVTYzZhY2MybFRj i wi aHRE | j \
oi UE9TVC sl mh0dSl 61 mh0dHBz O 8vc2Vydmvy LmvAYWLwbGUuY29t L3Rva2Vul i wi a\
WFOI j oxNTYyM Y1M k2f Q pAqut 21 RDm De6PRI3SYnNEBPXpw Ak90e8cP2hj i aGsQs\
GSuKDYW_X620BxghvYC8ynrr vZLTk41nSRr oapUA

grant _type=refresh_t oken\
&cl i ent _i d=s6BhdRkqt\
& efresh_t oken=Q . Zkn29l exi 8VnWj2zPWLx-t gGadOl bc3s3EmMM N 4-g

Figure 7: Token Request for a DPoP-Bound Token Using a Refresh Token

When an aut hori zation server supporting DPoP issues a refresh token
to a public client that presents a valid DPoP proof at the token
endpoint, the refresh token MJST be bound to the respective public
key. The binding MIST be validated when the refresh token is |ater
presented to get new access tokens. As a result, such a client MJST
present a DPoP proof for the sanme key that was used to obtain the
refresh token each time that refresh token is used to obtain a new
access token. The inplenentation details of the binding of the
refresh token are at the discretion of the authorization server.
Since the authorization server both produces and validates its
refresh tokens, there is no interoperability consideration in the
specific details of the binding.

An aut hori zation server MAY elect to issue access tokens that are not
DPoP bound, which is signaled to the client with a value of Bearer in
the token_type paraneter of the access token response per [RFC6750].
For a public client that is also issued a refresh token, this has the
ef fect of DPoP-binding the refresh token al one, which can inprove the
security posture even when protected resources are not updated to
support DPoP.

If the access token response contains a different token_type val ue
than DPoP, the access token protection provided by DPoP is not given
The client MJUST discard the response in this case if this protection
is deenmed inportant for the security of the application; otherw se,
the client may continue as in a regular QAuth interaction

Refresh tokens issued to confidential clients (those having
establ i shed authentication credentials with the authorization server)
are not bound to the DPoP proof public key because they are already
sender-constrained with a different existing mechanism The QAuth
2.0 Authorization Framework [ RFC6749] already requires that an

aut hori zati on server bind refresh tokens to the client to which they
were issued and that confidential clients authenticate to the

aut hori zati on server when presenting a refresh token. As a result,
such refresh tokens are sender-constrai ned by way of the client
identifier and the associated authentication requirenent. This

exi sting sender-constrai ning nechanismis nore flexible (e.g., it

all ows credential rotation for the client without invalidating
refresh tokens) than binding directly to a particul ar public key.

5.1. Authorization Server Metadata

Thi s docunent introduces the follow ng authorization server mnetadata
[ RFC8414] parameter to signal support for DPoP in general and the
specific JW5 al g val ues the authorization server supports for DPoP
proof JWs.

dpop_si gning_al g val ues_supported: A JSON array containing a |ist of
the JW5 al g values (fromthe [I ANA. JOSE. ALGS] registry) supported
by the authorization server for DPoP proof JWSs.
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2. dient Registration Mtadata

1.

The Dynamic Client Registration Protocol [RFC7591] defines an APl for
dynanically registering QAuth 2.0 client nmetadata with authorization
servers. The netadata defined by [ RFC7591], and registered
extensions to it, also inply a general data nodel for clients that is
useful for authorization server inplenentations even when the Dynamic
Client Registration Protocol isn't in play. Such inplenentations
will typically have some sort of user interface available for
managi ng client configuration.

Thi s docunent introduces the following client registration netadata
[ RFC7591] paraneter to indicate that the client always uses DPoP when
requesting tokens fromthe authorization server

dpop_bound_access_t okens: A bool ean val ue specifyi ng whether the
client always uses DPoP for token requests. |If omtted, the
default value is fal se

If the value is true, the authorization server MJIST reject token
requests fromthe client that do not contain the DPoP header

Public Key Confirmation

Resource servers MJST be able to reliably identify whether an access
token is DPoP-bound and ascertain sufficient information to verify
the binding to the public key of the DPoP proof (see Section 7.1).
Such a binding is acconplished by associating the public key with the
token in a way that can be accessed by the protected resource, such
as enbeddi ng the JWK hash in the issued access token directly, using
the syntax described in Section 6.1, or through token introspection
as described in Section 6.2. Oher nethods of associating a public
key with an access token are possible per an agreenent by the

aut hori zati on server and the protected resource; however, they are
beyond the scope of this specification.

Resource servers supporting DPoP MJUST ensure that the public key from
t he DPoP proof matches the one bound to the access token

JWK Thunbprint Confirmation Method

When access tokens are represented as JWs [ RFC7519], the public key
information is represented using the jkt confirmati on nethod nenber
defined herein. To convey the hash of a public key in a JW, this
specification introduces the followi ng JW Confirmation Method

[ RFC7800] nenber for use under the cnf claim

j kt:  JWK SHA-256 Thunbprint confirmation nmethod. The value of the
j kt menber MJST be the base64url encoding (as defined in
[ RFC7515]) of the JWK SHA-256 Thunbprint (according to [ RFC7638])
of the DPoP public key (in JWK format) to which the access token
i s bound.

The following exanple JWI in Figure 8 with a decoded JWI payl oad
shown in Figure 9 contains a cnf claimwth the jkt JW Thunbprint
confirmation nmethod nmenber. The jkt value in these exanples is the
hash of the public key fromthe DPoP proofs in the exanples shown in
Section 5. The exanple uses "\" |ine wapping per [ RFC8792].

eyJhbGeci O JFUzI INi | sl nmt pZCl 61 kJI QUxr Yi J9. eyJzdW i O Jzb21l b25] QGV4YWL\
whGUUY29t i wi aXNzl j oi aHROCHMBLY922ZXJ2ZXI uZXhhbXBsZS5j b20i LCJuYnvi G E\
INj 1yN | 2MTEs| mV4cCl 6MIU2M | 2N | XxNi wi Y25m j p71 npr dCl 61 j BaY09DT1JaTl | \
5LURXcHFx Mz BqWhl KROhUTj BKMKhnbEJWVBVpZ3VBNEKi f X0. 3Tyo8VTcn6u_PboUmAO
YUY1kf AavomWV YWYMKRNI zLJoQz W 2f Co79Zi 5yCopl zj Wo5xWAOA d7ESZr hOf st A



Figure 8 JW Containing a JWK SHA-256 Thunbprint Confirmation

{
"sub": "soneone@xanpl e. cont',
"iss":"https://server.exanpl e.coni,
"nbf": 1562262611,
"exp": 1562266216,
"cnf":
"j kt":"0ZcOCORZNYy- DWhqq30j ZyJGHTNOd2Hgl BV3ui guA4l "
}
}

Figure 9: JWF Clains Set with a JWK SHA-256 Thunbprint Confirnmation
6.2. JWK Thunbprint Confirmation Method in Token Introspection

"QAuth 2.0 Token Introspection" [RFC7662] defines a method for a
protected resource to query an authorization server about the active
state of an access token. The protected resource al so deternines
met ai nf ormati on about the token

For a DPoP-bound access token, the hash of the public key to which
the token is bound is conveyed to the protected resource as

metai nformation in a token introspection response. The hash is
conveyed using the same cnf content with jkt nmenber structure as the
JWK Thunbprint confirmation nmethod, described in Section 6.1, as a
top-1evel nmenber of the introspection response JSON. Note that the
resource server does not send a DPoP proof with the introspection
request, and the authorization server does not validate an access
token’ s DPoP binding at the introspection endpoint. Rather, the
resource server uses the data of the introspection response to
val i date the access token binding itself locally.

If the token_type nmenber is included in the introspection response,
it MJST contain the val ue DPoP

The exanpl e introspection request in Figure 10 and correspondi ng
response in Figure 11 illustrate an introspection exchange for the
exanpl e DPoP-bound access token that was issued in Figure 6

POST /as/introspect.oauth2 HITP/ 1.1

Host: server. exanpl e.com

Cont ent - Type: application/ x-ww-form url encoded

Aut hori zation: Basic cnMbchM6TW 1LTZnX2xDekt JZHo0ZnNON2t ZY3l hK1Rp

t oken=Kz~8nmXK1Eal YznwH LC- 1f BAo. 4Lj p~zsPE_NeO. gxU
Fi gure 10: Exanple Introspection Request
HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cache-Control: no-store

{
"active": true,
"sub": "sonmeone@xanpl e. cont',
"iss": "https://server.exanple.cont,
"nbf": 1562262611,
"exp": 1562266216,
"cnf":
{
"jkt": "0ZcOCORZNYy- DWhqqg30j ZyJGHTNOd2Hgl BV3ui guAdl "
}

}
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Figure 11: Exanple Introspection Response for a DPoP-Bound Access
Token

Pr ot ect ed Resource Access

Requests to DPoP-protected resources MJIST include both a DPoP proof
as per Section 4 and the access token as described in Section 7.1
The DPoP proof MJST include the ath claimwith a valid hash of the
associ at ed access token

Bi nding the token value to the proof in this way prevents a proof to
be used with multiple different access token val ues across different
requests. For example, if a client holds tokens bound to two
different resource owners, ATl and AT2, and uses the sane key when
talking to the authorization server, it’'s possible that these tokens
could be swapped. Wthout the ath field to bind it, a captured
signature applied to AT1 could be replayed with AT2 instead, changing
the rights and access of the intended request. This sane
substitution prevention remains for rotated access tokens within the
sane conbi nation of client and resource owner -- a rotated token

val ue woul d require the calculation of a new proof. This binding
additionally ensures that a proof intended for use with the access
token is not usable without an access token, or vice-versa.

The resource server is required to calculate the hash of the token
val ue presented and verify that it is the same as the hash value in
the ath field as described in Section 4.3. Since the ath field val ue
is covered by the DPoP proof’s signature, its inclusion binds the
access token value to the holder of the key used to generate the

si gnature.

Note that the ath field al one does not prevent replay of the DPoP
proof or provide binding to the request in which the proof is
presented, and it is still inportant to check the time w ndow of the
proof as well as the included nessage paraneters, such as htm and

ht u.

1. The DPoP Aut hentication Scheme

A DPoP-bound access token is sent using the Authorization request
header field per Section 11.6.2 of [RFC9110] with an authentication
schene of DPoP. The syntax of the Authorization header field for the
DPoP schenme uses the token68 syntax defined in Section 11.2 of

[ RFC9110] for credentials and is repeated bel ow for ease of

reference. The ABNF notation syntax for DPoP authentication schene
credentials is as follows:

t oken68 = 1*( ALPHA/ DIGT /
R A T L B Y Y A B

credentials = "DPoP" 1*SP token68
Fi gure 12: DPoP Authentication Schene ABNF

For such an access token, a resource server MJST check that a DPoP
proof was al so received in the DPoP header field of the HTTP request,
check the DPoP proof according to the rules in Section 4.3, and check
that the public key of the DPoP proof matches the public key to which
the access token is bound per Section 6.

The resource server MJST NOT grant access to the resource unless al
checks are successful

Fi gure 13 shows an exanple request to a protected resource with a
DPoP- bound access token in the Authorization header and the DPoP
proof in the DPoP header. The example uses "\" line wapping per



[ RFC8792]. Figure 14 shows the decoded content of that DPoP proof.

The JSON of the JWI header and payl oad are shown, but the signature
part is omtted. As usual, |ine breaks and indentation are included
for formatting and readability.

GET /protectedresource HITP/ 1.1

Host: resource. exanple.org

Aut hori zation: DPoP Kz~8nXKlEal YznwH LC- 1f BAo. 4Lj p~zsPE_NeOQO. gxU

DPoP: eyJ0eXAi O Jkc@wK2p3dCl sl nFszyl 61 kVTM U2l i wi andr | j p71 nt 0eSl 61 k\
VDI i wi eCl 61 mddEZyaHgt MzROVj NoUkl DUkKRZOXpDaORscEJoR] Qy VWFVZI dWQVACR\
nM LCJ51 j oi OVZFNGpmX09r X282NHpi VFRs Y3VOSnTFqSGLONNY5VERW T UMPR2R1JIE\
@Sl sl m\ydi | 611 At M U21 n19. eyJqdCGki G JI MMzVI 9i S2I j OCCIMQUVCI i wi aHRt | j \
oi ROVUI i wi aHR1I j oi aHROcHVBLY9yZXNvdXJj ZS51 eGFt cGxl LBy Zy 9we mB0ZVNO Z\
WRyZXNvdXJj ZSI sl m hdCl 6MTU2M | 2M YxOCOw YXRol j oi ZI VI eU8ycj JaMIRaNTNF\
c05yV0Ji MHhXWERhTnk10Ul pSONBcW zbVFFbyJ9. 20MWORP35yRqzhr t NP86L- Ey 71E\
Opt xRi mMPPToAlpl emAgR6pxHF8Y6- yqyVnntweFyldqgd- j f xSYoMkhAJpLj A

Fi gure 13: DPoP-Protected Resource Request

{
"typ":"dpop+j wt",
"al g":"ES256",
"fwk"r |
"kty":"EC',
"x": "1 8t Fr hx- 34t V3hRI CRDY9z CkDlI pBhF42UQUf W/AVBFs" ,
"y":"OVE4j f _Ok_064zbTTI cuNJaj Hnt 6vOTDVr UOCdv GRDA" ,
"crv":"P-256"
}
}
{
"jti":"elj 3V_bKi c8- LAEB",
"htm': " GET",
"htu":"https://resource. exanpl e. or g/ pr ot ect edr esour ce",
"iat":1562262618,
"ath":"fUHyO2r 2Z3DZ53EsNr VBbOxWKoaNy 591 i KCAgksnE0"
}

Fi gure 14: Decoded Content of the DPoP Proof JW in Figure 13

Upon receipt of a request to a protected resource within the
protection space requiring DPoP authentication, the server can
respond with a challenge to the client to provide DPoP authentication
information if the request does not include valid credentials or does
not contain an access token sufficient for access. Such a challenge
i s made using the 401 (Unaut horized) response status code ([ RFC9110],
Section 15.5.2) and the WWV Aut henti cate header field ([RFC9110],
Section 11.6.1). The server MAY include the WWV Aut henti cat e header
in response to other conditions as well.

I'n such chal |l enges

The schene nane is DPoP
The aut henticati on parameter real m MAY be included to indicate the
scope of protection in the manner described in [ RFC9110],
Section 11.5.

* A scope authentication paraneter MAY be included as defined in
[ RFC6750], Section 3.

* An error paraneter ([RFC6750], Section 3) SHOULD be included to
i ndi cate the reason why the request was declined, if the request
i ncluded an access token but failed authentication. The error
par aneter val ues described in [ RFC6750], Section 3.1 are suitable,
as are any appropriate val ues defined by extension. The val ue
use_dpop_nonce can be used as described in Section 9 to signa
that a nonce is needed in the DPoP proof of a subsequent
request(s). Additionally, invalid _dpop_proof is used to indicate



that the DPoP proof itself was deened invalid based on the
criteria of Section 4.3.

* An error_description paranmeter ([ RFC6750], Section 3) MAY be
included along with the error parameter to provide devel opers a
human-r eadabl e expl anation that is not neant to be displayed to
end- users.

* An al gs parameter SHOULD be included to signal to the client the
JWs algorithns that are acceptable for the DPoP proof JWI. The
val ue of the paranmeter is a space-delimted list of JWs alg
(Al gorithm) header values ([RFC7515], Section 4.1.1).

* Additional authentication paranmeters MAY be used, and unknown
paraneters MJST be ignored by recipients.

Figure 15 shows a response to a protected resource request without
aut henti cati on.

HTTP/ 1.1 401 Unaut hori zed
WAV Aut hent i cat e: DPoP al gs="ES256 PS256"

Figure 15: HTTP 401 Response to a Protected Resource Request wi thout
Aut henti cation

Figure 16 shows a response to a protected resource request that was
rejected due to the failed confirmation of the DPoP binding in the
access token. Figure 16 uses "\" line wapping per [RFC38792].

HTTP/ 1.1 401 Unaut hori zed
WA Aut henti cat e: DPoP error="invalid_token", \
error_description="Invalid DPoP key binding", algs="ES256"

Figure 16: HITP 401 Response to a Protected Resource Request with
an Invalid Token

Not e that browser-based client applications using Cross-Origin
Resource Sharing (CORS) [WHATWG Fetch] only have access to CORS-
safelisted response HITP headers by default. 1In order for the
application to obtain and use the WWV Aut henticate HITP response
header val ue, the server needs to nake it available to the
application by including WAV Aut henticate in the Access-Control -
Expose- Headers response header |ist val ue.

Thi s authentication schene is for origin-server authentication only.
Therefore, this authentication schene MUST NOT be used with the
Pr oxy- Aut henti cate or Proxy-Authorization header fields.

Note that the syntax of the Authorization header field for this

aut henti cation schene foll ows the usage of the Bearer schene defined
in Section 2.1 of [RFC6750]. While it is not the preferred
credential syntax of [RFC9110], it is conpatible with the genera

aut hentication framework therein and is used for consistency and
famliarity with the Bearer schene.

.2. Conpatibility with the Bearer Authentication Schene

Prot ected resources simultaneously supporting both the DPoP and
Bearer schemes need to update how t he eval uati on process is perforned
for bearer tokens to prevent downgraded usage of a DPoP-bound access
token. Specifically, such a protected resource MJIST reject a DPoP-
bound access token received as a bearer token per [RFC6750].

Section 11.6.1 of [RFC9110] allows a protected resource to indicate
support for multiple authentication schenes (i.e., Bearer and DPoP)
with the WWM Aut henticate header field of a 401 (Unauthorized)
response.

A protected resource that supports only [ RFC6750] and i s unaware of



DPoP woul d nmost presumably accept a DPoP-bound access token as a
bearer token (JW [RFC7519] says to ignore unrecogni zed cl ai ns,

I ntrospection [ RFC7662] says that other paraneters m ght be present
whi | e placing no functional requirenments on their presence, and

[ RFC6750] is effectively silent on the content of the access token
since it relates to validity). As such, a client can send a DPoP-
bound access token using the Bearer schenme upon receipt of a WWV
Aut henticate: Bearer challenge froma protected resource (or it can
send a DPoP-bound access token if it has prior know edge of the
capabilities of the protected resource). The effect of this likely
simplifies the | ogistics of phased upgrades to protected resources in
their support DPoP or prol onged depl oyments of protected resources
with m xed token type support.

If a protected resource supporting both Bearer and DPoP schenes
elects to respond with nmultiple WWVAut henticate chall enges,
attention should be paid to which challenge(s) should deliver the
actual error information. It is RECOMENDED that the follow ng rules
be adhered to:

* |f no authentication information has been included with the
request, then the chall enges SHOULD NOT include an error code or
other error information, as per Section 3.1 of [RFC6750]

(Figure 17).

* |f the nmechanismused to attenpt authentication could be
est abl i shed unanbi guously, then the correspondi ng chal | enge SHOULD
be used to deliver error information (Figure 18).

*  (Otherw se, both Bearer and DPoP chal |l enges MAY be used to deliver
error information (Figure 19).

The foll owi ng exanpl es use "\" |ine wapping per [ RFC8792].

GET /protectedresource HITP/ 1.1
Host: resource. exanple.org

HTTP/ 1.1 401 Unaut hori zed
WAV Aut hent i cat e: Bearer, DPoP al gs="ES256 PS256"

Figure 17: HTTP 401 Response to a Protected Resource Request wi thout
Aut hentication

GET /protectedresource HITP/ 1.1
Host: resource. exanple.org
Aut hori zati on: Bearer | NVALI D_TOKEN

HTTP/ 1.1 401 Unaut hori zed
WANM Aut hent i cate: Bearer error="invalid_token", \
error_description="Invalid token", DPoP al gs="ES256 PS256"

Figure 18: HITP 401 Response to a Protected Resource Request with
Invalid Authentication

GET /protectedresource HITP/ 1.1

Host: resource. exanple.org

Aut hori zation: Bearer Kz~8mXKlEal YznwH LC- 1f BAo. 4Lj p~zsPE_NeO. gxU
Aut hori zati on: DPoP Kz~8mXK1Eal YznwH LC- 1f BAo. 4Lj p~zsPE_NeO. gxU

HTTP/ 1.1 400 Bad Request

WAV Aut henti cate: Bearer error="invalid_request”, \
error_description="Miltiple nmethods used to include access token", \
DPoP al gs="ES256 PS256", error="invalid_request", \
error_description="Miltiple nmethods used to include access token"

Figure 19: HITP 400 Response to a Protected Resource Request with



Anbi guous Aut henti cati on
7.3. dient Considerations

Aut hori zation including a DPoP proof nmay not be idenpotent (depending
on server enforcenent of jti, iat, and nonce clains). Consequently,
all previously idenpotent requests for protected resources that were
previously idenpotent may no | onger be idenpotent. It is RECOVMENDED
that clients generate a uni que DPoP proof, even when retrying

i denpotent requests in response to HTITP errors general |y understood
as transient.

Clients that encounter frequent network errors may experience
addi tional chall enges when interacting with servers with stricter
nonce validation inplenentations.

8. Authorization Server-Provided Nonce

Thi s section specifies a nechani smusing opague nonces provided by
the server that can be used to limt the lifetine of DPoP proofs.

W t hout enpl oyi ng such a nmechanism a malicious party controlling the
client (potentially including the end-user) can create DPoP proofs
for use arbitrarily far in the future

I ncluding a nonce value contributed by the authorization server in
the DPoP proof MAY be used by authorization servers to limt the
|ifetinme of DPoP proofs. The server determnines when to i ssue a new
DPoP nonce challenge and if it is needed, thereby requiring the use
of the nonce val ue in subsequent DPoP proofs. The |ogic through
whi ch the server makes that determination is out of scope of this
docunent .

An aut hori zation server MAY supply a nonce value to be included by
the client in DPoP proofs sent. |In this case, the authorization
server responds to requests that do not include a nonce with an HTTP
400 (Bad Request) error response per Section 5.2 of [RFC6749] using
use_dpop_nonce as the error code value. The authorization server

i ncl udes a DPoP-Nonce HTTP header in the response supplying a nonce
val ue to be used when sending the subsequent request. Nonce val ues
MUST be unpredictable. This same error code is used when supplying a
new nonce val ue when there was a nonce m smatch. The client wll
typically retry the request with the new nonce val ue supplied upon
recei ving a use_dpop_nonce error with an acconpanyi ng nonce val ue.

For exanple, in response to a token request wi thout a nonce when the
aut hori zati on server requires one, the authorization server can
respond with a DPoP-Nonce val ue such as the following to provide a
nonce value to include in the DPoP proof:

HTTP/ 1.1 400 Bad Request
DPoP- Nonce: eyJ7S_zG eyJHO- Z. HX4w- 7v

{

"error": "use_dpop_nonce",
"error_description":
"Aut hori zation server requires nonce in DPoP proof"

Fi gure 20: HTTP 400 Response to a Token Request w thout a Nonce

O her HTTP headers and JSON fields MAY al so be included in the error
response, but there MUST NOT be nore than one DPoP- Nonce header

Upon receiving the nonce, the client is expected to retry its token
request using a DPoP proof including the supplied nonce value in the
nonce claimof the DPoP proof. An exanple unencoded JWI payl oad of



such a DPoP proof including a nonce i s shown bel ow.

{
"jti": "-BwC3ESc6acc2l Tc",
"htm': "POST",
"htu": "https://server. exanple.contoken",

"iat": 1562262616,
"nonce": "eyJ7S zG eyJHO- Z. HX4w 7v"

Fi gure 21: DPoP Proof Payl oad including a Nonce Val ue
The nonce is opaque to the client.

If the nonce claimin the DPoP proof does not exactly match a nonce
recently supplied by the authorization server to the client, the

aut hori zati on server MJST reject the request. The rejection response
MAY i ncl ude a DPoP-Nonce HTTP header providing a new nonce value to
use for subsequent requests.

The intent is that clients need to keep only one nonce val ue and
servers need to keep a wi ndow of recent nonces. That said, transient
circunstances nmay arise in which the stored nonce values for the
server and the client differ. However, this situation is self-
correcting. Wth any rejection nessage, the server can send the
client the nonce value it wants to use to the client, and the client
can store that nonce value and retry the request with it. Even if
the client and/or server discard their stored nonce val ues, that
situation is also self-correcting because new nonce val ues can be
communi cat ed when responding to or retrying failed requests.

Not e that browser-based client applications using CORS [ WHATWG. Fet ch]
only have access to CORS-safelisted response HTTP headers by default.
In order for the application to obtain and use the DPoP-Nonce HTTP
response header value, the server needs to nake it available to the
application by including DPoP-Nonce in the Access-Control - Expose-
Headers response header |ist val ue.

8.1. Nonce Syntax

The nonce syntax in ABNF as used by [RFC6749] (which is the same as
the scope-token syntax) is shown bel ow

nonce = 1* NQCHAR
Fi gure 22: Nonce ABNF
8.2. Providing a New Nonce Val ue

It is up to the authorization server when to supply a new nonce val ue
for the client to use. The client is expected to use the existing
suppl i ed nonce in DPoP proofs until the server supplies a new nonce
val ue.

The authorization server MAY supply the new nonce in the sane way
that the initial one was supplied: by using a DPoP-Nonce HTTP header
in the response. The DPoP-Nonce HTTP header field uses the nonce
syntax defined in Section 8.1. Each tinme this happens, it requires
an extra protocol round trip.

A nore efficient manner of supplying a new nonce value is also
defined by including a DPoP-Nonce HTTP header in the HTTP 200 (COK)
response fromthe previous request. The client MJST use the new
nonce val ue supplied for the next token request and for al
subsequent token requests until the authorization server supplies a
new nonce.



10.

Responses that include the DPoP-Nonce HTTP header shoul d be
uncacheabl e (e.g., using Cache-Control: no-store in response to a CET
request) to prevent the response frombeing used to serve a
subsequent request and a stal e nonce value from being used as a
result.

An exanpl e 200 CK response providing a new nonce value is shown
bel ow.

HTTP/ 1.1 200 K
Cache-Control: no-store
DPoP- Nonce: eyJ7S zG eyJbYu3. xnBj -1

Fi gure 23: HTTP 200 Response Provi ding the Next Nonce Val ue
Resource Server-Provi ded Nonce

Resource servers can al so choose to provide a nonce value to be
included in DPoP proofs sent to them They provide the nonce using

t he DPoP-Nonce header in the same way that authorization servers do
as described in Sections 8 and 8.2. The error signaling is perforned
as described in Section 7.1. Resource servers use an HITP 401
(Unaut hori zed) error code with an acconpanyi ng WWM Aut henti cate: DPoP
val ue and DPoP-Nonce val ue to acconplish this.

For exanple, in response to a resource request w thout a nonce when
the resource server requires one, the resource server can respond

wi th a DPoP-Nonce val ue such as the following to provide a nonce
value to include in the DPoP proof. The exanple bel ow uses "\" |ine
wr appi ng per [ RFC8792].

HTTP/ 1.1 401 Unaut hori zed

WAV Aut henti cat e: DPoP error="use_dpop_nonce", \
error_description="Resource server requires nonce in DPoP proof"

DPoP- Nonce: eyJ7S zG eyJHO- Z. HX4w- 7v

Fi gure 24: HITP 401 Response to a Resource Request without a Nonce

Not e that the nonces provided by an authorization server and a
resource server are different and should not be confused with one
anot her since nonces will be only accepted by the server that issued
them Likew se, should a client use nultiple authorization servers
and/ or resource servers, a nonce issued by any of them should be used
only at the issuing server. Developers should also be careful to not
confuse DPoP nonces with the Openl D Connect [OpenlD. Core] |ID Token
nonce.

Aut hori zation Code Binding to a DPoP Key

Bi ndi ng the authorization code issued to the client’s proof-of-
possessi on key can enabl e end-to-end binding of the entire

aut hori zation flow This specification defines the dpop_j kt

aut hori zati on request paraneter for this purpose. The value of the
dpop_j kt authori zati on request paraneter is the JWK Thunbpri nt

[ RFC7638] of the proof-of-possession public key using the SHA-256
hash function, which is the sane value as used for the jkt
confirmation method defined in Section 6.1

When a token request is received, the authorization server computes
the JWK Thunbprint of the proof-of-possession public key in the DPoP
proof and verifies that it matches the dpop_j kt parameter value in
the authorization request. |f they do not match, it MJST reject the
request.

An exanpl e authori zati on request using the dpop_jkt authorization
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request paraneter is shown bel ow and uses "\" |ine w apping per
[ RFC8792] .

GET /aut horize?response_t ype=codeé&cl i ent i d=s6BhdRkqt 3&st at e=xyz\
& edirect _uri=https¥BAYRFY2Fcl i ent %2Eexanpl e%2Econ?@Fcb\
&code_chal | enge=E9Mel hoa20Ow Fr EMITJguCHaoeK1t 8URWMUGISst w- cM
&code_chal | enge_net hod=S256\

&dpop_j kt =NzbLsXh8uDCcd- 6 MNWXFAW 7noWKFZAf HkxZsRGCOXs HTTP/ 1.1

Host: server. exanpl e.com

Fi gure 25: Authorization Request Using the dpop_jkt Paraneter

Use of the dpop_jkt authorization request paraneter is OPTI ONAL.
Note that the dpop_jkt authorization request paraneter MAY al so be
used in conbination with Proof Key for Code Exchange (PKCE)

[ RFC7636], which is recomrended by [ SECURI TY-TOPICS] as a
countermeasure to authorization code injection. The dpop_j kt

aut hori zati on request paranmeter only provides simlar protections
when a uni que DPoP key is used for each authorization request.

1. DPoP with Pushed Authorization Requests

When Pushed Aut horizati on Requests (PARs) [ RFC9126] are used in
conjunction with DPoP, there are two ways in which the DPoP key can
be communi cated in the PAR request:

* The dpop_j kt parameter can be used as described in Section 10 to
bind the issued authorization code to a specific key. 1In this
case, dpop_j kt MJIST be included al ongsi de ot her authorization
request paraneters in the POST body of the PAR request.

* Aternatively, the DPoP header can be added to the PAR request.

In this case, the authorization server MJUST check the provided
DPoP proof JWI as defined in Section 4.3. |t MJST further behave
as if the contained public key's thunbprint was provided using
dpop_j kt, i.e., reject the subsequent token request unless a DPoP
proof for the same key is provided. This can help to sinmplify the
i mpl ementation of the client, as it can "blindly" attach the DPoP
header to all requests to the authorization server regardl ess of
the type of request. Additionally, it provides a stronger

bi ndi ng, as the DPoP header contains a proof of possession of the
private key.

Bot h nechani sns MJUST be supported by an authorization server that
supports PAR and DPoP. [|f both nechanisns are used at the sane tine,
the aut horization server MJST reject the request if the JWK
Thunmbprint in dpop_j kt does not match the public key in the DPoP
header .

Al'l ow ng both nechani snms ensures that clients using dpop_jkt do not
need to distinguish between front-channel and pushed authorization
requests, and at the sane tine, clients that only have one code path
for protecting all calls to authorization server endpoints do not
need to di stinguish between requests to the PAR endpoint and the

t oken endpoi nt.

Security Considerations

In DPoP, the prevention of token replay at a different endpoint (see
Section 2) is achieved through authentication of the server per

[ RFC6125] and the binding of the DPoP proof to a certain URI and HTTP
met hod. However, DPoP has a somewhat different nature of protection
than TLS-based nethods such as QAuth Miutual TLS [ RFC8705] or QAuth
Token Bi nding [ TOKEN-BI NDI NG (see also Sections 11.1 and 11.7).

TLS- based nechani sns can | everage a tight integration between the TLS
| ayer and the application |ayer to achieve strong nessage integrity,
authenticity, and replay protection.
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1. DPoP Proof Replay

If an adversary is able to get hold of a DPoP proof JWI, the
adversary could replay that token at the sane endpoint (the HTTP
endpoi nt and method are enforced via the respective clains in the
JWIs). To limt this, servers MJST only accept DPoP proofs for a
limted time after their creation (preferably only for a relatively
brief period on the order of seconds or mnutes).

In the context of the target URI, servers can store the jti val ue of
each DPoP proof for the time wi ndow in which the respective DPoP
proof JWI woul d be accepted to prevent multiple uses of the sane DPoP
proof. HITP requests to the same URI for which the jti val ue has
been seen before would be declined. Wen strictly enforced, such a
singl e-use check provides a very strong protection agai nst DPoP proof
replay, but it nmay not always be feasible in practice, e.g., when
multiple servers behind a single endpoint have no shared state.

In order to guard agai nst nenory exhaustion attacks, a server that is
tracking jti values should reject DPoP proof JWs with unnecessarily
large jti values or store only a hash thereof.

Note: To acconmodate for clock offsets, the server MAY accept DPoP
proofs that carry an iat time in the reasonably near future (on the
order of seconds or mnutes). Because clock skews between servers
and clients may be |arge, servers MAY |imt DPoP proof lifetines by
usi ng server-provi ded nonce val ues containing the time at the server
rat her than conparing the client-supplied iat time to the time at the
server. Nonces created in this way yield the sane result even in the
face of arbitrarily large clock skews.

Server-provi ded nonces are an effective neans for further reducing
the chances for successful DPoP proof replay. Unlike cryptographic
nonces, it is acceptable for clients to use the same nonce nultiple
times and for the server to accept the same nonce nultiple times. As
long as the jti value is tracked and duplicates are rejected for the
lifetime of the nonce, there is no additional risk of token replay.

2. DPoP Proof Pre-generation

An attacker in control of the client can pre-generate DPoP proofs for
specific endpoints arbitrarily far into the future by choosing the
iat value in the DPoP proof to be signed by the proof-of-possession
key. Note that one such attacker is the person who is the legitimte
user of the client. The user nmay pre-generate DPoP proofs to
exfiltrate fromthe machi ne possessing the proof-of-possession key
upon which they were generated and copy themto another machi ne that
does not possess the key. For instance, a bank enpl oyee m ght pre-
generate DPoP proofs on a bank conputer and then copy themto another
machine for use in the future, thereby bypassing bank audit controls.
When DPoP proofs can be pre-generated and exfiltrated, all that is
actual ly being proved in DPoP protocol interactions is possession of
a DPoP proof -- not of the proof-of-possession key.

Use of server-provided nonce values that are not predictable by
attackers can prevent this attack. By providing new nonce val ues at
times of its choosing, the server can limt the lifetinme of DPoP
proofs, preventing pre-generated DPoP proofs from being used. Wen
server-provi ded nonces are used, possession of the proof-of-
possession key is being denmonstrated -- not just possession of a DPoP
pr oof .

The ath claimlimts the use of pre-generated DPoP proofs to the
lifetime of the access token. Deploynments that do not utilize the
nonce mechani sm SHOULD NOT issue |ong-lived DPoP constrai ned access
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tokens, preferring instead to use short-lived access tokens and
refresh tokens. Whilst an attacker coul d pre-generate DPoP proofs to
use the refresh token to obtain a new access token, they would be
unable to realistically pre-generate DPoP proofs to use a newy

i ssued access token

3. DPoP Nonce Downgrade

A server MJST NOT accept any DPoP proofs without the nonce cl ai mwhen
a DPoP nonce has been provided to the client.

4, Untrusted Code in the Cient Context

If an adversary is able to run code in the client’s execution
context, the security of DPoP is no | onger guaranteed. Comon issues
in web applications |eading to the execution of untrusted code are
XSS and renote code inclusion attacks.

If the private key used for DPoP is stored in such a way that it
cannot be exported, e.g., in a hardware or software security nodul e,
the adversary cannot exfiltrate the key and use it to create
arbitrary DPoP proofs. The adversary can, however, create new DPoP
proofs as long as the client is online and uses these proofs
(together with the respective tokens) either on the victim s device
or on a device under the attacker’s control to send arbitrary
requests that will be accepted by servers.

To send requests even when the client is offline, an adversary can
try to pre-conpute DPoP proofs using tinmestanps in the future and
exfiltrate these together with the access or refresh token

An adversary might further try to associate tokens issued fromthe
token endpoint with a key pair under the adversary’s control. One
way to achieve this is to nmodify existing code, e.g., by replacing
cryptographic APls. Another way is to launch a new authorization
grant between the client and the authorization server in an ifrane.
This grant needs to be "silent", i.e., not require interaction with
the user. Wth code running in the client’'s origin, the adversary
has access to the resulting authorization code and can use it to
associate their own DPoP keys with the tokens returned fromthe token
endpoint. The adversary is then able to use the resulting tokens on
their own device even if the client is offline.

Therefore, protecting clients against the execution of untrusted code
is extrenely inportant even if DPoP is used. Besides secure coding
practices, Content Security Policy [WC. CSP] can be used as a second
| ayer of defense agai nst XSS

5. Signed JWI Swappi ng

Servers accepting signed DPoP proof JW's MJUST verify that the typ
field is dpop+tjw in the headers of the JW's to ensure that
adversari es cannot use JWs created for other purposes.

6. Signature Al gorithns

I mpl enenters MUST ensure that only asymetric digital signature

al gorithms (such as ES256) that are deenmed secure can be used for

si gning DPoP proofs. In particular, the algorithmnone MJUST NOT be
al | oned.

7. Request Integrity
DPoP does not ensure the integrity of the payl oad or headers of

requests. The DPoP proof only contains clains for the HITP URI and
met hod, but not the nessage body or general request headers, for
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exanpl e.

This is an intentional design decision intended to keep DPoP sinple
to use, but as described, it nakes DPoP potentially susceptible to
replay attacks where an attacker is able to nodify nessage contents
and headers. In many setups, the message integrity and
confidentiality provided by TLS is sufficient to provide a good | eve
of protection.

Not e: Wil e signatures covering other parts of requests are out of
the scope of this specification, additional information to be signed
can be added into DPoP proofs.

8. Access Token and Public Key Binding

The binding of the access token to the DPoP public key, as specified
in Section 6, uses a cryptographic hash of the JW representation of
the public key. It relies on the hash function having sufficient
second- prei mage resi stance so as to make it conputationally
infeasible to find or create another key that produces to the sane
hash out put value. The SHA-256 hash function was used because it
nmeets the aforenentioned requirement while being w dely avail abl e.

Simlarly, the binding of the DPoP proof to the access token uses a
hash of that access token as the value of the ath claimin the DPoP
proof (see Section 4.2). This relies on the value of the hash being
sufficiently unique so as to reliably identify the access token. The
collision resistance of SHA-256 neets that requirenent.

9. Authorization Code and Public Key Binding

Crypt ographi ¢ binding of the authorization code to the DPoP public
key is specified in Section 10. This binding prevents attacks in

whi ch the attacker captures the authorization code and creates a DPoP
proof using a proof-of-possession key other than the one held by the
client and redeens the authorization code using that DPoP proof. By
ensuring end to end that only the client’s DPoP key can be used, this
prevents captured authorization codes frombeing exfiltrated and used
at locations other than the one to which the authorization code was

i ssued.

Aut hori zation codes can, for instance, be harvested by attackers from
pl aces where the HTTP nessages containing themare | ogged. Even when
efforts are made to nmake authorization codes one-tine-use, in
practice, there is often a tinme w ndow during which attackers can
replay them For instance, when authorization servers are

i mpl emented as scal abl e replicated services, some replicas nmay
tenmporarily not yet have the information needed to prevent replay.
DPoP bi ndi ng of the authorization code sol ves these problens.

If an authorization server does not (or cannot) strictly enforce the
single-use limtation for authorization codes and an attacker can
access the authorization code (and if PKCE is used, the
code_verifier), the attacker can create a forged token request,

bi nding the resulting token to an attacker-controlled key. For
exanpl e, using XSS, attackers night obtain access to the

aut hori zati on code and PKCE paraneters. Use of the dpop_jkt
paraneter prevents this attack

The binding of the authorization code to the DPoP public key uses a
JWK Thunbprint of the public key, just as the access token binding
does. The sane JVWK Thunbprint considerations apply.

10. Hash AlgorithmAgility

The jkt confirmation method menber, the ath JWI claim and the
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dpop_j kt authori zati on request paraneter defined herein all use the
out put of the SHA-256 hash function as their value. The use of a
single hash function by this specification was intentional and ai ned
at sinplicity and avoi dance of potential security and
interoperability issues arising fromcomon nistakes inplenenting and
depl oyi ng paraneterized algorithmagility schenes. However, the use
of a different hash function is not precluded if future circunstances
change and make SHA-256 insufficient for the requirenents of this
specification. Should that need arise, it is expected that a short
specification will be produced that updates this one. Using the

out put of an appropriate hash function as the value, that
specification will likely define a new confirmation nmethod nenber, a
new JWI claim and a new authorization request paraneter. These
itenms will be used in place of, or alongside, their respective
counterparts in the sane nessage structures and flows of the |arger
protocol defined by this specification

11. Binding to Client Identity
In cases where DPoP is used with client authentication, it is only
bound to authentication by being coincident in the same TLS tunnel
Si nce the DPoP proof is not directly bound to the authentication
cryptographically, it’s possible that the authentication or the DPoP
messages were copied into the tunnel. Wile including the URI in the
DPoP can partially mtigate some of this risk, nodifying the
aut henti cati on mechani smto provide cryptographic binding between
aut henti cation and DPoP coul d provide better protection. However,
provi di ng additional binding with authentication through the
modi fi cati on of authentication mechani snms or other neans is beyond
the scope of this specification

I ANA Consi derations
1. CQAuth Access Token Types Regi stration
| ANA has registered the foll owi ng access token type in the "QAuth
Access Token Types" registry [l ANA QAut h. Parans] established by
[ RFC6749] .
Name: DPoP
Addi ti onal Token Endpoi nt Response Paraneters: (none)
HTTP Aut hentication Scheme(s): DPoP
Change Controller: |ETF
Ref erence: RFC 9449
2. QAuth Extensions Error Registration
I ANA has registered the following error values in the "QAuth
Extensions Error" registry [|ANA QAut h. Parans] established by
[ RFC6749] .
I nval i d DPoP proof:

Name: invalid_dpop_proof

Usage Locati on: token error response, resource access error
response

Prot ocol Extension: Denonstrating Proof of Possession (DPoP)

Change Controller: |ETF



Ref er ence: RFC 9449
Use DPoP nonce:
Nane: use_dpop_nonce

Usage Locati on: token error response, resource access error
response

Prot ocol Extension: Denonstrating Proof of Possession (DPoP)
Change Controller: |ETF
Ref erence: RFC 9449
12.3. QAuth Paraneters Registration
| ANA has registered the foll owing authorization request paraneter in
the "QAuth Paraneters” registry [l ANA QAut h. Parans] established by
[ RFC6749] .
Nane: dpop_j kt
Par amet er Usage Location: authorization request
Change Controller: |ETF
Ref erence: Section 10 of RFC 9449
12. 4. HITP Aut hentication Schenes Regi stration
| ANA has registered the followi ng schenme in the "HTTP Aut henti cati on
Schenes" registry [ ANA HTTP. Aut hSchenes] established by [ RFC9110],
Section 16.4. 1.
Aut henti cati on Schene Nane: DPoP
Ref erence: Section 7.1 of RFC 9449
12.5. Media Type Registration
| ANA has registered the application/dpop+jw media type [ RFC2046] in
the "Media Types" registry [l ANA. Medi aTypes] in the manner descri bed
in [RFC6838], which is used to indicate that the content is a DPoP
JWI.
Type name: application
Subt ype nane: dpop+j wt
Required paraneters: n/a
Optional parameters: n/a
Encodi ng consi derations: binary. A DPoP JW is a JW; JW val ues
are encoded as a series of base64url-encoded val ues (sone of which
may be the enpty string) separated by period ('.’) characters.
Security considerations: See Section 11 of RFC 9449
Interoperability considerations: n/a

Publ i shed specification: RFC 9449

Applications that use this nedia type: Applications using RFC 9449
for application-level proof of possession
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Fragnment identifier considerations: n/a
Addi tional infornmation:

File extension(s): n/a
Maci ntosh file type code(s): n/a

Person & email address to contact for further information: M chael
B. Jones, mchael b _jones@otnail.com

I ntended usage: COMMON

Restrictions on usage: none

Aut hor: M chael B. Jones, mchael b jones@otnail.com
Change controller: |ETF

6. JWI Confirmation Methods Regi stration

| ANA has registered the following JW cnf nenber value in the "JW
Confirmation Methods" registry [1 ANA. JWI] established by [ RFC7800].

Confirmation Method Val ue: jkt

Confirmati on Met hod Description: JW SHA-256 Thunbprint
Change Controller: |ETF

Ref erence: Section 6 of RFC 9449

7. JSON Web Token O ains Registration

I ANA has registered the following Clainms in the "JSON Wb Token
Clains" registry [ ANA. JW] established by [ RFC7519].

HTTP net hod:
Claim Name: htm
Claim Description: The HTTP met hod of the request
Change Controller: |ETF
Ref erence: Section 4.2 of RFC 9449
HTTP URI :
Claim Name: htu

Cl ai m Description: The HTTP URI of the request (w thout query and
fragment parts)

Change Controller: |ETF

Reference: Section 4.2 of RFC 9449
Access token hash:

Claim Name: ath

Clai m Description: The base64url-encoded SHA-256 hash of the
ASCI | encodi ng of the associated access token’s val ue

Change Controller: |ETF
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Ref erence: Section 4.2 of RFC 9449
7.1. "nonce" Registration Update
The Internet Security d ossary [RFC4949] provides a useful definition
of nonce as a random or non-repeating value that is included in data
exchanged by a protocol, usually for the purpose of guaranteeing
Iiveness and thus detecting and protecting against replay attacks.
However, the initial registration of the nonce claimby [OpenlD. Core]
used | anguage that was contextually specific to that application,
which was potentially Iimting to its general applicability.
Therefore, | ANA has updated the entry for nonce in the "JSON Wb
Token C ains" registry [ ANA JW] with an expanded definition to
reflect that the claimcan be used appropriately in other contexts
and with the addition of this docunment as a reference, as foll ows.
Cl ai m Name: nonce
ClaimDescription: Value used to associate a Cient session with an
I D Token (MAY al so be used for nonce values in other applications
of JWIs)

Change Controller: OpenlD Foundation Artifact Binding Wrking G oup,
openi d- specs-ab@i sts. openi d. net

Speci fication Docunment(s): Section 2 of [OpenlD.Core] and RFC 9449
8. Hypertext Transfer Protocol (HTTP) Field Nanme Registration
| ANA has registered the foll owing HITP header fields, as specified by
this docunment, in the "Hypertext Transfer Protocol (HTTP) Field Nane
Regi stry" [ ANA. HTTP. Fi el ds] established by [ RFC9110]:
DPoP:

Field Nane: DPoP

Status: permanent

Ref erence: RFC 9449
DPoP- Nonce:

Fi el d Nane: DPoP-Nonce

Status: permanent

Reference: RFC 9449
9. QAuth Authorization Server Metadata Registration
| ANA has registered the follow ng value in the "QAuth Authorization
Server Metadata" registry [ ANA. QAut h. Parans] established by
[ RFC8414] .
Met adat a Name: dpop_signing_al g val ues_supported

Met adat a Description: JSON array containing a list of the JWs
al gorithms supported for DPoP proof JWs

Change Controller: |ETF

Ref erence: Section 5.1 of RFC 9449



12.10. QAuth Dynamic Cient Registration Metadata

| ANA has registered the following value in the | ANA "QAuth Dynanic
Client Registration Metadata" registry [l ANA QAut h. Parans]
est abl i shed by [ RFC7591].

Client Metadata Name: dpop_bound_access_tokens

Client Metadata Description: Bool ean val ue specifying whether the
client always uses DPoP for token requests

Change Controller: |ETF

Reference: Section 5.2 of RFC 9449
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