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I nt roducti on

In the context of broadband services, Internet Service Providers
(I'SPs) usually provide DNS resolvers to their custoners. To that
aim | SPs depl oy dedi cated nechani sns (e.g., DHCP [ RFC2132] [ RFCB415]
and | Pv6 Router Advertisenent [ RFC4861]) to advertise a |ist of DNS
recursive servers to their custoners. Typically, the information
used to popul ate DHCP nessages and/or | Pv6 Router Advertisenents
relies upon specific Renpte Authentication Dial-In User Service

(RADI US) [RFC2865] attributes, such as the DNS-Server-|Pv6- Address
Attribute specified in [ RFC6911].

Wth the advent of encrypted DNS (e.g., DNS over HTTPS (DoH)

[ RFC8484], DNS over TLS (DoT) [RFC7858], or DNS over QU C (DoQ

[ RFC9250]), additional neans are required to provision hosts with

net wor k- desi gnated encrypted DNS. To fill that void, [DNR] |everages
exi sting protocols such as DHCP to provide hosts with the required
informati on to connect to an encrypted DNS resol ver. However, there
are no RADI US attributes that can be used to popul ate the di scovery
messages discussed in [DNR]. The sane concern is likely to be
encountered for future services that are configured usi ng DHCP

Thi s docunent specifies two new RADIUS attributes: DHCPv6- Opti ons
(Section 3.1) and DHCPv4- Options (Section 3.2). These attributes can
i nclude DHCP options that are listed in the "DHCPv6 Options Pernitted
in the RADI US DHCPv6-Options Attribute" registry (Section 8.4.1) and
the "DHCP Options Permitted in the RAD US DHCPv4- Options Attri bute"
registry (Section 8.4.2). These two attributes are specified in
order to accommodate both | Pv4 and | Pv6 depl oynment contexts while
taking into account the constraints in Section 3.4 of [RFC6158].

The mechani sm specified in this docunent is a generic nechani sm and
m ght be enpl oyed in network scenari os where the DHCP server and the
RADI US client are located in the same device. The new attributes can
al so be used in deploynents that rely upon the nmechani sns defined in
[ RFC4014] or [RFC7037], which allow a DHCP relay agent that is
collocated with a RADIUS client to pass attributes obtained froma
RADI US server to a DHCP server. However, an update to [ RFC4014] is
required so that a DHCP rel ay agent can pass the DHCPv4- Options
Attribute obtained froma RADI US server to a DHCP server (Section 4).

DHCP options that are included in the new RADIUS attributes can be
controll ed by a deploynent-specific policy. Discussing such a policy
is out of scope.



Thi s docunent adheres to [ RFC8044] for defining the new attri butes.

A sanpl e depl oynent usage of the RADI US DHCPv6- Opti ons and
DHCPv4- Options Attributes is described in Section 5.

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Thi s docunent nakes use of the ternms defined in [ RFC2865], [RFC8415],
and [ RFC8499]. The followi ng additional terns are used:

DHCP: refers to both DHCPv4 [ RFC2132] and DHCPv6 [ RFC8415].

Encrypted DNS: refers to a scheme where DNS exchanges are
transported over an encrypted channel. Exanples of encrypted DNS
are DoT, DoH, and DoQ

Encrypted DNS resolver: refers to a resolver (Section 6 of
[ RFC8499]) that supports encrypted DNS.

DHCP*- Options: refers to the DHCPv4-Opti ons and DHCPv6- Opti ons
Attributes (Section 3).

RADI US DHCP Options Attributes

This section specifies two new RADIUS attributes for RADIUS clients
and servers to exchange DHCP-encoded data. This data is then used to
feed the DHCP procedure between a DHCP client and a DHCP server.

Bot h the DHCPv4- Opti ons and DHCPv6-Options Attributes use the "Long
Ext ended Type" format (Section 2.2 of [RFC6929]). The description of
the fields is provided in Sections 3.1 and 3. 2.

These attributes use the "Long Extended Type" format in order to
permit the transport of attributes encapsul ating nore than 253 octets
of data. DHCP options that can be included in the RAD US DHCP*-
Options Attributes are limted by the maxi mum packet size of 4096
bytes (Section 3 of [RFC2865]). In order to acconmodate depl oyments
with | arge DHCP options, RADI US inpl enentati ons are RECOMVENDED t o
support a packet size up to 65535 bytes. Such a reconmmendation can
be nmet if RADIUS inpl enentations support a nechanismthat rel axes the
limt of 4096 bytes (e.g., the nechani sns described in [RFC7499] or

[ RFC7930]).

The Val ue fields of the DHCP*-Options Attributes are encoded in the
clear and not encrypted |like, for exanple, the Tunnel - Password
Attribute [ RFC2868].

RADI US i npl emrent ati ons may support a configuration paraneter to
control the DHCP options that can be included in a RAD US DHCP*-
Options Attribute. Likew se, DHCP server inplenmentations nmay support
a configuration parameter to control the pernmitted DHCP options in a
RADI US DHCP*- Options Attribute. Absent explicit configuration,

RADI US i npl erent ati ons and DHCP server inplenentati ons SHOULD i gnore
non-perm tted DHCP options received in a RAD US DHCP*- Opti ons
Attribute.

RADI US- supplied data is specific configuration data that is returned
as a function of authentication and authorization checks. As such,
absent any explicit configuration on the DHCP server, RAD US-supplied
data by means of the DHCP*-Options Attributes take precedence over



any | ocal configuration.

These attributes are defined with globally unique nanmes. The nam ng
of the attributes follows the guidelines in Section 2.7.1 of
[RFC6929]. Invalid attributes are handl ed as per Section 2.8 of

[ RFC6929] .

3.1. DHCPv6-Options Attribute

This attribute is of type
[ RFC8044] .

string" as defined in Section 3.5 of

The DHCPv6- Options Attribute MAY appear in a RADIUS Access- Accept
packet. It MAY al so appear in a RADI US Access- Request packet as a
hint to the RADIUS server to indicate a preference. However, the
server is not required to honor such a preference.

The DHCPv6- Options Attribute MAY appear in a RADI US CoA- Request
packet .

The DHCPv6- Options Attribute MAY appear in a RADI US Accounti ng-
Request packet.

The DHCPv6- Options Attribute MJST NOT appear in any other RAD US
packet .

The DHCPv6- Options Attribute is structured as foll ows:

Type
245

Length
This field indicates the total length, in octets, of all fields of
this attribute, including the Type, Length, Extended-Type, and
Val ue fields.

Ext ended- Type
3 (see Section 8.1)

Val ue
This field contains a |ist of DHCPv6 options (Section 21 of
[ RFC8415]). Miltiple instances of the same DHCPv6 option MAY be
included. |If an option appears multiple tines, each instance is
consi dered separate, and the data areas of the options MJST NOT be
concatenated or otherw se conbined. Consistent with Section 17 of
[ RFC7227], this docunent does not inpose any option order when
mul tiple options are present.

The permtted DHCPv6 options are listed in the "DHCPv6 Options
Permtted in the RADIUS DHCPv6- Options Attribute" registry
(Section 8.4.1).

The DHCPv6-Options Attribute is associated with the foll ow ng
identifier: 245.3.

3.2. DHCPv4-QOptions Attribute

This attribute is of type "string" as defined in Section 3.5 of
[ RFC8044] .

The DHCPv4- Options Attribute MAY appear in a RADIUS Access- Accept
packet. It MAY al so appear in a RADI US Access- Request packet as a
hint to the RADIUS server to indicate a preference. However, the
server is not required to honor such a preference.

The DHCPv4- Options Attribute MAY appear in a RADI US CoA- Request



packet .

The DHCPv4- Options Attribute MAY appear in a RADI US Accounti ng-
Request packet.

The DHCPv4- Options Attribute MJST NOT appear in any other RADI US
packet .

The DHCPv4- Options Attribute is structured as foll ows:

Type
245

Length
This field indicates the total length, in octets, of all fields of
this attribute, including the Type, Length, Extended-Type, and
Val ue fields.

Ext ended- Type
4 (see Section 8.1)

Val ue
This field contains a |ist of DHCPv4 options. Miltiple instances
of the sane DHCPv4 option MAY be included, especially for
concat enati on-requiring options that exceed the nmaxi mum DHCPv4
option size of 255 octets. The nechani sm specified in [ RFC3396]
MUST be used for splitting and concatenating the instances of a
concat enati on-requiring option.

The permtted DHCPv4 options are listed in the "DHCP Options
Permtted in the RADIUS DHCPv4- Options Attribute" registry
(Section 8.4.2).

The DHCPv4-Options Attribute is associated with the foll ow ng
identifier: 245.4.

4. Passing RADI US DHCP Options Attributes by DHCP Rel ay Agents to DHCP
Servers

4. 1. Cont ext

The RADI US Attributes DHCP suboption [ RFC4014] enabl es a DHCPv4 rel ay
agent to pass identification and authorization attributes received
during RADI US authentication to a DHCPv4 server. However, [RFC4014]
defines a frozen set of RADIUS attributes that can be included in
such a suboption. This limtation is suboptiml in contexts where
new servi ces are deployed (e.g., support of encrypted DNS [DNR]).

Section 4.2 updates [ RFC4014] by rel axing that constraint and

all owing additional RADIUS attributes to be tagged as permtted in
the RADIUS Attributes DHCP suboption. The pernitted attributes are
registered in the new "RADIUS Attributes Pernitted in RAD US
Attributes DHCP Suboption" registry (Section 8.3).

4.2. Updates to RFC 4014

4.2.1. Section 3 of RFC 4014
Thi s docunent updates Section 3 of [RFC4014] as foll ows:
CLD:
| To avoid dependenci es between the address allocation and other

| state information between the RADI US server and the DHCP server,
| the DHCP relay agent SHOULD include only the attributes in the



table below in an instance of the RADI US Attri butes suboption.
The tabl e, based on the analysis in RFC 3580 [8], lists attributes
t hat MAY be i ncl uded:

# Attribute
1 User - Name (RFC 2865 [3])
6 Servi ce- Type (RFC 2865)
26 Vendor - Speci fic (RFC 2865)
27 Sessi on- Ti meout (RFC 2865)
88 Fr amed- Pool (RFC 2869)
100 Framed- | Pv6- Pool (RFC 3162 [7])

NEW

To avoi d dependenci es between the address all ocati on and ot her
state information between the RADIUS server and the DHCP server,
the DHCP rel ay agent SHOULD only include the attributes in the
"RADI US Attributes Permitted in RADIUS Attri butes DHCP Suboption®
registry (Section 8.3 of [RFC9445]) in an instance of the RADI US
Attributes DHCP suboption. The DHCP relay agent may support a
configuration paraneter to control the attributes in a RAD US
Attributes DHCP suboption.

4.2.2. Section 4 of RFC 4014
Thi s docunent updates Section 4 of [RFC4014] as fol |l ows:
OLD:

| If the relay agent relays RADI US attributes not included in the
| table in Section 4, the DHCP server SHOULD ignore them

NEW

| If the relay agent relays RADIUS attributes not included in the

| "RADIUS Attributes Permitted in RADIUS Attri butes DHCP Suboption”
| registry (Section 8.3 of [RFC9445]) and explicit configuration is
| absent, the DHCP server SHOULD ignore them

5. An Exanple: Applicability to Encrypted DNS Provi si oni ng

Typi cal depl oynent scenarios are simlar to those described, for
instance, in Section 2 of [RFC6911]. For illustration purposes,
Figure 1 shows an exanpl e where a Custoner Prem ses Equi pnent (CPE)
is provided with an encrypted DNS resol ver. This exanple assunes
that the Network Access Server (NAS) enmbeds both RADIUS client and
DHCPv6 server capabilities.

S + S + AR, +
| CPE | | NAS | |  AAA |
| DHCPv6 Cient| | DHCPv6 Server | | Server |
| | | RADI US C i ent | | |
Fom e e - - Fom e e - - + Fom e e - - Fom e e - - + B

| | |

0----- DHCPv6 Solicit----- > |

0----Access- Request ---->|

I I

| <----Access-Accept------ o]

<----DHCPv6 Advertise----o0 (OPTI ON_V6_DNR)

I

|

| | DHCPv6- Opt i ons
|

| (OPTI ON_V6_DNR) |

I



| (OPTI ON_V6_DNR) | |

DHCPv 6 RADI US
Figure 1: An Exanple of RADI US | Pv6 Encrypted DNS Exchange

Upon recei pt of the DHCPv6 Solicit nessage froma CPE, the NAS sends
a RADI US Access- Request nessage to the Authentication, Authorization,
and Accounting (AAA) server. Once the AAA server receives the
request, it replies with an Access-Accept nmessage (possibly after
havi ng sent a RADI US Access- Chal | enge nmessage and assuming the CPE is
entitled to connect to the network) that carries a list of paraneters
to be used for this session, which includes the encrypted DNS
information. Such information is encoded as OPTI ON V6_DNR (144)
instances [DNR] in the RADIUS DHCPv6- Options Attribute. These

i nstances are then used by the NAS to conplete the DHCPv6 procedure
that the CPE initiated to retrieve informati on about the encrypted
DNS service to use. The Discovery of Network-designated Resol vers
(DNR) procedure defined in [DNR] is then foll owed between the DHCPv6
client and the DHCPv6 server

Shoul d any encrypted DNS-related information (e.g., Authentication
Domai n Narme (ADN) and | Pv6 address) change, the RADIUS server sends a
RADI US Change- of - Aut hori zati on (CoA) nmessage [ RFC5176] that carries
the DHCPv6-Options Attribute with the updated OPTI ON_V6_DNR
information to the NAS. Once that nessage is received and vali dated
by the NAS, it replies with a RADI US CoA ACK nessage. The NAS

repl aces the old encrypted DNS resol ver information with the new one
and sends a DHCPv6 Reconfi gure nmessage, which | eads the DHCPv6 cli ent
toinitiate a Renew Reply nessage exchange with the DHCPv6 server

I n depl oynents where the NAS behaves as a DHCPv6 rel ay agent, the
procedure discussed in Section 3 of [RFC7037] can be followed. To
that aim the "RADI US Attributes Permitted in DHCPv6 RADI US Opti on"
regi stry has been updated (Section 8.2). CoA-Requests can be used
followi ng the procedure specified in [ RFC6977].

Fi gure 2 shows another exanple where a CPE is provided with an

encrypted DNS resol ver, but the CPE uses DHCPv4 to retrieve its
encrypted DNS resol ver.

(OPTI ON_V4_DNR)

S + S + R, +
| CPE | | NAS | |  AAA |
| DHCPv4 Cient| | DHCPv4 Server | | Server |
| | | RADI US d i ent | | |
S S + S S + Fom o - -+

I I I

0------ DHCPDI SCOVER:- - - - - - > |

| 0---- Access- Request ---->

I I I

| | <----Access-Accept------ 0

I | DHCPv4- Opt i ons

| <----- DHCPOFFER---------- 0 ( OPTI ON_V4_DNR)

|

I

|

0----- DHCPREQUEST- - - - - - - - >|
(OPTI ON_V4_DNR) |

I

(OPTI ON_V4_DNR) |

DHCPV 4 RADI US

Figure 2: An Exanple of RADI US | Pv4 Encrypted DNS Exchange



O her depl oynent scenarios can be envisaged, such as returning
custom zed service paraneters (e.g., different DoH URI Tenpl ates) as
a function of the service, policies, and preferences that are set by
a network administrator. How an administrator indicates its service,
policies, and preferences to a AAA server is out of scope.

Security Considerations
RADI US-rel ated security considerations are discussed in [ RFC2865] .

DHCPv6-rel ated security issues are discussed in Section 22 of

[ RFC8415], while DHCPv4-rel ated security issues are discussed in
Section 7 of [RFC2131]. Security considerations specific to the DHCP
options that are carried in RADIUS are discussed in rel evant
docunents that specify these options. For exanple, security
considerations (including traffic theft) are discussed in Section 7
of [DNR].

RADI US servers have conventionally tolerated the input of arbitrary
data via the "string" data type (Section 3.5 of [RFC8044]). This
practice allows RADI US servers to support newer standards without
sof tware upgrades, by allowing adm nistrators to manually create
complex attribute content and then pass that content to a RAD US
server as opaque strings. Wile this practice is useful, it is
RECOMVENDED t hat RADI US servers that inplenment the present
specification are updated to understand the format and encodi ng of
DHCP options. Administrators can thus enter the DHCP options as
options instead of manually encoded opaque strings. This
recomrendati on increases security and interoperability by ensuring
that the options are encoded correctly. It also increases usability
for adm nistrators

The considerations discussed in Section 7 of [RFC4014] and Section 8
of [RFC7037] should be taken into account in depl oyments where DHCP
rel ay agents pass the DHCP*-Options Attributes to DHCP servers

Addi tional considerations specific to the use of Reconfigure nmessages
are discussed in Section 9 of [RFC6977].

Tabl e of Attributes

The followi ng table provides a guide as to what type of RADI US
packets may contain these attributes and in what quantity.

B ety plp gy Sl —(—j——r—— by plp——_——" —p—p——_———(———————— o
| Access- | Access-| Access- | Challenge |# | Attribute |
| Request | Accept | Reject | | | |
[ e ool sl e sl ool s oo °
| 0+ | 0+ 0 | 0 | 245. 3] DHCPv6- Opti ons |
i i +------- +---- - - - F-- - - - +----- I I +
| 0+ | 0+ | 0 | 0 | 245. 4] DHCPv4- Options |
[ e e el e el e, oo e el oo e
| Accounting- | CoA- | CoA-ACK | CoA-NACK |# | Attribute |
| Request | Request | | | | |
[ Sty et e el el e e s
| 0+ | 0+ | 0 | 0 | 245. 3| DHCPv6- Opti ons |
L i +------- L I +----- I I T +
| O+ | 0+ | O | O | 245. 4] DHCPv4- Opti ons

I i +----- - Fo-m e - - I +----- S I A ] +

Table 1: Table of Attributes
Not ati on for Table 1:

0 This attribute MUST NOT be present in packet.



0+ Zero or nore instances of this attribute MAY be present in
packet .

8. | ANA Consi derati ons
8. 1. New RADI US Attri butes

| ANA has assigned two new RADIUS attribute types in the "Radius
Attribute Types" [RADIUS-Types] registry:

E ool ool s oo e
| Value | Description | Data Type | Reference |
[ sl e el e el
| 245.3 | DHCPv6-Options | string | RFC 9445 |
+------- I I T I I +
| 245.4 | DHCPv4-Options | string | RFC 9445 |
+----- - S I A ] I I +

Tabl e 2: New RADI US Attri butes

8.2. New RADIUS Attribute Permitted in DHCPv6 RADI US Option

| ANA has added the following entry to the "RADIUS Attri butes
Permtted in DHCPv6 RADI US Option" subregistry in the "Dynam c Host
Configuration Protocol for IPv6 (DHCPv6)" registry [ DHCPv6]:

B oo el e e e
| Type Code | Attribute | Reference |
[ el s bl sl )
| 245.3 | DHCPv6- Options | RFC 9445 |
F-- - - - I I F-- - - - +

Table 3: New RADIUS Attribute
Permitted in DHCPv6 RADIUS Option

8.3. RADIUS Attributes Permitted in RADIUS Attributes DHCP Suboption

| ANA has created a new subregistry entitled "RADIUS Attri butes
Permitted in RADIUS Attri butes DHCP Suboption"” in the "Dynam ¢ Host
Configuration Protocol (DHCP) and Bootstrap Protocol (BOOTP)

Par anmet ers” regi stry [ BOOTP].

The allocation policy of this new subregistry is "Expert Review'
(Section 4.5 of [RFC8126]). Designated experts should carefully
consider the security inplications of allowing a relay agent to
include new RADI US attributes in this subregistry. Additional
consi derations are provided in Section 8.4.3.

The initial contents of this subregistry are listed in Table 4. The
Ref erence field includes the document that registers or specifies the

attribute.
B ooty e s oo el
| Type Code | Attribute | Reference |
[ gttty Sy pl e p—j—————r——
| 1 | User- Nane | [ RFC2865] |
I I I I I +
| 6 | Service-Type | [ RFC2865] |
F--- - - - R i F--- - - - +
| 26 | Vendor-Specific | [RFC2865] |
I I i T ) I +
| 27 | Session-Tinmeout | [RFC2865] |
I I I I I +

| 88 | Franed- Pool | [ RFC2869] |



Table 4: Initial Contents of RADI US
Attributes Permtted i n RADI US
Attributes DHCP Suboption Registry

8.4. DHCP Options Permitted in the RADIUS DHCP*- Options Attributes

8.4.1. DHCPv6

| ANA has created a new subregistry entitled "DHCPv6 Options Pernitted
in the RADI US DHCPv6-Options Attribute” in the "Dynam c Host
Configuration Protocol for IPv6e (DHCPv6)" registry [ DHCPv6].

The registration policy for this new subregistry is "Expert Review'
(Section 4.5 of [RFC8126]). See nore details in Section 8.4.3.

The initial content of this subregistry is listed in Table 5. The
Val ue and Description fields echo those in the "Opti on Codes”
subregi stry of [DHCPv6]. The Reference field includes the docunent
that registers or specifies the option.

b ool oo sy oo e o}
| Value | Description | Reference |
[ Sl e e sy
| 144 | OPTION_V6_DNR | RFC 9445 |
+------- I i I +

Table 5: Initial Content of
DHCPv6 Options Permitted in the
RADI US DHCPv6- Options Attribute

Regi stry

8.4.2. DHCPv4

| ANA has created a new subregistry entitled "DHCP Options Permtted
in the RADI US DHCPv4-(Qptions Attribute"” in the "Dynam ¢ Host
Configuration Protocol (DHCP) and Bootstrap Protocol (BOOTP)

Par anet ers" regi stry [ BOOTP].

The registration policy for this new subregistry is Expert Review
(Section 4.5 of [RFC8126]). See nore details in Section 8.4.3.

The initial content of this subregistry is listed in Table 6. The
Tag and Nanme fields echo those in the "BOOTP Vendor Extensions and
DHCP Options" subregistry of [BOOTP]. The Reference field includes
the docunent that registers or specifies the option.

+o——-o4 oo+ - ——— =+
| Tag | Nane | Reference |
[ bl e oo e e s
| 162 | OPTION V4 _DNR | RFC 9445 |
+----- i R +

Table 6: Initial Content of
DHCPv4 Options Permitted in the
RADI US DHCPv4-Options Attribute

Regi stry



8.

9.

9.

4.3. Quidelines for the Designated Experts

It is suggested that nultiple designated experts be appointed for
regi stry change requests.

Criteria that should be applied by the designated experts include
determ ni ng whether the proposed registration duplicates existing
entries and whether the registration description is clear and fits
the purpose of this registry.

Regi stration requests are to be sent to <radi us-dhcp-review@etf.org>
and are evaluated within a three-week revi ew period on the advice of
one or nore designated experts. Wthin the review period, the

desi gnated experts will either approve or deny the registration
request, comunicating this decision to the review list and | ANA

Deni al s shoul d include an explanation and, if applicable, suggestions
as to how to nmake the request successful.
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