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I nt roducti on

The Generic Framework for Static Context Header Conpression (SCHC)
and Fragnmentation specification [ RFC8724] descri bes two nechani sns:

i) a protocol header conpression schene and ii) a frame fragnmentation
and | oss recovery functionality. Either can be used on top of radio
technol ogi es, such as the four Low Power Wde Area Networks (LPWANS)
listed in [ RFC8376], which are Sigfox, LoRaWAN, NB-1o0T, and | EEE

802. 15.4w. These LPWANs have simlar characteristics, such as star-
oriented topol ogies, network architecture, and connected devices with
built-in applications.

SCHC offers a great level of flexibility to accommpdate all these
LPWAN t echnol ogi es. Even though there are a nunber of simlarities
bet ween them some differences exist with respect to the transm ssion
characteristics, payload sizes, etc. Hence, there are opti nal
paraneters and nodes of operation that can be used when SCHC i s used
on top of a specific LPWAN t echnol ogy.

In ACK-on-Error node in [RFC8724], the SCHC Packet is fragmented into
pieces called tiles, where all tiles are the same size except for the
| ast one, which can be snmaller. Successive tiles are grouped in

wi ndows of fixed size. A SCHC Fragnment carries one or severa
contiguous tiles, which may span multiple windows. Wen sending al
tiles fromall w ndows, the last tile is sent in an All-1 SCHC
Fragment. The SCHC receiver will send a SCHC ACK reporting on the
reception of exactly one wi ndow of tiles after receiving the All-1
SCHC Fragnent. |n case of SCHC Fragnent |osses, a bitnap is added to
the failure SCHC ACK, where each bit in the bitmap corresponds to a
tile in the window. If SCHC Fragnent | osses span nultiple w ndows,
the SCHC receiver will send one failure SCHC ACK per wi ndow with

| osses.

Thi s docunent updates the SCHC protocol for frame fragnentation and
| oss recovery. It defines a SCHC Conpound ACK format and procedure,
which are intended to reduce the nunber of response transm ssions
(i.e., SCHC ACKs) in the ACK-on-Error node of SCHC. The SCHC
Conpound ACK extends the failure SCHC ACK nmessage format so that it
can contain several bitmaps, with each bitmap being identified by its
correspondi ng wi ndow nunber. The SCHC Conpound ACK i s backwards
conpatible with the SCHC ACK as defined in [ RFC8724], and introduces
flexibility, as the receiver has the capability to respond to the
Al'l -0 SCHC Fragrent, providing nore Downlink opportunities and
therefore adjusting to the delay requirenments of the application



2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

It is assunmed that the reader is famliar with the terns and
mechani sms defined in [ RFC8376] and [ RFC8724].

3. SCHC Conpound ACK

The SCHC Conpound ACK is a failure SCHC ACK nessage that can contain
several bitmaps, with each bitnap being identified by its

correspondi ng wi ndow nunber. In [RFC8724], the failure SCHC ACK
message only contains one bitmap corresponding to one wi ndow. The
SCHC Conpound ACK extends this format, allow ng nore w ndows to be
acknow edged in a single ACK and reducing the total nunber of failure
SCHC ACK nessages, especially when fragnent | osses are present in

i ntermedi ate w ndows.

The SCHC Conpound ACK MAY be used in fragmentation nodes that use
wi ndows and that allow reporting the bitmps of nultiple w ndows at
the sane tine; otherw se, the SCHC Conpound ACK MJST NOT be used.
The SCHC Conpound ACK:

* provides feedback only for windows with fragnent |osses,

* has a variable size that depends on the nunber of wi ndows with
fragment | osses being reported in the single SCHC Conmpound ACK,

* includes the wi ndow nunber (i.e., W of each bitmap,

* mght not cover all wi ndows with fragnent | osses of a SCHC Packet,
and

* is distinguishable fromthe SCHC Recei ver- Abort.
3.1. SCHC Compound ACK Message For nat

Figure 1 shows the success SCHC ACK format, i.e., when all fragnents
have been correctly received (C=1), as defined in [ RFC8724].

paddi ng as needed

Figure 1: SCHC Success ACK Message Format, as Defined in RFC 8724

In case SCHC Fragnent |osses are found in any of the w ndows of the
SCHC Packet, the SCHC Conmpound ACK MAY be used. The SCHC Conpound
ACK nmessage format is shown in Figures 2 and 3.

| --- SCHC ACK Header --|- Wewl -|...|---- VWWi ----- |
|--T-]---M-]- 1] |l |--- M-

S S Fom oo e - - S SR - - S o~~~ +

| Rul el D DTag] Wewl | C=0| Bitmap |...| W=w | Bitnmap | 00..00| pad |

Femmm o - e Fom e e o - + Femmm o - T Femmm o - F +

next L2. V\brd boundary ->|<-- L2 Word ->|

Figure 2: SCHC Compound ACK Message Format. Losses are found in



w ndows W= wl,...,w, where wl < w2 <...< W.

The SCHC Conpound ACK groups the wi ndow nunber (W with its
correspondi ng bitmap. Wndow nunbers do not need to be contiguous.
However, the wi ndow nunbers and their correspondi ng bitnmaps included
in the SCHC Compound ACK nessage MUST be ordered fromthe | owest-
nunbered to the highest-nunbered wi ndow. Hence, if the bitmap of

wi ndow nunber zero is present in the SCHC Conmpound ACK nessage, it
MUST al ways be the first one in order and its w ndow nunber MJST be
pl aced in the SCHC ACK Header

If Mor nore padding bits would be needed after the last bitmap in
the message to fill the last layer two (L2) Wrd, Mbits at 0 MIST be
appended after the last bitmap, and then padding is applied as needed
(see Figure 2). Since window nunber O (if present in the nessage) is
pl aced as wl, the Mbits set to zero can't be confused with w ndow
nunber 0; therefore, they signal the end of the SCHC Conmpound ACK
message

Figure 3 shows the case when the required padding bits are strictly
less than Mbits. In this case, the L2 Maxi mum Transni ssion Unit

(MIU) does not |eave roomfor any extra wi ndow value, |et alone any
bi tmap, thereby signaling the end of the SCHC Conpound ACK nessage.

| --- SCHC ACK Header --|- Wewl -|...[---- Wewi ----- |
[--T-1---M-|-1-| ool --- M- |---M-|

Hommm-- R - ST RpRpEpEp Fommmmm-- e~

| Rul el D DTag] W=wl | C=0| Bitmap |...| W=wi | Bitnmap | pad|

Hommm-- R R S T RpEpEpEp Fommmmm- o~~~

next L2 Verd boundary ->

Fi gure 3: SCHC Conmpound ACK Message Format with Less than M
Padding Bits. Losses are found in windows W= wl,...,w, where
wl < w2 <...< W.

The SCHC Conpound ACK MUST NOT use the Conpressed Bitmap format for

i ntermedi ate wi ndows/ bitmaps (i.e., bitmaps that are not the | ast one
of the SCHC Conpound ACK nessage); therefore, internediate bitmp
fields MJUST be of size WNDOWSIZE. Hence, the SCHC Conpound ACK MAY
use a Conpressed Bitnmap format only for the last bitmap in the
message. The optional usage of this Conpressed Bitmap for the |ast
bi t map MUST be specified by the technol ogy-specific SCHC Profile.

The case where the last bitmap is effectively conpressed corresponds
to Figure 3, with the last bitmap ending (by construction) on an L2
Word boundary, therefore resulting in no padding at all

Figure 4 illustrates a bitmap conpressi on exanpl e of a SCHC Conpound
ACK, where the bitmap of the last wi ndow (wi) indicates that the
first tile has not been correctly received. Because the conpression
algorithmresulted in effective conpression, no padding i s needed.

|--- SCHC ACK Header --|- WEWL -|...[-------- VW - - - oo - |
== T-] == M| - 1 IR

S T oo e o S T P +

| Rul el D| DTag| Wewl | C=0| Bitmap |...| Ww [0 111111 |

T T oo + T oo +

| --- SCHC ACK Header --|- Wwl -| [-- WEwi --|
|- T-|---M- |- 1- |l M-

Hommm-- R R T +---+

| Rul el D| DTag] W=wl | C=0| Bitmap |[...| W=wi |0 1]

N S e N +-- -+



next L2 Word boundary ->|
Transmitted SCHC Conpound ACK with Conpressed Bitnmap
Figure 4: SCHC Compound ACK Message Format with Conpressed Bitnpp

and No Paddi ng Added. Losses are found in wi ndows W= wl, ..., w,
where wl < w2 <...< w.

Figure 5 illustrates another bitmap conpression exanple of a SCHC
Conpound ACK, where the bitmap of the |ast wi ndow (wi) indicates that
the second and the fourth tiles have not been correctly received. In

this exanple, the conpression algorithmdoes not result in effective
compression of the |ast bitmap. Besides, because nore than Mbits of
paddi ng woul d be needed to fill the last L2 Wrd, Mbits at 0 are
appended to the nessage before padding is applied.

|--- SCHC ACK Header --|-Wewl-|...[-------- VW - - - oo - |
== T-] == M| - 1 IR

S T o ee oo S T P +

| Rul el D| DTag| Wewl | C=0|Bitmap|...| Wew |1 0101 1 1 |

T T oo e oo + T oo +

| --- SCHC ACK Header --|-Wwl-|...|-------- WEW - - - - - - |
| == T-1---M -] - 1-] |- M- |- M-
S R R ey S +, . - -- - e S R +~~~+
| Rul el D] DTag] Wwl |C=0|Bitmap|...|] Ww |1 01 0 1 1 1 |00..00|pad|
F-- - - - B T +, ..+ o e e e e o - F-- - - - +~~~at
next L2 Word boundary ->|<------ L2 wrd ------ >|

Transmitted SCHC Conpound ACK

Figure 5: SCHC Compound ACK Message Format with Conpressed Bitmap
and Paddi ng Added to Reach the L2 Boundary. Losses are found in
wi ndows W= wl,...,wi, where wl < w2 <...<w.

If a SCHC sender gets a SCHC Conpound ACK with invalid wi ndow
nunbers, such as duplicate Wval ues or Wval ues not sent yet, it MJST
di scard the whol e SCHC Conpound ACK message.

| Note that SCHC Conpound ACKs are distinguishable fromthe

| Receiver-Abort nessage in the same way that regul ar SCHC ACKs
| are distinguishable, since the Receiver-Abort pattern never

| occurs in a legitimte SCHC Compound ACK [ RFC8724].

3.2. SCHC Compound ACK Behavi or

The SCHC ACK-on-Error behavior is described in Section 8.4.3 of

[ RFC8724]. The present docunent slightly nodifies this behavior. In
the baseline SCHC specification, a SCHC ACK reports only one bitmap
for the reception of exactly one wi ndow of tiles. The present SCHC
Conpound ACK specification extends the SCHC ACK nmessage format so
that it can contain several bitmaps, with each bitmap being
identified by its correspondi ng wi ndow nunber.

As presented in [ RFC8724], the SCHC ACK format can be considered a
speci al SCHC Compound ACK case in which it reports only the tiles of
one wi ndow. Therefore, the SCHC Conpound ACK i s backwards conpati bl e
with the SCHC ACK format presented in [RFC8724]. The receiver can
assune that the sender does not support the SCHC Conpound ACK if,

al t hough the SCHC Conmpound ACK sent by the receiver reports |osses in
nmore than one wi ndow, the sender does not resend any tiles from

wi ndows other than the first wi ndow reported in the SCHC Conmpound
ACK. In that case, the receiver can send SCHC Compound ACKs with



only one wi ndow of tiles.

Al so, sone flexibility is introduced with respect to [ RFC8724] in
that the receiver has the capability to respond (or not) to the Al-0
with a SCHC Conpound ACK, depending on certain paranmeters, |ike
networ k conditions, sender buffer/cache size, and supported
application delay. Note that even though the protocol allows for
such flexibility, the actual decision criteria is not specified in
this docunment. The application MJUST set expiration tiner val ues
according to when the feedback is expected to be received, e.g.,
after the All-0 or after the All-1.

Section 3.2.1 (and its subsections) replaces the conplete
Section 8.4.3 (and its subsections) of [RFC8724].

3.2.1. ACK-on-Error Mde (Replaces Section 8.4.3, RFC 8724)

The ACK-on-Error node supports L2 technol ogi es that have variable MU
and out-of-order delivery. It requires an L2 that provides a
feedback path fromthe reassenbler to the fragnenter. See Appendi x F
for a discussion on using ACK-on-Error node on quasi-bidirectiona

I'i nks.

In ACK-on-Error node, w ndows are used

Al tiles except the |ast one and the penultinate one MJST be of
equal size, hereafter called "regular”". The size of the last tile
MUST be smaller than or equal to the regular tile size. Regarding
the penultinate tile, a Profile MJST pick one of the follow ng two
options:

* The penultimate tile size MJST be the regular tile size, or

* the penultimate tile size MJST be either the regular tile size or
the regular tile size mnus one L2 Wrd.

A SCHC Fragnent nessage carries one or several contiguous tiles,

whi ch may span multiple wi ndows. A SCHC Conpound ACK reports on the
reception of one wi ndow of tiles or several wi ndows of tiles, each
one identified by its wi ndow nunber.

See Figure 6 (see Figure 23 of RFC 8724 (https://ww. rfc-
editor.org/rfc/rfc8724. htm #figure-23)) for an exanple.

SCHC Fragment nsg [-----nnn-- |

Figure 6: SCHC Packet Fragnented in Tiles, ACK-on-Error Mbde
(Figure 23 in RFC 8724)

The Wfield is wide enough that it unanbi guously represents an
absol ute wi ndow nunber. The fragnment receiver sends SCHC Conpound
ACKs to the fragnent sender about wi ndows for which tiles are

m ssing. No SCHC Conpound ACK is sent by the fragment receiver for
wi ndows that it knows have been fully received.

The fragnment sender retransnmits SCHC Fragnments for tiles that are
reported mssing. It can advance to next w ndows even before it has
ascertained that all tiles belonging to previous wi ndows have been



correctly received, and it can still later retransmt SCHC Fragnents

with tiles belonging to previous wi ndows. Therefore, the sender and

the receiver may operate in a decoupl ed fashion. The fragnented SCHC

Packet transm ssion concludes when:

* integrity checking shows that the fragmented SCHC Packet has been
correctly reassenbled at the receive end, and this information has
been conveyed back to the sender,

* too many retransm ssion attenpts have been nade, or

* the receiver determnes that the transmi ssion of this fragnented
SCHC Packet has been inactive for too |ong.

Each Profile MJST specify which Rul el D val ue(s) corresponds to SCHC
F/ R messages operating in this node.

The Wfield MIST be present in the SCHC F/ R messages.
Each Profile, for each Rul el D value, MJST defi ne:

* the tile size (a tile does not need to be a duplicate of an L2
Word, but it MUST be at |east the size of an L2 Wrd),

* the value of M

* the value of N,

* the value of WNDOW SIZE, which MJST be strictly |less than 2N
* the size and algorithmfor the RCS field,

* the value of T,

* the value of MAX_ACK REQUESTS,

* the expiration time of the Retransmi ssion Tiner,

* the expiration time of the Inactivity Tiner,

* if the last tile is carried in a Regular SCHC Fragnent or an All-1
SCHC Fragnment (see Section 3.2.1.1 (Section 8.4.3.1 in [RFC8724]),

* if the penultimate tile MAY be one L2 Word snaller than the
regular tile size (in this case, the regular tile size MJST be at
| east twice the L2 Wrd size),

* usage or not of the SCHC Compound ACK nessage, and

* usage or not of the Conpressed Bitmap format in the | ast w ndow of
the SCHC Conpound ACK nessage.

For each active pair of RulelD and DTag val ues, the sender MJST
mai nt ai n:

* one Attenpts counter and
* one Retransm ssion Tiner.

For each active pair of RulelD and DTag val ues, the receiver MJST
mai nt ai n:

* one Attenpts counter and

* one lnactivity Tiner.



3.2.1.1. Sender Behavior (Replaces Section 8.4.3.1, RFC 8724)

At the beginning of the fragnentation of a new SCHC Packet :

* the fragment sender MJST select a RulelD and DTag val ue pair for
this SCHC Packet. A Rule MJUST NOT be selected if the values of M
and WNDOW SI ZE for that Rule are such that the SCHC Packet cannot
be fragnented in (2"M * WNDOWSIZE tiles or |ess

* the fragnment sender MJUST initialize the Attenpts counter to O for
that Rul el D and Drag val ue pair.

A Regul ar SCHC Fragnent nessage carries in its payload one or nore
tiles. If nore than one tile is carried in one Regul ar SCHC
Fragnment :

* the selected tiles MJST be contiguous in the original SCHC Packet,
and

* they MJUST be placed in the SCHC Fragnent Payl oad adjacent to one
another, in the order they appear in the SCHC Packet, fromthe
start of the SCHC Packet toward its end.

Tiles that are not the |last one MIUST be sent in Regul ar SCHC

Fragnments as specified in Section 8.3.1.1. The FCN field MJST

contain the tile index of the first tile sent in that SCHC Fragnent.

In a Regul ar SCHC Fragnent nessage, the sender MUST fill the Wfield
with the wi ndow number of the first tile sent in that SCHC Fragnent.

A Profile MJUST define if the last tile of a SCHC Packet is sent:

* in a Regular SCHC Fragnent, alone or as part of a nulti-tiles
Payl oad,

* alone in an All-1 SCHC Fragment, or
* with either one of the above two net hods.

In an All-1 SCHC Fragnment message, the sender MJUST fill the Wfield
with the wi ndow nunmber of the last tile of the SCHC Packet.

The fragment sender MJST send SCHC Fragnents such that, all together,
they contain all the tiles of the fragnented SCHC Packet.

The fragnment sender MJST send at |east one All-1 SCHC Fragnent.

In doing the two items above, the sender MJST ascertain that the
receiver will not receive the last tile through both a Regul ar SCHC
Fragment and an All-1 SCHC Fragnent.

The fragment sender MJST listen for SCHC Conpound ACK nessages after
havi ng sent:

* an All-1 SCHC Fragnent or

* a SCHC ACK REQ

A Profile MAY specify other times at which the fragnment sender MJST
listen for SCHC Conmpound ACK messages. For example, this could be

after sending a conplete wi ndow of tiles.

Each tinme a fragnment sender sends an All-1 SCHC Fragnent or a SCHC
ACK REQ

* it MJST increnent the Attenpts counter, and



Al l

it MUST reset the Retransmi ssion Tiner.

Ret ransmi ssion Tinmer expiration:

if the Attenpts counter is strictly less than MAX_ACK REQUESTS,
the fragnent sender MJST send either the All-1 SCHC Fragnent or a
SCHC ACK REQ with the Wfield corresponding to the | ast wi ndow,

ot herwi se, the fragnent sender MJST send a SCHC Sender-Abort, and
it MAY exit with an error condition.

message receptions being discussed in the rest of this section

are to be understood as "matching the Rul el D and DTag pair being
processed", even if not spelled out, for brevity.

On receiving a SCHC Conpound ACK:

*

if one of the Wfields in the SCHC Conmpound ACK corresponds to the
| ast wi ndow of the SCHC Packet:

- if the Cbit is set, the sender MAY exit successfully.
- otherwi se:

o if the Profile mandates that the last tile be sent in an
Al'l -1 SCHC Fragnent:

+ if the SCHC Conpound ACK shows no missing tile at the
recei ver, the sender:

*  MJST send a SCHC Sender- Abort and
* MAY exit with an error condition.
+ ot herw se:

* the fragnent sender MJST send SCHC Fragment nessages
containing all the tiles of all the windows that are
reported mssing in the SCHC Conpound ACK.

* if the last of these SCHC Fragnment nessages is not an
Al -1 SCHC Fragnent, then the fragnent sender NMAY
either send, in addition, a SCHC ACK REQ with the W
field corresponding to the | ast wi ndow or repeat the
Al'l-1 SCHC Fragnment to ask the receiver to confirm
that all tiles have been correctly received.

* in doing the two itenms above, the sender MJST
ascertain that the receiver will not receive the | ast
tile through both a Regul ar SCHC Fragnent and an All-1
SCHC Fragment .

o ot herw se:

+ if the SCHC Conpound ACK shows no missing tile at the
recei ver, the sender MJST send the All-1 SCHC Fragnent

+ otherw se:
* the fragnent sender MJST send SCHC Fragment nessages
containing all the tiles that are reported mssing in
t he SCHC Conpound ACK.

* the fragnent sender MJST then send either the All-1
SCHC Fragnent or a SCHC ACK REQwith the Wfield



corresponding to the |ast w ndow.
* otherwi se, the fragnent sender

- MJST send SCHC Fragnent nessages containing the tiles that are
reported mssing in the SCHC Conpound ACK

- then, it MAY send a SCHC ACK REQ with the Wfield correspondi ng
to the |l ast w ndow.

See Figure 43 (https://ww.rfc-editor.org/rfc/rfc8724. htm #fi gure-43)
for one among several possible exanples of a Finite State Machi ne
i npl ementing a sender behavi or obeying this specification

3.2.1.2. Receiver Behavior (Replaces Section 8.4.3.2, RFC 8724)

On receiving a SCHC Fragnment with a Rulel D and DTag pair not being
processed at that tine:

* the receiver SHOULD check that the DTag val ue has not recently
been used for that Rul el D value, thereby ensuring that the
recei ved SCHC Fragnment is not a remnant of a prior fragnmented SCHC
Packet transmission. The initial value of the Inactivity Tiner is
the RECOVWENDED |ifetime for the DTag value at the receiver. |If
the SCHC Fragnent is determ ned to be such a remmant, the receiver
MAY silently ignore it and discard it.

* the receiver MJST start a process to assenble a new SCHC Packet
with that RulelD and DTag val ue pair. The receiver MJST start an
Inactivity Tinmer for that Rulel D and DTag value pair. It MJST
initialize an Attenpts counter to O for that Rul el D and DTag val ue
pair. |If the receiver is under-resourced to do this, it MJST
respond to the sender with a SCHC Recei ver- Abort.

On reception of any SCHC F/ R nmessage for the Rul el D and DTag pair
bei ng processed, the receiver MIST reset the Inactivity Timer
pertaining to that Rul el D and DTag pair.

Al'l nmessage receptions being discussed in the rest of this section
are to be understood as "nmatching the Rulel D and DTag pair being
processed", even if not spelled out, for brevity.

On receiving a SCHC Fragnment nessage, the receiver determ nes what
tiles were received, based on the payload | ength and on the Wand FCN
fields of the SCHC Fragnent.

* jif the FCNis All-1 and if a Payload is present, the full SCHC
Fragment Payl oad MJUST be assenbl ed i ncludi ng the paddi ng bits.
This is because the size of the last tile is not known by the
receiver; therefore, padding bits are indistinguishable fromthe
tile data bits, at this stage. They will be renoved by the SCHC
C/ D sublayer. |If the size of the SCHC Fragnent Payl oad exceeds or
equal s the size of one regular tile plus the size of an L2 Wrd,
this SHOULD raise an error flag.

* otherwi se, tiles MIST be assenbl ed based on the a priori known
tile size.

- If allowed by the Profile, the end of the payl oad MAY contain
the last tile, which may be shorter. Padding bits are
i ndi stinguishable fromthe tile data bits, at this stage.

- The payl oad may contain the penultinate tile that, if allowed
by the Profile, MAY be exactly one L2 Wird shorter than the
regular tile size



- Oherw se, padding bits MJST be discarded. This is possible
because:

0o the size of the tiles is known a priori,
o tiles are larger than an L2 Wrd, and
0 padding bits are always strictly |l ess than an L2 Wrd.

On receiving a SCHC Al |l -0 SCHC Fragnent:

* if the receiver knows of any windows with nissing tiles for the
packet being reassenbl ed (and dependi ng on certain paraneters,

i ke network conditions, sender buffer/cache size, and supported
application delay, anong others), it MAY return a SCHC Conpound
ACK for the missing tiles, starting fromthe | owest-nunbered

wi ndow.

On receiving a SCHC ACK REQ or an All-1 SCHC Fragnent:

* if the receiver knows of any windows with mssing tiles for the
packet being reassenbled, it MJST return a SCHC Conpound ACK for
the missing tiles, starting fromthe | owest-nunbered w ndow.

* ot herw se:

- if it has received at least one tile, it MJST return a SCHC
Conpound ACK for the highest-nunbered wi ndow it currently has
tiles for,

- otherwise, it MJIST return a SCHC Conpound ACK for w ndow numnber
0.

A Profile MAY specify other times and circunstances at which a
recei ver sends a SCHC Compound ACK and whi ch wi ndow t he SCHC Conpound
ACK reports about in these circunstances.

Upon sendi ng a SCHC Conpound ACK, the receiver MJST increase the
Attenpts counter.

After receiving an All-1 SCHC Fragment, a receiver MJST check the
integrity of the reassenbl ed SCHC Packet at |east every tinme it
prepares to send a SCHC Conmpound ACK for the |ast w ndow.

Upon receiving a SCHC Sender-Abort, the receiver MAY exit with an
error condition.

Upon expiration of the Inactivity Tiner, the receiver MIST send a
SCHC Receiver-Abort, and it MAY exit with an error condition.

On the Attenpts counter exceedi ng MAX ACK REQUESTS, the receiver MJST
send a SCHC Receiver-Abort, and it MAY exit with an error condition.

Reassenbly of the SCHC Packet concl udes when:

* a Sender-Abort has been received,

* the Inactivity Timer has expired,

* the Attenpts counter has exceeded MAX _ACK REQUESTS, or

* at least an All-1 SCHC Fragnent has been received and integrity
checking of the reassenbl ed SCHC Packet is successful.

See Figure 44 (https://ww.rfc-editor.org/rfc/rfc8724. htm #fi gure-44)
for one among several possible exanples of a Finite State Machi ne
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i npl ementing a receiver behavior obeying this specification. The
exanpl e provided is nmeant to match the sender Finite State Machi ne of
Figure 43 (https://ww.rfc-editor.org/rfc/rfc8724. htm #figure-43).

SCHC Conpound ACK Exanpl e

Figure 7 shows an exanple transm ssion of a SCHC Packet in ACK-on-
Error node using the SCHC Conpound ACK. In the exanple, the SCHC
Packet is fragnented in 14 tiles, with N=3, WNDOW SI ZE=7, M2, and
two | ost SCHC fragnents. Only 1 SCHC Conpound ACK i s generated.

Sender Recei ver
| ----- WEO, FCN=6 ----- >|
| ----- WEO, FCN=5 ----- >
| ----- WEO, FCN=4 ----- >|
| ----- WEO, FCN=3 ----- >|
|----- WEO, FCN=2 --X |
|----- WEO, FCN=1 ----- >|
| ----- WEO, FCN=0 ----- > Bitmap: 1111011
(no ACK)
| ----- WE1, FCN=6 ----- >|
| ----- WE1, FCN=5 ----- >|
| ----- Wel, FCNE4 - - - - - >|
| ----- WE1, FCN=3 ----- >|
| ----- WEL, FCN=2 ----- >|

| ----- WEL, FCN=1 --X |
| -- W1, FCN=7 + RCS ->| Integrity check: failure

| <--- Conpound ACK ----| [C=0, W0 - Bitnmap: 1111011,
| ----- W0, FCN=2 ----- >| Wel - Bitmap: 1111101]
|----- WL, FCN=1 ----- >| Integrity check: success
| <--- ACK, W1, C=1 ---| C=1

(End)

|--- SCHC ACK Header --|- WEQO --|----- WEQ1 - ---- |

|- T-] - M- -1 |- M- |- M-
S . oo e e - S o e S oo -- +
| Rul el D| DTag] We00 | C=0| 1111011 | We01 | 1111101 | 00 | pad |
E T e e E S E R +

next L2 Word boundary ->|<-- L2 Word ->|

Fi gure 8: SCHC Conmpound ACK Message Format Exanple: Losses are
Found in Wndows 00 and 01

SCHC Conpound ACK YANG Dat a Model

Thi s docunent al so extends the SCHC YANG data nodel defined in

[ RFC9363] by including a new |l eaf in the Ack-on-Error fragmentation
node to describe both the option to use the SCHC Conpound ACK, as
well as its bitmap format.

1. SCHC YANG Dat a Mbdel Extension

<CODE BEG NS> file "ietf-schc-conmpound-ack@023-07-26.yang"

nmodul e i etf-schc-conmpound-ack {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-schc-conpound-ack"”;
prefix schc-conpound- ack;

import ietf-schc {
prefix schc;
}

organi zati on
"I ETF | Pv6 over Low Power W de-Area Networks (| pwan)



Wor ki ng G oup”;

cont act
"WG Web: <https://datatracker.ietf.org/wy/| pwan/about/>
WG List: <mailto:lp-wan@etf.org>

Edi t or: Laurent Toutain
<mailto:laurent.toutain@nt-atl antique.fr>
Edi t or: Juan Carl os Zuniga

<mai lto:j.c.zuni ga@ eee. or g>
Edi t or: Sergi o Aguil ar
<mai | t o: sergi 0. agui | ar. romero@pc. edu>";
description
"Copyright (c) 2023 I ETF Trust and the persons identified as
authors of the code. All rights reserved.
Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernmitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).
This version of this YANG nodule is part of RFC 9363
(https://www. rfc-editor.org/info/rfc9363); see the RFC itself
for full legal notices.
EIE R IR R I S I I O I R I I R I O I R R S R R I O I S R I R I R R I R I O
CGeneric data nmodel for the Static Context Header Conpression
Rul e for SCHC, based on RFCs 8724 and 8824. Including
conpressi on, no-conpression, and fragnentation Rules.";

revision 2023-07-26 {
description
"lInitial version for RFC 9441.";
ref erence
"RFC 9441 Static Context Header Conpression (SCHC) Conpound
Acknowl edgenent (ACK)";

}

i dentity bitmap-format-base-type {
description
"Define howthe bitmap is formed in ACK nessages."”;

}

identity bitmap-RFC8724 {
base bit map-format-base-type;
description
"Bitmap by default as defined in RFC 8724.";
reference
"RFC 8724 SCHC. Generic Framework for Static Context Header
Conpressi on and Fragnentation";

}

i dentity bitmap-conpound-ack {
base bit map-fornat - base-type;
description
"Conmpound ACK all ows several bitmaps in an ACK nessage.";

}

typedef bitnap-format-type {
type identityref {
base bit map-fornat-base-type;
}
description
"Type of bitmap used in Rules."”;

augnment "/schc:sche/sche:rul e/ sche: nature/”
+ "schc: fragnent ati on/ schc: node/ schc: ack-on-error" {
| eaf bitmap-format {



when "derived-fromor-self(../schc: fragnmentation-node,
"schc: fragnent ati on- node- ack-on-error’)";
type schc-conpound- ack: bi t map-f or mat - t ype;
default "schc-conpound-ack: bi t map- RFC8724";
description
"How the bitmaps are included in the SCHC ACK message.";

| eaf | ast-bitmap-conpression {
when "derived-fromor-self(../schc: fragnentation-node,
"schc: fragnent ati on- nnode- ack-on-error’)";
type bool ean;
default "true";
description
"When true, the ultimate bitmap in the SCHC ACK nessage
can be conpressed. Default behavior from RFC 8724.";
ref erence
"RFC 8724 SCHC. Ceneric Franmework for Static Context Header
Conpressi on and Fragnentation";
}
description
"Augnent the SCHC Rul es to nanage Conpound ACK. ";

}
}
<CODE ENDS>

Figure 9: SCHC YANG Data Mddel - Conpound ACK Extension
5.2. SCHC YANG Tree Extension

modul e: i etf-schc-conpound-ack
augnment /schc: schc/ sche: rul e/ sche: nature/ sche: fragnent ati on/
schc: node/ schc: ack-on-error
+--rw bitmap-format? schc- compound- ack: bi t map-f or mat -t ype
+--rw | ast - bi t map- conpr essi on? bool ean

Figure 10: Tree Diagram - Conpound ACK Extension
6. SCHC Compound ACK Paraneters

This section lists the paraneters related to the SCHC Conpound ACK
usage that need to be defined in the Profile. This Iist MJST be
appended to the list of SCHC parameters under "Decision to use SCHC
fragmentati on nmechanismor not. |If yes, the docunment nust describe:"
as defined in Appendix D of [RFC8724].

* whet her the SCHC Conpound ACK nessage is used or not, and

* whether the conmpressed bitmap format in the | ast w ndow of the
SCHC Conpound ACK message i s used or not.

7. Security Considerations

Thi s docunent specifies a nessage format extension for SCHC. Hence,
the sane security considerations defined in [ RFC8724] and [ RFC9363]

appl y.

The YANG nodul e specified in this docunent defines a schenma for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [RFC6242]. The | owest RESTCONF | ayer
is HTTPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
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RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

/ schc: sche/ sche: rul e/ sche: nat ure/ sche: fragnent ati on/ sche: node/

schc: ack-on-error:
Al the data nodes may be nodified. The Rule contains sensitive
i nformati on, such as the SCHC F/ R node configuration and usage and
SCHC Conpound ACK configuration. An attacker may try to nodify
ot her devices’ Rules by changing the F/R node or the usage of the
SCHC Conpound ACK and may bl ock communi cati on or create extra
ACKs. Therefore, a device nust be allowed to nodify only its own
Rul es on the renpte SCHC i nstance. The identity of the requester
must be validated. This can be done through certificates or
access |ists.

Sone of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environments. It is thus
inmportant to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

/ schc: sche/ sche: rul e/ sche: nat ure/ sche: fragnent ati on/ sche: node/

schc: ack-on-error:
By reading this nodule, an attacker may | earn the F/ R node used by
the device, how the device nmanages the bitnmap creation, the buffer
sizes, and when the device will request an ACK

| ANA Consi der ati ons

Thi s docunent registers one URI and one YANG data nodel .

.1. URI Registration

| ANA registered the following URI in the "I ETF XM. Registry”
[ RFC3688] :

URI: wurn:ietf:parans: xm:ns:yang:ietf-schc-conmpound-ack
Regi strant Contact: The |ESG

XM.: N A; the requested URI is an XM. nanespace

2.  YANG Modul e Name Regi stration

I ANA has registered the following YANG data nodel in the "YANG Mdul e
Nanmes" registry [ RFC6020].

nane: ietf-schc-conmpound-ack
nanespace: urn:ietf:parans:xmn:ns:yang:ietf-schc-conpound-ack
prefix: schc-conmpound-ack
reference: RFC 9441
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