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I ntroduction

A fairly common depl oynment pattern for HTTPS applications is to have
the origin HITP application servers sit behind a reverse proxy that
term nates TLS connections fromclients. The proxy is accessible to
the Internet and di spatches client requests to the appropriate origin
server within a private or protected network. The origin servers are
not directly accessible by clients and are only reachabl e through the
reverse proxy. The backend details of this type of depl oynent are
typically opaque to clients who nake requests to the proxy server and
see responses as though they originated fromthe proxy server itself.
Al t hough HTTPS is al so usually enpl oyed between the proxy and the
origin server, the TLS connection that the client establishes for
HTTPS is only between itself and the reverse proxy server.

The depl oynent pattern is found in a number of varieties such as
n-tier architectures, content delivery networks, application |oad-
bal anci ng services, and ingress controllers.

Al t hough not exceedingly prevalent, TLS client certificate

aut hentication is sonetinmes enployed, and in such cases the origin
server often requires information about the client certificate for
its application logic. Such logic mght include access contro

deci sions, audit |ogging, and binding issued tokens or cookies to a
certificate, including the respective validation of such bindings.
The specific details needed fromthe certificate also vary with the
application requirements. |In order for these types of application
depl oynents to work in practice, the reverse proxy needs to convey

i nformati on about the client certificate to the origin application
server. At the time of witing, a cormon way this information is
conveyed is by using non-standard fields to carry the certificate (in
sonme encodi ng) or individual parts thereof in the HITP request that
is dispatched to the origin server. This solution works, but
interoperability between independently devel oped conponents can be
cumber sore or even inpossi bl e depending on the inplenmentation choices
respectively made (like what field names are used or are
configurable, which parts of the certificate are exposed, or how the
certificate is encoded). A well-known predictable approach to this
commonly occurring functionality could inprove and sinplify

i nteroperability between independent inplenentations.

The scope of this docunent is to describe existing practice while
codi fying specific details sufficient to facilitate inproved and

| ower-touch interoperability. As such, this docunent describes two
HTTP header fields, "Client-Cert" and "Cient-Cert-Chain", which a
TLS term nating reverse proxy (TTRP) adds to requests sent to the
backend origin servers. The Cient-Cert field value contains the
end-entity client certificate fromthe nutually authenticated TLS
connection between the originating client and the TTRP. Optionally,
the Cient-Cert-Chain field value contains the certificate chain used
for validation of the end-entity certificate. This enables the
backend origin server to utilize the client certificate information
inits application logic. While there may be additional proxies or
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hops between the TTRP and the origin server (potentially even with
mut ual |y authenticated TLS connecti ons between them, the scope of
the Cient-Cert header field is intentionally linmted to exposing to
the origin server the certificate that was presented by the
originating client in its connection to the TTRP

Requi rements Notation and Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Term nol ogy and Applicability

Thi s docunent uses the follow ng termi nology from Section 3 of
[ STRUCTURED- FI ELDS] to specify syntax and parsing: List and Byte
Sequence.

Phrases like "TLS client certificate authentication" or "nutually

aut henticated TLS" are used throughout this docunent to refer to the
process whereby, in addition to the normal TLS server authentication
with a certificate, a client presents its X. 509 certificate [ RFC5280]
and proves possession of the corresponding private key to a server
when negotiating a TLS connection or the resunption of such a
connection. |In contenporary versions of TLS [TLS] [TLS1.2], nutual
authentication requires the client to send the Certificate and
CertificateVerify messages during the handshake and the server to
verify the CertificateVerify and Fini shed nessages.

HTTP/ 2 restricts TLS 1.2 renegotiation (Section 9.2.1 of [HITP/2])
and prohibits TLS 1.3 post-handshake authentication (Section 9.2.3 of
[HTTP/ 2]). However, they are sonetines used to inplenent reactive
client certificate authentication in HITP/1.1 [HTTP/ 1.1] where the
server deci des whether to request a client certificate based on the
HTTP request. HITP application data sent on such a connection after
receipt and verification of the client certificate is also nutually
aut henti cated and thus suitable for the mechani sns described in this
docunent. W th post-handshake authentication, there is also the
possibility, though unlikely in practice, of multiple certificates
and certificate chains fromthe client on a connection. 1In this
case, only the certificate and chain of the |ast post-handshake

aut hentication are to be utilized for the header fields described
her ei n.

HTTP Header Fields and Processing Rul es

Thi s docunent designates the follow ng headers, defined further in
Sections 2.2 and 2.3, respectively, to carry the client certificate
informati on of a nutually authenticated TLS connection. The headers
convey the information fromthe reverse proxy to the origin server

Client-Cert:
The end-entity certificate used by the client in the TLS handshake
with the reverse proxy.

Cient-Cert-Chain:
The certificate chain used for validation of the end-entity
certificate provided by the client in the TLS handshake with the
reverse proxy.

Encodi ng

The headers in this docunent encode certificates as Byte Sequences
(Section 3.3.5 of [STRUCTURED- FI ELDS]) where the value of the binary



data is a DER-encoded [ITU. X690] X. 509 certificate [ RFC5280]. In
effect, this nmeans that the binary DER certificate is encoded using
base64 (w thout |ine breaks, spaces, or other characters outside the
base64 al phabet) and delimted with col ons on either side.

Note that certificates are often stored in an encoded textual format,
such as the one described in Section 5.1 of [RFC7468], which is

al ready nearly conpatible with a Byte Sequence. |If certificates are
encoded as such, it will be sufficient to replace "---(BEG N END)
CERTI FI CATE---" with ":" and renpove line breaks in order to generate

an appropriate item
2.2. dient-Cert HITP Header Field

In the context of a TLS term nating reverse proxy depl oynent, the
proxy makes the TLS client certificate available to the backend
application with the dient-Cert HITP header field. This field
contains the end-entity certificate used by the client in the TLS
handshake.

Client-Cert is a Byte Sequence with the value of the header encoded
as described in Section 2.1.

The Client-Cert header field is only for use in HITP requests and
MUST NOT be used in HITP responses. It is a singleton header field
val ue as defined in Section 5.5 of [HTTP], which MJUST NOT have a |i st
of values or occur nmultiple tinmes in a request.

Figure 2 in Appendix A has an exanple of the Cient-Cert header
field.

2.3. dient-Cert-Chain HITP Header Field

In the context of a TLS terminating reverse proxy depl oynent, the
proxy MAY nmake the certificate chain available to the backend
application with the dient-Cert-Chain HITP header field.

Client-Cert-Chain is a List (Section 3.1 of [ STRUCTURED- FI ELDS]).
Each itemin the List MJST be a Byte Sequence encoded as described in
Section 2.1. The order is the sane as the ordering in TLS (as
described in Section 4.4.2 of [TLS]).

Client-Cert-Chain MIUST NOT appear unless Client-Cert is also present,
and it does not itself include the end-entity certificate that is

al ready present in Cient-Cert. The root certificate MAY be onitted
fromdient-Cert-Chain, provided that the target origin server is
known to possess the omitted trust anchor.

The Client-Cert-Chain header field is only for use in HITP requests
and MUST NOT be used in HTTP responses. It MAY have a list of values
or occur nultiple times in a request. For header conpression
purposes, it mght be advantageous to split lists into nmultiple

i nst ances.

Figure 3 in Appendix A has an exanple of the Cient-Cert-Chain header
field.

2.4. Processing Rules

This section outlines the applicable processing rules for a TTRP that
has negotiated a nmutually authenticated TLS connection to convey the
client certificate fromthat connection to the backend origin
servers. This technique is to be used as a configuration or

depl oynent option, and the processing rul es described herein are for
servers operating with that option enabl ed.



A TTRP negoti ates the use of a nutually authenticated TLS connection
with the client, such as is described in [TLS] or [TLS1.2], and
validates the client certificate per its policy and trusted
certificate authorities. Each HTTP request on the underlying TLS
connection is dispatched to the origin server with the foll ow ng
modi fi cati ons:

1. The client certificate is placed in the dient-Cert header field
of the dispatched request, as described in Section 2.2.

2. If so configured, the validation chain of the client certificate
is placed in the dient-Cert-Chain header field of the request,
as described in Section 2.3.

3. Any occurrence of the Cient-Cert or Cient-Cert-Chain header
fields in the original incomng request MJST be renoved or
overwitten before forwarding the request. An inconing request
that has a dient-Cert or Cient-Cert-Chain header field MAY be
rejected with an HTTP 400 response.

Requests to the TTRP nade over a TLS connection where the use of
client certificate authentication was not negotiated MJST be
sanitized by removing any and all occurrences of the dient-Cert and
Client-Cert-Chain header fields prior to dispatching the request to
t he backend server.

Backend origin servers may then use the Cient-Cert header field of
the request to deternmine if the connection fromthe client to the
TTRP was nutually authenticated and, if so, the certificate thereby
presented by the client. Access control decisions based on the
client certificate (or lack thereof) can be conveyed by sel ecting
response content as appropriate or with an HTTP 403 response, if the
certificate is deened unacceptable for the given context. Note that
TLS clients that rely on error indications at the TLS | ayer for an
unacceptabl e certificate will not receive those signals.

VWhen the value of the Client-Cert request header field is used to
sel ect a response (e.g., the response content is access-controlled),
the response MUST either be uncacheable (e.g., by sending Cache-
Control: no-store) or be designated for selective reuse only for
subsequent requests with the same Cient-Cert header field val ue by
sending a "Vary: Client-Cert" response header. |If a TTRP encounters
a response with dient-Cert or Client-Cert-Chain in the Vary header
field (Section 12.5.5 of [HTTP]), it SHOULD prevent the user agent
from caching the response by transforning the value of the Vary
response header field to "*".

Forward proxies and other internediaries MJST NOT add the Cient-Cert
or dient-Cert-Chain header fields to requests or nodify an existing
Client-Cert or Cient-Cert-Chain header field. Simlarly, clients
MUST NOT enploy the Cient-Cert or Uient-Cert-Chain header field in
requests.

3. Depl oynment Consi derations
3.1. Header Field Conpression

If the connection between the TTRP and origin is capable of field
conmpression (e.g., HPACK [ HPACK] or QPACK [ QPACK]), and the TTRP

mul ti pl exes nore than one client’s requests into that connection, the
size and variation of Cient-Cert and Client-Cert-Chain field val ues
can reduce conpression efficiency significantly. An origin could
mtigate the efficiency loss by increasing the size of the dynanic
table. If the TTRP deternmines that the origin dynamc table is not
sufficiently large, it may find it beneficial to always send the
field value as a literal rather than entering it into the table.
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Message Header Size

A server in receipt of a larger nessage header than it is willing to
handl e can send an HTTP 431 (Request Header Fields Too Large) status
code per Section 5 of [RFC6585]. Due to the typical size of the
field values containing certificate data, recipients my need to be
configured to allow for a | arger maxi mum header size. An
intermedi ary generating client certificate header fields on
connections that allow for advertising the naxi mum accept abl e header
size (e.g., HITP/2 [HTTP/ 2] or HTTP/3 [HTTP/3]) should account for
the additional size of the header of the requests it sends, versus
the requests it receives, by advertising a value to its clients that
is sufficiently smaller so as to allow for the addition of
certificate data.

TLS Sessi on Resunption

Sone TLS i npl ementations do not retain client certificate information
when resum ng. Providing inconsistent values of Cient-Cert and
Client-Cert-Chain when resuming mght lead to errors, so

i npl ementations that are unable to provide these val ues SHOULD either
di sabl e resunption for connections with client certificates or
initially omt a dient-Cert or Cient-Cert-Chain field if it night
not be available after resum ng.

Security Considerations

The header fields described herein enable a TTRP and backend or
origin server to function together as though, fromthe client’s
perspective, they are a single |ogical server-side depl oynent of
HTTPS over a nutually authenticated TLS connection. However, use of
the header fields outside that intended use case may undernine the
protections afforded by TLS client certificate authentication
Therefore, steps such as those described bel ow need to be taken to
prevent unintended use, both in sending the header field and in
relying on its val ue.

Produci ng and consunming the Cient-Cert and Cient-Cert-Chain header
fields SHOULD be configurable options, respectively, in a TTRP and
backend server (or in an individual application in that server). The
default configuration for both should be to not use the header
fields, thus requiring an "opt-in" to the functionality.

In order to prevent field injection, backend servers MJST only accept
the Cient-Cert and Cient-Cert-Chain header fields froma trusted
TTRP (or other proxy in a trusted path fromthe TTRP). A TTRP MJUST
sanitize the inconm ng request before forwarding it on by renoving or
overwriting any existing instances of the fields. O herw se,
arbitrary clients can control the field values as seen and used by

the backend server. It is inportant to note that neglecting to
prevent field injection does not "fail safe" in that the nom na
functionality will still work as expected even when malicious actions

are possible. As such, extra care is recommended in ensuring that
proper field sanitation is in place.

The communi cation between a TTRP and backend server needs to be
secured agai nst eavesdroppi ng and nodi fication by unintended parti es.

The configuration options and request sanitization are necessary
functionalities of the respective servers. The other requirenents
can be nmet in a nunber of ways, which will vary based on specific
depl oynents. The commruni cati on between a TTRP and backend or origin
server, for exanple, mght be authenticated in some way with the
insertion and consunption of the Cient-Cert and Cient-Cert-Chain
header fields occurring only on that connection. Appendix B.3 of
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[HTTPSI G gives one exanple of this with an application of HTTP
Message Signatures. Alternatively, the network topol ogy m ght
dictate a private network such that the backend application is only
able to accept requests fromthe TTRP and the proxy can only make
requests to that server. Oher deploynents that neet the
requirenents set forth herein are al so possible.

| ANA Consi der ati ons

HTTP Fi el d Nane Regi strations

| ANA has registered the following entries in the "Hypertext Transfer
Protocol (HTTP) Field Name Registry” defined by "HTTP Semanti cs"

[ HTTP] :
| Field Nane | Status | Reference |
| dient-Cert | permanent | RFC 9440, Section 2 |
o e e e e oo S o e e e e m oo oo +
| dient-Cert-Chain | permanent | RFC 9440, Section 2 |
o e e oo s Fom e oo o e e e e oo s +

Ref er ences

[ HTTP]

[1TU. X690]

[ RFC2119]

[ RFC5280]

[ RFC8174]

Table 1: Hypertext Transfer Protocol (HTTP) Field

Nane Registry
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Appendi x A,  Exanpl e

In a hypothetical exanmple where a TLS client would present the client
and internediate certificate fromFigure 1 when establishing a
mutual |y authenticated TLS connection with the TTRP, the proxy woul d
send the Cient-Cert field shown in Figure 2 to the backend. Note
that line breaks and extra spaces have been added to the field val ue
in Figures 2 and 3 for display and formatti ng purposes only.

----- BEG N CERTI FI CATE- - - - -

M | BqDCCAU6gAW BAgl BBz AKBggghkj OPQQDA] A6 MRs wGQYDVQQRKDBJIMZXQncy BB
dXRoZWs0aVWhd GUx Gz AZBgNVBAMVEK X Bl El ud Gy bWk aWF0ZSBDQT Ae FwOy MDAX
MIQyM UlMzNaFwOy MTAXM MyM UL Mz NaMAOX Cz AJ BgNVBAMVAK J DMFk wEWYHKoZI

zj 0CAQYI KoZl zj 0DAQc DQQAE8YnXXf aUgmmM OXU/ | ncWal Rhebr XntkC8vdgJd1p
5Be5F/ 3YCBO: hxMA+k1M6aEAEFc GzkJi Ny 6J84y 7uz 09M6 Ny VHAWCQYDVROTBAI w
ADAf BgNVHSVEGDAWIBR8W La38| bEYCui CPct 0ZaSED2 DACBgNVH@BBAf 8EBAMC



Bs AWEWYDVROI BAWWCg Yl KwYBBQUHAW WHQYDVRORAQH BBMAEYEPYNR] QGV4YWLw
bGUUY29t MAOGCCqGSMA9BAMCAOgAMEUC! BHda/ r lvaL6G3VI i L4/ Di 6YKOQGbM e
SkC3dFCOOBBTAI EAX/ kHSB4ur mi ZONX5r 5Xar mnPkOwnruydBVoU4hBVZ1yhk=
----- END CERTI FI CATE- - - - -

----- BEG N CERTI FI CATE- - - - -

M | B5] CCAYugAw BAgl BFj AKBggqghkj OPQQDA] BWWMs wCQYDVQQRGEW] VUz EbiVBK G
ALUECgWSTGV0J3MgQXV0aGvudd j YXRI MSowKAYDVQDDCFMZXQncy BBdXRoZWs0
aVW\hd GUg UmBv d CBBd XRob3J pdHkwHhc NM AMMTEOM EzM Mwhc Nz AMMTEXM Ez
M MWV A6 VRs wGQYDVQRKDBJ MZXncy BBd XRoZWs 0aVWNh d GUx Gz AZBg NVBAMVEK x B
| El udGvy bWk aWF0ZSBDQTBZIVBMEBY q GSMA9 Ag EGCCq GSMA9AWEHAOI ABJf +aA54
RC5py LARSYf XVYmM\pgd+CGUTDp2KOGhc0gK91zxhHesEYkdXkpS2UN8Kat i +y H W
CVv3kkhCngGyv7Rqj Zj Bk MBOGALUd DgQABBRBW La38l bEYCui CPct 0ZaSED2 DAf
BgNVHSMVEGDAW)BTEA2 6eecKu9g9yb5gl bkhhVlI NGDASBg NVHRIVBAF 8 ECDAGAQH/
AgEANVA4 GAL Ud DWEB/ wWQEAW Bhj AKBggghkj OPQQDAgNIADBGAI EASpLvaFwWRRkXx 0
m At DI wg9D7gClxzxBIl 4r 28EznS0LpcCl QCIUShp SXCOHDI QVUgH69f NDEMHXD3R
RX5gP7kuu2KGwW==

----- END CERTI FI CATE- - - - -

----- BEG N CERTI FI CATE- - - - -

M | CBj CCAaygAW BAgl JAKSOyi gKt | hoMAoGCCgGSMI9BAMCMFYx Cz AJBgNVBAYT
Al VTMRs wGQYDVQKDBJI MZXn cy BBd XRoZWs0aVWNhd GUx Kj AoBgNVBAMM Ux| dCdz
| EF1dGnl bnRpY2F0ZSBSb2901 EF1dGhvem 0OeTAeFwOy MDAXMIQy MTT 1NDVaFw00
VDAX MDKy MTT 1NDVaMFYx Cz AJBgNVBAYTAI VTMRs wGQYDVQQKDBJI MZXQncy BBdXRo
ZW50aVWNhd GUx Kj AoBgNVBAMM Uxl dCdzl EF1dGhl bnRpY2F0ZSBSb2901 EF1dGhv
cm 0e TBZMBMGEBY qGSMVA9 Ag EGCCqGSMA9 AWEHAOI ABFoaHU+Z5bPKn&zl YXt Cf +E6
HYj 62f ORaHDOr t +yyh3H r Tcs7ynFf Gn+gyFsr SP3Ez88r aj v+U2Nf DOoOuZ4Pnj
Yz BhMBOGAL1Ud DgQNBBTEA2 Q6eec Ku9g9yb5gl bkhhVI NGDAf BgNVHSVEGDAWBTE
A2QBeecKu9g9yb5gl bkhhVI NGDAPBgNVHRNMBAF 8 EBTADAQH MA4 GALUd DWEB/ wQE
Awl Bhj AKBggghkj OPQQDAgNI ADBFAI EAmMAeglycKHr i gHnaD4M UDBpQRpkmdc RF
YGW1Qyr kx4Cl B4i vz3wQc Kk CGhesUzZ1SA nmd/ | q1QOFLf 09r G LQPWDC

----- END CERTI FI CATE- - - - -

Figure 1. Certificate Chain (with Cient Certificate First)

Client-Cert: : M| BgqDCCAU6gAW BAgl BBz AKBggghkj OPQQDA] A6MRswGQYDVQKDBJ
MZXQncy BBd XRoZWs0aWNhd GUx Gz AZBgNVBAMVEK x Bl El ud Gvy bWk aWF0ZSBDQT Ae FwO
y MDAXMIQy M ULMz NaFwOy MTAXM MyM Ul Mz NaMAOx Cz AJ Bg NVBAMVIAk J DIMFK wEWYHK0Z
| zj 0CAQYI KoZl zj 0DAQc DQIAE8YNXXf aUgnmM OXU/ | ncWal Rhebr XntkC8vdgJ1p5Be
5F/ 3YCBQ hxMA+k 1M6aEAEFc GzkJi Ny6J84y7uz 09 M Ny MHAWCQYDVROTBAI WADAf BgN
VHSMVEGDAWI BRNBW La38I bEYCui CPct 0ZaSED2 DACBgNVH@BBAf 8 EBAMCBs AWEWYDVRO
| BAWCg Yl KwYBBQUHAW WHQYDVRORAQH BBMMEYEPYNR) QGV4YWLwh GUuY29t MA0GCCq
GSM49BAMCAOgAMEUCI BHda/ r 1vaL6G3VI i L4/ Di 6YKOQ6bM eSk C3dFCOOB8TAI EAX/ k
HSB4ur m ZONX5r 5Xar nPkOwnmuy dBVoU4hBVZ1y hk=:

Figure 2: Header Field in HITP Request to Origin Server

If the proxy were configured to also include the certificate chain,
it would also include the Cient-Cert-Chain header field. Note that
while the follow ng exanple does illustrate the TTRP inserting the
root certificate, many deployments will opt to omit the trust anchor.

Client-Cert-Chain: :MIB5j CCAYugAw BAgl BFj AKBggghkj OPQQDA] BWMQsw
CQYDVQQGEWJI VUz EbMBK GALUECgWSTGV0J 3MyQXV0aGvudd j YXRI MSowKAYDVQQ
DDCFMZXQncy BBd XRoZWs 0aWNhd GUg UrBv d CBBd XRob 3J pdHkwHhec NV AWMTEOM
EzM MwhcNVE AMTEXM EzM MWY A6 MRs wGQYDVQQRKDBJI MZXQncy BBdXRoZWs0a
WNhd GUx Gz AZBgNVBAMVEK x Bl El ud Gvy bWk aWF0ZSBDQTBZMBMGEBY GSMA9AGEG
CCqGSMA9AWEHAOI ABJf +aA54RC5py LARSYf XVYmMNpgd+CGUTDp2KOGhc0gK91zx
hHesEYkdXkpS2UN8Kat i +yH WCV3kkhCngGyv7Rqj Zj Bk MBOGALUd DgQABBRNBW
j La38l bEYCui CPct 0ZaSED2DAf BgNVHSMEGDAWIBTEA2 Q6eecKu9g9yb5gl bkhh
VI NGDASBg NVHRNMVBAf 8 ECDAGAQH Ag EAMAAGA1Ud DWEB/ wQEAW Bhj AKBggqghkj O
PQQADAgNIADBGAI EA5pLvaFwRRkxom At DI wg9D7gClxzxBl 4r 28Ezn501LpcCl QC
JUShpSXCOHDI QVUgH69f NDEMHXD3RRX5gP7kuu2KGWg==:, : M | CBj CCAaygAw
| BAgl JAKSOyi gKt | hoMA0oGCCqGSMA9BAMCMFYx Cz AJBgNVBAYTAI VTMRs wGQYDV
QRKDBJI MZXncy BBdXRoZWs0aVWWhd GUx Kj AoBgNVBAMM Ux| dCdzl EF1dGnl bnRp
Y2F0ZSBSbh2901 EF1dGhvem 0eTAe FwOy MDAX MTQy MTT 1NDVaFw0O0MDAX MDKy MT |
1NDVaMFYx Cz AJBgNVBAYTAI VTMRs wGQYDVQKDBI MZXQncy BBAXRoZWs0aVWNhd G
UxKj AoBgNVBAMM Ux| dCdzl| EF1dCGhl bnRpY2F0ZSBSb290I EF1dGhvem 0eTBZM



BMGEBy q GSIVM 9 Ag EGCCq GSMA9AWEHAO I ABFoaHU+Z5bPKmGz1 YXt Cf +E6HY] 62f OR
aHDOr t +yyh3H/ r Tcs7ynFf Gn+gyFsr SP3Ez88r aj v+U2Nf DOo0uZ4Pnj Yz BhVBO
GALUdDgQNBBTEA2 BeecKu9g9yb5gl bkhhVI NGDAf Bg NVHSMEGDAWIBTEA2 Q6ee
cKu9g9yb5gl bkhhVI NGDAPBgNVHRVBAF 8 EBTADAQH MA4GALUdDWEB/ WQEAW Bh
j AKBggghkj OPQQDAgNI ADBFAI EAmMAeglycKHr i gHnhaD4M UDBp QRpkmdc RFYGWY
1Qyr kx4Cl B4i vz3wQc Kk CGhesUz1SA nmd/ | q1QOFLf 09r G LQPWDC:

Figure 3: Certificate Chain in HITP Request to Origin Server
Appendi x B. Sel ect Design Considerations
B.1. Field Injection

Thi s docunent requires that the TTRP sanitize the fields of the

i ncom ng request by renoving or overwiting any existing instances of
the Cient-Cert and Cient-Cert-Chain header fields before

di spatching that request to the backend application. Qherw se, a
client could inject its own values that would appear to the backend
to have conme fromthe TTRP. Al though nunmerous other nethods of
detecting and preventing field injection are possible, such as the
use of a unique secret value as part of the field name or val ue or
the application of a signature, HVAC, or AEAD, there is no conmmon
general mechanism The potential problemof client field injection
is not at all unique to the functionality of this docunent;
therefore, it would be inappropriate for this docunent to define a
one-of f solution. Since a generic comopn solution does not currently
exist, stripping and sanitizing the fields is the de facto neans of
protecting against field injection in practice. Sanitizing the
fields is sufficient when properly inplenmented and is a normative
requi renent of Section 4.

B.2. The Forwarded HTTP Extension

The Forwarded HTTP header field defined in [ RFC7239] all ows proxy
conponents to disclose information lost in the proxying process. The
TLS client certificate information of concern to this docunent could
have been comuni cated with an extension parameter to the Forwarded
field; however, doing so would have had sone di sadvantages that this
docunent endeavored to avoid. The Forwarded field syntax allows for

i nformati on about a full chain of proxied HTTP requests, whereas the
Client-Cert and Cient-Cert-Chain header fields of this docunment are
concerned only with conveying information about the certificate
presented by the originating client on the TLS connection to the TTRP
(whi ch appears as the server fromthat client’s perspective) to
backend applications. The multi-hop syntax of the Forwarded field is
expressive but also nore conplicated, which woul d nake processing it
nmore cunbersone and, nore inportantly, would rmake properly sanitizing
its content, as required by Section 4 to prevent field injection,
considerably nore difficult and error-prone. Thus, this docunent
opted for a flatter and nore straightforward structure.

B.3. The Whole Certificate and Certificate Chain

Different applications will have varying requirenments about what
information fromthe client certificate is needed, such as the

subj ect and/or issuer distinguished nane, subject alternative
nane(s), serial nunber, subject public key info, fingerprint, etc.
Furt hernore, sone applications, such as that described in [ RFC8705],
make use of the entire certificate. |In order to accommvodate the
latter and ensure wide applicability by not trying to cherry-pick
particular certificate information, this docunment opted to pass the
full, encoded certificate as the value of the Cient-Cert field.

The validation of the client certificate and chain of the nutually
aut henti cated TLS connection is typically perforned by the TTRP
during the handshake. Wth the responsibility of certificate



validation falling on the TTRP, the end-entity certificate is

oftentimes sufficient for the needs of the origin server. The

separate Client-Cert-Chain field can convey the certificate chain for

origin server deploynents that require this additional information.
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