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di stance networks. CUBIC has been adopted as the default TCP
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I ntroduction

CUBI C has been adopted as the default TCP congestion contro
algorithmin the Linux, Wndows, and Apple stacks, and has been used
and depl oyed globally. Extensive, decade-|ong depl oynent experience
in vastly different Internet scenarios has convincingly denonstrated
that CUBIC is safe for deploynent on the global Internet and delivers
substantial benefits over classical Reno congestion contro

[ RFC5681]. It is therefore to be regarded as the currently nost

wi del y depl oyed standard for TCP congestion control. CUBIC can al so
be used for other transport protocols such as QU C [ RFC9000] and the
Stream Control Transm ssion Protocol (SCTP) [RFC9260] as a default
congestion controller.

The design of CUBIC was notivated by the well-docunented probl em

cl assical Reno TCP has with low utilization over fast and | ong-

di stance networks [KO3] [RFC3649]. This problemarises froma slow

i ncrease of the congestion wi ndow (cwnd) followi ng a congestion event
in a network with a | arge bandwi dt h-del ay product (BDP). [HLRX07]
indicates that this problemis frequently observed even in the range
of congestion wi ndow sizes over several hundreds of packets. This
problemis equally applicable to all Reno-style standards and their
vari ants, including TCP-Reno [ RFC5681], TCP-NewReno [ RFC6582]



[ RFC6675], SCTP [ RFC9260], TCP Friendly Rate Control (TFRC)

[ RFC5348], and QUI C congestion control [RFC9002], which use the sane
Iinear increase function for window growth. Al Reno-style standards
and their variants are collectively referred to as "Reno" in this
docunent .

CUBIC, originally proposed in [HRX08], is a nodification to the
congestion control algorithmof classical Reno to renedy this
problem Specifically, CUBIC uses a cubic function instead of the
I'i near wi ndow i ncrease function of Reno to inprove scalability and
stability under fast and | ong-di stance networKks.

Thi s docunent updates the specification of CUBIC to include

al gorithmc inprovenents based on the Linux, Wndows, and Apple

i npl ementations and recent academ c work. Based on the extensive
depl oynent experience with CUBIC, it also noves the specification to
the Standards Track, obsoleting [RFC8312]. This requires an update
to Section 3 of [RFC5681], which limts the aggressiveness of Reno
TCP inpl enentations. Since CUBIC is occasionally nore aggressive
than the algorithns defined in [ RFC5681], this docunment updates the
first paragraph of Section 3 of [RFC5681], replacing it with a
normative reference to guideline (1) in Section 3 of [RFC5033], which
allows for CUBIC s behavior as defined in this document.

Specifically, CUBIC may increase the congestion w ndow nore
aggressively than Reno during the congestion avoi dance phase.
According to [ RFC5681], during congestion avoi dance, the sender nust
not increnent cwnd by nore than Sender Maxi num Segnent Size (SMSS)
byt es once per round-trip tine (RTT), whereas CUBIC may increase cwnd
much nore aggressively. Additionally, CUBIC recomrends the HyStart ++
al gorithm [ RFCO406] for slow start, which allows for cwnd increases
of nmore than SMSS bytes for incom ng acknow edgnents during sl ow
start, while this behavior is not allowed as part of the standard
behavi or prescribed by [ RFC5681].

Bi nary I ncrease Congestion Control (BIC TCP) [ XHRO4], a predecessor
of CUBIC, was selected as the default TCP congestion contro
algorithmby Linux in the year 2005 and had been used for severa
years by the Internet community at |arge

CUBI C uses a wi ndow i ncrease function sinilar to BIGTCP and is
designed to be | ess aggressive and fairer to Reno in bandw dth usage
than Bl G TCP whil e maintaining the strengths of BIC TCP such as
stability, wi ndow scalability, and RTT-fairness.

[ RFC5033] docunents the IETF s best current practices for specifying
new congestion control algorithns, specifically those that differ
fromthe general congestion control principles outlined in [RFC2914].
It describes what type of evaluation is expected by the IETF to
understand the suitability of a new congestion control algorithm and
the process of enabling a specification to be approved for w despread
depl oynent in the global Internet.

There are areas in which CUBIC differs fromthe congestion contro
al gorithms previously published in Standards Track RFCs; those
changes are specified in this docunment. However, it is not obvious
that these changes go beyond the general congestion contro
principles outlined in [ RFC2914], so the process docunented in

[ RFC5033] may not apply.

Al so, the wi de deploynent of CUBIC on the Internet was driven by
direct adoption in nost of the popul ar operating systens and di d not
follow the practices docunented in [ RFC5033]. However, due to the
resulting Internet-scal e depl oynent experience over a |ong period of
time, the | ETF determined that CUBIC coul d be published as a

St andards Track specification. This decision by the | ETF does not



alter the general guidance provided in [ RFC2914].
The foll owi ng sections

1. briefly explain the design principles of CUBIC,
2. provide the exact specification of CUBIC, and

3. discuss the safety features of CUBIC, follow ng the guidelines
specified in [ RFC5033].

Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Design Principles of CUBIC
CUBI C is designed according to the follow ng design principles:

Principle 1: For better network utilization and stability, CUBIC
uses both the concave and convex profiles of a cubic function to
i ncrease the congestion w ndow size, instead of using just a
convex function.

Principle 2: To be Reno-friendly, CUBIC is designhed to behave |ike
Reno in networks with short RTTs and smal| bandw dth where Reno
performs well.

Principle 3: For RTT-fairness, CUBIC is designed to achieve linear
bandwi dt h sharing anong flows with different RTTs.

Principle 4: CUBIC appropriately sets its multiplicative wi ndow
decrease factor in order to achieve a bal ance between scal ability
and convergence speed.

.1. Principle 1 for the CUBIC Increase Function

For better network utilization and stability, CUBIC [ HRX08] uses a
cubi ¢ wi ndow increase function in terms of the elapsed time fromthe
| ast congestion event. Wile nost congestion control al gorithns that
provide alternatives to Reno increase the congestion w ndow using
convex functions, CUBIC uses both the concave and convex profiles of
a cubic function for w ndow grow h.

After a wi ndow reduction in response to a congestion event detected
by duplicate acknow edgnents (ACKs), Explicit Congestion
Notification-Echo (ECN-Echo (ECE)) ACKs [RFC3168], RACK-TLP for TCP
[ RFC8985], or QUIC | oss detection [ RFC9002], CUBIC remenbers the
congestion wi ndow size at which it received the congestion event and
performs a multiplicative decrease of the congestion wi ndow. \Wen
CUBI C enters into congestion avoidance, it starts to increase the
congesti on wi ndow using the concave profile of the cubic function.
The cubic function is set to have its plateau at the renenbered
congestion wi ndow size, so that the concave w ndow i ncrease conti nues
until then. After that, the cubic function turns into a convex
profile and the convex w ndow i ncrease begins.

This style of wi ndow adjustnent (concave and then convex) inproves
algorithmstability while maintaining high network utilization
[CEHRX09]. This is because the wi ndow size remai ns al nost constant,
forming a plateau around the renenbered congesti on wi ndow si ze of the
| ast congestion event, where network utilization is deemed hi ghest.



Under steady state, nost wi ndow size sanples of CUBIC are close to
that renenbered congestion wi ndow size, thus pronoting high network
utilization and stability.

Not e that congestion control algorithnms that only use convex
functions to increase the congesti on wi ndow size have their maxi mum
increments around the renmenbered congestion wi ndow size of the |ast
congestion event and thus introduce nmany packet bursts around the
saturation point of the network, likely causing frequent global |oss
synchroni zati ons.

3.2. Principle 2 for Reno-Friendliness

CUBI C pronptes per-flow fairness to Reno. Note that Reno perforns
wel | over paths with small BDPs and only experiences problens when
attenpting to increase bandwi dth utilization on paths with | arge
BDPs.

A congestion control algorithmdesigned to be friendly to Reno on a
per-fl ow basis nust increase its congestion w ndow | ess aggressively
in small-BDP networks than in | arge- BDP net works.

The aggressi veness of CUBI C mainly depends on the maxi mum wi ndow si ze
before a wi ndow reduction, which is smaller in small-BDP networks
than in | arge-BDP networks. Thus, CUBIC increases its congestion

wi ndow | ess aggressively in snall-BDP networks than in | arge- BDP

net wor ks.

Furthernmore, in cases when the cubic function of CUBIC woul d i ncrease
the congestion wi ndow | ess aggressively than Reno, CUBIC sinply

foll ows the wi ndow size of Reno to ensure that CUBIC achi eves at

| east the sane throughput as Reno in snmall-BDP networks. The region
where CUBI C behaves like Reno is called the "Reno-friendly region".

3.3. Principle 3 for RTT-Fairness

Two CUBIC flows with different RTTs have a throughput ratio that is
linearly proportional to the inverse of their RITT ratio, where the
throughput of a flowis approximtely the size of its congestion

wi ndow di vided by its RTT.

Specifically, CUBIC naintains a window i ncrease rate that is

i ndependent of RTTs outside the Reno-friendly region, and thus fl ows
with different RTTs have sim | ar congestion wi ndow sizes under steady
state when they operate outside the Reno-friendly region

This notion of a linear throughput ratio is sinilar to that of Reno
under an asynchronous | oss nmodel, where flows with different RTTs
have the same packet |oss rate but experience |oss events at
different times. However, under a synchronous | oss nodel, where
flows with different RTTs experience | oss events at the sane tine but
have different packet |oss rates, the throughput ratio of Reno flows
with different RTTs is quadratically proportional to the inverse of
their RTT ratio [ XHRO4].

CUBI C al ways ensures a |linear throughput ratio that is independent of
the loss environnent. This is an inprovenent over Reno. Wile there
is no consensus on the optimal throughput ratio for different RTT
flows, over wired Internet paths, use of a linear throughput ratio
seenms nore reasonabl e than equal throughputs (i.e., the sane
throughput for flows with different RTTs) or a hi gher-order
throughput ratio (e.g., a quadratic throughput ratio of Reno in
synchronous | oss environnents).

3.4. Principle 4 for the CUBI C Decrease Factor
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To achi eve a bal ance between scal ability and convergence speed, CUBIC
sets the nultiplicative wi ndow decrease factor to 0.7, whereas Reno
uses 0.5.

Wiile this inproves the scalability of CUBIC, a side effect of this
deci sion is slower convergence, especially under |ow statistica

mul tiplexing. This design choice is follow ng the observation that
H ghSpeed TCP (HSTCP) [RFC3649] and ot her approaches (e.g., [GV02])
made: the current Internet becones nore asynchronous with |ess
frequent |oss synchroni zati ons under high statistical multiplexing.

I'n such environnents, even strict Miltiplicative-Increase

Mul tiplicative-Decrease (M M) can converge. CUBIC flows with the
same RTT al ways converge to the sane throughput independently of
statistical nultiplexing, thus achieving intra-algorithm fairness.
In environnents with sufficient statistical nultiplexing, the
convergence speed of CUBIC is reasonabl e.

CUBI C Congesti on Contr ol

Thi s section discusses how the congestion wi ndow i s updated during
the different stages of the CUBIC congestion controller

Definitions

The unit of all wi ndow sizes in this docunment is segnents of the
SMBS, and the unit of all tines is seconds. |nplenentations can use
bytes to express w ndow sizes, which would require factoring in the
SMBS wher ever necessary and repl acing _segnments_acked_ (Figure 4)

wi th the nunber of acknow edged bytes.

1. Constants of Interest

* B __cubic_: CUBIC nultiplicative decrease factor as described in
Section 4.6.

* a __cubic_: CUBIC additive increase factor used in the Reno-

friendly region as described in Section 4.3.

* C.: Constant that determ nes the aggressiveness of CUBIC in
conmpeting with other congestion control algorithns in high-BDP
networks. Pl ease see Section 5 for nore explanation on howit is
set. The unit for _C is

segnent

second
2. Variables of Interest
This section defines the variables required to inplenent CUBIC

* RTT_: Snmoothed round-trip tine in seconds, cal cul ated as

described in [ RFC6298] .

* cwnd_: Current congestion wi ndow in segnents.

* ssthresh_: Current slow start threshold in segnents.

* _cwnd_prior_: Size of _cwnd_ in segnents at the tinme of setting
_ssthresh_ nobst recently, either upon exiting the first slow start

or just before cwnd_was reduced in the | ast congestion event.

*  _Wmax_: Size of _cwnd_ in segnents just before _cwnd_ was reduced
in the | ast congestion event when fast convergence is disabled
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(same as _cwnd_prior_ on a congestion event). However, if fast
convergence is enabled, Wnmax_ may be further reduced based on
the current saturation point.

* _K_: The time period in seconds it takes to increase the
congesti on wi ndow size at the begi nning of the current congestion
avoi dance stage to _W nmax_.

* t current_: Current tinme of the systemin seconds.

* t _epoch_: The time in seconds at which the current congestion
avoi dance stage started.

* cwnd_epoch_: The _cwnd_ at the beginning of the current
congesti on avoi dance stage, i.e., at tinme _t_epoch_.

* Wcubic(_t_): The congestion window in segnents at time _t_in
seconds based on the cubic increase function, as described in
Section 4. 2.

* target : Target value of the congestion wi ndow in segnments after
the next RTT -- that is, Wcubic(_t_ + RIT ), as described in
Section 4. 2.

*  West_: An estimate for the congestion wi ndow in segnments in the
Reno-friendly region -- that is, an estimate for the congestion
wi ndow of Reno.

* _segments_acked_: Number of SMSS-sized segnents acked when a "new
ACK" is received, i.e., an ACK that cumul atively acknow edges the
delivery of previously unacknow edged data. This nunber will be a
deci mal val ue when a new ACK acknow edges an anount of data that
is not SMSS-sized. Specifically, it can be less than 1 when a new
ACK acknowl edges a segment snmller than the SMSS

W ndow | ncrease Functi on

CUBI C mai ntains the ACK cl ocki ng of Reno by increasing the congestion
wi ndow only at the reception of a new ACK. It does not nmake any
changes to the TCP Fast Recovery and Fast Retransmit al gorithns

[ RFC6582] [ RFC6675] .

During congesti on avoi dance, after a congestion event is detected as
described in Section 3.1, CUBIC uses a w ndow increase function
different from Reno.

CUBI C uses the foll owi ng wi ndow i ncrease function

3
w (t) =C* (t - K + W
cubi c max
Figure 1
where t_is the elapsed tinme in seconds fromthe beginning of the

current congestion avoi dance stage -- that is,
t =1t -t

current epoch

and where _t_epoch_is the time at which the current congestion

avoi dance stage starts. K is the time period that the above
function takes to increase the congestion wi ndow size at the

begi nning of the current congestion avoidance stage to Wnax_ if
there are no further congestion events. K is calculated using the
foll owi ng equati on:



3 |w - cwnd
| max epoch
K = ‘ ————————————————
| C
Figure 2

where _cwnd_epoch_is the congestion wi ndow at the beginning of the
current congestion avoi dance stage.

Upon receiving a new ACK during congestion avoi dance, CUBI C comnputes
the _target_ congestion w ndow size after the next _RTT_ using
Figure 1 as follows, where RTT_is the snoothed round-trip tine.
The | ower and upper bounds bel ow ensure that CUBIC s congestion

wi ndow i ncrease rate is non-decreasing and is | ess than the increase
rate of slow start [SXEZ19].

cwnd if W (t + RTT) < cwnd
cubi c
1.5 * cwnd if w (t + RTT) > 1.5 * cwnd
target = cubi c
W (t + RTT) otherw se
cubi c

The elapsed tine 't in Figure 1 MJST NOT include periods during
whi ch _cwnd_ has not been updated due to application-limted behavior
(see Section 5.8).

Dependi ng on the value of the current congestion wi ndow size cwnd_,
CUBIC runs in three different regions:

1. The Reno-friendly region, which ensures that CUBIC achi eves at
| east the sane throughput as Reno.

2. The concave region, if CUBICis not in the Reno-friendly region
and _cwnd_ is less than _Wnax_.

3. The convex region, if CUBICis not in the Reno-friendly region
and _cwnd_ is greater than _Wnmax_.

To summari ze, CUBIC conputes both Wcubic(_t ) and West_ (see
Section 4.3) on receiving a new ACK i n congestion avoi dance and
chooses the larger of the two val ues.

The next sections describe the exact actions taken by CUBIC in each
regi on.

4.3. Reno-Friendly Region

Reno performs well in certain types of networks -- for exanple, under
short RTTs and small bandwi dths (or small BDPs). |In these networks,
CUBIC remains in the Reno-friendly region to achieve at |east the
same t hroughput as Reno.

The Reno-friendly region is designed according to the analysis

di scussed in [FHPOO], which studies the performance of an Al MD
algorithmwith an additive factor of a (segnments per _RTT_) and a

mul tiplicative factor of B, denoted by AIMX a, B). _p_is the packet
|l oss rate. Specifically, the average congestion w ndow size of

AIMX @, B) can be calculated using Figure 3.

| a * (1 + B)



AGAM(a, B) = |—————

Fi gure 3

By the same anal ysis, to achieve an average wi ndow size simlar to
Reno that uses AIM)(1, 0.5), a must be equal to

Thus, CUBIC uses Figure 4 to estimate the wi ndow size _West_in the
Reno-friendly region with

1- 5
cubi c
a :3* __________
cubi c 1+ 5
cubi c

whi ch achi eves approxi mately the sane average w ndow size as Reno in
many cases. The nodel used to calculate a__cubic_ is not absolutely
preci se, but analysis and sinulation as discussed in
[AIMD-friendliness], as well as over a decade of experience with
CUBIC in the public Internet, show that this approach produces
acceptable levels of rate fairness between CUBI C and Reno fl ows.

Al so, no significant drawbacks of the nmodel have been reported.
However, continued detail ed anal ysis of this approach woul d be

beneficial. Wen receiving a new ACK in congesti on avoi dance (where
_cwnd_ could be greater than or less than _Wmax_), CUBIC checks
whet her Wcubic(_t ) is less than West . |If so, CUBICis in the

Reno-friendly region and cwnd_ SHOULD be set to West_ at each
reception of a new ACK

_West_is set equal to _cwnd_epoch_ at the start of the congestion
avoi dance stage. After that, on every new ACK, _West_is updated
using Figure 4. Note that this equation uses _segnents_acked_ and
_cwnd_ is neasured in segnents. An inplenentation that neasures
_cwnd_ in bytes should adjust the equation accordingly using the
nunber of acknow edged bytes and the SM5S. Also note that this
equation works for connections with enabl ed or disabled del ayed ACKs
[ RFC5681], as _segnents_acked_ will be different based on the
segnents actually acknow edged by a new ACK

W =W +a -
est est cubi c cwnd
Figure 4

Once West_  has grown to reach the cwnd_ at the tinme of nost
recently setting _ssthresh_ -- that is, West_>= cwnd_prior_ --
the sender SHOULD set a cubic_to 1 to ensure that it can achieve

the sane congesti on wi ndow i ncrenent rate as Reno, which uses Al MX(1,
0.5).

The next two sections assune that CUBIC is not in the Reno-friendly
regi on and uses the wi ndow i ncrease function described in

Section 4.2. Although _cwnd_ is increnented in the sane way for both
concave and convex regions, they are discussed separately to anal yze
and understand the difference between the two regions.

4.4. Concave Region

When receiving a new ACK i n congestion avoidance, if CUBICis not in



the Reno-friendly region and _cwnd_ is less than _Wnmax_, then CUBIC
is in the concave region. |In this region, _cwnd_ MJST be increnented

by

for each received new ACK, where target is calculated as described
in Section 4. 2.

4.5. Convex Region

When receiving a new ACK i n congestion avoidance, if CUBICis not in
the Reno-friendly region and _cwnd_ is larger than or equal to
_Wmax_, then CUBICis in the convex region

The convex region indicates that the network conditions m ght have
changed since the |ast congestion event, possibly inplying nore
avai |l abl e bandwi dth after sonme flow departures. Since the Internet
i s highly asynchronous, some anount of perturbation is always
possi bl e wi thout causing a maj or change in avail abl e bandwi dt h.

Unl ess the cwnd is overridden by the Al MD wi ndow i ncrease, CUBIC wil|
behave cautiously when operating in this region. The convex profile
aine to increase the window very slowy at the begi nning when _cwnd_
is around Wmax_ and then gradually increases its rate of increase.

This region is also called the "maxi mum probi ng phase", since CUBIC

is searching for a new _Wnmax_. |In this region, _cwnd_ MJST be

i ncrement ed by

for each received new ACK, where _target_is calculated as described
in Section 4. 2.

4.6. Miltiplicative Decrease

When a congestion event is detected by the mechani snms described in
Section 3.1, CUBIC updates _Wmax_ and reduces _cwnd_ and _ssthresh_

i medi ately, as described below. In the case of packet |oss, the
sender MJST reduce _cwnd_ and _ssthresh_imediately upon entering

| oss recovery, simlar to [ RFC5681] (and [ RFC6675]). Note that other
mechani snms, such as Proportional Rate Reduction [RFC6937], can be

used to reduce the sending rate during | oss recovery nore gradually.
The paranmeter B _ cubic_ SHOULD be set to 0.7, which is different from
the multiplicative decrease factor used in [RFC5681] (and [ RFC6675])
during fast recovery.

In Figure 5, flight size is the anmount of outstanding

(unacknow edged) data in the network, as defined in [ RFC5681]. Note
that a rate-linmted application with idle periods or periods when
unable to send at the full rate permtted by cwnd_ could easily
encounter notable variations in the volunme of data sent fromone RTT
to another, resulting in flight size that is significantly |ess
than _cwnd_ when there is a congestion event. The congestion
response woul d therefore decrease _cwnd_ to a nuch | ower val ue than
necessary. To avoid such suboptinmal perfornmance, the nechani sns
described in [RFC7661] can be used. [RFC7661] describes how to
manage and use _cwnd_ and _ssthresh_during a rate-limted interval,
and how to update cwnd_and _ssthresh_ after congestion has been
detected. The nmechani sns defined in [ RFC7661] are safe to use even
when _cwnd_ is greater than the receive wi ndow, because they validate
_cwnd_ based on the anpbunt of data acknow edged by the network in an



RTT, which inplicitly accounts for the allowed recei ve wi ndow.

Sone i npl enentations of CUBIC currently use _cwnd_ instead of
_flight_size_ when calculating a new _ssthresh_. |nplenmentations
that use _cwnd_ MUST use ot her neasures to prevent _cwnd_ from
growi ng when the volume of bytes in flight is smaller than

_cwnd_. This also effectively prevents _cwnd_ from grow ng beyond
the receive window. Such neasures are inportant for preventing a
CUBI C sender fromusing an arbitrarily high cwnd _val ue_ when

cal cul ating new values for _ssthresh_ and _cwnd_ when congestion is
detected. This might not be as robust as the mechani snms described in
[ RFC7661] .

A QUIC sender that uses a _cwnd_ _value_ to cal cul ate new val ues for
_cwnd_ and _ssthresh_ after detecting a congestion event is REQU RED
to apply simlar mechani snms [ RFC9002] .

ssthresh = flight_size * 8 new ssthresh
cubi c
cwnd = cwnd save cwnd
prior

max(sst hresh, 2) reduction on |l oss, cwnd >= 2 SMSS
cwnd = max(ssthresh, 1) reduction on ECE, cwnd >= 1 SMSS
ssthresh = max(ssthresh, 2) ssthresh >= 2 SMSS

Figure 5

A side effect of setting B _cubic_to a value bigger than 0.5 is that
packet | oss can happen for nore than one RTT in certain cases, but it
can work efficiently in other cases -- for exanple, when HyStart++

[ RFC9406] is used along with CUBIC or when the sending rate is
limted by the application. Wile a nore adaptive setting of

B __cubic_ could help limt packet loss to a single round, it would
require detail ed anal yses and | arge-scal e eval uations to validate
such al gorithms.

Note that CUBI C MJST continue to reduce cwnd_in response to
congestion events detected by ECN-Echo ACKs until it reaches a val ue
of 1 SM5S. If congestion events indicated by ECN-Echo ACKs persi st,
a sender with a _cwnd_ of 1 SMSS MJST reduce its sending rate even
further. This can be achieved by using a retransmi ssion timer with
exponenti al backoff, as described in [ RFC3168].

4.7. Fast Convergence

To i nprove convergence speed, CUBIC uses a heuristic. Wen a new
flow joins the network, existing flows need to give up sonme of their
bandwi dth to allow the new fl ow some roomfor growh if the existing
fl ows have been using all the network bandwi dth. To speed up this
bandwi dth rel ease by existing flows, the foll owi ng fast convergence
mechani sm SHOULD be i npl enent ed.

Wth fast convergence, when a congestion event occurs, _Wnmax_is
updated as foll ows, before the wi ndow reduction described in
Section 4.6.

1+ B
cubi c
cwnd ¥ —m——————— if cwnd < W and fast convergence enabl ed,
W = 2 max
max further reduce W
max
cwnd ot herwi se, renmenber cwnd before reduction

During a congestion event, if the current _cwnd_ is |less than



_Wmax_, this indicates that the saturation point experienced by this
flowis getting reduced because of a change in avail abl e bandw dt h.
This flow can then rel ease nore bandw dth by reducing W nmax_
further. This action effectively |l engthens the time for this flowto
increase its congestion w ndow, because the reduced Wmax_ forces
the flowto plateau earlier. This allows nore time for the new fl ow
to catch up to its congestion wi ndow si ze

Fast convergence is designed for network environnments with nmultiple
CUBIC flows. In network environments with only a single CUBIC fl ow
and wi thout any other traffic, fast convergence SHOULD be di sabl ed.

4.8. Tinmeout

In the case of a timeout, CUBIC follows Reno to reduce _cwnd_
[ RFC5681] but sets _ssthresh_ using B __cubic_ (sanme as in
Section 4.6) in a way that is different from Reno TCP [ RFC5681] .

During the first congestion avoi dance stage after a tinmeout, CUBIC
increases its congestion wi ndow size using Figure 1, where _t_ is the
el apsed tinme since the beginning of the current congestion avoi dance
stage, K is set to O, and Wnax_is set to the congestion w ndow
size at the beginning of the current congestion avoi dance stage. In
addition, for the Reno-friendly region, _West_ SHOULD be set to the
congesti on wi ndow size at the begi nning of the current congestion
avoi dance st age.

4.9. Spurious Congestion Events

In cases where CUBIC reduces its congestion wi ndow in response to
havi ng detected packet |oss via duplicate ACKs or tineouts, it is
possi ble that the m ssing ACK could arrive after the congestion

wi ndow reduction and a correspondi ng packet retransm ssion. For
exanpl e, packet reordering could trigger this behavior. A high
degree of packet reordering could cause nultiple congestion w ndow
reduction events, where spurious |osses are incorrectly interpreted
as congestion signals, thus degrading CUBIC s performance
significantly.

For TCP, there are two types of spurious events: spurious tineouts
and spurious fast retransmits. |In the case of QU C, there are no
spurious timeouts, as the loss is only detected after receiving an
ACK.

4.9.1. Spurious Tineouts

An inplementati on MAY detect spurious timeouts based on the
mechani sms described in Forward RTO Recovery [RFC5682]. Experinmenta
alternatives include the Eifel detection algorithm[RFC3522]. When a
spurious tineout is detected, a TCP inplenmentation MAY follow the
response al gorithmdescribed in [ RFC4015] to restore the congestion
control state and adapt the retransmission tiner to avoid further
spurious tinmeouts.

4.9.2. Spurious Fast Retransmts

Upon receiving an ACK, a TCP inpl enentati on MAY detect spurious fast
retransmts either using TCP Ti nestanps or via D SACK [ RFC2883]. As
not ed above, experinmental alternatives include the Eifel detection
al gorithm [ RFC3522], which uses TCP Ti nest anps; and DSACK- based
detection [RFC3708], which uses DSACK i nformation. A QUC

i mpl ementation can easily determne a spurious fast retransmt if a
QUI C packet is acknowl edged after it has been narked as |ost and the
original data has been retransmtted with a new QU C packet.

This section specifies a sinple response al gorithmwhen a spurious



fast retransmt is detected by acknow edgnents. |nplenentations
woul d need to carefully evaluate the inpact of using this algorithm
in different environnents that nay experience a sudden change in
avai l abl e capacity (e.g., due to variable radio capacity, a routing
change, or a nobility event).

When packet loss is detected via acknow edgments, a CUBIC
i npl ementati on MAY save the current value of the follow ng variabl es
bef ore the congestion wi ndow i s reduced.

undo_cwnd = cwnd
undo_cwnd = cwnd
prior prior

undo_ssthresh = ssthresh
undo W = W

max max
undo_K = K
undo_t = t

epoch epoch
undo_ W = W

est est

Once the previously declared packet loss is confirmed to be spurious,
CUBI C MAY restore the original values of the above-nentioned
variables as follows if the current _cwnd_ is |ower than
_cwnd_prior_. Restoring the original values ensures that CUBIC s
performance is simlar to what it would be wi thout spurious |osses.

cwnd = undo_cwnd
cwnd = undo_cwnd
prior prior

ssthresh = wundo_sst hresh
W = undo_ W

max max if cwnd < cwnd
K = undo_K prior
t = undo_t

epoch epoch
W = undo_ W

est est

In rare cases, when the detection happens |ong after a spurious fast
retransmt event and the current _cwnd_ is already higher than
_cwnd_prior_, CUBIC SHOULD continue to use the current and the npst
recent values of these variabl es.

4.10. Slow Start

VWen cwnd_ is no nore than _ssthresh_, CUBI C MJST enpl oy a slow
start algorithm |In general, CUBIC SHOULD use the HyStart++ sl ow
start al gorithm[RFC9406] or MAY use the Reno TCP slow start

al gorithm [ RFC5681] in the rare cases when HyStart++ is not suitable.
Experinmental alternatives include hybrid slow start [HRL1], a
predecessor to HyStart++ that some CUBIC i npl enent ati ons have used as
the default for the last decade, and |limted slow start [RFC3742].

VWi chever startup algorithmis used, work m ght be needed to ensure
that the end of slow start and the first nultiplicative decrease of
congesti on avoi dance work wel |l together

When CUBI C uses HyStart++ [ RFC9406], it may exit the first slow start

wi t hout incurring any packet loss and thus Wmax_ is undefined. In
this special case, CUBIC sets _cwnd_prior = cwnd_ and switches to
congestion avoidance. It then increases its congestion w ndow size

using Figure 1, where _t_ is the elapsed tine since the beginning of
the current congestion avoi dance stage, K is set to 0, and W nmax_
is set to the congestion wi ndow size at the beginning of the current
congesti on avoi dance st age.
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Di scussi on

This section further discusses the safety features of CUBIC,
foll owi ng the guidelines specified in [ RFC5033].

Wth a deterministic | oss nodel where the nunber of packets between
two successive packet |osses is always _1/p_, CUBIC al ways operates
with the concave wi ndow profile, which greatly sinplifies the
performance analysis of CUBIC. The average w ndow size of CUBIC (see
Appendi x B) can be obtained via the follow ng function:

Fr— | 4 r————7
| C* (3 + B | 3
4 cubi c | RTT
AVG_ W = |- ——— e
cubi ¢ |4 * (1- B ) 4 ——q
| cubi c | 3
| p
Figure 6

Wth B _ _cubic_ set to 0.7, the above fornula reduces to

4 77
I — | I 3
4 | C* 3.7 | RTT
AVG W = |- e
cubi c | 1.2 4 ——+
3
| p

Figure 7

The foll owi ng subsection will determine the value of _C_ using
Figure 7.

1. Fairness to Reno

In environnents where Reno is able to nmake reasonabl e use of the
avai | abl e bandwi dt h, CUBI C does not significantly change this state.

Reno performs well in the followi ng two types of networks:
1. networks with a snall bandw dt h-del ay product (BDP)
2. networks with short RTTs, but not necessarily a small BDP

CUBI C is designed to behave very simlarly to Reno in the above two
types of networks. The followi ng two tables show the average w ndow
sizes of Reno TCP, HSTCP, and CUBIC TCP. The average w ndow si zes of
Reno TCP and HSTCP are from [ RFC3649]. The average wi ndow si ze of
CUBICis calculated using Figure 7 and the CUBIC Reno-friendly region
for three different values of C.

[ R ety Lt sty Ll gl el o
| Loss Rate P| Reno | HSTCP | CUBIC (C=0.04) | CuUBIC| cCuBIC |
I I I I | (C=0.4) | (C=4) |
[ e ool ool e s ooy s e e e
| 1.0e-02 | 12 | 12 | 12 | 12 | 12

F-- - - - - - +------- +---- - - - i T F---- - - - +---- - - - +
| 1. 0e-03 | 38 | 38 | 38 | 38 | 59

L i +------- F-------- I I T L F-------- +
| 1.0e-04 | 120 | 263 | 120 | 187 | 333

I i +----- - I S I A ] Fo-m e - - I +

| 1.0e-05 | 379 | 1795 | 593 | 1054 | 1874 |



| 1.0e-06 | 1200 | 12280 | 3332 | 5926 | 10538
oo Fome o - oo e oo - - +
| 1.0e-07 | 3795 | 83981 | 18740 | 33325 | 59261
o e oo R Fome e o e oo Fome e oo Fome e +
| 1.0e-08 | 12000 | 574356 | 105383 | 187400 | 333250 |
o - N i T N +

Table 1: Reno TCP, HSTCP, and CUBIC with RTT = 0.1 Seconds

Table 1 describes the response function of Reno TCP, HSTCP, and CUBI C
in networks with _RTT_ = 0.1 seconds. The average wi ndow size is in
SMBS- si zed segnent s.

B ety ety sty s pe e p—p—t—(—— pljj—j—t—(—(——r— e jj—j——t—
| Loss Rate P| Reno | HSTCP | CUBIC (C=0.04) | CUBIC | CuBIC |
I I I I | (C=0.4) | (C4) |
[ el ool e e el ool e oot °}
| 1. 0e-02 | 12 | 12 | 12 | 12 | 12
I +------- I e I S +------- +
| 1. 0e-03 | 38 | 38 | 38 | 38 | 38
Fom e e a - - F------- L Fom e e e a e e - I F------- +
| 1.0e-04 | 120 | 263 | 120 | 120 | 120
I F--- - I I I I I R I F--- - +
| 1.0e-05 | 379 | 1795 | 379 | 379 | 379
I +------- I e I S +------- +
| 1.0e-06 | 1200 | 12280 | 1200 | 1200 | 1874
Fom e e a - - F------- L Fom e e e a e e - I F------- +
| 1.0e-07 | 3795 | 83981 | 3795 | 5926 | 10538 |
I F--- - I I I I I R I F--- - +
| 1.0e-08 | 12000 | 574356 | 18740 | 33325 | 59261
I +------- I e I S +------- +

Table 2: Reno TCP, HSTCP, and CUBIC with RTT = 0.01 Seconds

Tabl e 2 describes the response function of Reno TCP, HSTCP, and CUBI C
in networks with _RTT_ = 0.01 seconds. The average w ndow size is in
SMBS- si zed segnents.

Both tables show that CUBIC with any of these three _C values is
more friendly to Reno TCP than HSTCP, especially in networks with a
short _RTT_ where Reno TCP perfornms reasonably well. For exanple, in
a network with RTT_ = 0.01 seconds and p=10"-6, Reno TCP has an
average wi ndow of 1200 packets. |If the packet size is 1500 bytes,
then Reno TCP can achieve an average rate of 1.44 Gops. |In this
case, CUBICwith C =0.04 or C =0.4 achieves exactly the sane rate
as Reno TCP, whereas HSTCP is about ten times nore aggressive than
Reno TCP.

_C_ determnes the aggressiveness of CUBIC in conpeting with other
congestion control algorithns for bandwidth. CUBICis nore friendly
to Reno TCP if the value of _C is lower. However, it is NOT
RECOMMENDED to set _C to a very low value |like 0.04, since CUBIC
with a low _C_ cannot efficiently use the bandwidth in fast and | ong-
di stance networks. Based on these observati ons and extensive

depl oynent experience, C =0.4 seens to provide a good bal ance

bet ween Reno-friendliness and aggressi veness of w ndow i ncrease.
Therefore, _C SHOULD be set to 0.4. Wth C set to 0.4, Figure 7
is reduced to
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Figure 8

Figure 8 is then used in the next subsection to show the scalability
of CUBIC.

.2. Using Spare Capacity

CUBI C uses a nore aggressive wi ndow i ncrease function than Reno for
fast and | ong-di stance networKks.

Table 3 shows that to achieve the 10 Gohps rate, Reno TCP requires a
packet |oss rate of 2.0e-10, while CUBIC TCP requires a packet |oss
rate of 2.9e-8.

[ ool oo e e st S pe e pe e o}
| Throughput (Mops) | Average W| Reno P | HSTCP P | CUBIC P |
[ ety e ety el ey el
| 1| 8.3 | 2.0e-2| 2.0e-2| 2.0e-2 |
I i I I R I L L L +
| 10 | 83.3 | 2.0e-4 | 3.9e-4| 2.9e-4

I I I R I Fo-m e - - Fo-m e - - Fo-m e - - +
| 100 | 833.3 | 2.0e-6| 2.5e-5| 1.4e-5 |
I I I R F--- - - - F---- - - - F---- - - - F---- - - - +
| 1000 | 8333.3 | 2.0e-8| 1.5e-6| 6.3e-7 |
I i I I R I L L L +
| 10000 | 83333.3 | 2.0e-10 | 1.0e-7 | 2.9e-8

I I I R I Fo-m e - - Fo-m e - - Fo-m e - - +

Tabl e 3: Required Packet Loss Rate for Reno TCP, HSTCP, and
CUBI C to Achieve a Certain Throughput

Tabl e 3 describes the required packet loss rate for Reno TCP, HSTCP
and CUBIC to achieve a certain throughput, with 1500-byte packets and
an RTT_ of 0.1 seconds.

The test results provided in [HLRX07] indicate that, in typical cases
with a degree of background traffic, CUBIC uses the spare bandw dth

| eft unused by existing Reno TCP flows in the sane bottleneck Iink

wi t hout taking away rmuch bandwi dth fromthe existing flows.

. 3. Difficult Environnments

CUBIC is designed to renedy the poor performance of Reno in fast and
| ong-di stance networks.

.4. Investigating a Range of Environnents

CUBI C has been extensively studied using sinulations, testbed

emul ations, Internet experinents, and Internet nmeasurenments, covering
a wi de range of network environments [HLRX07] [H16] [ CEHRX09] [ HR11]

[ BSCLU13] [LBEWK16]. They have convincingly denonstrated that CUBIC
delivers substantial benefits over classical Reno congestion contro

[ RFC5681] .

Sane as Reno, CUBIC is a | oss-based congestion control algorithm
Because CUBIC is designed to be nore aggressive (due to a faster
wi ndow i ncrease function and bigger multiplicative decrease factor)

than Reno in fast and | ong-di stance networks, it can fill |arge drop-
tail buffers nore quickly than Reno and increases the risk of a
standi ng queue [RFC8511]. |In this case, proper queue sizing and

managenent [ RFC7567] could be used to mitigate the risk to sone
extent and reduce the packet queuing delay. Al so, in |arge-BDP
networ ks after a congestion event, CUBIC, due to its cubic w ndow

i ncrease function, recovers quickly to the highest link utilization
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point. This means that link utilization is less sensitive to an
active queue managenent (AQM target that is |ower than the anplitude
of the whol e sawtooth

Similar to Reno, the performance of CUBIC as a | oss-based congestion
control algorithmsuffers in networks where packet loss is not a good
i ndi cation of bandwi dth utilization, such as wireless or nobile

net wor ks [ LI UL6].

5. Protection agai nst Congestion Coll apse

Wth regard to the potential of causing congestion collapse, CUBIC
behaves |i ke Reno, since CUBIC nodifies only the wi ndow adj ust nent
al gorithm of Reno. Thus, it does not nodify the ACK cl ocki ng and

ti meout behavi ors of Reno.

CUBI C al so satisfies the "full backoff" requirement as described in
[ RFC5033]. After reducing the sending rate to one packet per RIT in
response to congestion events detected by ECN-Echo ACKs, CUBIC then
exponentially increases the transm ssion tiner for each packet
retransm ssion while congestion persists.

6. Fairness within the Alternative Congestion Control Al gorithm

CUBI C ensures convergence of conpeting CUBIC flows with the sane RTT
in the sane bottleneck Iinks to an equal throughput. Wen conpeting
flows have different RTT values, their throughput ratio is linearly
proportional to the inverse of their RTT ratios. This is true and is
i ndependent of the level of statistical multiplexing on the Iink

The convergence tinme depends on the network environnents (e.g.,

bandwi dth, RTT) and the level of statistical multiplexing, as
mentioned in Section 3.4.

7. Performance with M sbehavi ng Nodes and Qutside Attackers
CUBI C does not introduce new entities or signals, so its

vul nerability to m sbehavi ng nodes or attackers is unchanged from
Reno.

5.8. Behavior for Application-Linmted Flows

5

5

Aflowis application limted if it is currently sending | ess than
what is allowed by the congestion wi ndow. This can happen if the
flowis limted by either the sender application or the receiver
application (via the receiver’'s advertised wi ndow) and thus sends
| ess data than what is allowed by the sender’s congestion w ndow.

CUBI C does not increase its congestion windowif a flowis
application imted. Per Section 4.2, it is required that _t_in
Figure 1 not include application-limted periods, such as idle

peri ods; otherwi se, Wcubic(_t ) mght be very high after restarting
fromthese periods.

9. Responses to Sudden or Transient Events

If there is a sudden increase in capacity, e.g., due to variable
radi o capacity, a routing change, or a nobility event, CUBIC is
designed to utilize the newy available capacity nore quickly than
Reno.

On the other hand, if there is a sudden decrease in capacity, CUBIC
reduces nore slowy than Reno. This remains true regardl ess of
whether CUBIC is in Reno-friendly node and regardl ess of whether fast
convergence i s enabl ed.

10. Increnental Depl oynent



CUBI C requires only changes to congestion control at the sender, and
it does not require any changes at receivers. That is, a CUBIC
sender works correctly with Reno receivers. In addition, CUBIC does
not require any changes to routers and does not require any

assi stance fromrouters.

6. Security Considerations

CUBI C makes no changes to the underlying security of a transport
protocol and inherits the general security concerns described in
[ RFC5681]. Specifically, changing the w ndow computation on the
sender may allow an attacker, through dropping or injecting ACKs (as
described in [RFC5681]), to either force the CUBIC inplenentation to
reduce its bandwidth or convince it that there is no congesti on when
congestion does exist, and to use the CUBIC inplenentation as an
attack vector against other hosts. These attacks are not new to
CUBI C and are inherently part of any transport protocol |ike TCP

7. | ANA Consi derations

Thi s docunent does not require any | ANA acti ons.
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Appendi x A.  Evolution of CUBIC since the Oiginal Paper

CUBI C has gone through a few changes since the initial release
[ HRX08] of its algorithmand inplenentation. This appendix
hi ghlights the differences between the original paper and [ RFC8312].

* The original paper [HRX08] includes the pseudocode of CUBIC
i npl ement ati on using Linux's pluggabl e congestion control
framewor k, which excludes systemspecific optimnizations. The
sinmplified pseudocode m ght be a good starting point for |earning
about CUBI C.

* [HRX08] also includes experinmental results showing its performance
and fairness.

* The definition of the B8 __cubic_ constant was changed in [ RFC8312].
For exanmple, B __cubic_in the original paper was referred to as
the wi ndow decrease constant, while [RFC8312] changed it to "CUBIC
mul tiplicative decrease factor”. Wth this change, the current
congesti on wi ndow size after a congestion event as listed in
[ RFC8312] was 8 __cubic_ * Wnax , while it was (1- 8 __cubic ) *
_Wmax_ in the original paper.

* Its pseudocode used W (last_nax)_, while [ RFC8312] used _Wnax_.



* Its AIMD-friendly wi ndow was Wtcp_, while [ RFC3312] used
_West _.

Appendi x B. Proof of the Average CUBI C W ndow Si ze

Thi s appendi x contains a proof for the average CUBI C wi ndow si ze
_AVG Wcubic_ in Figure 6.

We find _AVG Wcubic_ under a determnistic |oss nodel, where the
nunber of packets between two successive packet |osses is

1/ _p_. Wth this nodel, CUBIC al ways operates with the concave
wi ndow profile and the time period between two successive packet

| osses is K.

The average w ndow size AVG Wcubic_is defined as follows, where
the nunerator 1/ _p is the total nunber of packets between two
successi ve packet |osses and the denominator _K/ RTT_is the total
nunber of RTTs between two successive packet |osses.

1
p
AVG W = ———
cubi c K
RTT
Fi gure 9

Below, we find _K_ as a function of CUBIC paraneters S __cubic_ and
_C, and network paranmeters _p_and _RTT_. According to the
definition of K in Figure 2, we have

—————
3 |w - w * 38
| max max cubi c
K = ‘ ————————————————————
\ C
Fi gure 10

The total nunber of packets between two successive packet | osses can
al so be obtained as foll ows, using the wi ndow increase function in
Figure 1. Specifically, the window size in the first RIT (i.e.,
_n_=1, or equivalently, t =0) is C (-_K)"3+ Wnax_ and the w ndow
size in the last RTT (i.e., _n_= K/ _RTT_, or equivalently, _t =K -

_RTT) is _C (-_RTT_)"3+_Wmax_.

K
RTT
1 3
— = C((n-1) * RTT-K) + W
p max
n=1
K
RTT
3 3
= C* RIT (-n) + W
max
n=1



3 3 K
=-C* RIT * n + W o
max RTT
n=1
4
3 1 K K
-C* RTIT * — *——— + W ¥ ——
4 RIT max RTT
4
1 K K
=-C* — * —— + W [ ——
4 RTT max RTT
Fi gure 11
After solving the equations in Figures 10 and 11 for _K_ and _Wmax_,
we have
r— m
| 4 1-8
4 | cubi c RTT
K = ‘ ———————————————— o —
|C* 3+ B p
cubi c
Fi gure 12

The average CUBI C wi ndow size _AVG W cubi c_ can be obtai ned by
substituting _K_ fromFigure 12 in Figure 9

1 r -
— |lCc* 3+ 8 3
p 4 | cubic RTT
AVG W =—= |- e
cubi c K | 4* 1-8 3
—— \ cubi c p
RTT

Acknowl edgrent s

Ri chard Schef f enegger and Al exander Zi mmermann origi nally coaut hored
[ RFC8312] .

These individual s suggested i nprovenents to this docunent:

Bob Bri scoe
Christian Huitema
Gorry Fairhurst

Jonat han Morton
Juhamatti Kuusi saari
Junho Choi

Mar kku Koj o

Martin Duke

Martin Thonson

Matt Mathis

Matt O son

M chael Wl zl

Mrja Khlew nd

Mohit P. Tahili ani
Neal Cardwel |

Praveen Bal asubr amani an
Randal | Stewart

Ri chard Schef f enegger
Rod Gi nes

b S I T T T S I I I R



Spencer Dawki ns
Tom Hender son
Tom Pet ch

Wesl ey Rosenbl um
Yoav Nir

Yoshi fum Ni shida
Yuchung Cheng

E I R

Aut hors’ Addr esses

Li song Xu

Uni versity of Nebraska-Lincoln

Department of Conputer Science and Engi neering
Li ncol n, NE 68588-0115

United States of Anerica

Emai | : xu@nl . edu
URI : https://cse.unl.edu/ ~xu/
Sangt ae Ha

Uni versity of Col orado at Boul der
Depart ment of Conputer Science

Boul der, CO 80309-0430

United States of America

Emai | : sangt ae. ha@ol or ado. edu

URI : htt ps:// netstech. or g/ sangt aeha/

I nj ong Rhee

Bowery Farm ng

151 W26th Street, 12th Fl oor
New Yor k, NY 10001

United States of Anerica

Emai | : injongrhee@nmail.com
Vi dhi  Goel
Appl e Inc.

One Appl e Park \Way
Cupertino, CA 95014

United States of America
Emai | : vi dhi _goel @ppl e. com

Lars Eggert (editor)

Net App

Stenbergintie 12 B

FI - 02700 Kauni ai nen

Fi nl and

Emai | : lars@ggert.org

URI : https://eggert.org/



