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I nt roducti on

The Locator/1D Separation Protocol (LISP) [RFC9300] [RFC9301] splits
| P addresses into two different nanespaces: Endpoint ldentifiers
(EIDs) and Routing Locators (RLOCs). LISP uses a map and encapsul ate
(a. k.a., map-and-encap) approach that relies on (1) a Mapping System
(basically a distributed database) that stores and di ssem nates El D
RLOC mappi ngs and on (2) LISP Tunnel Routers (xTRs) that encapsul ate
and decapsul ate data packets based on the content of those mappings.

I ngress Tunnel Routers (ITRs), Re-encapsul ating Tunnel Routers
(RTRs), and Proxy Ingress Tunnel Routers (PITRs) pull ElIDto-RLCC
mappi ng i nformati on fromthe Mapping System by nmeans of an explicit
request message. Section 6.1 of [RFC9301] indicates how Egress
Tunnel Routers (ETRs) can tell |TRs/RTRs/ Pl TRs about mappi ng changes.
Thi s docunent presents a Publish/Subscribe (PubSub) extension in

whi ch the Mapping Systemcan notify | TRs/ RTRs/ PI TRs about nappi ng
changes. Wen this mechanismis used, mapping changes can be
notified faster and can be managed in the Mapping System versus the
LI SP sites.

In general, when an | TR RTR' PITR wants to be notified for mapping
changes for a given EID Prefix, the follow ng main steps occur:

1. The ITRRRTR/PITR builds a Map- Request for that EID-Prefix with
the Notification-Requested bit (N-bit) set and that al so includes
its xXTR-1D and Site-1D.

2. The Map-Request is forwarded to one of the Map-Servers that the
EID-Prefix is registered to.

3. The Map-Server creates subscription state for the | TR RTR/ PI TR on
the EID-Prefix.

4. The Map-Server sends a Map-Notify to the ITRRTRPITR to confirm
that the subscription has been created and then waits for an
acknow edgenent of the notification.

5. The I TR RTR/ PI TR sends back a Map-Notify-Ack to acknow edge the
successful receipt of the Map-Notify.

6. Wen there is a change in the napping of the EID Prefix, the Map-
Server sends a Map-Notify message to each I TRRRTRFPITR in the
subscription list.

7. FEach I TR RTR' PITR sends a Map-Notify-Ack to acknow edge the
recei ved Map-Notify.

This operation is repeated for all EID Prefixes for which | TRs/ RTRs/
PITRs want to be notified. An ITRIRTR PITR can set the N-bit for



several EID-Prefixes within a single Mp-Request. Please note that
the steps above illustrate only the sinplest scenario and that
details for this and other scenarios are described later in the
docunent .

The reader may refer to [ FLOMEXAMPLES] for sanple flows to
illustrate the use of the PubSub specification.

.1. Scope of Applicability

The PubSub procedure specified in this document is intended for use
in contexts with controlled access to the Map-Server. How a

depl oynent controls access to a Map-Server is depl oynent specific and
therefore out of the scope of this docunent. However, the Map-

Resol vers and Map-Servers need to be configured with the required
information to ensure at | east the foll ow ng:

1. Map-Resolvers MIST verify that an xTRis allowed to (1) set the
N-bit to 1 and (2) use the xTR-ID, Site-1D, and | TR-RLOCs
included in a Map- Request.

2. Map-Servers MJST only accept subscription requests from Map-
Resol vers that verify Map-Requests as previously descri bed.

Term nol ogy and Requi rements Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

The docurent uses the terns defined in Section 3 of [RFC9300].
Depl oynment Requi renent s

In addition to the general assunptions and expectations that
[ RFC9301] nmkes for LISP deploynents, this docunent inposes the
fol | owi ng depl oynent requirenents:

1. A unique 128-bit XTR-ID (plus a 64-bit Site-1D) identifier is
assigned to each xTR

2. Map-Servers are configured to proxy Map-Replying (i.e., they are
solicited to generate and send Map- Reply nmessages) for the
mappi ngs they are serving.

3. A security association (e.g., a PubSubKey) is required between
the 1 TRs and the Map-Servers (see Section 7.1).

If arequirement is not nmet, a subscription cannot be established,
and the network will continue operating wthout this enhancenent.

The configuration of xTR-IDs and Site-1Ds is out of the scope of this
docunent. The reader may refer to [LISP-YANG for an example of how
these identifiers can be provisioned to LI SP nodes.

Map- Request PubSub Additions

Figure 1 shows the format of the updated Map- Request to support the
PubSub functionality. |In particular, this docunent associates a
meaning with one of the reserved bits (see Section 8).

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type=1 |AAIMP|S|p|s|RI|] Rsvd | LI O IRC | Record Count |



B i s T T i i o S o T Ji I

| Nonce . . . |
e L o i e S  th o i R S

| . . . Nonce |
i e e R e o o e i ol S N B S

| Sour ce- El D- AFI | Source EID Address ... |
B i s T T i i o S o T Ji I

| | TR-RLOC- AFI 1 | | TR-RLOC Address 1 ... |
e L o i e e R th o i R S

I+- R L e o e e e T h o e o S R I+

| | TR-RLOC- AFI n | | TR-RLOC Address n ... |
B i s T T i i o S o T Ji I

/I |N Reserved | EID nask-len | El D Pref i x- AFI |
YR S i i e o e S e e
\ EID-Prefix ... |
i e e R e o o e i ol S N B S

| Map- Reply Record ... |
B i s T T i i o S o T Ji I

XTR-1D

T T S

I
+
I
+
I
+
I
+
_ I
Site-1D +
I
+

I
+

I
+

I
+

I
+-
I
+

I
+-

B i T i T S i s S S N e s o T S
Figure 1. Map-Request with I-bit, Nbit, xTR-ID, and Site-1D

The following is added to the Map- Request nessage defined in
Section 5.2 of [RFC9301]:

XTR-1D bit (I-bit): This bit is set to 1 to indicate that 128-bit
XTR-1D and 64-bit Site-1D fields are present in the Map-Request
message. For PubSub operation, an xTR MJUST be configured with an
XTR-1D and Site-ID, and it MJST set the I-bit to 1 and include its
XTR-1D and Site-I1D in the Map- Request messages it generates. |If
the I-bit is set but the Site-1D and/or xTR-1D are not included, a
recei ver can detect the error because, after processing that |ast
El D-Record, there are no bytes left from processing the nessage.
In this case, the receiver SHOULD | og a nal fornmed Map- Request and
MJUST drop the message.

Notification-Requested bit (N-bit): The N-bit of an EID Record is
set to 1 to specify that the xTR wants to be notified of updates
for that EID Prefix.

XTR-1D field: If the I-bit is set, this field is added to the Map-
Request nessage as shown in Figure 1, starting right after the
final Record in the nmessage (or the Map-Reply Record, if present).
The XTR-ID is specified in Section 5.6 of [RFC9301].

Site-ID field: |If the I-bit is set, this field is added to the Mp-
Request nessage as shown in Figure 1, following the xTR-1D fi el d.
The Site-1D is defined in Section 5.6 of [RFC9301].

Mappi ng Request Subscri be Procedures
The XTR subscribes for changes to a given EID-Prefix by sending a

Map- Request to the Mapping Systemwith the N-bit set on the El D
Record. The xTR builds a Map- Request according to Section 5.3 of



[ RFC9301] and al so does the foll ow ng:

1. The XTR MJUST set the I-bit to 1 and append its xTR-ID and Site-ID
to the Map- Request.

2. The XxTR MUST set the N-bit to 1 for the EID-Record to which the
XTR wants to subscri be.

3. If the XxTR has a nonce associated with the EID-Prefix, it MJST
use this nonce increased by one in the Map- Request. O herw se,
it generates a nonce as described in Section 5.2 of [RFC9301].
It is RECOVWENDED that the xTR use persistent storage to keep
nonce state. |If the xTR does not have persistent storage and
does not have a nonce associated with the EIDPrefix, it MJST
reset the nonce by using the procedure described in Section 7.1
to successfully create a new security association with the Map-
Server.

The Map- Request is forwarded to the appropriate Map-Server through
the Mapping System This docunent does not assunme that a Map- Server
is pre-assigned to handle the subscription state for a given xTR
The Map- Server that receives the Map-Request will be the Map-Server
responsible for notifying that specific xTR about future nmapping
changes for the subscribed nmappi ng records.

Upon recei pt of the Map- Request, the Map-Server processes it as
described in Section 8.3 of [RFC9301]. In addition, unless the xTR
is using the procedure described in Section 7.1 to create a new
security association, the Map-Server MJST verify that the nonce in
the Map- Request is greater than the stored nonce (if any) associated
with the xTR-ID (and EID-Prefix, when applicable). Oherw se, the
Map- Server MJST silently drop the Map- Request nmessage and SHOULD | og
the event to record that a replay attack could have occurred.

Furt hernore, upon processing, for the EID- Record that has the N-bit
set to 1, the Map-Server proceeds to add the xTR- 1D contained in the
Map- Request to the list of xTRs that have requested to be subscribed
to that EID Prefix.

If an XTR-ID is successfully added to the |ist of subscribers for an
El D-Prefix, the Map-Server MJST extract the nonce and | TR- RLCCs
present in the Map-Request and store the association between the El D
Prefix, XTR-ID, ITR-RLOCs, and nonce. Any state that is already
present regarding | TR-RLOCs and/or nonce for the sane xXxTR-1D MJST be
overwitten. Wen the LISP depl oynent has a single Map-Server, the
Map- Server can be configured to keep a single nonce per xTR-ID for
all ElID Prefixes (when used, this option MJST be enabl ed at the Map-
Server and all XTRs).

If the xTR-ID is added to the list, the Map-Server MJST send a Map-
Notify message back to the xTR to acknow edge the successful
subscription. The Map-Server builds the Map-Notify according to
Sections 5.5 and 5.7 of [RFC9301] with the followi ng considerations:

1. The Map-Server MJST use the nonce fromthe Map-Request as the
nonce for the Map-Notify.

2. The Map-Server MJST use its security association with the xTR
(Section 7.1) to sign the authentication data of the Map-Notify.
The XTR MJUST use the security association to verify the received
aut henti cati on dat a.

3. The Map-Server MUST send the Map-Notify to one of the | TR-RLOCs
received in the Map- Request (which one is inplenmentation
specific).

As a reminder, the initial transm ssion and retransm ssion of Mp-



Notify messages by a Map-Server follow the procedure specified in
Section 5.7 of [RFC9301]. Sone state changes may trigger an overl oad
that would inpact, e.g., the outbound capacity of a Map-Server. A
simlar problemmay be experienced when a | arge nunber of state
entries are sinultaneously updated. To prevent such phenonena, Map-
Servers SHOULD be configured with policies to control the maxi num
nunber of subscriptions and al so the pace of Map-Notify nessages.

For exanple, the Map-Server may be instructed to linmt the resources
that are dedicated to unsolicited Map-Notify nessages to a snall
fraction (e.g., less than 10% of its overall processing and

forwardi ng capacity. The exact details to characterize such policies
are depl oyment and inplenentation specific. Likew se, this docunent
does not specify which notifications take precedence when these
policies are enforced.

When the XTR receives a Map-Notify with a nonce that natches one in
the list of outstanding Map- Request nessages sent with an N-bit set,
it knows that the Map-Notify is to acknow edge a successful
subscription. The xTR processes this Map-Notify, as described in
Section 5.7 of [RFC9301] and MJST use the Map-Notify to populate its
Map- Cache with the returned EID-Prefix and RLOC-set. As a reninder,
followi ng Section 5.7 of [RFC9301], the XxTR has to send a Map-Notify-
Ack back to the Map-Server. |If the Map-Server does not receive the
Map- Noti fy-Ack after exhausting the Map-Notify retransm ssions
described in Section 5.7 of [RFC9301], the Map-Server can renove the
subscription state. |If the Map-Server renpves the subscription
state, and absent explicit policy, it SHOULD notify the XxTR by
sending a single Map-Notify with the same nonce but with Loc-Count =
0 (and Loc-AFl = 0) and ACT bits set to 5 "Drop/ Auth-Failure". It is
OPTI ONAL for the xTR to update its Map-Cache entry for the El D Prefix
(if any) based on this Map-Notify. This nessage is specifically
useful for cases where Map-Notifies are successfully received by an
XTR, but the correspondi ng Map-Notify-Acks are | ost when forwarded to
the Map-Server. xTR inplenentations can use this signal to try to
reinstall their subscription state instead of nmintaining stale

mappi ngs.

The subscription of an xTR-ID nay fail for a nunber of reasons. For
exanple, it fails because of local configuration policies (such as
accept and drop lists of subscribers), because the Mp-Server has
exhausted the resources to dedicate to the subscription of that ElD
Prefix (e.g., the nunber of subscribers excess the capacity of the
Map- Server), or because the xTR was not successful tried but was not
successful in establishing a new security association (Section 7.1).

If the subscription request fails, the Map-Server sends a Map-Reply
to the originator of the Map-Request, as described in Section 8.3 of
[ RFC9301], with the foll owi ng considerations:

* |f the subscription request fails due to policy (e.g., for
explicitly configured subscriptions, as described later in this
section), the Map-Server MJST respond to the Map-Request with a
Negative Map-Reply (Loc-Count = 0 and Loc-AFl = 0) with ACT bits
set to 4 "Drop/Policy-Denied".

* |f the subscription request fails due to authentication (e.g.,
when a new security association is being established, as described
in Section 7.1), the Map-Server MJST respond to the Map-Request
with a Negative Map-Reply (Loc-Count = 0 and Loc-AFl = 0) with ACT
bits set to 5 "Drop/ Aut h-Failure".

* |f the subscription request fails due to any other reason, the
Map- Server MJST foll ow Section 8.3 of [RFC9301] with no changes.

The XTR processes any Map-Reply or Negative Map-Reply as specified in
Section 8.1 of [RFC9301], with the followi ng considerations: if the



XTR receives a Negative Map-Reply with ACT bits set to 4 "Drop/

Pol i cy-Deni ed" or 5 "Drop/Auth-Failure" as a response to a
subscription request, it is OPTIONAL for the xTR to update its Map-
Cache entry for the EID-Prefix (if any). |f the subscription request
fails (for whichever reason), it is up to the inplementation of the
XxTR to try to subscribe again.

If the Map-Server receives a subscription request for an ElI D Prefix
not present in the mappi ng database, it SHOULD foll ow the same | ogic
described in Section 8.4 of [RFC9301] and create a tenporary
subscription state for the xTR-ID to the | east specific prefix that
bot h matches the original query and does not match any ElID Prefix
known to exist in the LISP-capable infrastructure. Alternatively,
the Map-Server can determine that such a subscription request fails
and send a Negative Map-Reply followi ng Section 8.3 of [RFC9301]. In
both cases, the TTL of the tenporary subscription state or the
Negati ve Map-Reply SHOULD be configurable, with a value of 15 m nutes
bei ng RECOMMVENDED.

The subscription state can also be created explicitly by
configuration at the Map-Server (possible when a pre-shared security
associ ation exists, see Section 7) using a variety of neans that are
out side the scope of this docunent. |If there is no nonce that can be
used for the explicit subscription state at the time the explicit
subscription is configured (e.g., froma different subscription

al ready established with the sane xTR when a single nonce is kept per
XTR-1D), then both the xTR and Map- Server MJST be configured with the
initial nonce. RECOWENDED to have a configuration option to enable
(or disable) the xTR to accept publication information for ElD
Prefixes that the xTR did not explicitly subscribe to. By default,
the xTRis allowed to nodify explicitly configured subscription state
followi ng the procedures described in this section; however, this MAY
be disabl ed at the Map-Server via configuration. |f the Map-Server
is instructed to not allow xTRs to nodify explicitly configured
subscriptions, and an xXTR tries to do so, this triggers a Negative
Map- Reply with ACT bits set to 4 "Drop/ Policy-Denied" as described
earlier in this section.

The foll owi ng specifies the procedure to renbve a subscription:

* |f a valid Map-Request with the N-bit set to 1 only has one | TR
RLOC with AFl = 0 (i.e., Unknown Address), the Map-Server MJST
renove the subscription state for that XTR-ID (unless this is
di sabl ed via configuration, see previous paragraph).

* |f the subscription state is renoved, the Map-Server MJST send a
Map-Notify to the source RLOC of the Map-Request.

* |f the subscription renoval fails due to configuration, this
triggers a Negative Map-Reply with ACT bits set to 4 "Drop/Policy-
Deni ed" as described earlier in this section; the Map-Server sends
the Negative Map-Reply to the source RLOC of the Map-Request in
this case.

* Renoving subscription state at the Map-Server can |lead to repl ay
attacks. To soften this, the Map-Server SHOULD keep the | ast
nonce seen per XTR-I1D (and EI D-Prefix, when applicable).

* |f the Map-Server does not keep the |ast nonces seen, then the
Map- Server MJST require the xTRs to subscribe using the procedure
described in Section 7.1 to create a new security association with
t he Map- Server.

If the Map-Server receives a Map-Request asking to renmpve a
subscription for an EID-Prefix w thout subscription state for that
XTR-1D and the EID-Prefix is covered by a | ess-specific EID Prefix



for which subscription state exists for the xTR- 1D, the Map- Server
SHOULD st op publishing updates about this nore-specific EID-Prefix to
that xTR until the XTR subscribes to the nore-specific ElID Prefix.
The sane considerations regarding authentication, integrity
protection, and nonce checks, which are described in this section and
Section 7 for Map-Requests used to update subscription state, apply
for Map- Requests used to renpve subscription state.

When an EID-Prefix is renoved fromthe Map-Server (either when
explicitly withdrawmm or when its TTL expires), the Map-Server
notifies its subscribers (if any) via a Map-Notify with TTL equal to
0.

Mappi ng Notification Publish Procedures

The publish procedure is inplenented via Map-Notify nessages that the
Map- Server sends to xTRs. The xTRs acknow edge the receipt of Map-
Notifies by sending Map-Notify-Ack nmessages back to the Map-Server.
The conpl ete nmechani sm wor ks as fol |l ows:

When a nmapping stored in a Map-Server is updated (e.g., via a Map-
Regi ster froman ETR), the Map-Server MJST notify the subscribers of
that mapping via sending Map-Notify nessages with the nmost up to date
mappi ng i nformation. |f subscription state in the Map-Server exists
for a less-specific EID-Prefix and a nore-specific EID-Prefix is
updated, then the Map-Notify is sent with the nore-specific El D
Prefix mapping to the subscribers of the | ess-specific ElID Prefix
mappi ng. The Map-Notify nessage sent to each of the subscribers as a
result of an update event follows the encoding and logic defined in
Section 5.7 of [RFC9301] for Map-Notify, except for the foll ow ng:

1. The Map-Notify MIST be sent to one of the | TR-RLOCs associ at ed
with the xTR-I D of the subscriber (which one is inplenmentation
specific).

2. The Map-Server increments the nonce by one every time it sends a
Map- Notify as publication to an xTR-ID for a particular El D
Prefi x.

3. The Map-Server MJUST use its security association with the xTR to
conpute the authentication data of the Map-Notify.

VWhen the XTR receives a Map-Notify with an EID that is not |ocal to
the xTR, the xTR knows that the Map-Notify is to update an entry on
its Map-Cache. The XTR MJST keep track of the |ast nonce seen in a
Map- Notify received as a publication fromthe Map-Server for the El D
Prefix. When the LISP depl oyment has a single Mp-Server, the xTR
can be configured to keep track of a single nonce for all ElID

Prefi xes (when used, this option MJST be enabled at the Map- Server
and all xTRs). |If a Map-Notify that is received as a publication has
a nonce value that is not greater than the saved nonce, the xTR drops
the Map-Notify nmessage and logs the fact a replay attack coul d have
occurred. The same considerations discussed in Section 5.6 of

[ RFC9301] regardi ng Map- Regi ster nonces apply here for Map-Notify
nonces.

The XTR processes the received Map-Notify as specified in Section 5.7
of [RFC9301], with the follow ng considerations:

* The XxTR MJUST use its security association with the Map-Server
(Section 7.1) to validate the authentication data on the Map-
Noti fy.

*  The XTR MUST use the mapping information carried in the Map-Notify
to update its internal Map-Cache.



7.

7.

1.

* |f after following Section 5.7 of [RFC9301] regarding
retransm ssion of Map-Notify nessages, the Map-Server has not
received the Map-Notify-Ack, it can try sending the Map-Notify to
a different | TR-RLOC for that XTR-I1D.

* |f the Map-Server tries all the I TR-RLOCs without receiving a
response, it may stop trying to send the Map-Notify.

Security Considerations

Generic security considerations related to LISP control nessages are
di scussed in Section 9 of [RFC9301].

In the particular case of PubSub, cache poisoning via malicious Map-
Notify nmessages is avoi ded by the use of nonce and the security
associ ation between the | TRs and t he Mp- Servers.

It is RECOWENDED to foll ow guidance fromthe |ast paragraph of
Section 9 of [RFC9301] to ensure integrity protection of Map-Request
nmessages (e.g., to prevent xTR-1D hijacking).

Security Association between | TR and Map- Server

Since Map-Notifies fromthe Map-Server to the I TR need to be
authenticated, there is a need for a soft-state or hard-state
security association (e.g., a PubSubKey) between the ITRs and the
Map- Servers. For sone controlled depl oynents, it mght be possible
to have a shared PubSubKey (or set of keys) between the |ITRs and the
Map- Servers. However, if pre-shared keys are not used in the

depl oynent, LISP Security (LISP-SEC) [ RFC9303] can be used as foll ows
to create a security association between the I TR and the Map- Server.

First, when the ITRis sending a Map-Request with the N-bit set as
described in Section 5, the |ITR al so perfornms the steps described in
Section 6.4 of [RFC9303]. The ITR can then generate a PubSubKey by
deriving a key fromthe One-Tine Key (OIK) and Map- Request’s nonce as
foll ows: PubSubKey = KDF(OTK + nonce), where KDF is the Key
Derivation Function indicated by the OTK Wapping ID. If the OTK

W appi ng | D equal s NULL- KEY-WRAP-128, then the PubSubKey is the OTK
Note that, as opposed to the pre-shared PubSubKey, this generated
PubSubKey is different per EID-Prefix to which an | TR subscri bes
(since the ITRwi Il use a different OIK per Map-Request).

When t he Map- Server receives the Map-Request, it follows the
procedure specified in Section 5 with the follow ng consi derati ons:
the Map-Server MJST verify that the OTK has not been used before. |If
the Map-Server verifies the OTK and cannot determine that the OIK has
not been used before, the subscription request fails due to

aut henti cation, which triggers a Negative Map-Reply with ACT bits set
to 5 "Drop/ Auth-Failure", as described in Section 5. The xTR mi ght
try again with a different OTK upon receipt of this Negative Map-
Reply. Note that a Map-Server inplenentation may deci de not to keep
track of all past OTKs and instead use sonme formof hash. |In that
case, hash collisions are handled as if the OIK has been reused.

Such an inplementation needs to bal ance the hash Iength with the rate
of collisions expected for the particular deploynent; this is

i npl ementation specific. |If the Map-Server has to reply with a Mp-
Reply for any other reason (e.g., if PubSub is not supported or a
subscription is not accepted), then it follows the normal LI SP-SEC
procedure described in Section 5.7 of [RFC9303]. No PubSubKey,
security association, or subscription state is created when the Map-
Server responds with any Map-Reply nessage.

O herwise, if the Map-Server has to reply with a Map-Notify (e.qg.,
due to the subscription being accepted) to a received Map- Request,
the followi ng extra steps take pl ace:



* The Map-Server extracts the OIK and the OTK Wapping ID fromthe
LI SP- SEC Encapsul ated Control Message (ECM Authentication Data.

* The Map-Server generates a PubSubKey by deriving a key fromthe
OTK, as described before for the ITR This is the same PubSubKey
derived at the ITR that is used to establish a security
associ ation between the ITR and the Map- Server.

* The PubSubKey can now be used to sign and authenticate any Map-
Notify between the Map-Server and the | TR for the subscribed El D
Prefix. This includes the Map-Notify sent as a confirmation to
the subscription. Wen the I TR wants to update the security
association for that Map-Server and EID-Prefix, it once again
follows the procedure described in this section.

Note that if the Map-Server replies with a Map-Notify, none of the
regul ar LI SP-SEC steps regardi ng Map-Reply described in Section 5.7
of [ RFC9303] occur.

.2. DDoS Attack Mtigation

I f PubSub is depl oyed under the scope of applicability defined in
Section 1.1, only known nodes can participate on the PubSub

depl oynent. DDoS attacks based on replayed messages by unknown nodes
are avoi ded by the use of nonce and the security association between
the I TRs and the Map-Servers. M sbehaving known nodes nay send
massi ve subscription requests, which may | ead to exhausting the
resources of a Map-Server. Furthernore, frequently changing the
state of a subscription may al so be considered as an attack vector.
To mitigate such issues, Section 5.3 of [RFC9301] discusses rate-
limting Map- Requests, and Section 5.7 of [RFC9301] di scusses rate-
limting Map-Notifies. Note that when the Map-Notify rate-limt
threshold is net for a particular XxXTR-ID, the Map-Server will discard
addi tional subscription requests fromthat XxTR-ID and will fall back
to the behavi or described in [ RFC9301] when receiving a Map- Request
fromthat xTR-ID (i.e., the Map-Server will send a Map-Reply).

I ANA Consi derati ons
I ANA has assigned the following new bit fromthe "LISP Control Plane

Header Bits: Map-Request" registry within the "Locator/|D Separation
Prot ocol (LISP) Paraneters” group of registries [IANA-LISP]:

g el ey Pty ety iy
| Spec Name | | ANA Name | Bit | Description | Reference |
| | | Position | | |
[ el oo s sl el sl sl
| | | Map- Request-1 | 11 | XTRID Bit | RFC 9437 |
F-- - - - i I F--- - - i i F-- - - - +

Table 1. Addition to the Map- Request Header Bits Registry
| ANA has al so created a new registry entitled "LI SP Control Pl ane
Header Bits: Map-Request-Record” within the "Locator/|D Separation
Protocol (LISP) Paraneters" group of registries [IANA-LISP].

The initial content of this registry is shown in Table 2.

[ el oo oo el el s s s sl el °)
| Spec| | ANA Name | Bit | Description | Reference |
| Nane| | Position| | |
=44 -t ————————————————————————+t———————————+
[N | Map-Request-N |1 | Notification-Requested | RFC 9437 |

I I I | Bit I I



Table 2: Initial Content of LISP Control Plane Header Bits:
Map- Request - Record Registry

The remaining bits (i.e., bit positions 2-8) are Unassi gned.

The policy for allocating new bits in this registry is "Specification
Required" (Section 4.6 of [RFC8126]).

Al l ocation requests are evaluated on the advice of one or nore

desi gnated experts. Designated experts shoul d consider whether the
proposed regi stration duplicates existing entries and whet her the
registration description is sufficiently detailed and fits the
purpose of this registry. These criteria are to be considered in
addition to those provided in Section 4.6 of [RFC8126] (e.g., the
proposed regi stration "nust be docunented in a permanent and readily
avai l abl e public specification"). The designated experts will either
approve or deny the registration request, and conmunicate their
decision to I ANA. Denials should include an expl anation and, if
appl i cabl e, suggestions as to how to make the request successful
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Appendi x A, Sanpl e PubSub Depl oynent Experiences

Sone LI SP production networks have been running different forns of
PubSub for sone tine. The follow ng subsections provide an inventory
of some experience | essons fromthese depl oynments.

A.1. PubSub as a Monitoring Tool

Sone LI SP depl oynents are using PubSub as a way to nonitor ElD
Prefixes (particularly, EIDto-RLOC mappings). To that aim sone

LI SP i npl enent ati ons have extended the LISP Internet Goper ('lig’)
[ RFC6835] tool to use PubSub. Such an extension is neant to support

an interactive mode with 'lig and to request subscription for the
EID of interest. |If there are RLOC changes, the Mp-Server sends a
notification, and then the 'lig client displays that change to the
user.

A. 2. Mtigating Negative Map-Cache Entries

Section 8.1 of [RFC9301] suggests two TTL val ues for Negative Mp-
Replies: either a 15-mnute TTL (if the EID Prefix does not exist) or
a 1-mnute TTL (if the prefix exists but has not been registered).
Wil e these val ues are based on the original operational experience
of the LISP protocol designers, negative cache entries have two

uni ntended effects that were observed in production.

First, if the xTR keeps receiving traffic for a negative EID
destination (i.e., an EID-Prefix with no RLOCs associated with it),
it will try to resolve the destination again once the cached state
expires, even if the state has not changed in the Map-Server. It was
observed in production that this is happening often in networks that



have a significant amount of traffic addressed for outside of the

LI SP network. This might result in excessive resolution signaling to
keep retrieving the sane state due to the cache expiring. PubSub is
used to relax TTL val ues and cache negative mapping entries for

| onger periods of time, avoiding unnecessary refreshes of these
forwarding entries and drastically reducing signaling in these
scenarios. 1In general, a TTL-based schema is a "polling mechani snt
that leads to nore signaling where PubSub provi des an "event-
triggered nmechanisn' at the cost of state.

Second, if the state does indeed change in the Map-Server, updates
based on TTL tineouts m ght prevent the cached state at the xTR from
bei ng updated until the TTL expires. This behavi or was observed
during configuration (or reconfiguration) periods on the network,
where ElI D Prefixes that are no | onger negative do not receive the
traffic yet, due to stale Map-Cache entries present in the network.
Wth the activation of PubSub, stale caches can be updated as soon as
the state changes.

A.3. Inproved Mbility Latency

An i nproved convergence tine was observed on the presence of mobility
events on LI SP networks running PubSub as conpared with running LISP
[ RFC9301]. As described in Section 4.1.2.1 of [EID MOBILITY], LISP
can rely on data-driven Solicit-Mp-Requests (SMRs) to ensure
eventual network convergence. Generally, PubSub offers faster
convergence due to (1) no need to wait for a data-triggered event and
(2) less signaling as conmpared with the SMR-based flow. Note that
when a Map- Server runni ng PubSub has to update a | arge number of
subscribers at once (i.e., when a popul ar mapping is updated), SVMR-
based convergence may be faster for a small subset of the subscribers
(those receiving PubSub updates last). Deploynent experience reveals
that data-driven SMRs and PubSub nechani snms conpl enent each other and
provide a fast and resilient network infrastructure in the presence
of mobility events.

Furt hernore, experience showed that not all LISP entities on the
network need to inplenment PubSub for the network to get the benefits.
In scenarios with significant traffic comng fromoutside of the LISP
network, the experience showed that enabling PubSub in the border

routers significantly inproves nmobility latency overall. Even if
edge xTRs do not inpl enent PubSub, and traffic is exchanged between
El D-Prefixes at the edge, xTRs still converge based on data-driven

events and SMR-triggered updates.
A. 4. Enhanced Reachability with Dynam c Redistribution of Prefixes

There is a need to interconnect LISP networks with other networks
that mght or might not run LISP. Sone of those scenarios are
simlar to the ones described in [GB-ATN] and [ UBERLAY]. When
connecting LISP to other networks, the experience revealed that in
many depl oynents the point of interaction with the other donmains is
not the Mapping System but rather the border router of the LISP site.
For those cases, the border router needs to be aware of the LISP
prefixes to redistribute themto the other networks. Over the years,
di fferent solutions have been used.

First, Map-Servers were collocated with the border routers, but this
was hard to scale since border routers scale at a different pace than
Map- Servers. Second, decoupl ed Map-Servers and border routers were
used with static configuration of LISP entries on the border, which
was probl emati c when nodifications were made. Third, a routing
protocol (e.g., BGP) can be used to redistribute LISP prefixes from
the Map-Servers to a border router, but this cones with sone
inplications; in particular, the Map-Servers need to inplenent an
addi ti onal protocol, which consunes resources and needs to be



properly configured. Therefore, once PubSub was avail abl e,

depl oynents started to adapt it to enable border routers to
dynanmically learn the prefixes they need to redistribute without a
need for extra protocols or extra configuration on the network.

In other words, PubSub can be used to discover ElID Prefixes so they
can be inported into other routing domains that do not use LI SP.
Simlarly, PubSub can also be used to discover when ElI D Prefixes need
to be withdrawn fromother routing donmains. That is, in a typical
depl oynent, a border router will withdraw an EID-Prefix that it has
been announcing to external routing domains if it receives a
notification that the RLOC-set for that EID-Prefix is now enpty.

A.5. Better Serviceability

El D-t o- RLOC nappi ngs can have a very long TTL, sometimes on the order
of several hours. Upon the expiry of that TTL, the xTR checks if
these entries are being used and renpbves any entry that is not being
used. The problemw th a very |ong Map-Cache TTL is that (in the
absence of PubSub) if a mapping changes but is not being used, the
cache remains but is stale. This is due to no data traffic being
sent to the old location to trigger an SVMR based Map- Cache update as
described in Section 4.1.2.1 of [EID-MOBILITY]. |If the network
operator runs a show command on a router to track the state of the
Map- Cache, the router will display multiple entries waiting to expire
but with stale RLOC information. This mght be confusing for
operators sonetines, particularly when they are debuggi ng probl ens.
Wth PubSub, the Map-Cache is updated with the correct RLOC

i nformati on, even when it is not being used or waiting to expire,

whi ch hel ps with debuggi ng.
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