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I nt roducti on

The Differentiated Services (Diffserv) architecture has been depl oyed
in many networks. It provides differentiated traffic forwarding
based on the DSCP carried in the Diffserv field of the |IP packet
header [ RFC2474]. A common set of DSCPs are defined for both |Pv4
and |1 Pv6, and both network protocols use a common | ANA registry

[ DSCP-regi stry].

Diffserv associates traffic with a service class and categorizes it
i nt o Behavi or Aggregates (BAs) [RFC4594]. Configuration guidelines
for service classes are provided in [RFC4594]. BAs are associ ated
with a DSCP, which in turn maps to a Per-Hop Behavi or (PHB).
Treatnment differentiation can be achi eved by using a variety of
schedul ers and queues and al so al gorithnms that inplenment access to
t he physical nedia.

Wthin a Diffserv donmain, operators can set Service Level

Speci fications [ RFC3086], each of which maps to a particular Per-
Domai n Behavi or (PDB) that is based on one or nore PHBs. The PDB
defines which PHB (or set of PHBs) and, hence, for a specific
operator, which DSCP (or set of DSCPs) will be associated with
specific BAs as the packets pass through a Diffserv domain. It also
defines whether the packets are re-narked as they are forwarded
(i.e., changing the DSCP of a packet [RFC2475]).

Application -> Service
Traffic Cl ass
I
Behavior -> Diffserv -> Per Hop
Aggr egat e Codepoi nt Behavi or
I
Schedul e,
Queue, Drop

Figure 1: The Role of DSCPs in Cassifying IP Traffic for
Differential Network Treatnent by a Diffserv Node
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3.

Thi s docunent di scusses considerations for assigning a new DSCP for a
standard PHB. It considers sone commonly observed DSCP re-narking
behavi ors that night be experienced along an Internet path. It also
descri bes sone packet forwarding treatnents that a packet with a
specific DSCP can expect to receive when forwarded across a link or
subnet wor k.

The docurent is notivated by new opportunities to use Diffserv end-
to-end across multiple donmains, such as [ NQB-PHB], proposals to build
mechani sms usi ng DSCPs in other standards-setting organi zations, and
the desire to use a common set of DSCPs across a range of
infrastructure (e.g., [RFC38622], [NQB-PHB], [AX 25-over-1P]).

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

DSCPs are specified in the | ANA registry [ DSCP-registry], where a
variety of different formats are described. A DSCP can sonetines be
referred to by nane, such as "CS1", and sonetines by a decimal, hex,
or binary value. Hex values are represented in text using prefix
"0x". Binary val ues use prefix "0b"

In this docurment, the synmbol "&" denotes a bitwi se AND of two
unsi gned val ues.

Current Usage of DSCPs
Thi s section describes the current usage of DSCPs.
1. | P-Layer Senmantics

The Diffserv architecture specifies the use of the Diffserv field in
the 1 Pv4 and | Pv6 packet headers to carry one of 64 distinct DSCP
values. Wthin a given adm nistrative boundary, each DSCP val ue can
be mapped to a distinct PHB [ RFC2474]. \When a new PHB is specified,
a reconmended DSCP val ue anong those 64 values is nornally reserved
for that PHB and is assigned by | ANA. An operator is not formally
required to use the recommended val ue; indeed, [RFC2474] states that
"the mappi ng of codepoints to PHBs MUST be configurable." However,
use of the reconmended val ue is usually convenient and avoids
conf usi on.

The DSCP space is divided into three pools for the purpose of

assi gnnent and managenent [DSCP-registry]. A summary of the pools is
provided in a table (where "x' refers to a bit position with val ue
either "0 or "1').

DSCP Pool 1: A pool of 32 codepoints with a format of Obxxxxx0, to
be assigned by | ANA Standards Action [ RFC8126].

DSCP Pool 2: A pool of 16 codepoints with a format of Obxxxx11,
reserved for Experinmental or Local (Private) Use by network
operators (see Sections 4.1 and 4.2 of [RFC8126].

DSCP Pool 3: A pool of 16 codepoints with a format of Obxxxx01l.
This was initially avail able for Experinmental (EXP) Use or Loca
Use (LU but was originally specified to be "preferentially
utilized for standardi zed assignnments if Pool 1 is ever exhausted"
[ RFC2474]. Pool 3 codepoints are now "utilized for standardized
assignnents (replacing the previous availability for experinental
or local use)" [RFC8436]. [RFC8622] assigned 0x01 fromthis poo



and consequentially updated [ RFC4594]. Any future request to
assign 0x05 woul d be expected to sinilarly update [ RFC4594].

Not e that [ RFC4594] previously recommended a Local Use of DSCP val ues
0x01, 0x03, 0x05, and 0x07 (codepoints with the format of 0b000Oxx1),
until this was updated by [ RFC8436].

The DSCP space is shown in the following table. Each row corresponds
to one setting of the first three bits of the DSCP field, and each
colunmm to one setting of the last three bits of the DSCP field.

I +------ I I I ] I I ] +----+
| 56/CS7 | 57 | 58 | 59 | 60 | 61| 62 | 63 |
I +------ S I I I I +----+
| 48/CS6 | 49 | 50 | 51| 52 | 53| 54 | 55 |
L +------ I I I I I I I +----+
| 40/CS5 | 41 | 42 | 43| 44/VA | 45 | 46/EF | 47 |
I +------ I I I ] I I ] +----+
| 32/CS4 | 33 | 34/AF41 | 35 | 36/AF42 | 37 | 38/ AF43 | 39 |
I +------ S I I I I +----+
| 24/CS3 | 25 | 26/AF31 | 27 | 28/AF32 | 29 | 30/AF33 | 31

L +------ I I I I I I I +----+
| 16/CS2 | 17 | 18/ AF21 | 19 | 20/ AF22 | 21 | 22/ AF23 | 23 |
I +------ I I I ] I I ] +----+
| 8/CcsL | 9 | 10/AF11 | 11 | 12/AF12 | 13 | 14/AF13 | 15 |
R ettty Lty et ety e el el ety el
| 0/CSO | 1/LE | 2 | 3 | 4 | 5 | 6 | 7
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Table 1: Currently Assigned DSCPs and Their Assigned PHBs

oo e e e e oo oo M +
| CS| dass Selector | [RFC2474] |
T T T TS Fom e oo +
| BE | Best Effort (CS0) | [RFC2474] |
Fom e e e e e e e e i e o - o m e e e - +
| AF | Assured Forwarding | [ RFC2597] |
oo e e e e oo oo M +
| EF | Expedited Forwarding | [RFC3246] |
T T T TS Fom e oo +
| VA | Voice Admt | [ RFC5865] |
Fom e e e e e e e e i e o - o m e e e - +
| LE | Lower Effort | [ RFC8622] |
oo e e e e oo oo M +

Tabl e 2: Abbreviations for DSCPs and
PHB G oups

Table 2 summari zes the DSCP abbreviations used in currently published
RFCs, [RFC2474] [RFC2597] [RFC3246] [RFC5865] [RFC8622], as described
inthe |ANA registry [DSCP-registry]. The Default PHB is defined in
Section 4.1 of [RFC2474]. This provides Best Effort (BE) forwarding,
and the recommended DSCP of ' 000000° (Section 4.2.2.1 of [RFC2474]).

This is the Iowest value in the set of Cass Selector (CS) DSCPs, and
hence is al so known as "CS0" [DSCP-registry].

NOTE: [ RFC4594] specified a now deprecated use of Class Selector 1
(CSl1l) as the codepoint for the Lower Effort PHB. [RFC8622] updated
[ RFC4594] and [ RFC8325] and obsol eted [ RFC3662], assigning the LE

DSCP codepoint to the Lower Effort PHB.

The Diffserv architecture allows forwarding treatnments to be

associ ated with each DSCP, and the RFC series describes sone of these
as PHBs. Although DSCPs are intended to identify specific treatnent
requirenents, multiple DSCPs mi ght al so be mapped (aggregated) to the
same forwarding treatment. DSCPs can be mapped to Treat nent



Aggregates (TAs) that mght result in re-marking (e.g., [RFC5160]
suggests Meta- QS-C asses to hel p enabl e depl oynent of standard end-
to-end QS cl asses).

.2. DSCPs Used for Network Control Traffic

Network control traffic is defined as packet flows that are essential
for stable operation of the admi nistered network (see [ RFC4594],
Section 3). The traffic consists of the network control service
class and the OAM service class. This traffic is marked with a val ue
froma set of CS DSCPs. This traffic is often a special case within
a provider network, and ingress traffic with these DSCP marki ngs can
be re-marked.

DSCP CS2 is recommended for the OAM (Operations, Admnistration, and
Mai nt enance) service class (see [ RFC4594], Section 3.3).

DSCP CS6 is recomrended for |ocal network control traffic. This
includes routing protocols and OAMtraffic that are essential to
net wor k operation adm nistration, control, and nmanagenent.
Section 3.2 of [RFC4594] recommends that "CS6 narked packet flows
fromuntrusted sources (for exanple, end user devices) SHOULD be
dropped or remarked at ingress to the Diffserv network".

DSCP CS7 is reserved for future use by network control traffic. "CS7
mar ked packets SHOULD NOT be sent across peering points" [RFC4594],
Section 3.1.

Section 4.2.2.2 of [RFC2474] reconmends PHBs sel ected by CS6 and CS7
"MUST gi ve packets a preferential forwarding treatnent by conparison
to the PHB sel ected by codepoint ' 000000 "

At the time of witing, there is evidence to suggest CS6 is actively
used by network operators for control traffic. A study of traffic at
a large Internet Exchange showed around 40% of I CMP traffic carried
this mark [I ETF115-1EPG. Sinmilarly, another study found many
routers re-mark all traffic, except for packets carrying a DSCP with
the format Obllxxxx (i.e., setting the higher order bits to Obll, see
Section 4.2.1 of this docunent).

Re- mar ki ng t he DSCP

It is a feature of the Diffserv architecture that the Diffserv field
of packets can be re-marked at the Diffserv domain boundaries (see
Section 2.3.4.2 of [RFC2475]). A DSCP can be re-marked at the
ingress of a donmain. This re-marking can change the DSCP val ue used
on the renmainder of an I P path, or the network can restore the
initial DSCP marking at the egress of the domain. The Diffserv field
can al so be re-marked based on common senantics and agreements

bet ween providers at a Diffserv domai n boundary. Furthernore,

[ RFC2474] states that re-marking nmust occur when there is a
possibility of theft or denial-of-service attack

A packet that arrives with a DSCP that is not associated with a PHB
results in an "unknown DSCP." A node could receive a packet with an
"unexpected DSCP" due to misconfiguration, or because there is no
consistent policy in place. The treatnent of packets that are nmarked
wi th an unknown or an unexpected DSCP at Diffserv donmain boundaries
is determined by the policy for a Diffserv domain. |f packets are
received that are marked with an unknown or an unexpected DSCP by a
Diffserv domain interior node, [RFC2474] recomends forwarding the
packet using a default (Best Effort) treatnent but w thout changing
the DSCP. This seeks to support increnmental Diffserv deploynent in
exi sting networks as well as preserve DSCP nmarkings by routers that
have not been configured to support Diffserv (see also Section 4.3).
[ RFC3260] clarifies that this re-marking specified by [ RFC2474] is



intended for interior nodes within a Diffserv domain. For D ffserv
i ngress nodes, the traffic conditioning required by [ RFC2475] applies
first.

Reports neasuring existing depl oyments have defined a set of
categories for DSCP re-marking [Cusl7] [Bar18] in the foll owi ng seven
observed re-marki ng behavi ors:

Bl each- DSCP: bl eaches all traffic (sets the DSCP to zero)

Bl each- ToS- Precedence: set the first three bits of the DSCP field to
Ob000 (reset the three bits of the fornmer ToS Precedence field,
defined in [RFC0791] and clarified in [RFC1122])

Bl each-sone-ToS: set the first three bits of the DSCP field to 0b000
(reset the three bits of the former ToS Precedence field), unless
the first two bits of the DSCP field are Obl1l

Re-mark-ToS: set the first three bits of the DSCP field to any val ue
different from O0b000 (replace the three bits of the fornmer ToS
Precedence field)

Bl each-low. set the last three bits of the DSCP field to 0b000

Bl each-sone-low. set the last three bits of the DSCP field to 0b00O,
unl ess the first two bits of the DSCP field are 0Obl1l

Re-mar k-DSCP:  re-marks all traffic to one or nore particular (non-
zero) DSCP val ues

These behaviors are explained in the foll owi ng subsections and cross-
referenced in the remai nder of the docunent.

The network nodes forming a particular path mght or mght not have
supported Diffserv. It is not generally possible for an externa
observer to deternine which mechanismresults in a specific re-
mar ki ng solely fromthe change in an observed DSCP val ue.

NOTE: More than one nechanismcould result in the sane DSCP re-
mar ki ng (see below). These behaviors were neasured on both |IPv4 and
I Pv6 Internet paths between 2017 and 2021 [Cusl7]. |Pv6 routers were
found to performall the types of re-nmarking described above to a

| esser extent than | Pv4 ones.

4.1. Bleaching the DSCP Field

A specific formof re-marking occurs when the Diffserv field is re-
assigned to the default treatment: CSO (0x00). This results in
traffic being forwarded using the BE PHB. For exanple, AF31 (0xla)
woul d be bl eached to CSO

A survey reported that resetting all the bits of the Diffserv field
to 0 was seen to be nore prevalent at the edge of the network and
rather | ess comon in core networks [Cusl7].

4.2. | P Type of Service Manipul ations

The I ETF first defined ToS precedence for |P packets in [ RFCO791] and
updated it to be part of the ToS field in [RFC1349]. Since 1998,
this practice has been deprecated by [ RFC2474]. [RFC2474] defines
DSCPs 0Obxxx000 as the O ass Sel ector codepoints, where PHBs sel ected
by these codepoints MJUST neet the "C ass Sel ector PHB Requirenents”
described in Section 4.2.2.2 of [RFC2474].

A recent survey reports practices based on ToS semantics have not yet
been elimnated fromthe Internet and need to still be considered



when maki ng new DSCP assi gnnents [ Cusl7].
4.2.1. Inpact of ToS Precedence Bl eaching

Bl eachi ng of the ToS Precedence field (see Section 4) resets the
first three bits of the DSCP field to zero (the former ToS Precedence
field), leaving the last three bits unchanged (see Section 4.2.1 of

[ RFC2474]). A Diffserv node can be configured in a way that results
inthis re-marking. This re-marking can al so occur when packets are
processed by a router that is not configured with Diffserv (e.qg.,
configured to operate on the former ToS Precedence field [ RFC0791]).
At the time of witing, this is a comopn mani pul ation of the Diffserv
field. The follow ng Figure depicts this re-nmarking.
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Figure 2: Bits in the Diffserv Field Mdified by Bl eaching of the ToS
Pr ecedence

Figure 2 shows bl eaching of the ToS Precedence (see Section 4), based
on Section 3 of [RFC1349]. The bit positions marked ’'x’ are not

changed.

L +------ I I I I I I I +----+
| 56/CS7 | 57 | 58 | 59 | 60 | 61 | 62 | 63 |
I +------ I I I ] I I ] +----+
| 48/CS6 | 49 | 50 | 51| 52 | 53| 54 | 55

I +------ S I I I I +----+
| 40/CS5 | 41 | 42 | 43 | 44/VA | 45| 46/EF | 47 |
L +------ I I I I I I I +----+
| 32/CS4 | 33 | 34/AF41 | 35 | 36/AF42 | 37 | 38/ AF43 | 39 |
I +------ I I I ] I I ] +----+
| 24/CS3 | 25 | 26/AF31 | 27 | 28/AF32 | 29 | 30/AF33 | 31

I +------ S I I I I +----+
| 16/CS2 | 17 | 18/ AF21 | 19 | 20/ AF22 | 21 | 22/ AF23 | 23 |
L +------ I I I I I I I +----+
| 8/CS1 | 9 | 10/ AF11 | 11 | 12/ AF12 | 13 | 14/ AF13 | 15 |
[ bl oo fes ool oo oo e pes el et oo ool ool e e e pefen
| 0/CSO | 1/LE| 2 | 3 | 4 | 5 | 6 | 7 |
R ettty Lty et ety e el el ety el

Tabl e 3: DSCP Val ues

As a result of ToS Precedence Bl eaching, each of the DSCPs in a
columm are re-marked to the smallest DSCP in that colum. Therefore,
the DSCPs in the bottomrow have higher survivability across an end-
to-end | nternet path.

Data on the observed re-marking at the time of witing was presented
in [I| ETF115-1 EPG.

[ R ety Sl ety s pem el Lttty gl ety ey o
| 0/CSO | 1/LE | 2 | 3 | 41 5] 6 | 7 |
[ el S e pus gt e e e e pel e femjenp Tl b e pe e pe S peje e peep
| Assigned | Re-nmarked | EXPI | * | | Re-marked | EXP/ |
| | fromAF11l..41 | LU | | | from | LU |
| | | | | | AF13..EF | |
I I i I +------ I i R +------ +

Tabl e 4: 0b000xxx DSCPs

* DSCP 4 has been historically used by the SSH application [Kol 10]



Tabl e 4 shows 0b000xxx DSCPs. This highlights any current
assi gnnents and whether they are affected by any known re-nmarking
behavi ors, such as ToS Precedence Bl eachi ng.

DSCPs of the form Ob0O00xxx can be inmpacted by known re-marking

behavi ors of other assigned DSCPs. For exanple, ToS Precedence

Bl eachi ng of popul ar DSCPs AF11, AF21, AF31, and AF41 would result in
traffic being re-marked with DSCP 2 in the Internet core. The Lower
Effort (LE) Per-Hop Behavior PHB uses a DSCP of 1. The DSCP val ue of
4 has been historically used by the SSH application, follow ng
semantics that precede Diffserv [ Kol 10].

Bl each- ToS- Precedence (see Section 4) of packets with a DSCP ' x’
results in the DSCP being re-marked to 'x’ & 0x07 and then forwarded
using the PHB specified for the resulting DSCP in that D ffserv

domai n. I n subsequent networks, the packet will receive treatment as
specified by the domain’s operator corresponding to the re-nmarked
codepoi nt .

A variation of this observed re-narking behavior clears the top three
bits of a DSCP, unless these have val ues 0b110 or Obl11l
(corresponding to the CS6 and CS7 DSCPs). As a result, a DSCP val ue
greater than 48 decimal (0x30) is less likely to be inpacted by ToS
Precedence Bl eachi ng.

4.2.2. Inpact of ToS Precedence Re-narking
[ RFC2474] states:

| Inplenmentors should note that the DSCP field is six bits w de.

| DS-conpliant nodes MJUST sel ect PHBs by matching against the entire
| 6-bit DSCP field, e.g., by treating the value of the field as a

| table index which is used to select a particul ar packet handling

| mechani sm whi ch has been inplenmented in that device.

This replaced re-marking according to ToS precedence (see Section 4)
[ RFC1349]. These practices based on ToS semantics have not yet been
elimnated from depl oyed networks
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Figure 3: Bits in the Diffserv Field Mddified by ToS Precedence
Re- mar ki ng

Figure 3 shows the ToS Precedence Re-marking (see Section 4) observed
behavi or, based on Section 3 of [RFC1349]. The bit positions narked
"X’ remai n unchanged.

A |l ess comon re-marking, ToS Precedence Re-marking sets the first
three bits of the DSCP to a non-zero val ue corresponding to a CS PHB.
This re-marking occurs when routers are not configured to perform

D ffserv re-marking.

If ToS Precedence Re-marking occurs, packets are forwarded using the
PHB specified for the resulting DSCP in that domain. For exanple,
the AF31 DSCP (0xla) could be re-marked to either AF11 or AF21. If
such a re-marked packet further traverses other Diffserv domains, it
woul d receive treatnent as specified by each domain's operator
corresponding to the re-nmarked codepoint.

4.3. Re-marking to a Particul ar DSCP



A network device mght re-mark the Diffserv field of an |IP packet
based on a local policy with a specific set of DSCPs (see Section 4).

Section 3 of [RFC2474] recomends: "Packets received with an

unr ecogni zed codepoi nt SHOULD be forwarded as if they were nmarked for
the Default behavior, and their codepoints should not be changed.”
Sone networks mght not follow this recommendation and instead re-
mar k packets with these codepoints to the default class: CSO (0x00).
This re-marking is sonmetines perforned using a Multi-Field (M)
classifier [RFC2475] [RFC3290] [ RFC4594].

If re-marking occurs, packets are forwarded using the PHB specified
for the resulting DSCP in that domain. As an exanple, re-narking
traffic AF31, AF32, and AF33 all to a single DSCP, e.g., AF1ll, stops
any drop probability differentiation, which may have been expressed
by these three DSCPs. |If such a re-nmarked packet further traverses
other domains, it would receive treatment as specified by the
domai n’ s operator corresponding to the re-marked codepoint.

Bl eaching (see Section 4) is a specific exanple of this observed re-
mar ki ng behavi or that re-marks to CSO (0x00) (see Section 4.1).

5. Interpretation of the IP DSCP at Lower Layers

Transm ssion systens and subnetwor ks can, and do, utilize the
Diffserv field in an I P packet to set a QoS-related field or function
at the lower layer. A lower layer could also inplenent a traffic-
condi tioning function that could re-mark the DSCP used at the IP
layer. This function is constrained by designs that utilize fewer
than 6 bits to express the service class and, therefore, infer a
mapping to a smaller L2 QS field, for exanple, the 3-bit Priority
Code Point (PCP) field in an | EEE Et hernet 802.1Q header, the 3-bit
User Priority (UP) field, or the 3-bit Traffic Cass field of Milti-
Protocol Label Switching (MPLS). A Treatnent Aggregate (TA)

[ RFC5127] is an optional intermedi ary mappi ng group of BAs to PHBs.

5.1. Mapping Specified for |EEE 802

The | EEE specifies standards that include mappings for DSCPs to | ower
| ayer el ements.

5.1.1. Mapping Specified for | EEE 802.1

| EEE 802. 1Q specified a 3-bit PCP field, which includes a tag that
all ows Ethernet franes to be marked as one of eight priority val ues
[ EEE-802.1Q . Use of this field is described by various docunents
i ncludi ng | EEE P802. 1p and | EEE 802. 1D

The mapping specified in [|I EEE-802. 1 revises a previous standard,
[ EEE-802. 1D], in an effort to align with Diffserv practice

[ RFC4594]. In 802.1Q the traffic types are specified to match the
first three bits of a suitable DSCP (e.g., the first three bits of
the Expedited Forwarding (EF) DSCP are mapped to a PCP of 5).

In this mapping, PCPO is used to indicate the default Best Effort
treatnment, and PCPl indicates a background traffic class. The
remai ni ng PCP val ues indicate increasing priority. Internet contro
traffic can be marked as CS6, and network control is narked as CS7.

O her re-marking behaviors have al so been inplemented in Ethernet
equi prent. Historically, a previous standard, [I|EEE-802.1D], used
bot h PCP1 (Background) and PCP2 (Spare) to indicate |lower priority
than PCPO, and sonme other devices do not assign a |ower priority to
PCP1.

5.1.2. Mapping Specified for | EEE 802.11



Section 6 of [RFC8325] provides a brief overview of |EEE 802.11 QoS.
The | EEE 802. 11 standards [| EEE-802.11] provi de Media Access Contro
(MAC) functions to support QS in W.ANs using Access Categories

(ACs). The upstream UP in the 802.11 header has a 3-bit QoS val ue.

A DSCP can be mapped to the UP. [RFC8622] added a mapping for the LE
DSCP to AC BK (Background).

Most current W-Fi inplementations use a default mapping that maps
the first three bits of the DSCP to the 802.11 UP value. This is an
exanmpl e of equipnent still classifying on ToS Precedence (which could
be seen as a sinple nethod to map I P layer Diffserv to | ayers
offering only 3-bit QoS codepoints). Then, in turn, this is mpped
to the four W-Fi Miltinmedia (WW Access Categories. The W-Fi
Al'liance has also specified a nore flexible mapping that foll ows

[ RFC8325] and provides functions at an Access Point (AP) to re-mark
packets as well as a QS Map that maps each DSCP to an AC

[ WFI - ALLI ANCE]
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Figure 4: DSCP Bits Commonly Mapped to the UP in 802.11

The bit positions marked
the ones marked .’

x'" are mapped to the 3-bit UP value, while
are ignored.

[ RFC8325] notes inconsistencies that can result from such re-marking
and recomends a different nmapping to performthis re-narking,
dependent on the direction in which a packet is forwarded. It

provi des recomrendati ons for mapping a DSCP to an | EEE 802. 11 UP for

i nterconnection between wired and wirel ess networks. The
recomendation in Section 5.1.2 maps network control traffic, CS6 and
CS7, as well as unassigned DSCPs, to UP 0 when forwarding in the
upstreamdirection (wireless-to-wired). It also recomends nmappi ng
CS6 and CS7 traffic to UP 7 when forwarding in the downstream
direction (Section 4.1 of [RFC8325]).

For other UPs, [RFC8325] recommends a mapping in the upstream
direction (wireless-to-wired interconnections) that derives the DSCP
fromthe value of the UP nultiplied by 8.  This mapping, currently
used by sonme Access Points (APs), can result in a specific DSCP re-
mar ki ng behavi or:

| wherein DSCP values are derived from UP values by multiplying the
| UP values by 8 (i.e., shifting the three UP bits to the left and
| adding three additional zeros to generate a DSCP value). This

| derived DSCP value is then used for QoS treatnent between the

| wreless AP and the nearest classification and marking policy

| enforcenent point (which may be the centralized wireless LAN

| controller, relatively deep within the network). Alternatively,

| in the case where there is no other classification and marking

| policy enforcement point, then this derived DSCP value will be

| used on the renmi nder of the Internet path.

This can result in re-marking by Bl each-|low (see Section 4).
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Figure 5: Bits in the Diffserv Field Mdified by Re-marking
observed as a Result of UP-to-DSCP Mapping in Sonme 802.11
Net wor ks

An alternative to UP-to-DSCP remappi ng uses the DSCP val ue of a
downstream | P packet (e.g., the Control and Provisioning of Wreless
Access Poi nts, CAPWAP, protocol [RFC5415] maps an | P packet Diffserv
field to the Diffserv field of the outer I P header in a CAPWAP
tunnel ).

Sone current constraints of W-Fi mapping are di scussed in Section 2
of [RFC8325]. A QoS profile can be used to linit the maxi mum DSCP
val ue used for the upstream and downstreamtraffic.

5.2. Diffserv and MPLS

Mul ti-Protocol Label Switching (MPLS) specified eight MPLS Traffic
Cl asses (TCs), which restrict the nunber of different treatnents

[ RFC5129]. [RFC5127] describes the aggregation of Diffserv service
cl asses and introduces four Diffserv TAs. Traffic marked with
mul tiple DSCPs can be forwarded in a single MPLS TC.

There are three Label Switching Router (LSR) nodels: the Pipe, the
Short Pipe, and the Uni form Model [RFC3270]. In the Uniform and Pipe
model s, the egress MPLS router forwards traffic based on the received
MPLS TC. The Uniform Model includes an egress DSCP rewite. Wth
the Short Pipe Mdel, the egress MPLS router forwards traffic based
on the Diffserv DSCP as present at the egress router. |f the domain
supports I P and MPLS QoS differentiation, controlled behavior
requires the DSCP of an (outer) |P header to be assigned or re-
witten by all domain ingress routers to conformw th the domain’s
internal Diffserv deploynent. Note that the Short Pipe Mdel is
preval ent in MPLS donains.

5.2.1. Mapping Specified for MPLS

[ RFC3270] defines a flexible solution for support of Diffserv over
MPLS networks. This allows an MPLS network adm nistrator to sel ect
how BAs (nmarked by DSCPs) are nmapped onto Label Switched Paths (LSPs)
to best match the Diffserv, Traffic Engineering, and protection

obj ectives within their particul ar network.

Mappi ngs fromthe IP DSCP to the MPLS header are defined in
Section 4.2 of [RFC3270].

The Pi pe Mddel conveys the "LSP Diff-Serv Information" to the LSP
Egress so that its forwarding treatment can be based on the | P DSCP.

VWhen Penul ti mate Hop Popping (PHP) is used, the Penultinmte LSR needs
to be aware of the encapsul ation mapping for a PHB to the | abel
corresponding to the exposed header to performDiffserv Infornation
Encodi ng (Section 2.5.2 of [RFC3270]).

5.2.2. Mapping Specified for MPLS Short Pipe

The Short Pipe Mddel is an optional variation of the Pipe Mdel
[ RFC3270] .

ITUT Y.1566 [I TU-T-VY.1566] further defined a set of four conmon QS
cl asses and four auxiliary classes to which a DSCP can be mapped when
i nterconnecting Ethernet, IP, and MPLS networks. [RFC8100] descri bes
four TAs for interconnection with four defined DSCPs. This was
nmotivated by the requirenents of MPLS network operators that use
Short Pipe tunnels but can be applicable to other networks, both MPLS
and non- MPLS.



[ RFC8100] recommends preserving the notion of end-to-end service

cl asses and recommends a set of standard DSCPs mapped to a small set
of standard PHBs at interconnection. The key requirenent is that the
DSCP at the network ingress is restored at the network egress. The
current version of [RFC8100] limits the nunber of DSCPs to 6, and 3
more are suggested for extension. [RFC3100] respects the depl oynent
of PHB groups for DS domain-internal use, which limts the nunber of
acceptabl e external DSCPs (and possibilities for their transparent
transport or restoration at network boundaries). In this design,
packets marked with DSCPs not part of the codepoint schene [ RFC8100]
are treated as unexpected and will possibly be re-nmarked (a Re-nmark-
DSCP, see Section 4 behavior) or dealt with via additional agreenents
anong the operators of the interconnected networks. [RFC8100] can be
extended to support up to 32 DSCPs by future standards. [RFC8100] is
operated by at | east one Tier 1 backbone provider. Use of the MPLS
Short Pi pe Mdel favors re-marking unexpected DSCP val ues to zero in
the absence of additional agreenents, as explained in [ RFC8100].

This can result in bleaching (see Section 4).

[ sy e ——_————
| Treatnment Aggregate [ RFC8100] | DSCP |
| Tel ephony Service Treatnment Aggregate | EF |
I I VA I
o e m e e e e e e e e e e e e e e me e TS +
| Bulk Real-Tinme Treatnment Aggregate | AF41 |
I | (AR42)* |
I | (AF43)* |
o m o e e ieeiaaoo-- S +
| Assured El astic Treatnent Aggregate | AF31 |
| | AF32 |
I | (AR33)** |
o m o oo S +
| Default / Elastic Treatment Aggregate | BE/ CSO |
o m o e e ie oo S +
| Network Control: Local Use (LU | CS6 |
o e m e e e e e e e e e e e e e e me e TS +

Table 5: The Short Pi pe MPLS Mappi ng from [ RFC8100]
* May be added
** Reserved for the extension of PHBs
5.3. Mapping Specified for Mbile Networks

Mobi |l e LTE and 5G standards have evol ved from ol der Universal Mbbile
Tel ecommuni cati ons System (UMIS) standards and support Diffserv. LTE
(4G and 5G standards [SA-5G identify traffic classes at the
interface between User Equi pnent (UE) and the nobil e Packet Core
network by QCl (QS Cass ldentifiers) and 5Q (5G QS ldentifier).
The 3CGPP standards do not define or recommend any specific mapping
bet ween each QCI or 5Q and Diffserv (and nobile QCls are based on
several criteria service class definitions). The way packets are
mapped at the Packet Data Network Gateway (P-GAN boundary is

determ ned by network operators. However, TS 23.107 (version 16.0.0,
applies to LTE and bel ow) nmandates that Differentiated Services,
defined by the I ETF, shall be used to interoperate with |IP backbone
net wor ks.

The GSM Associ ation (GSMA) has defined four aggregated cl asses and
seven associated PHBs in their guidelines for |IP Packet eXchange
(I'PX) Provider networks [GSMA-IR 34]. This was previously specified
as the "Inter-Service Provider | P Backbone Guidelines" and provides a
mobile ISP to | SP QoS mappi ng nmechani sm and i nterconnection with
other IP networks in the general Internet. |If provided an I P VPN,



the operator is free to apply its DS domai n-internal codepoint scheme
at outer headers and inner |PX DSCPs may be transported
transparently. The guidelines also describe a case where the DSCP
mar king froma Service Provider cannot be trusted (depending on the
agreement between the Service Provider and its IPX Provider). In
this situation, the I PX Provider can re-mark the DSCP value to a
static default val ue.

[ sty ey o
| QS dass in [ GSMA- | R 34] | PHB |
| Conversati onal | EF |
o e e e e e e e e e e e e e e R +
| Stream ng | AF41 |
e S +
| Interactive | AF31 |
| +o-o - - +
| (ordered by priority, AF3 highest) | AF32

| [ S, +
| | AF21 |
| S RS +
| | AF11 |
T T oo +
| Background | CSO |
o e e e e e e e e e e e e e e R +

Tabl e 6: The PHB Mappi hg Recommended in
the Gui del i nes Recomended in
[ GSMA- | R 34]

.4. Mapping Specified for Carrier Ethernet

MEF Forum (MEF) provides a nmapping of DSCPs at the IP layer to
quality of service markings in the Ethernet franme headers [ MEF-23.1].

.5. Re-marking as a Side Effect of Another Policy

This includes any other re-marking that does not happen as a result
of traffic conditioning, such as policies and L2 procedures that
result inre-marking traffic as a side effect of other functions
(e.g., in response to Distributed Denial of Service, DDoS)

.6.  Summary

Thi s section has discussed the various ways in which DSCP re-narking
behaviors can arise frominteractions with | ower |ayers.

A provider service path may consist of sections where nmultiple and
changing | ayers use their own code points to determ ne differentiated
forwarding (e.g., IPto MPLSto IP to Ethernet to W-Fi).

Consi derations for DSCP Sel ecti on

Thi s section provides advice for the assignnent of a new DSCP val ue.
It is intended to aid the | ETF and I ESG in considering a request for
a new DSCP. This section identifies known issues that m ght

i nfluence the finally assigned DSCP and provides a sumary of

consi derations for assignnent of a new DSCP.

.1. Effect of Bleaching and Re-marking to a Single DSCP

Section 4 describes re-marking of the DSCP. New DSCP assi gnnents
shoul d consi der the inpact of bleaching or re-marking (see Section 4)
to a single DSCP, which can linmt the ability to provide the expected
treatment end-to-end. This is particularly inportant for cases where
the codepoint is intended to result in |lower than Best Effort



treatment, as was the case when defining the LE PHB [ RFC8622] .
Forwardi ng LE using the default PHBis in line with [ RFC8622], but it
is reconmended to maintain the distinct LE DSCP codepoi nt end-to-end
to allow for differentiated treatnent by domains supporting LE
Rewiting the LE DSCP to the default class (CSO) results in an
undesired promotion of the priority for LE traffic in such a domain.
Bl eaching the | ower three bits of the DSCP (both Bl each-1ow and

Bl each-sonme-low in Section 4), as well as re-marking to a particul ar
DSCP, can result in sinmlar changes of priority relative to traffic
that is marked with ot her DSCPs.

6.2. \WWere the Proposed DSCP > 0x07 (7)
This considers a proposed DSCP with a codepoint larger than 7

Al t hough the | ETF specifications require systens to use DSCP narki ng
semantics in place of nethods based on the former ToS field, the
current recomendation is that any new assi gnnent where the DSCP is
greater than 0x07 shoul d consider the semantics associated with the
resulting DSCP when the ToS Precedence is bleached (Bl each-ToS-
Precedence and Bl each-sone-ToS, Section 4) or ToS Precedence Re-
mar ki ng (Re-mark-ToS, Section 4) is experienced. For exanple, it can
be desirable to avoid choosing a DSCP that could be re-marked to LE
Lower Effort [RFC8622], which could otherw se potentially result in a
priority inversion in the treatnent.

6.2.1. Were the Proposed DSCP&0x07=0x01

Thi s considers a proposed DSCP where the | east significant 3 bhits
together represent a value of 1 (i.e., 0b0O1).

As a consequence of assigning the LE PHB [ RFC8622], the | ETF
al | ocated the DSCP 0b000001 from Pool 3.

When nmaki ng assi gnments where the DSCP has a format "Obxxx001", the
case of Bl each-ToS-Precedence (Section 4) of a DSCP to a val ue of
0x01 needs to be considered. ToS Precedence Bleaching will result in
denmpting the traffic to the Lower Effort PHB. Care should be taken
to consider the inplications of re-marking when choosing to assign a
DSCP with this format.

6.3. \Were the Proposed DSCP <= 0x07 (7)

This considers a proposed DSCP where the DSCP is | ess than or equa
to 7.

ToS Precedence Bl eaching or ToS Precedence Re-nmarking can
unintentionally result in extra traffic aggregated to the same DSCP
For exanple, after experiencing ToS Precedence Bl eaching, all traffic
mar ked AF11, AF21, AF31, and AF41 would be aggregated with traffic
mar ked with DSCP 2 (0x02), increasing the volune of traffic that
receives the treatnment associated with DSCP 2. New DSCP assi gnnents
shoul d consi der unexpected consequences arising fromthis observed
re- mar ki ng behavi or.

6.4. Inpact on Deployed Infrastructure

Behavi or of depl oyed PHBs and conditioning treatnents al so needs to
be consi dered when assigning a new DSCP. Network operators have
choi ces when it conmes to configuring Diffserv support within their
domai ns, and the observed re-marking behaviors described in the
previous section can result fromdifferent configurations and

appr oaches:

Net wor ks not re-nmarking Diffserv:
A network that either does not inplement PHBs or inplenments one or



more PHBs while restoring the DSCP field at network egress with
the value at network ingress. Qperators in this category pass al
DSCPs transparently.

Net wor ks that condition the DSCP

A network that inplenments nore than one PHB and enforces Service
Level Agreements (SLAs) with its peers. Operators in this
category use conditioning to ensure that only traffic that matches
a policy is permtted to use a specific DSCP (see [ RFC8100]).
Operators need to classify the received traffic, assign it to a
correspondi ng PHB, and could re-mark the DSCP to a value that is
appropriate for the domain s deployed Diffserv infrastructure.

Net works that re-mark in some other way, which includes

1. Networks containing msconfigured devices that do not conply
with the rel evant RFCs.

2. Networks containing devices that inplement an obsol ete
specification or contain software bugs.

3. Networks containing devices that re-mark the DSCP as a result
of lower |ayer interactions.

The DSCP re-marking corresponding to the Bl each- ToS- Precedence
(Section 4) observed behavior can arise for various reasons, one of
which is old equipnment that precedes Diffserv. The sane re-nmarking
can also arise in sonme cases when traffic conditioning is provided by
Diffserv routers at operator boundaries or as a result of

m sconfi gurati on.

6. 5.

Consi derations to @uide the Discussion of a Proposed New DSCP

A series of questions energe that need to be answered when
considering a proposal to the | ETF that requests a new assi gnnent.
These questions incl ude:

*

Is the request for Local Use within a Diffserv domain that does
not require interconnection with other Diffserv domains? This
request can use DSCPs in Pool 2 for Local or Experinental Use,
wi t hout any | ETF specification for the DSCP or associ ated PHB.

What are the characteristics of the proposed service class? Wat
are the characteristics of the traffic to be carried? What are
the expectations for treatnent?

Servi ce classes [RFC4594] that can utilize existing PHBs shoul d
use assigned DSCPs to mark their traffic: Could the request be net
by using an existing | ETF DSCP?

Speci fication of a new recommended DSCP requires Standards Action
[ RFC2474] states: "Each standardi zed PHB MJUST have an associ at ed
RECOMMVENDED codepoint". |If approved, new | ETF assignnents are
normal ly made by I ANA in Pool 1, but the | ETF can request
assignnents to be made from Pool 3 [ RFC8436]. Does the Internet
Draft contain an appropriate request to | ANA?

The val ue selected for a new DSCP can inpact the ability of an
operator to apply logical functions (e.g., a bitwise mask) to
rel ated codepoi nts when configuring Diffserv. A suitable value
can sinplify configurations by aggregating classification on a
range of DSCPs. This classification based on DSCP ranges can

i ncrease the conprehensibility of docunenting forwarding
differentiation.

Section 5.2 describes exanpl es of treatnent aggregation. Wat are
the effects of treatnment aggregation on the proposed DSCP?
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* Section 5 describes sonme observed treatnents by |ayers below I P.
What are the inplications of the treatnents and mappi ng descri bed
in Section 5 on the proposed DSCP?

* DSCPs are assigned to PHBs and can be used to enabl e nodes al ong
an end-to-end path to classify the packet for a suitable PHB.
Section 4 describes sone observed re-narking behavior, and
Section 6.4 identifies root causes for why this re-marking is
observed. What is the expected effect of currently-deployed re-
mar ki ng on the service, end-to-end or otherw se?

| ANA Consi der ations

| ANA has added the following text as a note at the top of the
"Differentiated Services Field Codepoints (DSCP)" registry

[ DSCP-registry]: "See RFC 9435 for considerati ons when assigning a
new codepoint fromthe DSCP registry."

Security Considerations

The security considerations are discussed in the security
consi derati ons of each cited RFC.
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