I nternet Engineering Task Force (IETF) S. Card

Request for Comments: 9434 A. W et huecht er
Cat egory: I nformational AX Enterprize
| SSN: 2070-1721 R Moskowi tz
HTT Consul ting

S. Zhao, Ed.

I ntel

A Qurtov

Li nkpi ng University
July 2023

Drone Renote ldentification Protocol (DRIP) Architecture
Abst r act

Thi s docunent describes an architecture for protocols and services to
support Unmanned Aircraft System Renote Identification and tracking
(UAS RID), plus UAS-RID-rel ated comuni cations. This architecture
adheres to the requirenents listed in the Drone Renote ldentification
Prot ocol (DRI P) Requirenents docunment (RFC 9153)

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://wwv. rfc-editor.org/info/rfc9434

Copyright Notice

Copyright (c) 2023 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust

i nclude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided wi thout warranty as descri bed
in the Revised BSD License.

Tabl e of Contents

1. I nt roducti on
1.1. Overview of UAS RD and Its Standardi zati on
1.2. Overview of Types of UAS Renmpte ID
1.2.1. Broadcast RID
1.2.2. Net work RI D
1.3. Overview of USS Interoperability
1.4. Overview of DRIP Architecture



2. Terns and Definitions

.1. Additional Abbreviations

.2. Additional Definitions

3. HHT as the DRIP Entity ldentifier

.1. UAS Renpte ldentifiers Probl em Space

.2. HHT as a Cryptographic ldentifier

.3. HHT as a Trustworthy DRIP Entity Ildentifier

.4. HHT for DRIP lIdentifier Registration and Lookup
4. DRIP Identifier Registration and Registries

NN

wWwwww

4.1. Public Information Registry
4.1.1. Background
4.1.2. Public DRIP Identifier Registry
4.2. Private Information Registry
4.2.1. Background
4.2.2. Information El ements
4.2.3. Private DRIP lIdentifier Registry Methods
4.2.4. Aternative Private DRI P Registry Methods

5. DRIP Identifier Trust
6. Harvesting Broadcast Renpte | D Messages for UTM I ncl usion

6.1. The CS-RI D Finder
6.2. The CS-RI D SDSP

7. DRI P Contact

8. | ANA Consi derations

9. Security Considerations
9.1. Private Key Physical Security
9.2. (Quantum Resi stant Cryptography
9.3. Denial-of-Service (DoS) Protection
9.4. Spoofing and Replay Protection
9.5. Timestanps and Ti ne Sources

10. Privacy and Transparency Consi derations
11. References
11.1. Normative References
11.2. Informative References
Appendi x A.  Overview of UAS Traffic Managenent (UTM
A. 1. Operation Concept
A. 2. UAS Service Supplier (USS)
A. 3. UIM Use Cases for UAS Operations
Appendi x B. Automatic Dependent Surveillance Broadcast (ADS-B)
Acknowl edgnent s
Aut hors’ Addresses

I nt roduction

Thi s docunent describes an architecture for protocols and services to
support Unmanned Aircraft System Renote Identification and tracking
(UAS RID), plus UAS-RID-rel ated comuni cations. The architecture
takes into account both current (including proposed) regulations and
non- | ETF techni cal standards.

The architecture adheres to the requirenents listed in the DRIP
Requi renments docunment [RFC9153] and illustrates how all of them can
be nmet, except for CEN-7 QS, which is left for future work. The
requi renents docunent provides an extended introduction to the
probl em space and use cases. Further, this architecture docunent
franmes the DRIP Entity Tag (DET) [RFCO9374] within the architecture

.1. Overview of UAS RID and Its Standardi zati on

UAS RID is an application that enables UAS to be identified by UAS
Traffic Managenent (UTM), UAS Service Suppliers (USS) (Appendix A),
and third-party entities, such as | aw enforcenent. Many
considerations (e.g., safety and security) dictate that UAS be
renotely identifiable.

Cvil Aviation Authorities (CAAs) worl dw de are mandati ng UAS RI D
CAAs currently promul gate performance-based regul ati ons that do not
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specify techniques but rather cite industry consensus technical
standards as acceptabl e neans of conpliance.

USA Federal Aviation Adm nistration (FAA)
The FAA published a Notice of Proposed Rule Making [NPRM in 2019
and thereafter published a "Final Rule" in 2021 [ FAA R D],
i mposi ng requirements on UAS manuf acturers and operators, both
comrercial and recreational. The rule states that Automatic
Dependent Surveillance Broadcast (ADS-B) Qut and transponders
cannot be used to satisfy the UAS RID requirenments on UAS to which
the rule applies (see Appendix B).

Eur opean Uni on Avi ation Safety Agency (EASA)
In pursuit of the "U space" concept of a single European airspace
safely shared by nanned and unnanned aircraft, the EASA published
a [Del egated] regulation in 2019, inposing requirenments on UAS
manuf acturers and third-country operators, including but not
limted to UAS RID requirements. The same year, the EASA al so
publi shed a regulation [Inplenmenting], |aying down detailed rules
and procedures for UAS operations and operating personnel, which
then was updated in 2021 [Inplenmenting update]. A Notice of
Proposed Anendnment [ NPA] was published in 2021 to provide nore
i nformati on about the devel opment of acceptabl e nmeans of
compl i ance and gui dance material to support U space regul ati ons.

American Society for Testing and Materials (ASTM
ASTM I nternational, Technical Conmittee F38 (UAS), Subconmittee
F38.02 (Aircraft Operations), Wrk |Item WK65041 devel oped an ASTM
standard [ F3411-22a], titled "Standard Specification for Renote ID
and Tracki ng".

ASTM defines one set of UAS RID information and two neans, Media
Access Control (MAC) |ayer broadcast and | P |ayer network, of
communicating it. |If a UAS uses both comruni cation nethods, the
sane informati on nust be provided via both means. [F3411-22a] is
the technical standard basis of the Means OF Conpliance (MOXC)
specified in [F3586-22]. The FAA has accepted [F3586-22] as a MOC
to the FAA's UAS RID Final Rule [FAA RID], with sone caveats, as
per [ MOC-NOA]. Oher CAAs are expected to accept the sanme or
other MOCs |ikew se based on [F3411-22a].

3rd Generation Partnership Project (3GPP)
Wth Rel ease 16, the 3GPP conpl eted the UAS RI D requirenent study
[ TR-22.825] and proposed a set of use cases in the nohile network
and services that can be offered based on UAS RID. The Rel ease 17
study [ TR-23.755] and specification [TS-23.255] focus on enhanced
UAS service requirements and provide the protocol and application
architecture support that will be applicable for both 4G and 5G
networks. The study of Further Architecture Enhancenent for
Uncrewed Aerial Vehicles (UAV) and Urban Air Mbility (UAM in
Rel ease 18 [FS _AEUA] further enhances the commruni cation nmechani sm
bet ween UAS and USS/UTM The DET in Section 3 may be used as the
3CGPP CAA-level UAS ID for RID purposes.

2. Overview of Types of UAS Rempte ID

Thi s specification introduces two types of UAS Renote |Ds as defined
in ASTM [ F3411-22a] .

2. 1. Br oadcast RI D

[ F3411-22a] defines a set of UAS RI D nessages for direct, one-way
broadcast transnmissions fromthe Unmanned Aircraft (UA) over

Bl uetooth or W-Fi. These are currently defined as MAC | ayer
messages. Internet (or other Wde Area Network) connectivity is only
needed for UAS registry information | ookup by Observers using the



directly received UAS ID. Broadcast R D should be functionally
usable in situations with no Internet connectivity.

The mi ni nrum Broadcast RID data flowis illustrated in Figure 1.
o m e e e e e e e aao o +
| Unmanned Aircraft (UA) |
M O------------ +

app nessages directly over
one-way RF data link (no IP)

| Cbserver’'s device (e.g., snartphone) |

Figure 1: M ni mum Broadcast RI D Data Fl ow

Broadcast RID provides information only about UA within direct Radio
Frequency (RF) Line O Sight (LOS), typically simlar to Visual LGS
(VLOS), with a range up to approximately 1 km This information may
be 'harvested’ fromreceived broadcasts and made avail able via the
Internet, enabling surveillance of areas too |large for local direct
vi sual observation or direct RF |ink-based identification (see
Section 6).

. 2. 2. Net work RI D

[ F3411-22a], using the same data dictionary that is the basis of
Broadcast RI D nmessages, defines a Network Renote Identification (Net-
RID) data flow as foll ows.

* The information to be reported via UAS RID is generated by the
UAS. Typically, some of this data is generated by the UA and sone
by the Ground Control Station (GCS), e.g., their respective
| ocations derived fromthe G obal Navigation Satellite System
(GN\SS) .

* The information is sent by the UAS (UA or GCS) via unspecified
means to the cogni zant Network Renote Identification Service
Provider (Net-RID SP), typically the USS under which the UAS is
operating if it is participating in UM

* The Net-RI D SP publishes, via the Discovery and Synchroni zation
Service (DSS) over the Internet, that it has operations in various
4-D airspace volunes (Section 2.2 of [RFC9153]), describing the
vol umes but not the operations.

* An CObserver’'s device, which is expected but not specified to be
based on the Wb, queries a Network Renote ldentification D splay
Provider (Net-RID DP), typically also a USS, about any operations
in a specific 4-D airspace vol une.

* Using fully specified Wb-based nethods over the Internet, the
Net-RI D DP queries all Net-RI D SPs that have operations in volunes
intersecting that of the Cbserver’'s query for details on all such
operati ons.

* The Net-RI D DP aggregates information received fromall such Net-
RI D SPs and responds to the Cbserver’s query.

The minimum Net-RI D data flowis illustrated in Figure 2:

S + R S O R

| UA | * I nt er net *
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Figure 2: Mninmm Net-RI D Data Fl ow

Command and Control (C2) nust flow fromthe GCS to the UA via sone
path. Currently (in the year 2023), this is typically a direct RF
i nk; however, with increasing Beyond Visual Line O Sight (BVLOS)
operations, it is expected to often be a wireless link at either end
with the Internet between.

Tel enetry (at least the UA's position and heading) flows fromthe UA
to the GCS via some path, typically the reverse of the C2 path.

Thus, UAS RID information pertaining to both the GCS and the UA can
be sent by whichever has Internet connectivity to the Net-RI D SP,
typically the USS managi ng the UAS operation.

The Net-RID SP forwards UAS RID information via the Internet to
subscribed Net-RID DPs, typically the USS. Subscribed Net-RI D DPs
then forward RID information via the Internet to subscribed Observer
devices. Regulations require and [F3411-22a] describes UAS RI D data
el ements that nust be transported end to end fromthe UAS to the
subscri bed Observer devices.

[ F3411- 22a] prescribes the protocols between the Net-RID SP, Net-RI D
DP, and DSS. It also prescribes data elenents (in JSON) between the
Observer and the Net-RID DP. DRIP could address standardi zati on of
secure protocols between the UA and the GCS (over direct wreless and
I nternet connection), between the UAS and the Net-RI D SP, and/or
between the Net-RI D DP and Cbserver devices.

_Neither link-1layer protocols nor the use of links (e.g., the link
often existing between the GCS and the UA) for any purpose other than
carriage of UAS RID information are in the scope of Network RI D

[ F3411-22a] . _

Overview of USS Interoperability

Wth Net-RID, there is direct comunication between each UAS and its
USS. Miltiple USS exchange information with the assistance of a DSS
so all USS collectively have know edge about all activities in a 4-D
ai rspace. The interactions anmong an Cbserver, multiple UAS, and
their USS are shown in Figure 3.

| UASL | | Cbserver | | UAS2 |
+---0--+ +o-m o - 0----+ +--0---+

******l *************l ************l *kkkk*k
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* | | | *
* | +___0__+ | *
* | - 0o USS3 o0------ | *
* || +--0---+ || *
* [ I [ *
* +-0--0-+ +--0--+ +-0--0-+ *
* | 0----0 DSS o0----- o] | *
* | USS1 | +----- + | USS2 | *
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Figure 3: Interactions Between Chbservers, UAS, and USS
4. Overview of DRIP Architecture

Figure 4 illustrates a global UAS RI D usage scenario. Broadcast R D
links are not shown, as they reach fromany UA to any |istening
receiver in range and thus woul d obscure the intent of the figure.

Fi gure 4 shows, as context, sonme entities and interfaces beyond the
scope of DRIP (as currently (2023) chartered). Miltiple UAS are
shown, each with its own UA controlled by its owm GCS, potentially
using the sane or different USS, with the UA potentially

communi cating directly with each other (V2V), especially for |ow

| at ency, safety-rel ated purposes (DAA).

ER R I I I I R R O ER R I I I I R R O
* UAS1 * * UAS2 *
* * * *
M ST + * DAA/ V2V R + *
* N e R *--0 VA | *
¥ 4+--0--0--+ % *  +--0--0--+ %
= Fee--- + Lookups ~ +------ A I
* | * | GPOD 0------. L ------ o PSOD | * | *
A S + | oo L
* | | * * | | *
* C2 | | * V2| *kkhkkkkkhkkkhkkk*k V2| * | | C2 *
* | L, K e o e e o e e e e e e = - * K e o e e o e e e e e e = - * _ - - o 1 | *
* | * * * * | *
* | o====Net - Rl D===* *====Net - Rl D===0 | *
¥ +--0--+ * * Internet * * +--0--+ *
* | GCS 0----- R * R REEEEE 0o GCs | *
S S + * Registration * * Registration * +--- - + *
* * (and UTM * * (and UTM * *
ER R I I I I R R O ER R I I I R ER R I I I I R R O
[
Femmmme e + | | | Femmmme e +
| Public 0---" | '---0 Private |
| Registry | | | Registry |
S R + | S R +
+--0--+
| DNS |
+--m - - +

DAA: Detect And Avoid

GPOD: CGeneral Public Cbserver Device
PSOD: Public Safety Cbserver Device
V2l : Vehicle-to-Infrastructure

V2V: Vehicl e-to-Vehicl e

Figure 4. dobal UAS RID Usage Scenari o

| Informative note: See [RFC9153] for detail ed definitions.
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1.

DRIP is neant to | everage existing Internet resources (standard
protocols, services, infrastructures, and busi ness nodels) to neet
UAS RID and closely related needs. DRIP will specify howto apply
| ETF standards, conplenenting [F3411-22a] and ot her externa
standards, to satisfy UAS RI D requirenments.

Thi s docunent outlines the DRIP architecture in the context of the
UAS RID architecture. This includes closing the gaps between the
CAAs’ concepts of operations and [ F3411-22a] as it relates to the use
of Internet technol ogies and UA-direct RF comuni cations. |ssues
include, but are not limted to:

* the design of trustworthy renote identifiers required by GEN1
(Section 3), especially but not exclusively for use as single-use
sessi on | Ds,

* mechanisns to | everage the Donmain Nanme System (DNS) [ RFC1034] for
regi stering and publishing public and private information (see
Sections 4.1 and 4.2), as required by REG 1 and REG 2,

* specific authentication nethods and nessage payload formats to
enabl e verification that Broadcast RI D nessages were sent by the
cl ai med sender (Section 5) and that the sender is in the clained
DRIP Identity Managenment Entity (DI ME) (see Sections 4 and 5), as
required by GEN-2,

* harvesting Broadcast RI D nessages for UTMinclusion, with the
optional DRIP extension of Crowdsourced Renpte ID (CS-RID)
(Section 6), using the DRIP support for gateways required by GEN5
[ RFC9153],

* nmethods for instantly establishing secure comunications between
an Cbserver and the pilot of an observed UAS (Section 7), using
the DRI P support for dynamic contact required by CEN-4 [ RFC9153],
and

* privacy in UAS RI D nessages (personal data protection)
(Section 10).

Thi s docunent should serve as a main point of entry into the set of
| ETF docunents addressing the basic DRI P requiremnents.

Ternms and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

To encourage conprehensi on necessary for adoption of DRIP by the
i ntended user community, the UAS comunity’s nornms are respected
her ei n.

Thi s docunent uses terns defined in [ RFC9153].

Sone of the acronyns have plural forns that renain the same as their
singular forms, e.g., "UAS' can expand to "Unmanned Aircraft Systent
(singular) or "Unmanned Aircraft Systens" (plural), as appropriate
for the context. This usage is consistent with Section 2.2 of

[ RFC9153] .

Addi ti onal Abbreviations

DET: DRIP Entity Tag



EdDSA: Edwar ds-curve Digital Signature Al gorithm

HHI T: Hierarchical HT

Hi : Host Identity

H P: Host Identity Protoco
H T: Host ldentity Tag

2.2. Additional Definitions

This section introduces the ternms "Claini, "Evidence", "Endorsenent",
and "Certificate", as used in DRRP. A DRI P certificate has a
different context conpared with security certificates and Public Key
Infrastructure used in X 509

daim
A claimshares the sane definition as a claimin Renote
ATtestation procedureS (RATS) [RFC9334]; it is a piece of asserted
informati on, sonetinmes in the formof a nane/value pair. It could
al so been seen as a predicate (e.g., "X is Y', "X has property Y",
and nost inportantly "X owns Y' or "X is owned by Y").

Evi dence
Evidence in DRIP borrows the sane definition as in RATS [ RFC9334],
that is, a set of clains.

Endor sement :
An Endorsenent is inspired from RATS [ RFC9334]; it is a secure
(i.e., signed) statenent vouching the integrity and veracity of
evi dence.

Certificate:
A certificate in DRIP is an endorsement, strictly over identity
information, signed by a third party. This third party should be
one with no stake in the endorsenent over which it is signing.

DRI P Identity Managenent Entity (DI ME):
A DM is an entity that perfornms functions sinmilar to a donain
registrar/registry. A D ME vets C ainms and/ or Evidence froma
regi strant and delivers back Endorsenents and/or Certificates in
response. It is a high-level entity in the DRIP registration/
provi sioning process that can hold the role of HH T Domain
Authority (HDA), Registered Assigning Authority (RAA), or root of
trust (typically the HHIT prefix owner or DNS apex owner) for
DETs.

3. HHT as the DRIP Entity ldentifier

This section describes the DRIP architectural approach to neeting the
basic requirenments of a DRIP entity identifier within the externa
techni cal standard ASTM [ F3411-22a] and regul atory constraints. It
justifies and explains the use of Hierarchical Host Identity Tags
(HHI Ts) [RFC9374] as self-asserting | Pv6 addresses suitable as a UAS
ID type and, nore generally, as trustworthy nultipurpose renote
identifiers.

Self-asserting in this usage nmeans that, given the Host ldentity
(H'), the HH'T Overlay Routabl e Cryptographic Hash IDentifier
(ORCHI D) construction (see Section 3.5 of [RFC9374]), and a signature
of the DIME on the HHIT and HI, the HHI T can be verified by the
receiver as a trusted UAS ID. The explicit registration hierarchy
within the HH T provides registration discovery (nmanaged by a DI ME)
to either yield the H for third-party (seeking UAS | D endorsenent)
validation or prove that the HHHT and H have been registered
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3.

3.

uni quel y.
1. UAS Renote Identifiers Problem Space

A DRIP entity identifier needs to be "Trustworthy" (see DRI P
requirenents GEN-1, ID-4, and ID-5 in [ RFC9153]). This neans that
given a sufficient collection of UAS RID nessages, an Observer can
establish that the identifier clainmed therein uniquely belongs to the
claimant. To satisfy DRIP requirenments and nmi ntain inportant
security properties, the DRIP identifier should be self-generated by
the entity it nanes (e.g., a UAS) and registered (e.g., with a USS;
see DRIP requirements GEN-3 and I D 2).

However, Broadcast RID, especially its support for Bluetooth 4,

i nposes severe constraints. A previous revision of the ASTM UAS RI D
[ F3411-19], allowed a UAS ID of types (1, 2, and 3), each of 20
bytes. [F3411-22a] adds type 4, Specific Session ID, for other

St andar ds Devel opnent Organi zati ons (SDGs) to extend ASTM UAS RI D
Type 4 uses one byte to index the Specific Session |ID subtype,

| eaving 19 bytes (see ID-1 of DRIP Requirements [ RFC9153]). As
described in Section 3 of [RFC9153], ASTM has al |l ocated Specific
Session I D subtype 1 to |ETF DRIP

The maxi mum ASTM UAS RI D Aut henti cati on Message payload is 201 bytes
each for Authentication Types 1, 2, 3, and 4. [F3411-22a] adds

Aut hentication Type 5 for other SDOs (including the |ETF) to extend
ASTM UAS RID with Specific Authentication Methods (SAMs). Wth Type
5, one of the 201 bytes is consuned to index the SAM Type, | eaving
only 200 bytes for DRI P authentication payl oads, including one or
more DRIP entity identifiers and associ ated authenticati on data.

2. HHT as a Cryptographic Identifier

The only (known to the authors at the tine of witing) existing types
of | P-address-conpatible identifiers cryptographically derived from
the public keys of the identified entities are Cryptographically
Gener at ed Addresses (CGAs) [RFC3972] and Host ldentity Tags (H Ts)

[ RFC7401]. CGAs and HI Ts lack registration/retrieval capability. To
provide this, each HHI T enbeds plaintext infornation designating the
hi erarchy within which it is registered, a cryptographic hash of that
i nformati on concatenated with the entity's public key, etc. Although
hash col l'isions may occur, the DI ME can detect them and reject
registration requests rather than issue credentials, e.g., by
enforcing a First Come First Served policy [ RFC8126]. Preimage hash
attacks are also nitigated through this registration process, |ocking
the HHIT to a specific H.

3. HHT as a Trustworthy DRIP Entity Identifier

A Renote UAS ID that can be trustworthy for use in Broadcast RI D can
be built froman asymetric key pair. 1In this nmethod, the UAS ID is
cryptographically derived directly fromthe public key. The proof of
UAS | D ownership (verifiable endorsenent versus nere claim is
guaranteed by signing this cryptographic UAS ID with the associ ated
private key. The association between the UAS ID and the private key
is ensured by cryptographically binding the public key with the UAS

I D, nore specifically, the UAS ID results fromthe hash of the public
key. The public key is designated as the H, while the UASID s
designated as the HT.

By construction, the H'T is statistically unique through the
mandat ory use of cryptographic hash functions with second-prei mage
resi stance. The cryptographically bound addition of the hierarchy
and a HHI T registration process provide conplete, global HH T

uni queness. This registration forces the attacker to generate the
same public key rather than a public key that generates the same



HH T. This is in contrast to general IDs (e.g., a Universally Unique
Identifier (UU D) or device serial nunber) as the subject in an X 509
certificate.

A UA equi pped for Broadcast R D MJST be provisioned not only with its
HH T but also with the H public key fromwhich the HHT was derived
and the corresponding private key to enabl e nessage signature.

A UAS equi pped for DRI P-enhanced Network RI D MJUST be provisioned

i kewi se; the private key resides only in the ultinmate source of
Network RI D nmessages. |If the GCS is the source of the Network RID
messages, the GCS MJST hold the private key. |If the UAis the source
of the Network RID nessages and they are being relayed by the GCS
the UA MUST hold the private key, just as a UA that directly connects
to the network rather than through its GCS

Each Observer device functioning with Internet connectivity MAY be
provi sioned either with public keys of the DRIP identifier root
registries or certificates for subordinate registries; each Cbserver
device that needs to operate without Internet connectivity at any
time MJUST be so provisioned.

HH Ts can al so be used throughout the USS/ UTM system Operators and
Private Information Registries, as well as other UTMentities, can
use HHI Ts for their IDs. Such HH Ts can facilitate DRIP security
functions, such as those used with H P, to strongly nutually

aut henti cate and encrypt conmuni cati ons.

A sel f-endorsement of a HHI T used as a UAS I D can be done in as
little as 88 bytes when Ed25519 [ RFC8032] is used by only including
the 16-byte HHI T, two 4-byte tinestanps, and the 64-byte Ed25519
signature.

Ed25519 [ RFC8032] is used as the HH T nmandatory-to-inpl enent signing
algorithm as GEN-1 and ID-5 [ RFC9153] can best be net by restricting
the H to 32 bytes. A larger public key would rule out the offline
endorsement feature that fits within the 200-byte Authentication
Message naxi mum |l ength. Oher algorithns that neet this 32-byte
constraint can be added as deened needed.

A DRIP identifier can be assigned to a UAS as a static HHIT by its
manuf acturer, such as a single H and derived HHI T encoded as a
hardware serial nunber, per [CTA2063A]. Such a static HH T SHOULD
only be used to bind one-tine-use DRIP identifiers to the uni que UA
Dependi ng upon inplenentation, this may |leave a H private key in the
possessi on of the manufacturer (see also Section 9).

In general, Internet access may be needed to validate Endorsenents or
Certificates. This may be obviated in the nost common cases (e.g.,
endorsenment of the UAS I D), even in disconnected environnents, by
prepopul ati ng snall caches on Chserver devices with DI ME public keys
and a chain of Endorsenents or Certificates (tracing a path through
the DIME tree). This is assuming all parties on the trust path al so
use HHI Ts for their identities.

3.4. HHT for DRIP Identifier Registration and Lookup

UAS RI D needs a deterninistic |ookup nmechanismthat rapidly provides
actionable information about the identified UA. G ven the size
constraints inposed by the Bluetooth 4 broadcast nedia, the UAS ID
itself needs to be a non-spoofable inquiry input into the | ookup

A DRIP registration process based on the explicit hierarchy within a
HH T provi des nmanageabl e uni queness of the H for the HHIT. The
hierarchy is defined in [ RFCO374] and consists of 2 levels: an RAA
and then an HDA. The registration within this hierarchy is the
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def ense agai nst a cryptographi c hash second-prei nage attack on the
HH T (e.g., multiple H's yielding the sanme HHI T; see Requirenent |ID 3
in [RFC9153]). The First Cone First Served registration policy is
adequat e.

A |l ookup of the HHIT into the DI ME provides the registered H for
HH T proof of ownership and determ nistic access to any other needed
actionable informati on based on inquiry access authority (nore
details in Section 4.2).

DRIP ldentifier Registration and Registries

DRIP registries hold both public and private UAS information (see
PRIV-1 in [ RFC9153]) resulting fromthe DRIP identifier registration
process. Gven these different uses, and to inprove scalability,
security, and sinplicity of adnministration, the public and private

i nformati on can be stored in different registries. This section

i ntroduces the public and private information registries for DRI P
identifiers. |In this section, for ease of conprehension, the
registry functions are described (using famliar termnology) wthout
detailing their assignnent to specific inplenenting entities (or
using unfanmiliar jargon). Elsewhere in this docunent, and in
forthcom ng docunents detailing the DRIP registration processes and
entities, the nore specific term"DRIP lIdentity Managenment Entity"
(DIME) will be used. This DRIP identifier registration process
satisfies the following DRIP requirenents defined in [ RFC9153]: GEN
3, GEN-4, ID2, ID4, ID6, PRV-3, PRV-4, REG1l, REG 2, REG 3, and
REG- 4.

Public Information Registry
1. Background

The public information registry provides trustable information, such
as endorsenents of UAS RID ownership and registration with the HDA.
Optionally, pointers to the registries for the HDA and RAA inmplicit
in the UAS RID can be included (e.g., for HDA and RAA HHIT|H wused in
endorsenment signing operations). This public information will be
principally used by Cbservers of Broadcast RI D nessages. Data on UAS
that only use Network RID is available via an Qbhserver’s Net-RI D DP
that would directly provide all public registry information. The
Net-RID DP is the only source of information for a query on an

ai rspace vol une.

| Note: In the above paragraph, | signifies concatenation of
| information, e.g., X | Y is the concatenation of X and Y.

2. Public DRIP Identifier Registry

A DRIP identifier MJST be registered as an Internet donmmi n nane (at
an arbitrary level in the hierarchy, e.g., in .ip6.arpa). Thus, the
DNS can provide all the needed public DRIP information. A
standardi zed HHI T Fully Qualified Domain Name (FQDN) can deliver the
H via a H P Resource Record (RR) [ RFC8005] and other public
information (e.g., RAA and HDA PTRs and H P Rendezvous Servers (RVSs)
[ RFC8004]). These public information registries can use DNSSEC to
deliver public information that is not inherently trustable (e.g.,
everyt hing other than endorsenents).

This DNS entry for the HHI T can al so provide a revocation service.
For exanple, instead of returning the HH RR it may return some
record showing that the H (and thus HH T) has been revoked.
Private Information Registry

1. Background



The private infornmation required for DRIP identifiers is sinmlar to
that required for Internet domain nane registration. A DRIP
identifier solution can | everage existing Internet resources, i.e.,
regi stration protocols, infrastructure, and business nodels, by
fitting into a UAS ID structure conpatible with DNS names. The HH T
hi erarchy can provi de the needed scal ability and nanagenent
structure. It is expected that the private information registry
function will be provided by the same organi zations that run a USS
and likely integrated with a USS. The | ookup function may be

i mpl emented by the Net-RI D DPs.

4.2. 2. I nformati on El ements

When a DET is used as a UA's Session ID, the corresponding

manuf act ur er - assi gned serial nunber MJUST be stored in a private
information registry that can be identified uniquely fromthe DET.
When a DET is used as either a UA's Session IDor a UA' s

manuf act ur er - assi gned serial nunber, and the operation is being flown
under UTM the correspondi ng UTM syst em assi gned Operational |ntent
Identifier SHOULD be so stored. Oher information MAY be stored as
such, and often nust, to satisfy CAA regul ations or USS operator
polici es.

4.2.3. Private DRIP Identifier Registry Methods

A DRIP private information registry supports essential registry
operations (e.g., add, delete, update, and query) using interoperable
open standard protocols. It can acconplish this by |everaging
aspects of the Extensible Provisioning Protocol (EPP) [RFC5730] and
the Registry Data Access Protocol (RDAP) [RFC7480] [RFC9082]

[ RFC9083]. The DRIP private information registry in which a given
UAS is registered needs to be findable, starting fromthe UAS ID
using the methods specified in [ RFC9224].

4.2.4. Aternative Private DRI P Registry Methods

A DRIP private information registry mght be an access-controlled DNS
(e.g., via DNS over TLS). Additionally, WbFi nger [ RFC7033] can be
supported. These alternative nethods nay be used by a Net-RI D DP
with specific custoners.

5. DRIP Identifier Trust

Wiile the DRIP entity identifier is self-asserting, it al one does not
provide the trustworthiness (i.e., non-repudiation, protection vs.
spoofing, message integrity protection, scalability, etc.) essentia
to UAS RID, as justified in [RFC9153]. For that, it MJIST be
registered (under DRIP registries) and actively used by the party (in
nost cases the UA). A sender’s identity cannot be proved nerely by
its possessing of a DRIP Entity Tag (DET) and broadcasting it as a
claimthat it belongs to that sender. Sending data signed using that
H's private key proves little, as it is subject to trivial replay
attacks using previously broadcast nessages. Only sending the DET
and a signature on novel (i.e., frequently changing and

unpredi ctable) data that can be externally validated by the Cbhserver
(such as a signed Location/Vector nmessage that matches actually
seeing the UA at the location and tinme reported in the signed
message) proves that the observed UA possesses the private key and
thus the clained UAS ID.

The severe constraints of Broadcast RID nake it challenging to
satisfy UAS RID requirenents. Fromreceived Broadcast R D nessages
and i nformation that can be | ooked up using the received UAS ID in
online registries or local caches, it is possible to establish |evels
of trust in the asserted information and the operator.



A conbination of different DRI P Authenticati on Messages enabl es an
oserver, wthout Internet connection (offline) or with (online), to
validate a UAS DRIP IDin real tine. Some nessages nmust contain the
rel evant registration of the UNs DRIP IDin the claimed DI ME. Sone
messages nust contain sender signatures over both static (e.g.,
registration) and dynami cally changing (e.g., current UA | ocation)
data. Conbining these two sets of information, an Observer can piece
together a chain of trust, including real-tinme evidence to nmake a
determination on the UA s cl ains.

This process (conmbining the DRIP entity identifier, registries, and
aut hentication formats for Broadcast RID) can satisfy the follow ng
DRI P requirenments defined in [ RFC9153]: GEN-1, GEN-2, GEN-3, ID 2,
ID-3, ID-4, and ID-5.

Harvesti ng Broadcast Renote |D Messages for UTM I ncl usion

ASTM anti ci pated that regul ators would require both Broadcast R D and
Network RID for large UAS but allow UAS RID requirenents for snall
UAS to be satisfied with the operator’s choice of either Broadcast
RID or Network RID. The EASA initially specified Broadcast RI D for
essentially all UAS and is now al so considering Network RID. The FAA
UAS RID Final Rules [FAA RID] permt only Broadcast RID for rule
compliance but still encourage Network RID for conpl enmentary
functionality, especially in support of UM

One opportunity is to enhance the architecture with gateways from
Broadcast RID to Network RID. This provides the best of both and
gives regul ators and operators flexibility. It offers advantages
over either formof UAS RID alone, i.e., greater fidelity than
Network RID reporting of [FAA RID] planned area operations, together
with surveillance of areas too large for |ocal direct visual
observation and direct Radio Frequency Line O Sight (RF-LOCS) Iink-
based Broadcast RID (e.g., a city or a national forest).

These gateways could be pre-positioned (e.g., around airports, public
gatherings, and other sensitive areas) and/or crowdsourced (as

not hing nore than a smartphone with a suitable app i s needed).
Crowdsour ci ng can be encouraged by quid pro quo, providing CS-RID
Surveil |l ance Suppl enental Data Service Provider (SDSP) outputs only
to CS-RID Finders. As Broadcast RID nedia have a limted range,
messages claimng sender (typically UA) locations far froma physical
| ayer receiver thereof ("Finder" below, typically Cbserver device)
shoul d arouse suspicion of possible intent to deceive; a fast and
conmput ational Iy i nexpensi ve consi stency check can be perforned (by
the Finder or the Surveillance SDSP) on application |ayer data
present in the gateway (clained UA | ocation vs physical receiver

| ocation), and authorities can be alerted to failed checks. CS-RD
SDSPs can use nessages wWith precise date/tine/position stanps from
the gateways to nultilaterate UA | ocations, independent of the

| ocations clainmed in the nessages, which are entirely self-reported
by the operator in UAS RID and UTM and thus are subject not only to
natural time |lag and error but al so operator msconfiguration or

i ntentional deception.

Multil ateration technol ogi es use physical |ayer information, such as
precise Time O Arrival (TOA) of transm ssions from nobile
transmitters at receivers with a priori precisely known |ocations, to
estimate the locations of the nobile transmtters.

Further, gateways with additional sensors (e.g., smartphones with
canmeras) can provide i ndependent information on the UA type and size,
confirmng or refuting those clains made in the UAS RI D nessages.

Sections 6.1 and 6.2 define two additional entities that are required



to provide this Crowdsourced Renote ID (CS-RID).

Thi s approach satisfies the following DRIP requirenments defined in
[ RFC9153]: CEN-5, GEN-11, and REG 1. As Broadcast nessages are

i nherently nulticast, CGEN-10 is met for local-link nulticast to
multiple Finders (this is hownultilateration is possible).

6.1. The CS-RID Fi nder

A CS-RID Finder is the gateway for Broadcast Renote |D Messages into
UM It perforns this gateway function via a CS-RID SDSP. A CS-RID
Fi nder could inplenent, integrate, or accept outputs from a Broadcast
RID receiver. However, it should not depend upon a direct interface
with a GCS, Net-RID SP, Net-RID DP, or Net-RID client. It would
present a new interface to a CS-RID SDSP, sinilar to but readily

di stinguishable fromthat which a UAS (UA or GCS) presents to a Net-
RI D SP.

6.2. The CS-RI D SDSP

A CS-RI D SDSP aggregates and processes (e.g., estinates UA | ocations
using multilaterati on when possible) information collected by CS-RID
Finders. A CS-RI D SDSP should present the same interface to a Net-
RID SP as it does to a Net-RID DP and to a Net-RID DP as it does to a
Net-RI D SP, but its data source must be readily distinguishable via
Finders rather than direct fromthe UAS itself.

7. DRI P Cont act

One of the ways in which DRI P can enhance [F3411-22a] with

i medi ately actionable information is by enabling an Cbserver to
instantly initiate secure conmuni cations with the UAS renote pilot,
Pilot In Command, operator, USS under which the operation is being
flown, or other entity potentially able to furnish further
information regarding the operation and its intent and/or to

i medi ately influence further conduct or termination of the operation
(e.g., land or otherwi se exit an airspace volune). Such potentially
di stracting communi cati ons demand strong "AAA" (Authentication,
Attestation, Authorization, Access Control, Accounting, Attribution,
Audit), per applicable policies (e.g., of the cognizant CAA).

A DRIP entity identifier based on a HHI T, as outlined in Section 3,
enbeds an identifier of the DIME in which it can be found (expected
typically to be the USS under which the UAS is flying), and the
procedures outlined in Section 5 enable Cbserver verification of that
relationship. A DRIP entity identifier with suitable records in
public and private registries, as outlined in Section 5, can enable
| ookup not only of information regarding the UAS but also identities
of and pointers to information regarding the various associ ated
entities (e.g., the USS under which the UAS is flying an operation),
i ncludi ng nmeans of contacting those associated entities (i.e.,

| ocators, typically |IP addresses).

A suitably equi pped Qbhserver could initiate a secure conmuni cati on
channel, using the DET H, to a simlarly equipped and identified
entity, i.e., the UAitself, if operating autononously; the CCS, if
the UAis renotely piloted and the necessary records have been

popul ated in the DNS; the USS; etc. Assuning secure comunication
setup (e.g., via IPsec or HP), arbitrary standard hi gher-1| ayer
protocol s can then be used for Observer to Pilot (Q2P) conmunications
(e.g., SIP [RFC3261] et seq), Vehicle to Everything (V2X) (or nore
specifically Aircraft to Anything (A2X)) conmunications (e.g.,

[ MAVLI nk]), etc. Certain preconditions are necessary: 1) each party
needs a currently usable neans (typically a DNS) of resolving the
other party’s DRIP entity identifier to a currently usable | ocator
(I'P address), and 2) there nmust be currently usable bidirectional IP



connectivity (not necessarily via the Internet) between the parties.
One nethod directly supported by the use of HHTs as DRIP entity
identifiers is initiation of a H P Base Exchange (BEX) and Bound End-
to- End Tunnel (BEET).

Thi s approach satisfies DRI P requirement GEN-6 Contact, supports
satisfaction of DRIP requirements GEN-8, GEN-9, PRI V-2, PRI V-5, and
REG 3 [ RFC9153], and is conpatible with all other DRI P requirenents.

8. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
9. Security Considerations

The size of the public key hash in the HHHT is vulnerable to a
second-prei mage attack. It is well within current server array
technol ogy to conpute another key pair that hashes to the same HH T
(given the current ORCH D construction hash length to fit UAS RID and
| Pv6 address constraints). Thus, if a receiver were to check HH T/ Hi
pair validity only by verifying that the received H and associ ated

i nformati on, when hashed in the ORCH D construction, reproduce the
received HHI T, an adversary could inpersonate a validly registered
UA. To defend against this, online receivers should verify the
received HHI T and received H with the HDA (typically USS) w th which
the HHIT/H pair purports to be registered. Online and offline
receivers can use a chain of received DRIP |ink endorsenents froma
root of trust through the RAA and the HDA to the UA, e.g., as
described in [DRI P- AUTH and [ DRI P- REG STRI ES]

Conprom se of a DIME private key could do w despread harm
[DRIP-REGA STRIES]. In particular, it would allow bad actors to

i npersonate trusted nenbers of said DIME. These risks are in
addition to those involving key managenent practices and will be
addressed as part of the DI ME process. Al DRI P public keys can be
found in the DNS, thus they can be revoked in the DNS, and users
SHOULD check the DNS when avail able. Specific key revocation
procedures are as yet to be detern ned.

9.1. Private Key Physical Security

The security provided by asymretric cryptographic techni ques depends
upon protection of the private keys. It may be necessary for the GCS
to have the key pair to register the HHHT to the USS. Thus, it may
be the GCS that generates the key pair and delivers it to the UA
maki ng the GCS a part of the key security boundary. Leakage of the
private key, fromeither the UA or the GCS, to the conponent

manuf acturer is a valid concern, and steps need to be in place to
ensure safe keeping of the private key. Since it is possible for the
UAS RI D sender of a small harmess UA (or the entire UA) to be
carried by a larger dangerous UA as a "false flag", it is out of
scope to deal with secure storage of the private key.

9.2. (Quantum Resi stant Cryptography

There has been no effort as of yet in DRIP to address post quantum
conputing cryptography. Snall UAS and Broadcast Renote ID

communi cations are so constrained that current post quantum conputing
cryptography is not applicable. Fortunately, since a UA may use a
unique HHI T for each operation, the attack wi ndow can be linited to
the duration of the operation. One potential future DRI P use for
post quantum cryptography is for key pairs that have |ong usage |lives
but that rarely, if ever, need to be transmtted over bandw dth
constrained links, such as for serial nunbers or operators. As the
HH T contains the ID for the cryptographic suite used inits
creation, a future post quantum conputing safe algorithmthat fits
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Renote ID constraints may be readily added. This is left for future
wor K.

3. Denial-of-Service (DoS) Protection

Renote ID services fromthe UA use a wireless link in a public space
As such, they are open to many forns of RF janming. It is trivia
for an attacker to stop any UA nessages fromreaching a wirel ess
receiver. Thus, it is pointless to attenpt to provide relief from
DoS attacks, as there is always the ultimte RF jamming attack.

Al so, DoS may be attenpted with spoofing/replay attacks; for which,
see Section 9. 4.

4. Spoofing and Replay Protection

As noted in Section 5, spoofing is conbatted by the intrinsic self-
attesting properties of HHI Ts, plus their registration. Al so, as
noted in Section 5, to conbat replay attacks, a receiver MJST NOT
trust any clains nominally received froman observed UA (not even the
Basic I D nessage purportedly identifying that UA) until the receiver
verifies that the private key used to sign those clains is trusted,
that the sender actually possesses that key, and that the sender
appears indeed to be that observed UA. This requires receiving a
compl ete chain of endorsenent links froma root of trust to the UA's
| eaf DET, plus a nessage containing suitable nonce-like data signed
with the private key corresponding to that DET, and verifying all the
foregoing. The term"nonce-like" describes data that is readily
available to the prover and the verifier, changes frequently, is not
predi ctable by the prover, and can be checked quickly at | ow

comput ational cost by the verifier; a Location/Vector message is an
obvi ous choi ce.

5. Tinestanps and Ti ne Sources

Section 6 and, nore fundanentally, Section 3.3 both require
timestanps. In Broadcast R D messages, [F3411-22a] specifies both
32-bit Unix-style UTC tinmestanps (seconds since m dnight going into
the 1st day of 2019, rather than 1970) and 16-bit relative tinmestanps
(tenths of seconds since the start of the npbst recent hour or other
specified event). [F3411-22a] requires that 16-bit tinestanp
accuracy, relative to the time of applicability of the data being

ti mestanped, also be reported, with a worst allowable case of 1.5
seconds. [F3411-22a] does not specify the tine source, but GNSS is
general ly assuned, as |atitude, |ongitude, and geodetic altitude nust
be reported and nost small UAS use GNSS for positioning and

navi gati on.

| Informative note: For exanple, to satisfy [FAA RID, [F3586-22]
| specifies tanper protection of the entire RI D subsystem and use
| of the GPS operated by the US Governnent. The GPS has sub-
| mcrosecond accuracy and 1.5-second precision. In this

| exanple, UA-sourced nessages can be assuned to have tinestanp

| accuracy and precision of 1.5 seconds at worst.

GCS often have access to cellular LTE or other tine sources better
than the foregoing, and such better time sources would be required to
support multilateration in Section 6, but such better tine sources
cannot be assuned generally for purposes of security analysis.

Privacy and Transparency Consi derations

Br oadcast RI D nessages can contain personal data (Section 3.2 of

[ RFC6973]), such as the operator ID, and, in nost jurisdictions, nust
contain the pilot/GCS |ocation. The DRIP architectural approach for
personal data protection is symetric encryption of the personal data
usi ng a session key known to the UAS and its USS, as foll ows.
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Aut hori zed Observers obtain plaintext in either of two ways: 1) an
observer can send the UAS ID and the cyphertext to a server that

of fers decryption as a service, and 2) an Cbserver can send just the
UAS ID to a server that returns the session key so that the Cbserver
can directly, locally decrypt all cyphertext sent by that UA during
that session (UAS operation). |In either case, the server can be a
public safety USS, the Observer’s own USS, or the UA's USS if the
|atter can be determ ned (which, under DRIP, can be fromthe UAS ID
itself). Personal data is protected unless the UAS is ot herw se
configured, i.e., as part of DRI P-enhanced RI D subsystem

provi sioning, as part of UTM operation authorization, or via
subsequent aut henticated communi cati ons froma cogni zant authority.
Personal data protection MJST NOT be used if the UAS | oses
connectivity to its USS; if the UAS | oses connectivity, Cbservers
nearby likely also won’t have connectivity enabling decryption of the
personal data. The UAS al ways has the option to abort the operation
if personal data protection is disallowed, but if this occurs during
flight, the UA then MJST broadcast the personal data w thout
protection until it lands and is powered off. Note that normative

| anguage was used only mnimally in this section, as privacy
protection requires refinement of the DRIP architecture and
specification of interoperable protocol extensions, which are |eft
for future DRI P docunents.
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Appendi x A.  Overview of UAS Traffic Managenent (UTM
A. 1. Operation Concept

The efforts of the National Aeronautics and Space Admi nistration
(NASA) and FAA to integrate UAS operations into the national airspace
system (NAS) led to the devel opnent of the concept of UTM and the
ecosystemaround it. The UTM concept was initially presented in
2013, and version 2.0 was published in 2020 [ FAA UAS Concept O _Ops].



The eventual concept refinenent, initial prototype inplenentation,
and testing were conducted by the joint FAA and NASA UTM research
transition team Wirld efforts took place afterward. The Single
Eur opean Sky ATM Research (SESAR) started the Concept of Operation
for EuRopean UTM Systenms (CORUS) project to research its UTM
counterpart concept, namely [U Space]. This effort is led by the
Eur opean Organi zation for the Safety of Air Navigation (EUROCCONTROL).

Bot h NASA and SESAR have published their UTM concepts of operations
to guide the devel opment of their future air traffic nmanagement (ATM
system and ensure safe and efficient integration of manned and
unmanned aircraft into the national airspace

UTM conpri ses UAS operations infrastructure, procedures, and | oca
regul ati on conpliance policies to guarantee safe UAS integration and
operation. The main functionality of UTMincludes, but is not
limted to, providing neans of communication between UAS operators
and service providers and a platformto facilitate comruni cation
anong UAS service providers.

A. 2. UAS Service Supplier (USS)

A USS plays an inportant role to fulfill the key performance
indicators (KPIs) that UTM has to offer. Such an entity acts as a
proxy between UAS operators and UTM service providers. It provides

services like real-time UAS traffic nonitoring and pl anning,
aeronautical data archiving, airspace and violation control
interacting with other third-party control entities, etc. A USS can
coexist with other USS to build a | arge service coverage map that can
| oad- bal ance, relay, and share UAS traffic information.

The FAA works with UAS industry sharehol ders and pronotes the Low

Al titude Authorization and Notification Capability [LAANC] program
which is the first systemto realize some of the envisioned
functionality of UTM The LAANC program can automate UAS operationa
intent (flight plan) subm ssions and applications for airspace

aut horization in real tinme by checking against nmultiple aeronautica
dat abases, such as airspace classification and operating rul es
associated with it, the FAA UAS facility map, special use airspace,
Notice to Airnen (NOTAM, and Tenporary Flight Restriction (TFR)

A. 3. UTM Use Cases for UAS Operations

This section illustrates a couple of use case scenari os where UAS
participation in UTM has significant safety inprovenent.

1. For a UAS participating in UTMand taking off or landing in
controll ed airspace (e.g., Cass Bravo, Charlie, Delta, and Echo
in the United States), the USS under which the UAS is operating
is responsible for verifying UA registration, authenticating the
UAS operational intent (flight plan) by checking against a
designated UAS facility map dat abase, obtaining the air traffic
control (ATC) authorization, and nonitoring the UAS flight path
in order to maintain safe margins and foll ow the pre-authorized
sequence of authorized 4-D vol unes (route)

2. For a UAS participating in UMand taking off or landing in
uncontrol l ed airspace (e.g., Cass Golf in the United States),
preflight authorization nust be obtained froma USS when
operating BVLOS. The USS either accepts or rejects the received
operational intent (flight plan) fromthe UAS. An accepted UAS
operation may, and in sone cases nust, share its current flight
data, such as GPS position and altitude, to the USS. The USS may
mai ntain (and provide to authorized requestors) the UAS operation
status near real tine in the short termand may retain at |east
some of it in the longer term e.g., for overall airspace air



traffic nonitoring.
Appendi x B. Automatic Dependent Surveillance Broadcast (ADS-B)

ADS-B is the de jure technol ogy used in manned aviation for sharing

| ocation information, fromthe aircraft to ground and satellite-based
systens, designed in the early 2000s. Broadcast RID is conceptually
simlar to ADS-B but with the receiver target being the general
public on generally avail able devices (e.g., snartphones).

For numerous technical reasons, ADS-B itself is not suitable for | ow
flying, small UAS. Technical reasons include, but are not linited
to, the follow ng:

1. lack of support for the 1090- MHz ADS-B channel on any consuner
handhel d devi ces

2. Cost, Size, Wight, and Power (CSWAP) requirenents of ADS-B
transponders on CSWAP-constrai ned UA

3. limted bandwi dth of both uplink and downlink, which would likely
be saturated by | arge numbers of UAS, endangering nanned aviation

Under st andi ng these techni cal shortcom ngs, regul ators worl dwi de have
ruled out the use of ADS-B for the small UAS for which UAS RI D and
DRI P are intended.
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