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I ntroduction

The JSON Meta Application Protocol (JMAP) [RFC8620] is a generic
protocol for synchronizing data, such as nmails, cal endars, or
contacts between a client and a server. It is optimzed for nobile
and web environments and ains to provide a consistent interface to
different data types.

Thi s specification defines a data nodel for handling quotas over
JMAP, allowi ng a user to obtain details about a certain quota.

Thi s specification does not address quota administration, which
shoul d be handl ed by ot her neans.

.1. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Type signatures, exanples, and property descriptions in this docunent
foll ow the conventions established in Section 1.1 of [RFC8620]. Data
types defined in the core specification are also used in this
docunent .

. 2. Term nol ogy

Thi s docunent reuses the term nology fromthe core JMAP specification
established in Section 1.6 of [RFC8620].

The term "Quota" (when capitalized) is used to refer to the data type
defined in Section 4 and instance of that data type.

Addition to the Capabilities Ohject

The capabilities object is returned as part of the JMAP Session
obj ect; see [RFC8620], Section 2

Thi s docunent defines one additional capability URI.

.1. urn:ietf:parans:jnmp: quota

This represents support for the Quota data type and associ ated API
met hods. Servers supporting this specification MIST add a property

called "urn:ietf:paranms:jmp: quota" to the capabilities object.

The value of this property is an enpty object in both the JVMAP
Session capabilities property and an account’s account Capabilities

property.
Sub-types of the Quota Data Type

There are two fields within the Quota data type, which have an
enunerated set of possible values. These are:

.1. Scope



The Scope data type is used to represent the entities the quota
applies to. It is defined as a "String" with values fromthe
foll owi ng set:

*

3. 2.

account: The quota information applies to just the client’s
account .

domai n: The quota information applies to all accounts sharing this
domai n.

gl obal: The quota information applies to all accounts belonging to
the server.

Resour ceType

The ResourceType data type is used to act as a unit of measure for
the quota usage. It is defined as a "String" with values fromthe
foll owi ng set:

*

count: The quota is measured in a nunber of data type objects.
For exanple, a quota can have a linit of 50 "Mil" objects.

octets: The quota is measured in size (in octets). For example, a
quota can have a limt of 25000 octets.

4. (Quota
The Quota is an object that displays the linmt set to an account
usage. It then shows as well the current usage in regard to that
limt.

4.1. Properties of the Quota Object

The Quota object MJIST contain the followi ng fields:

*

id: 1d

The unique identifier for this object.

resour ceType: String

The resource type of the quota as defined in Section 3.2.

used: Unsi gnedl nt

The current usage of the defined quota, using the "resourceType"
defined as unit of neasure. Computation of this value is handl ed
by the server.

hardLi m t: Unsi gnedl nt

The hard limt set by this quota, using the "resourceType" defined
as unit of neasure. Objects in scope may not be created or
updated if this limt is reached.

scope: String

The "Scope" of this quota as defined in Section 3.1

nanme: String

The nane of the quota. Useful for nmanagi ng quotas and using
queries for searching.

types: String[]



Alist of all the type nanes as defined in the "JVAP Types Names"
registry (e.g., Email, Calendar, etc.) to which this quota
applies. This allows the quotas to be assigned to distinct or
shared data types

The server MUST filter out any types for which the client did not
request the associated capability in the "using" section of the
request. Further, the server MJST NOT return Quota objects for
which there are no types recogni zed by the client.

The Quota object MAY contain the follow ng fields:
* warnLimt: Unsignedlnt]|nul

The warn limt set by this quota, using the "resourceType" defined
as unit of nmeasure. It can be used to send a warning to an entity
about to reach the hard linmt soon, but with no action taken yet.
If set, it SHOULD be lower than the "softLimt" (if present and
different fromnull) and the "hardLimt".

* gsoftLimt: Unsignedlnt|null

The soft limt set by this quota, using the "resourceType" defined
as unit of neasure. It can be used to still allow sone operations
but refuse some others. What is allowed or not is up to the
server. For exanple, it could be used for bl ocking outgoing
events of an entity (sending emails, creating cal endar events,
etc.) while still receiving inconing events (receiving emils,
recei ving cal endars events, etc.). If set, it SHOULD be higher
than the "warnLimt" (if present and different fromnull) but

| ower than the "hardLimt".

* description: String|nul

Arbitrary, free, human-readabl e description of this quota. It

m ght be used to explain where the different limts cone from and
explain the entities and data types this quota applies to. The
description MJUST be encoded in UTF-8 [ RFC3629] as described in

[ RFC8620], Section 1.5, and sel ected based on an Accept-Language
header in the request (as defined in [RFC9110], Section 12.5.4) or
out - of -band i nformati on about the user’s |anguage or |ocale.

The foll owi ng JMAP net hods are supported.

4.2. Quotalget
Standard "/get" method as described in [RFC8620], Section 5.1. The
_id s argument may be "null" to fetch all quotas of the account at
once, as denonstrated in Section 5.1

4.3. Quotal/changes

St andard "/changes" nethod as described in [ RFC8620], Section 5.2,
but with one extra argunent in the response:

* updat edProperties: String[]]| nul

If only the "used" Quota property has changed since the old state,
this will be a list containing only that property. |[If the server
is unable to tell if only "used" has changed, it MJST be null.

Since "used" frequently changes, but other properties are generally
only changed rarely, the server can help the client optim ze data
transfer by keeping track of changes to quota usage separate from
other state changes. The updatedProperties array may be used
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directly via a back-reference in a subsequent Quota/get call in the
sanme request, so only these properties are returned if nothing el se
has changed.

Servers MAY decide to add other properties to the list that they
judge to be changing frequently.

This nmethod’ s usage is denonstrated in Section 5. 2.

Quot a/ query

This is a standard "/query" method as described in [ RFC8620],
Section 5.5.

A FilterCondition object has the follow ng properties, any of which
may be included or onitted:

* npanme: String

The Quota _nane_ property contains the given string.
* scope: String

The Quota _scope_ property nust match the given val ue exactly.
* resourceType: String

The Quota _resourceType_ property nmust match the given val ue
exactly.

* type: String

The Quota _types_ property contains the given val ue.
A Quota object matches the FilterCondition if, and only if, all the
given conditions match. |If zero properties are specified, it is

automatically true for all objects.

The foll owi ng Quota properties MJST be supported for sorting:

*  name
* used
Quot a/ quer yChanges

This is a standard "/queryChanges" nethod as described in [ RFC8620],
Section 5.6.

Exanpl es
Fet chi ng Quot as

Request fetching all quotas related to an account:

[[ "Quota/get”, {
"accountld": "u33084183",
"ids": null

}1 IIOII ]]
Wth response:

[[ "Quotal/get", {
"account|d": "u33084183",
"state": "78540",

"list": [{



"id": "2a06df 0d- 9865-4e74-a92f - 74dcc814270e",
"resourceType": "count",

"used": 1056,

"warnLimt": 1600,

"softLimt": 1800,

"hardLimt": 2000,

"scope": "account",
"nane": "bob@xanpl e. cont,
"description": "Personal account usage. Wwen the soft limt is

reached, the user is not allowed to send mails or
create contacts and cal endar events anynore.",

"types" : [ "Mail", "Calendar", "Contact" ]
}1
"id": "3b06df Oe-3761-4s74-a92f-74dcc963501x",
"resourceType": "octets",
A
"not Found": []
pomom 1]

5.2. Requesting Latest Quota Changes
Request fetching the changes for a specific quota:

[[ "Quotalchanges”, {
"account|d": "u33084183",
"sinceState": "78540",
"maxChanges": 20

}7 "0" ]1
[ "Quotal/get", {
"account|d": "u33084183",
"#ids": {
"resultOF": "0,
"nanme": "Quotal/changes",
"path": "/updated"
},
"#properties": {
"resultOr": "0,
"nanme": "Quotal/changes",
"path": "/updatedProperties"
}
b1t ]

Wth response:

[[ "Quotal/changes", {
"accountld": "u33084183",
"ol dState": "78540",
"newSt ate": "78542",
"hasMor eChanges": fal se,
"updat edProperties": ["used"],
"created": [],
"updat ed": ["2a06df 0d- 9865-4e74-a92f - 74dcc814270e"],
"destroyed": []
}oomon ],
[ "Quotal/get", {
"account|d": "u33084183",
"state": "10826",
"list": [{
"id": "2a06df 0d-9865-4e74-a92f-74dcc814270e",
"used": 1246
H

"not Found": []

bt ]l
6. Push
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Servers MJST support the JMAP push nechani sns, as specified in
[ RFC8620], Section 7, to allowclients to receive notifications when
the state changes for the Quota type defined in this specification

I ANA Consi derations
1. JMAP Capability Registration for "quota"

| ANA has registered the "quota" JMAP Capability as foll ows:
Capabi lity Name: wurn:ietf:parans:jmp: quota

Reference: RFC 9425

I ntended Use: common

Change Controller: |ETF

Security and Privacy Considerations: RFC 9425, Section 8
2. JMAP Data Type Registration for "Quota"

| ANA has registered the "Quota" Data Type as foll ows:
Type Nane: Quota

Can Reference Blobs: No

Can Use for State Change: Yes

Capability: wurn:ietf:parans:jmp: quota

Ref erence: RFC 9425

Security Considerations

Al'l security considerations of JMAP [ RFC8620] apply to this
speci fication.

I mpl enentors should be careful to nake sure the inplenmentation of the
ext ension specified in this docunent does not violate the site’'s
security policy. The resource usage of other users is likely to be
consi dered confidential information and should not be divulged to
unaut hori zed persons.

As for any resource shared across users (for exanple, a quota with
the "domai n" or "global" scope), a user that can consume the resource
can affect the resources available to the other users. For exanple,
a user could spamthensel ves with events and nake the shared resource
hit the imt and unusable for others (inplenentors could nitigate
that with sonme rate-limting inplenentation on the server).

Al so, revealing domain and gl obal quota counts to all users may cause
privacy | eakage of other sensitive data, or at |east the existence of
other sensitive data. For exanple, sone users are part of a private
list belonging to the server, so they shouldn’t know how nmany users
are in there. However, by conparing the quota count before and after
sending a nmessage to the list, it could reveal the nunber of people
of the list, as the domain or global quota count would go up by the
nunber of people subscribed. In order to limt those attacks, quotas
with "domain" or "global" scope SHOULD only be visible to server

adm nistrators and not to general users.
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