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Abstract
Cyber defenders frequently rely on Indicators of Conpronise (l1oCs) to

identify, trace, and block malicious activity in networks or on
endpoints. This docunent reviews the fundanental s, opportunities,

operational limtations, and recomrendations for 10C use. It

hi ghli ghts the need for 10Cs to be detectable in inplenmentations of
Internet protocols, tools, and technologies -- both for the |0Cs’
initial discovery and their use in detection -- and provides a
foundation for approaches to operational challenges in network
security.
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I nt roducti on

Thi s docunent describes the various types of 10Cs and how they are
used effectively in attack defence (often called "cyber defence").

It introduces concepts such as the Pyramid of Pain [PoP] and the |oC
lifecycle to highlight how | oCs may be used to provide a broad range
of defences. This docunent provides suggestions for inplenenters of
controls based on 10Cs as well as potential operational limtations.
Two case studies that denonstrate the useful ness of 10Cs for
detecting and defendi ng against real -world attacks are included. One
case study involves an intrusion set (a set of malicious activity and
behavi ours attributed to one threat actor) known as "APT33", and the
ot her involves an attack tool called "Cobalt Strike". This docunent
is not a conprehensive report of APT33 or Cobalt Strike and is

i ntended to be read al ongside publicly published reports (referred to
as "open-source material” anong cyber intelligence practitioners) on
these threats (for exanple, [Symantec] and [ NCCG oup], respectively).

Ter mi nol ogy

At t ack defence:



The activity of providing cyber security to an environnent through
the prevention of, detection of, and response to attenpted and
successful cyber intrusions. A successful defence can be achieved
t hrough bl ocki ng, nmonitoring, and responding to adversari al
activity at the network, endpoint, or application |evels.

Conmand and control (C2) server
An attacker-controlled server used to comunicate with, send
commands to, and receive data from conprom sed nmachi nes
Conmruni cati on between a C2 server and conproni sed hosts is called
"command and control traffic".

Domai n Generation Al gorithm (DGA):
The algorithmused in nalware strains to periodically generate
domai n nanes (via algorithm. Malware nmay use DGAs to conpute a
destination for C2 traffic rather than relying on a pre-assigned
list of static |IP addresses or donains that can be bl ocked nore
easily when extracted from or otherw se |inked to, the nal ware.

Kill chain:
A nodel for conceptually breaking down a cyber intrusion into
stages of the attack fromreconnai ssance through to actioning the
attacker’s objectives. This nodel allows defenders to think
about, discuss, plan for, and inplenent controls to defend agai nst
di screte phases of an attacker’s activity [Kill Chain].

Tactics, Techniques, and Procedures (TTPs):

The way an adversary undertakes activities in the kill chain --
the choi ces made, methods foll owed, tools and infrastructure used,
protocol s enpl oyed, and comrands executed. |If they are distinct

enough, aspects of an attacker’s TTPs can formspecific 1oCs as if
they were a fingerprint.

Control (as defined by US N ST):
A safeguard or counterneasure prescribed for an information system
or an organi sati on designed to protect the confidentiality,
integrity, and availability of its information and to neet a set
of defined security requirenents [N ST].

3. 1 oC Fundanental s
3.1. 1oC Types and the Pyram d of Pain

loCs are observable artefacts relating to an attacker or their
activities, such as their tactics, techniques, procedures, and
associated tooling and infrastructure. These indicators can be
observed at the network or endpoint (host) levels and can, with
varyi ng degrees of confidence, help network defenders to proactively
bl ock malicious traffic or code execution, determ ne a cyber

i ntrusion occurred, or associate discovered activity to a known
intrusion set and thereby potentially identify additional avenues for
investigation. 10Cs are deployed to firewalls and ot her security
control points by adding themto the list of indicators that the
control point is searching for in the traffic that it is nonitoring.
When associated with malicious activity, the followi ng are sone
exanpl es of protocol-related |oCs:

* |1Pv4d and | Pv6 addresses in network traffic

* Fully Qualified Domain Names (FQDNs) in network traffic, DNS
resol ver caches, or |ogs

* TLS Server Name |ndication values in network traffic

* Code-signing certificates in binaries



* TLS certificate information (such as SHA256 hashes) in network
traffic

* Cryptographic hashes (e.g., M5, SHA1l, or SHA256) of nalicious
bi nari es or scripts when calculated fromnetwork traffic or file
system artefacts

* Attack tools (such as Mmkatz [Mmkatz]) and their code
structure and execution characteristics

* Attack techniques, such as Kerberos Col den Tickets [Gol denTicket],
that can be observed in network traffic or systemartefacts

The common types of 10C forma Pyramd of Pain [PoP] that inforns
prevention, detection, and mitigation strategies. The position of
each 1oC type in the pyranid represents how nmuch "pain" a typica
adversary experiences as part of changing the activity that produces
that artefact. The greater pain an adversary experiences (towards
the top), the less likely they are to change those aspects of their
activity and the longer the 1oCis likely to reflect the attacker’s
intrusion set (i.e., the less fragile those 10Cs will be froma
defender’s perspective). The layers of the PoP comonly range from
hashes up to TTPs, with the pain ranging fromsinply reconpiling code
to creating a whole new attack strategy. Qher types of [0oC do exi st
and coul d be included in an extended version of the PoP should that
assi st the defender in understandi ng and di scussing intrusion sets
nmost relevant to them
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Figure 1

On the |owest (and |least painful) |evel are hashes of nalicious
files. These are easy for a defender to gather and can be depl oyed
to firewalls or endpoint protection to block malicious downl oads or
prevent code execution. Wile 10Cs aren't the only way for defenders
to do this kind of blocking, they are a quick, convenient, and

noni ntrusi ve met hod. Hashes are precise detections for individua
files based on their binary content. To subvert this defence,
however, an adversary need only reconpile code, or otherw se nodify
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the file content with sone trivial changes, to nodify the hash val ue.

The next two levels are | P addresses and domain nanes. |nteractions
with these nay be bl ocked, with varying fal se positive rates
(misidentifying non-malicious traffic as malicious; see Section 5),
and often cause nore pain to an adversary to subvert than file
hashes. The adversary nmay have to change I P ranges, find a new
provi der, and change their code (e.g., if the IP address is hard-
coded rather than resolved). A similar situation applies to donain
nanes, but in sonme cases, threat actors have specifically registered
these to masquerade as a particular organisation or to otherw se
falsely inmply or claiman association that will be convincing or

m sl eading to those they are attacking. Wile the process and cost
of registering new domain names are now unlikely to be prohibitive or
distracting to many attackers, there is slightly greater pain in

sel ecting unregi stered, but appropriate, donain nanes for such

pur poses.

Net wor k and endpoint artefacts, such as a malware’s beaconi ng pattern
on the network or the nodified timestanps of files touched on an
endpoint, are harder still to change as they relate specifically to
the attack taking place and, in sone cases, may not be under the
direct control of the attacker. However, nore sophisticated
attackers use TTPs or tooling that provides flexibility at this |eve
(such as Cobalt Strike's nmalleable command and control [COBALT]) or a
means by which sone artefacts can be nasked (see [Ti mestonp])

Tools and TTPs formthe top two | evels of the pyram d; these |evels
describe a threat actor’s methodol ogy -- the way they performthe
attack. The tools level refers specifically to the software (and

| ess frequently, hardware) used to conduct the attack, whereas the
TTPs | evel picks up on all the other aspects of the attack strategy.
loCs at these levels are nore conplicated and conplex -- for exanple,
they can include the details of how an attacker depl oys mali cious
code to performreconnai ssance of a victims network, pivots
laterally to a val uabl e endpoi nt, and then downl oads a ransomare
payl oad. TTPs and tools take intensive effort to di agnose on the
part of the defender, but they are fundanental to the attacker and
canpai gn and hence incredibly painful for the adversary to change.

The variation in discoverability of 10Cs is indicated by the nunbers
of 1oCs in AlienVault, an open threat intelligence comunity

[ ALI ENVAULT]. As of January 2023, AlienVault contai ned:

* Goups (i.e., conbinations of TTPs): 631

* Malware famlies (i.e., tools): ~27,000

*  URL: 2,854,918

* Dommi n names: 64, 769, 363

* | Pv4 addresses: 5,427,762

* | Pv6e addresses: 12,009

* SHA256 hash val ues: 5,452, 442

The nunber of domain names appears out of sync with the other counts,
whi ch reduce on the way up the PoP. This discrepancy warrants
further research; however, contributing factors may be the use of
DGAs and the fact that threat actors use domai n nanmes to nmasquer ade
as legitinate organi sati ons and so have added incentive for creating

new dormai n nanmes as they are identified and confi scat ed.

I oC Lifecycle



To be of use to defenders, 10Cs nust first be discovered, assessed,
shared, and depl oyed. Wen a logged activity is identified and
correlated to an 10C, this detection triggers a reaction by the

def ender, which may include an investigation, potentially leading to
more 1 0Cs being discovered, assessed, shared, and deployed. This
cycle continues until the loCis determned to no | onger be rel evant,
at which point it is renmoved fromthe control space.

.2.1. Discovery

| 0oCs are discovered initially through manual investigation or

aut omat ed anal ysis. They can be discovered in a range of sources,
including at endpoints and in the network (on the wire). They nust
either be extracted fromlogs nonitoring protocol packet captures,
code execution, or systemactivity (in the case of hashes, IP
addresses, domai n nanmes, and network or endpoint artefacts) or be
determ ned through anal ysis of attack activity or tooling. |In some
cases, discovery may be a reactive process, where |oCs from past or
current attacks are identified fromthe traces |eft behind. However,
di scovery may al so result from proactive hunting for potential future
| 0Cs extrapol ated from know edge of past events (such as from
identifying attacker infrastructure by nonitoring domai n nane
registration patterns).

Crucially, for an 1oC to be discovered, the indicator nust be
extractable fromthe Internet protocol, tool, or technology it is
associ ated with. Identifying a particular exchange (or sequence of
exchanged nmessages) related to an attack is of limted benefit if

i ndi cators cannot be extracted or, once they are extracted, cannot be
subsequently associated with a |later rel ated exchange of messages or
artefacts in the sane, or in a different, protocol. |If it is not
possible to determ ne the source or destination of nalicious attack
traffic, it will not be possible to identify and bl ock subsequent
attack traffic either.

.2.2. Assessnent

Def enders may treat different 10Cs differently, depending on the
loCs’ quality and the defender’s needs and capabilities. Defenders
may, for exanple, place differing trust in |oCs depending on their
source, freshness, confidence level, or the associated threat. These
decisions rely on associ ated contextual information recovered at the
poi nt of discovery or provided when the |oC was shared.

An | oC without context is not much use for network defence. On the
other hand, an 10C delivered with context (for exanple, the threat
actor it relates to, its role in an attack, the last tinme it was seen
in use, its expected lifetime, or other related 10Cs) allows a

net wor k defender to nake an inforned choice on howto use it to
protect their network (for exanple, sinply log it, actively nonitor
it, or outright block it).

.2.3. Sharing

Once di scovered and assessed, |0Cs are nost hel pful when depl oyed in
such a way to have a broad inpact on the detection or disruption of
threats or shared at scale so many individuals and organi sati ons can
defend thenselves. An 10C may be shared individually (with
appropriate context) in an unstructured manner or may be packaged

al ongsi de many other 10oCs in a standardi sed format, such as
Structured Threat Information Expression [STIX], Ml ware |Infornmation
Sharing Platform (M SP) core [ M SPCORE], Openl OC [ OPENI OC], and

I nci dent bj ect Description Exchange Format (1 CODEF) [ RFC7970]. This
enabl es distribution via a structured feed, such as one inplenenting
Trust ed Aut omat ed Exchange of Intelligence Information [TAXII], or



through a Malware Information Sharing Platform[M SP].

Wi |l e sone security conpani es and sonme nenbershi p- based groups (often
dubbed "Information Sharing and Anal ysis Centres (ISACs)" or
"Informati on Sharing and Anal ysis Organi zations (1 SAGs)") provide
paid intelligence feeds containing loCs, there are various free |oC
sources available fromindividual security researchers up through
smal | trust groups to national governnmental cyber security

organi sations and international Conputer Emergency Response Teans
(CERTs). \hoever they are, sharers comonly indicate the extent to
whi ch receivers may further distribute 10Cs using franeworks |ike the
Traffic Light Protocol [TLP]. At its sinplest, this indicates that
the receiver may share with anyone (TLP: CLEAR), share within the
defined sharing comunity (TLP: GREEN), share within their

organi sation and their clients (TLP: AMBER+STRI CT), share just within
their organisation (TLP: AMBER), or not share with anyone outside the
original specific |oC exchange (TLP: RED).

3.2.4. Depl oynent

For 1oCs to provide defence-in-depth (see Section 6) and so cope with
different points of failure, correct deploynent is inportant.
Different 10oCs will detect malicious activity at different |ayers of
the network stack and at different stages of an attack, so deploying
a range of 10Cs enables |ayers of defence at each security control
reinforcing the benefits of using nultiple security controls as part
of a defence-in-depth solution. The network security controls and
endpoi nt sol uti ons where they are depl oyed need to have sufficient
privilege, and sufficient visibility, to detect 10Cs and to act on
them \Wherever 10Cs exist, they need to be made available to
security controls and associ ated apparatus to ensure they can be

depl oyed quickly and widely. Wile |IoCs may be manual |y assessed
after discovery or receipt, significant advantage may be gai ned by
automatically ingesting, processing, assessing, and deploying |oCs
fromlogs or intelligence feeds to the appropriate security controls.
As not all 10Cs are of the sane quality, confidence in |oCs drawn
fromeach threat intelligence feed should be consi dered when decidi ng
whet her to deploy oCs automatically in this way.

loCs can be particularly effective at mitigating nmalicious activity
when depl oyed in security controls with the broadest inpact. This
coul d be achi eved by devel opers of security products or firewalls
addi ng support for the distribution and consunption of [0Cs directly
to their products, w thout each user having to do it, thus addressing
the threat for the whol e user base at once in a machi ne-scal abl e and
aut omated manner. This could al so be achieved within an enterprise
by ensuring those control points with the w dest aperture (for
exanpl e, enterprise-wide DNS resolvers) are able to act automatically
based on I oC feeds.

3.2.5. Detection

Security controls with deployed 10Cs nonitor their relevant contro
space and trigger a generic or specific reaction upon detection of
the 1oCin nonitored | ogs or on network interfaces.

3.2.6. Reaction

The reaction to an 10oC s detection nay differ depending on factors
such as the capabilities and configuration of the control it is

depl oyed in, the assessment of the 10C, and the properties of the |og
source in which it was detected. For exanple, a connection to a
known botnet C2 server may indicate a problem but does not guarantee
it, particularly if the server is a conpronised host still performng
some other legitimate functions. Comon reactions include event

| ogging, triggering alerts, and bl ocking or term nating the source of
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the activity.
2.7. End of Life

How | ong an 10oC remains useful varies and is dependent on factors
including initial confidence level, fragility, and precision of the

I oC (discussed further in Section 5). In sone cases, |0Cs may be
automatically "aged" based on their initial characteristics and so
will reach end of life at a predetermined tine. |In other cases, |0Cs
may becone invalidated due to a shift in the threat actor’'s TTPs
(e.g., resulting froma new devel opnent or their discovery) or due to
renmedi ati on action taken by a defender. End of life may al so cone
about due to an activity unrelated to attack or defence, such as when
a third-party service used by the attacker changes or goes offline.
What ever the cause, |0Cs should be renoved fromdetection at the end
of their life to reduce the likelihood of false positives.

Using 10oCs Effectively
1. CQpportunities

loCs offer a variety of opportunities to cyber defenders as part of a
nmodern defence-in-depth strategy. No natter the size of an

organi sation, 10oCs can provide an effective, scalable, and efficient
def ence mechani sm agai nst cl asses of attack fromthe |atest threats
or specific intrusion sets that may have struck in the past.

1.1. 10Cs underpin and enable nultiple |ayers of the nodern defence-
i n-depth strategy.

Firewal | s, Intrusion Detection Systens (I1DSs), and Intrusion
Prevention Systens (IPSs) all enploy 10Cs to identify and nmitigate
threats across networks. Antivirus (AV) and Endpoint Detection and
Response (EDR) products deploy |oCs via catal ogues or libraries to
supported client endpoints. Security Incident Event Managenent
(SIEM platforms conpare |oCs agai nst aggregated | ogs from various
sources -- network, endpoint, and application. O course, 10Cs do
not address all attack defence challenges, but they forma vital tier
of any organisation’s |ayered defence. Sone types of |10C may be
present across all those controls while others nmay be depl oyed only
in certain layers of a defence-in-depth solution. Further, 10Cs

rel evant to a specific kill chain may only reflect activity performed
during a certain phase and so need to be conbined with other [0Cs or
mechani sns for conplete coverage of the kill chain as part of an

i ntrusion set.

As an exanpl e, open-source mal ware can be depl oyed by many different
actors, each using their owmn TTPs and infrastructure. However, if
the actors use the sane executable, the hash of the executable file
remai ns the sanme, and this hash can be depl oyed as an 1oC in endpoint
protection to bl ock execution regardl ess of individual actor,
infrastructure, or other TTPs. Should this defence fail in a
specific case, for exanple, if an actor reconpiles the executable

bi nary produci ng a uni que hash, other defences can prevent them
progressing further through their attack, for instance, by bl ocking
known malici ous domai n nane | ookups and thereby preventing the

mal ware calling out to its C2 infrastructure.

Alternatively, another malicious actor may regul arly change their
tools and infrastructure (and thus the indicators associated with the
intrusion set) deployed across different canpaigns, but their access
vectors may remain consistent and well-known. In this case, this
access TTP can be recogni sed and proactively defended agai nst, even
while there is uncertainty of the intended subsequent activity. For
exanple, if their access vector consistently exploits a vulnerability
in software, regular and estate-w de patching can prevent the attack



fromtaking place. However, should these preenptive neasures fail
other 10Cs observed across nmultiple canpai gns may be able to prevent
the attack at later stages in the kill chain.

4.1.2. 10Cs can be used even with limted resources.

I oCs are inexpensive, scalable, and easy to deploy, naking their use
particularly beneficial for smaller entities, especially where they
are exposed to a significant threat. For exanple, a snall
manuf act uri ng subcontractor in a supply chain producing a critical,
hi ghly speci ali sed conponent nmay represent an attractive target
because there woul d be di sproportionate inpact on both the supply
chain and the prine contractor if it were conprom sed. It may be
reasonabl e to assunme that this small manufacturer will have only
basic security (whether internal or outsourced), and while it is
likely to have conparatively fewer resources to manage the risks that
it faces conpared to larger partners, it can still leverage 10Cs to
great effect. Small entities like this can deploy 10Cs to give a
basel i ne protection agai nst known threats w thout having access to a
wel | -resourced, mature defensive teamand the threat intelligence

rel ati onshi ps necessary to performresource-intensive investigations.
Wil e sonme | evel of expertise on the part of such a snmall conpany
woul d be needed to successfully deploy |0oCs, use of |0oCs does not
require the same intensive training as needed for nore subjective
controls, such as those using nmachine | earning, which require further
manual analysis of identified events to verify if they are indeed
malicious. In this way, a major part of the appeal of 10Cs is that
they can afford sone | evel of protection to organi sations across
spectruns of resource capability, maturity, and sophistication

4.1.3. 10Cs have a multiplier effect on attack defence efforts within
an organi sati on.

I ndi vidual 10Cs can provide wi despread protection that scales
effectively for defenders across an organi sation or ecosystem

Wthin a single organisation, sinply bl ocking one |IoC may protect
thousands of users, and that bl ocking may be performed (dependi ng on
the 10C type) across nultiple security controls nonitoring numerous
different types of activity within networks, endpoints, and
applications. The prine contractor fromour earlier exanple can
supply 10oCs to the small subcontractor and thus further uplift that
smal ler entity’'s defensive capability while protecting itself and its
interests at the sane tine.

Mul tipl e organi sations may benefit fromdirectly receiving shared
loCs (see Section 4.1.4), but they nmay al so benefit fromthe |o0Cs’
application in services they utilise. |In the case of an ongoing
emai | - phi shi ng canpai gn, 10Cs can be nonitored, discovered, and

depl oyed qui ckly and easily by individual organisations. However, if
they are depl oyed quickly via a nechani smsuch as a protective DNS
filtering service, they can be nore effective still -- an enail
canpai gn nay be mitigated before sone organisations’ recipients ever
click the link or before sone nalicious payl oads can call out for
instructions. Through such approaches, other parties can be
protected w thout direct sharing of 10Cs with those organi sations or
additional effort.

4.1.4. 10Cs are easily shared between organi sations.

I 0oCs can al so be very easily shared between individuals and

organi sations. First, 10Cs are easy to distribute as they can be
represented concisely as text (possibly in hexadeciml) and so are
frequently exchanged in small nunbers in emails, blog posts, or
technical reports. Second, standards, such as those nentioned in
Section 3.2.3, exist to provide well-defined formats for sharing

| arge collections or regular sets of 10Cs along with all the



associ ated context. \While discovering one |10C can be intensive, once
shared via well-established routes, that individual |0oC may protect

t housands of organi sations and thus all of the users in those

organi sations. Quick and easy sharing of |0oCs gives bl anket coverage
for organisations and allows wi despread nmitigation in a timely
fashion -- they can be shared with systens adninistrators, from snal
to | arge organisations and fromlarge teans to single individuals,
allowing themall to inplenent defences on their networks.

.1.5. 10Cs can provide significant time savings.

Not only are there tine savings fromsharing |10Cs, saving duplication
of investigation effort, but deploying themautomatically at scale is
seam ess for many enterprises. Were automatic deploynment of 10Cs is
wor ki ng wel |, organisations and users get bl anket protection with

m ni mal human intervention and mnimal effort, a key goal of attack
defence. The ability to do this at scale and at pace is often vita
when responding to agile threat actors that may change their
intrusion set frequently and hence change the rel evant | o0Cs.
Conversely, protecting a conplex network wi thout automatic depl oynent
of 1oCs could nean nanual |y updating every single endpoint or network
device consistently and reliably to the same security state. The
work this entails (including |ocating assets and devices, polling for
| ogs and systeminformation, and nmanual |y checki ng patch | evels)

i ntroduces complexity and a need for skilled anal ysts and engi neers.
Wiile it is still necessary to invest effort both to enable efficient
| oC depl oynent and to elimnate false positives when wi dely depl oyi ng
loCs, the cost and effort involved can be far smaller than the work
entailed in reliably manual |l y updating all endpoint and network
devices. For exanple, |egacy systens may be particularly
complicated, or even inpossible, to update.

.1.6. 10oCs allow for discovery of historic attacks.

A network defender can use recently acquired 10Cs in conjunction with
hi storic data, such as | ogged DNS queries or email attachnent hashes,
to hunt for signs of past conpronmise. Not only can this technique
help to build a clear picture of past attacks, but it also allows for
retrospective mtigation of the effects of any previous intrusion
This opportunity is reliant on historic data not having been

conmprom sed itself, by a technique such as Tinestonp [Ti nestonp], and
not being inconplete due to data retention policies, but it is
nonet hel ess val uabl e for detecting and renedi ati ng past attacks.

.1.7. 10Cs can be attributed to specific threats.

Depl oynment of various nodern security controls, such as firewal
filtering or EDR, come with an inherent trade-off between breadth of
protection and various costs, including the risk of false positives
(see Section 5.2), staff time, and pure financial costs.

Organi sations can use threat nodelling and information assurance to
assess and prioritise risk fromidentified threats and to determ ne
how they will nitigate or accept each of them Contextua
information tying 10Cs to specific threats or actors and shared

al ongsi de the 10Cs enabl es organi sations to focus their defences
agai nst particular risks. This contextual information is generally
expected by those receiving 10Cs as it allows themthe technica
freedom and capability to choose their risk appetite, security
posture, and defence nethods. The ease of sharing this contextua

i nformati on al ongside 10Cs, in part due to the formats outlined in
Section 3.2.3, nakes it easier to track malicious actors across
canpai gns and targets. Producing this contextual infornmation before
sharing loCs can take intensive analytical effort as well as
specialist tools and training. At its sinplest, it can involve
docunenting sets of 10Cs fromnultiple instances of the sane attack
campai gn, for exanple, frommultiple unique payloads (and therefore



with distinct file hashes) fromthe same source and connecting to the
same C2 server. A nore conplicated approach is to cluster simlar
conbi nations of TTPs seen across mnultiple canpaigns over a period of
time. This can be used al ongsi de detail ed nmal ware reverse

engi neering and target profiling, overlaid on a geopolitical and
crimnal backdrop, to infer attribution to a single threat actor.

4.2. Case Studies

The following two case studies illustrate how IoCs may be identified
inrelation to threat actor tooling (in the first) and a threat actor
campaign (in the second). The case studies further highlight how
these 10Cs may be used by cyber defenders.

4.2.1. Cobalt Strike

Cobalt Strike [COBALT] is a commrercial attack framework used for
penetration testing that consists of an inplant framework (beacon), a
networ k protocol, and a C2 server. The beacon and network protoco
are highly mall eable, neaning the protocol representation "on the
wire" can be easily changed by an attacker to blend in with
legitimate traffic by ensuring the traffic confornms to the protoco
specification, e.g., HITP. The proprietary beacon supports TLS
encryption overlaid with a custom encryption scheme based on a
public-private keypair. The product al so supports other techniques,
such as domamin fronting [DFRONT], in an attenpt to avoid obvi ous
passi ve detection by static network signatures of dommin nanes or I|P
addresses. Donmain fronting is used to blend traffic to a nalicious
domain with traffic originating froma network that is al ready
communi cating with a non-malicious domain regularly over HITPS

4.2.1.1. COverall TTP

A beacon configuration describes how the inplant should operate and
communi cate with its C2 server. This configuration also provides
ancillary informati on such as the Cobalt Strike user |icence
wat er mar K.

4.2.1.2. 10Cs

Tradecraft has been devel oped that allows the fingerprinting of C2
servers based on their responses to specific requests. This allows
the servers to be identified, their beacon configurations to be
downl oaded, and the associated infrastructure addresses to be
extracted as |0Cs.

The resulting nmass 1oCs for Cobalt Strike are:
* | P addresses of the C2 servers
* donmi n names used
Wil st these 10Cs need to be refreshed regularly (due to the ease of
whi ch they can be changed), the authors’ experience of protecting
public sector organisations shows that these 10Cs are effective for
di srupting threat actor operations that use Cobalt Strike.
These 10Cs can be used to check historical data for evidence of past
conmprom se and depl oyed to detect or block future infection in a
timely manner, thereby contributing to preventing the |oss of user
and system dat a.

4.2.2. APT33

In contrast to the first case study, this describes a current
campai gn by the threat actor APT33, al so known as Elfin and Refined



Kitten (see [Symantec]). APT33 has been assessed by the industry to
be a state-sponsored group [FireEye2]; yet, in this case study, |oCs
still gave defenders an effective tool against such a powerful
adversary. The group has been active since at |least 2015 and is
known to target a range of sectors including petrochenical,

gover nnent, engi neering, and manufacturing. Activity has been seen
in countries across the globe but predom nantly in the USA and Saud
Ar abi a.

4,.2.2.1. Overall TTP

The techni ques enployed by this actor exhibit a relatively | ow | evel
of sophistication, considering it is a state-sponsored group
Typically, APT33 perforns spear phishing (sending targeted malicious
emails to a limted nunber of pre-selected recipients) with docunent
lures that imtate legitinmate publications. User interaction with
these lures executes the initial payload and enables APT33 to gain
initial access. Once inside a target network, APT33 attenpts to

pi vot to other machines to gather docunents and gain access to

adm nistrative credentials. |In sone cases, users are tricked into
providing credentials that are then used with Ruler [RULER], a freely
avail abl e tool that allows exploitation of an email client. The
attacker, in possession of a target’s password, uses Ruler to access
the target’s mail account and enbeds a malicious script that will be
triggered when the mail client is next opened, resulting in the
execution of malicious code (often additional malware retrieved from
the Internet) (see [FireEye]).

APT33 sonetinmes deploys a destructive tool that overwites the naster
boot record (MBR) of the hard drives in as many PCs as possible.

This type of tool, known as a wiper, results in data | oss and renders
devi ces unusable until the operating systemis reinstalled. In sone
cases, the actor uses adninistrator credentials to i nvoke execution
across a large swathe of a conpany’s IT estate at once; where this
isn't possible, the actor may first attenpt to spread the wi per
manual |y or use worm|like capabilities agai nst unpatched

vul nerabilities on the networked computers.

4.2.2.2. 10GCs

As a result of investigations by a partnership of the industry and
the UK s National Cyber Security Centre (NCSC), a set of l0oCs were
compi l ed and shared with both public and private sector organisations
so network defenders could search for themin their networks
Detection of these 10Cs is likely indicative of APT33 targeting and
could indicate potential conpronise and subsequent use of destructive
mal ware. Network defenders could also initiate processes to bl ock
these 10Cs to foil future attacks. This set of 10Cs conprised:

* 9 hashes and email subject |ines

* 5 | P addresses

* 7 domai n nanes

I n Novenber 2021, a joint advisory concerning APT33 [Cl SA] was issued
by the Federal Bureau of Investigation (FBlI), the Cybersecurity and
Infrastructure Security Agency (Cl SA), the Australian Cyber Security
Centre (ACSC), and NCSC. This outlined recent exploitation of

vul nerabilities by APT33, providing a thorough overvi ew of observed
TTPs and sharing further 10GCs:

* 8 hashes of malicious executables

* 3 | P addresses
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Qperational Limtations

The different 10oC types inherently enbody a set of trade-offs for
def enders between the risk of false positives (misidentifying non-
mal i cious traffic as malicious) and the risk of failing to identify
attacks. The attacker’s relative pain of nodifying attacks to
subvert known |0Cs, as discussed using the PoP in Section 3.1,
inversely correlates with the fragility of the 1oC and with the
precision with which the loCidentifies an attack. Research is
needed to elucidate the exact nature of these trade-offs between
pain, fragility, and precision.

Time and Effort
1. Fragility

As alluded to in Section 3.1, the PoP can be thought of in terms of
fragility for the defender as well as pain for the attacker. The

|l ess painful it is for the attacker to change an 10C, the nore
fragile that loCis as a defence tool. It is relatively sinple to
determne the hash value for various malicious file attachnents
observed as lures in a phishing canpaign and to depl oy these through
AV or an emmil|l gateway security control. However, those hashes are
fragile and can (and often will) be changed between canpai gns.
Mal i ci ous | P addresses and domai n nanes can al so be changed between
canpai gns, but this may happen less frequently due to the greater
pai n of managi ng infrastructure conpared to altering files, and so IP
addresses and domain nanmes nmay provide a |l ess fragile detection
capability.

Thi s does not nean the nore fragile 1oC types are worthless. First,
there is no guarantee a fragile 1oC will change, and if a known |oC
isn't changed by the attacker but wasn't bl ocked, then the defender

m ssed an opportunity to halt an attack in its tracks. Second, even
within one 10C type, there is variation in the fragility depending on
the context of the 10C. The file hash of a phishing |ure docunent
(with a particular theme and containing a specific staging server
link) may be nore fragile than the file hash of a renbte access
trojan payload the attacker uses after initial access. That in turn
may be nore fragile than the file hash of an attacker-controlled

post - expl oi tati on reconnai ssance tool that doesn’t connect directly
to the attacker’s infrastructure. Third, some threats and actors are
nmore capable or inclined to change than others, and so the fragility
of an IoC for one may be very different to an 10C of the sane type
for another actor.

Utimately, fragility is a defender’s concern that inpacts the
ongoi ng efficacy of each 10C and will factor into decisions about end
of life. However, it should not prevent adoption of individual 10Cs
unl ess there are significantly strict resource constraints that
demand down-sel ection of 10Cs for deploynent. More usually,
defenders researching threats will attenpt to identify |oCs of

varying fragilities for a particular kill chain to provide the
great est chances of ongoi ng detection given avail able investigative
effort (see Section 5.1.2) and while still maintaining precision (see
Section 5.2).

2. Discoverability

To be used in attack defence, 10Cs nust first be discovered through
proactive hunting or reactive investigation. As noted in

Section 3.1, 10Cs in the tools and TTPs |evels of the PoP require
intensive effort and research to di scover. However, it is not just
an loC s type that inpacts its discoverability. The sophistication
of the actor, their TTPs, and their tooling play a significant role,
as does whether the 1oCis retrieved fromlogs after the attack or



extracted from sanples or infected systens earlier

For exanple, on an infected endpoint, it may be possible to identify
a malicious payl oad and then extract relevant 10Cs, such as the file

hash and its C2 server address. |If the attacker used the sane static
payl oad t hroughout the attack, this single file hash value will cover
all instances. However, if the attacker diversified their payl oads,

that hash can be nore fragile, and other hashes may need to be

di scovered from ot her sanples used on other infected endpoints.
Concurrently, the attacker may have sinply hard-coded configuration
data into the payload, in which case the C2 server address can be
easy to recover. Alternatively, the address can be stored in an
obfuscat ed persistent configuration within either the payload (e.g.,
within its source code or associated resource) or the infected
endpoint’s file system (e.g., using alternative data streanms [ADS]),
thus requiring nore effort to discover. Further, the attacker nmay be
storing the configuration in menory only or relying on a DGA to
generate C2 server addresses on demand. |In this case, extracting the
C2 server address can require a nmenory dunp or the execution or
reverse engineering of the DGA, all of which increase the effort

still further.

If the malicious payl oad has already conmunicated with its C2 server,
then it may be possible to discover that C2 server address |10oC from
network traffic logs nmore easily. However, once again, multiple
factors can nmke di scoverability nore challenging, such as the

i ncreasing adoption of HTTPS for nalicious traffic, meaning C2
conmmuni cations blend in with legitinate traffic and can be
complicated to identify. Further, sone nal wares obfuscate their

i nt ended destinations by using alternative DNS resol ution services
(e.g., OpenNIC [OPENNIC]), by using encrypted DNS protocols such as
DNS- over-HTTPS [O LRIG, or by perform ng transformati on operations
on resolved | P addresses to determine the real C2 server address
encoded in the DNS response [LAZARUS] .

5.1.3. Conpl et eness

In many cases, the list of indicators resulting froman activity or

di scovered in a malware sanple is relatively short and so only adds
to the total set of all indicators in alinted and finite manner. A
cl ear exanple of this is when static indicators for C2 servers are

di scovered in a malware strain. Sharing, deploynent, and detection
will often not be greatly inpacted by the addition of such indicators
for one nore incident or one nore sanple. However, in the case of

di scovery of a DGA, this requires a reinplenentation of the algorithm
and then execution to generate a possible |list of domains. Depending
on the algorithm this can result in very large lists of indicators,
whi ch may cause performance degradation, particularly during
detection. 1In sone cases, such sources of indicators can lead to a
pragmati c deci sion bei ng nade between obtai ning reasonabl e coverage
of the possible indicator values and theoretical conpl eteness of a
list of all possible indicator val ues.

5.2. Precision
5.2.1. Specificity

Al ongside pain and fragility, the PoP's |evels can al so be consi dered
in terms of how precise the defence can be, with the fal se positive
rate usually increasing as we nove up the pyramid to |l ess specific
loCs. A hash value identifies a particular file, such as an

execut abl e binary, and given a suitable cryptographic hash function,
the false positives are effectively nil (by "suitable", we nean one
with preimge resistance and strong collision resistance). In
comparison, 10Cs in the upper levels (such as sone network artefacts
or tool fingerprints) may apply to various nalicious binaries, and



even benign software may share the sane identifying characteristics
For exanple, threat actor tools making web requests nmay be identified
by the user-agent string specified in the request header. However,
this value nay be the sane as that used by legitinmate software,
either by the attacker’s choice or through use of a common library.

It should come as no surprise that the nore specific an 10C, the nore
fragile it is; as things change, they nove outside of that specific
focus. Wiile less fragile 10Cs nay be desirable for their robustness
and | ongevity, this nust be balanced with the increased chance of

fal se positives fromtheir broadness. One way in which this balance
is achieved is by grouping indicators and using themin conbination
VWhile two lowspecificity 1oCs for a particular attack may each have
chances of false positives, when observed together, they may provide
greater confidence of an accurate detection of the rel evant kil

chai n.

5.2.2. Dual and Conproni sed Use

As noted in Section 3.2.2, the context of an 10oC, such as the way in
which the attacker uses it, may equally inpact the precision with
which that 10C detects an attack. An |IP address representing an
attacker’s staging server, fromwhich their attack chai n downl oads
subsequent payl oads, offers a precise |IP address for attacker-owned
infrastructure. However, it will be less precise if that |IP address
is associated with a cloud-hosting provider and is regularly

reassi gned fromone user to another; it will be less precise still if
the attacker conpronised a legitinmte web server and is abusing the

| P address al ongsi de the ongoing legitimate use.

Simlarly, a file hash representing an attacker’s customrenote
access trojan will be very precise; however, a file hash representing
a conmon enterprise renpte admnistration tool will be |ess precise,
dependi ng on whet her or not the defender organi sation usually uses
that tool for legitimte system adm nistration. Notably, such dual -
use indicators are context specific, considering both whether they
are usually used legitimately and how they are used in a particul ar
circunstance. Use of the renpte adm nistration tool may be
legitimate for support staff during working hours but not generally
by non-support staff, particularly if observed outside of that

enpl oyee’ s usual working hours.

For reasons like these, context is very inportant when sharing and
usi ng | oCs.

5.2.3. Changing Use

In the case of | P addresses, the growi ng adoption of cloud services,
proxies, virtual private networks (VPNs), and carrier-grade Network
Address Transl ation (NAT) are increasing the nunber of systens
associated with any one |IP address at the sane nonent in time. This
ongoi ng change to the use of |P addresses is somewhat reducing the
specificity of I P addresses (at |east for specific subnets or

i ndi vi dual addresses) while al so "side-stepping” the pain that threat
actors would otherwi se incur if they needed to change |IP address.

5.3. Privacy

As noted in Section 3.2.2, context is critical to effective detection
using loCs. However, at times, defenders may feel there are privacy
concerns with how much and with whomto share about a cyber
intrusion. For exanple, defenders may generalise the |0Cs’
description of the attack by renoving context to facilitate sharing.
This generalisation can result in an inconplete set of |0Cs being
shared or 10Cs being shared w thout clear indication of what they
represent and how they are involved in an attack. The sharer wll



consi der the privacy trade-off when generalising the |IoC and shoul d
bear in mnd that the | oss of context can greatly reduce the utility
of the 1oC for those they share with.

In the authors’ experiences, self-censoring by sharers appears nore
preval ent and nore extensive when sharing 10Cs into groups with nore
menbers, into groups with a broader range of perceived nmenber
expertise (particularly, the further the | ower bound extends bel ow
the sharer’s perceived own expertise), and into groups that do not
mai ntain strong intermenber trust. Trust within such groups often
appears strongest where nenbers interact regularly; have conmmon
backgrounds, expertise, or challenges; conformto behavi oura
expectations (such as by foll owing defined handling requirements and
not msrepresenting material they share); and reciprocate the sharing
and support they receive. [LITREVIEW highlights that many of these
factors are associated with the human role in Cyber Threat
Intelligence (CTl) sharing.

5.4. Autonmation

While 10Cs can be effectively utilised by organi sati ons of various
sizes and resource constraints, as discussed in Section 4.1.2,

aut omati on of 10C ingestion, processing, assessment, and depl oynent
is critical for managi ng them at scale. Mnual oversight and

i nvestigation may be necessary intermittently, but a reliance on
manual processing and searching only works at small scale or for
occasi onal cases.

The adopti on of automation can also enable faster and easier
correlation of 10C detections across different |og sources and
network monitoring interfaces across different times and physica

| ocations. Thus, the response can be tailored to reflect the nunber
and overlap of detections froma particular intrusion set, and the
necessary context can be presented al ongsi de the detection when
generating any alerts for defender review While nmanual processing
and searching may be no | ess accurate (although I0oC transcription
errors are a comon probl em during busy incidents in the experience
of the authors), the correlation and cross-referencing necessary to
provi de the sane degree of situational awareness is nmuch nore tine-
consum ng.

A third inmportant consideration when perform ng manual processing is
the | onger phase monitoring and adj ustment necessary to effectively
age out loCs as they becone irrelevant or, nore crucially,

i naccurate. Manual inplenentations nust often sinply include or
exclude an 1oC, as anything nore granular is tinme-consum ng and
complicated to manage. |In contrast, automations can support a
gradual reduction in confidence scoring, enabling 1oCs to contribute
but not individually disrupt a detection as their specificity
reduces.

6. Conprehensi ve Coverage and Def ence-in-Depth

I oCs provide the defender with a range of options across the PoP s

| ayers, enabling themto bal ance precision and fragility to give high
confidence detections that are practical and useful. Broad coverage
of the PoP is inportant as it allows the defender to choose between
hi gh precision but high fragility options and nore robust but |ess
preci se indicators depending on availability. As fragile indicators
are changed, the nore robust 10oCs allow for continued detection and
faster rediscovery. For this reason, it’s inportant to collect as
many | oCs as possible across the whole PoP to provide options for

def ender s.

At the top of the PoP, TTPs identified through anonaly detection and
machine |l earning are nmore likely to have fal se positives, which gives



| ower confidence and, vitally, requires better trained analysts to
understand and i npl enent the defences. However, these are very

pai nful for attackers to change, so when tuned appropriately, they
provi de a robust detection. Hashes, at the bottom are precise and
easy to deploy but are fragile and easily changed within and across
campai gns by malicious actors.

Endpoi nt Detection and Response (EDR) or Antivirus (AV) are often the
first port of call for protection fromintrusion, but endpoint
solutions aren’t a panacea. One issue is that there are many
environments where it is not possible to keep them updated or, in

some cases, deploy themat all. For exanple, the Ownari botnet, a
Mrai variant [Ownari], exploited Internet of Things (10oT) devices
where such sol utions could not be deployed. It is because of such

gaps, where endpoint solutions can't be relied on, that a defence-in-
dept h approach is comonly advi sed, using a bl ended approach that
i ncl udes both network and endpoi nt def ences.

If an attack happens, then the best situation is that an endpoint
solution will detect and prevent it. |If it doesn't, it could be for
many good reasons: the endpoint solution could be quite conservative
and aimfor a |ow fal se-positive rate, it mght not have ubi quitous
coverage, or it mght only be able to defend the initial step of the
kill chain [KillChain]. |In the worst cases, the attack specifically
di sabl es the endpoint solution, or the malware is brand new and so
won’t be recogni sed

In the mddle of the pyramid, |0oCs related to network information
(such as domains and | P addresses) can be particularly useful. They
all ow for broad coverage, w thout requiring each and every endpoi nt
security solution to be updated, as they may be detected and enforced
in a nore centralised manner at network choke points (such as proxies
and gateways). This makes them particularly useful in contexts where
ensuring endpoint security isn't possible, such as Bring Your Oan
Devi ce (BYOD), Internet of Things (loT), and | egacy environments.
It’s inmportant to note that these network-level 10Cs can al so protect
users of a network agai nst conprom sed endpoi nts when these |10Cs are
used to detect the attack in network traffic, even if the conprom se
itself passes unnoticed. For exanple, in a BYOD environnent,
enforcing security policies on the device can be difficult, so non-
endpoi nt 1oCs and sol utions are needed to all ow detection of
comprom se even with no endpoi nt coverage

One exanpl e of how network-level 10Cs provide a |ayer of a defence-
in-depth solution is Protective DNS (PDNS) [ Annual 2021], a free and
voluntary DNS filtering service provided by the UK NCSC for UK public
sector organisations [PDNS]. 1In 2021, this service bl ocked access to
more than 160 million DNS queries (out of 602 billion total queries)
for the organi sations signed up to the service [ ACD2021]. This

i ncl uded hundreds of thousands of queries for domains associated with
Fl ubot, Android malware that uses DGAs to generate 25,000 candi date
command and control donmains each nonth (these DGAs [ DGAs] are a type
of TTP).

I 0Cs such as nmalicious domains can be put on PDNS strai ght away and
can then be used to prevent access to those known nalici ous donmi ns
across the entire estate of over 925 separate public sector entities
that use NCSC s PDNS. Coverage can be patchy with endpoints, as the
roll-out of protections isn't uniformor necessarily fast. However,
if the l1oCis on PDNS, a consistent defence is maintained for devices
using PDNS, even if the device itself is not imredi ately updat ed.
This offers protection, regardless of whether the context is a BYCD
envi ronment or a nanaged enterprise system PDNS provi des the nost
front-facing | ayer of defence-in-depth solutions for its users, but
other 10Cs, like Server Nane Indication values in TLS or the server
certificate information, also provide |10C protections at other



| ayers.

Simlar to the AV scenario, |arge-scale services face risk decisions
around bal ancing t hreat agai nst business inpact fromfal se positives.
Organi sations need to be able to retain the ability to be nore
conservative with their own defences, while still benefiting from
them For instance, a commercial DNS filtering service is intended
for broad deploynent, so it will have a risk tolerance simlar to AV
products, whereas DNS filtering intended for governnent users (e.qg.
PDNS) can be nore conservative but will still have a relatively broad
depl oynent if intended for the whole of governnent. A governnent
departnent or specific conpany, on the other hand, m ght accept the
risk of disruption and arrange firewalls or other network protection
devices to conpletely block anything related to particular threats,
regardl ess of the confidence, but rely on a DNS filtering service for
everyt hi ng el se.

O her network defences can make use of this blanket coverage from
loCs, like mddlebox nmitigation, proxy defences, and application-

|l ayer firewalls, but are out of scope for this docunent. Large
enterprise networks are likely to deploy their own DNS resol ution
architecture and possibly TLS inspection proxies and can depl oy 10Cs
in these |locations. However, in networks that choose not to, or
don’t have the resources to, deploy these sorts of nitigations, DNS
goes through firewalls, proxies, and possibly a DNS filtering
service; it doesn’'t have to be unencrypted, but these appliances nust
be able to decrypt it to do anything useful with it, |ike blocking
queries for known bad URIs.

Covering a broad range of 10Cs gives defenders a w de range of
benefits: they are easy to deploy; they provide a high enough
confidence to be effective; at |least sone will be painful for
attackers to change; and their distribution around the infrastructure
allows for different points of failure, and so overall they enable
the defenders to disrupt bad actors. The conbination of these
factors cenments 10Cs as a particularly valuable tool for defenders
with limted resources.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

Thi s docunent is all about systemsecurity. However, when poorly
depl oyed, 10Cs can | ead to over-bl ocking, which nay present an
availability concern for sone systens. Wile |10Cs preserve privacy
on a macro scale (by preventing data breaches), research could be
done to investigate the inpact on privacy fromsharing |oCs, and

i mprovenents could be nade to mninise any inpact found. The
creation of a privacy-preserving nethod of sharing 1oCs that stil
al l ows both network and endpoi nt defences to provide security and

| ayered defences woul d be an interesting proposal

Concl usi ons

loCs are versatile and powerful. 10Cs underpin and enable nmultiple
| ayers of the nodern defence-in-depth strategy. 10Cs are easy to
share, providing a multiplier effect on attack defence efforts, and
they save vital time. Network-level 10Cs offer protection, which is
especi al Iy val uabl e when an endpoint-only solution isn't sufficient.
These properties, along with their ease of use, nake |10Cs a key
conmponent of any attack defence strategy and particularly val uabl e
for defenders with limted resources.

For 1oCs to be useful, they don't have to be unencrypted or visible
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in networks, but it is crucial that they be nade avail able, along
with their context, to entities that need them It is also inportant
that this availability and eventual usage cope with nultiple points
of failure, as per the defence-in-depth strategy, of which 10Cs are a
key part.
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