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I nt roduction

Message integrity and authenticity are security properties that are
critical to the secure operation of many HTTP applications.
Application developers typically rely on the transport |ayer to
provi de these properties, by operating their application over TLS
[TLS]. However, TLS only guarantees these properties over a single
TLS connection, and the path between the client and application may
be composed of nultiple independent TLS connections (for example, if
the application is hosted behind a TLS-terminating gateway or if the
client is behind a TLS I nspection appliance). |In such cases, TLS
cannot guarantee end-to-end message integrity or authenticity between
the client and application. Additionally, sone operating
environments present obstacles that nmake it inpractical to use TLS
(such as the presentation of client certificates froma browser) or
to use features necessary to provi de nessage authenticity.

Furt hernmore, sone applications require the binding of a higher-Ievel
application-specific key to the HITP nmessage, separate fromany TLS
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certificates in use. Consequently, while TLS can neet nessage
integrity and authenticity needs for many HTTP-based applications, it
is not a universal solution

Addi tionally, many applications need to be able to generate and
verify signatures despite inconmpl ete knowl edge of the HTTP nessage as
seen on the wire, due to the use of libraries, proxies, or
application frameworks that alter or hide portions of the nessage
fromthe application at the time of signing or verification. These
applications need a neans to protect the parts of the nessage that
are nost relevant to the application without having to viol ate

| ayering and abstracti on.

Fi nal |l y, object-based signature nmechani sns such as JSON Wb Si gnature
[JWE] require the intact conveyance of the exact information that was
signed. When applying such technol ogies to an HITP nessage, el enents
of the HTTP nessage need to be duplicated in the object payl oad
either directly or through the inclusion of a hash. This practice

i ntroduces complexity, since the repeated informati on needs to be
carefully checked for consistency when the signature is verified.

Thi s docunent defines a nechanismfor providing end-to-end integrity
and authenticity for components of an HITP message by using a

det ached signature on HTTP nessages. The mechani sm al | ows
applications to create digital signatures or nessage authentication
codes (MACs) over only the conmponents of the nessage that are

meani ngf ul and appropriate for the application. Strict

canoni calization rules ensure that the verifier can verify the
signature even if the nessage has been transformed in many of the
ways permtted by HTTP

The signing mechani sm described in this docunent consists of three
parts:

* A common nomencl ature and canoni calization rule set for the
different protocol elenents and ot her conponents of HITP messages,
used to create the signature base (Section 2).

* Algorithns for generating and verifying signatures over HITP
message conponents using this signature base through the
application of cryptographic primtives (Section 3).

* A mechanismfor attaching a signature and related netadata to an
HTTP nessage and for parsing attached signatures and netadata from
HTTP nessages. To facilitate this, this docunent defines the
"Signature-Input" and "Signature" fields (Section 4).

Thi s docunent al so provides a nechani smfor negotiating the use of
signatures in one or nore subsequent nessages via the "Accept-
Signature" field (Section 5). This optional negotiation nechani sm
can be used along with opportunistic or application-driven nessage
signatures by either party.

The nechani snms defined in this docunent are inportant tools that can
be used to build an overall security mechanismfor an application
This tool kit provides sonme powerful capabilities but is not

sufficient in creating an overall security story. |In particular, the
requi renents listed in Section 1.4 and the security considerations
di scussed in Section 7 are of high inportance to all inplenentors of

this specification. For exanple, this specification does not define
a means to directly cover HITP nmessage content (defined in

Section 6.4 of [HTTP]); rather, it relies on the Digest specification
[ DI GEST] to provide a hash of the nessage content, as discussed in
Section 7.2.8.

Conventi ons and Ter m nol ogy



The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

The terns "HTTP nessage”, "HTTP request"”, "HTTP response", "target
URI ", "gateway", "header field", "internediary", "request target",
"trailer field", "sender", "method", and "recipient" are used as

defined in [HITP].

For brevity, the term"signature"” on its own is used in this docunent
to refer to both digital signatures (which use asymetric

crypt ography) and keyed MACs (which use symetric cryptography).
Simlarly, the verb "sign" refers to the generation of either a
digital signature or keyed MAC over a given signature base. The
qualified term"digital signature" refers specifically to the output
of an asynmetric cryptographi c signing operation

Thi s docunent uses the follow ng termninology from Section 3 of
[ STRUCTURED- FI ELDS] to specify data types: List, Inner List,
Dictionary, Item String, Integer, Byte Sequence, and Bool ean

Thi s docunent defines several string constructions using ABNF [ ABNF]
and uses the follow ng ABNF rules: VCHAR, SP, DQUOTE, and LF. This
docunent uses the follow ng ABNF rul es from [ STRUCTURED- Fl ELDS] : sf -
string, inner-list, and parameters. This docunment uses the follow ng
ABNF rules from[HTTP] and [HTTP/1.1]: field-content, obs-fold, and
obs-text.

In addition to those |listed above, this docunent uses the follow ng
terns:

HTTP Message Signature
A digital signature or keyed MAC that covers one or nore portions
of an HTTP nessage. Note that a given HITP nmessage can contain
mul tiple HTTP nessage signatures

Si gner:
The entity that is generating or has generated an HTTP nessage
signature. Note that nultiple entities can act as signers and
apply separate HTTP message signatures to a given HITP nessage

Verifier:
An entity that is verifying or has verified an HITP nessage
si gnature agai nst an HTTP nessage. Note that an HTTP nessage
signature may be verified multiple times, potentially by different
entities.

HTTP Message Conponent:
A portion of an HTTP nessage that is capable of being covered by
an HTTP nmessage signature.

Derived Conponent:
An HTTP nessage conponent derived fromthe HTTP nessage through
the use of a specified algorithmor process. See Section 2.2.

HTTP Message Conponent Name:
A String that identifies an HTTP nessage component’s source, such
as a field name or derived conponent nane.

HTTP Message Conponent Identifier
The conbi nati on of an HTTP nessage conponent nanme and any
parameters. This conbi nation uniquely identifies a specific HITP
message conponent with respect to a particular HITP nessage



signature and the HTTP message it applies to.

HTTP Message Conponent Val ue:
The val ue associated with a given conponent identifier within the
context of a particular HTTP nmessage. Conponent val ues are
derived fromthe HITP nessage and are usually subject to a
canoni cal i zati on process.

Cover ed Conponents:
An ordered set of HTTP nessage conponent identifiers for fields
(Section 2.1) and derived conponents (Section 2.2) that indicates
the set of nessage conponents covered by the signature, never
including the @ignature-parans identifier itself. The order of
this set is preserved and comuni cat ed between the signer and
verifier to facilitate reconstruction of the signature base.

Si gnat ure Base:
The sequence of bytes generated by the signer and verifier using
the covered conponents set and the HITP nessage. The signature
base is processed by the cryptographic algorithmto produce or
verify the HITP nessage signature.

HTTP Message Signature Al gorithm
A cryptographic algorithmthat describes the signing and
verification process for the signature, defined in ternms of the
HTTP_SI GN and HTTP_VERI FY primtives described in Section 3.3.

Key Material:
The key material required to create or verify the signature. The
key material is often identified with an explicit key identifier,
allowing the signer to indicate to the verifier which key was
used.

Creation Tine:
A timestanp representing the point in tine that the signature was
generated, as asserted by the signer.

Expiration Tine:
A tinmestanp representing the point in time after which the
signature should no | onger be accepted by the verifier, as
asserted by the signer.

Tar get Message:
The HTTP nessage to which an HTTP nessage signature is applied.

Si gnat ure Cont ext:
The data source fromwhich the HTTP nessage conponent val ues are
drawn. The context includes the target nessage and any additiona
informati on the signer or verifier mght have, such as the ful
target URI of a request or the related request nessage for a
response.

The term "UNI X timestanp” refers to what Section 4.16 of [PGCSI X 1]
calls "seconds since the Epoch".

Thi s docunent contains non-nornmative exanples of partial and conplete
HTTP nessages. Sone exanples use a single trailing backslash (\) to
indicate line wapping for |ong values, as per [RFC8792]. The \
character and | eadi ng spaces on wapped |lines are not part of the

val ue.

1.2. Requirenents
HTTP pernits, and sonetinmes requires, internediaries to transform

messages in a variety of ways. This can result in a recipient
receiving a nessage that is not bitw se-equivalent to the nessage



that was originally sent. 1In such a case, the recipient will be
unable to verify integrity protections over the raw bytes of the
sender’s HITP nessage, as verifying digital signatures or MACs
requires both signer and verifier to have the exact sane signature
base. Since the exact raw bytes of the nmessage cannot be relied upon
as a reliable source for a signature base, the signer and verifier
have to independently create the signature base fromtheir respective
versi ons of the nessage, via a nmechanismthat is resilient to safe
changes that do not alter the neaning of the nessage.

For a variety of reasons, it is inpractical to strictly define what
constitutes a safe change versus an unsafe one. Applications use
HTTP in a wide variety of ways and may di sagree on whet her a
particul ar piece of information in a nessage (e.g., the nessage
content, the nmethod, or a particular header field) is relevant.
Thus, a general - purpose solution needs to provide signers with sone
degree of control over which nmessage conponents are signed

HTTP applications may be running in environments that do not provide
conpl ete access to or control over HITP nessages (such as a web
browser’s JavaScript environnent) or nmay be using libraries that
abstract away the details of the protocol (such as the Java HTTP
Client (HHtpdient) library

(https://openjdk.java. net/groups/net/httpclient/intro.htm)). These
applications need to be able to generate and verify signatures
despite inconpl ete knowl edge of the HTTP nessage.

1.3. HITP Message Transformations

As nentioned earlier, HITP explicitly permts, and in some cases
requires, inplenentations to transform nmessages in a variety of ways.
I npl enentations are required to tolerate many of these
transformations. What follows is a non-normative and non-exhaustive
list of transformations that could occur under HTTP, provided as

cont ext:

* Reordering of fields with different field names (Section 5.3 of
[HTTP]).

* Conbination of fields with the same field name (Section 5.2 of
[HTTP]) .

* Renpval of fields |listed in the Connection header field
(Section 7.6.1 of [HTTP]).

* Addition of fields that indicate control options (Section 7.6.1 of
[HTTP]) .

* Addition or renoval of a transfer coding (Section 7.7 of [HITP]).

* Addition of fields such as Via (Section 7.6.3 of [HITP]) and
Forwarded (Section 4 of [RFC7239]).

* Conversion between different versions of HITP (e.g., HITP/1.x to
HTTP/ 2, or vice versa).

* Changes in case (e.g., "Origin" to "origin") of any case-
i nsensitive conponents such as field nanes, request URl scheme, or
host .

* Changes to the request target and authority that, when applied
together, do not result in a change to the nessage’s target UR
as defined in Section 7.1 of [HITP].

Additionally, there are some transformations that are either
deprecated or otherw se not allowed but that could still occur in the



wild. These transformations can still be handl ed w thout breaking
the signature; they include such actions as:

* Use, addition, or removal of leading or trailing whitespace in a
field val ue.

* Use, addition, or renoval of obs-fold in field values (Section 5.2
of [HTTP/1.1]).

We can identify these types of transformations as transfornations
that shoul d not prevent signature verification, even when perforned
on message conponents covered by the signature. Additionally, all
changes to conponents not covered by the signature should not prevent
signature verification

Some exanpl es of these kinds of transformations, and the effect they
have on the nessage signature, are found in Appendi x B.4.

O her transformati ons, such as parsing and reserializing the field
val ues of a covered conponent or changing the value of a derived
conponent, can cause a signature to no |longer validate against a
target nessage. Applications of this specification need to take care
to ensure that the transformati ons expected by the application are
adequat el y handl ed by the choi ce of covered components.

1.4. Application of HITP Message Signatures

HTTP nessage signatures are designed to be a general -purpose too
applicable in a wide variety of circunstances and applications. In
order to properly and safely apply HITP nessage signatures, an
application or profile of this specification MIST specify, at a
mnimum all of the follow ng itens:

* The set of conponent identifiers (Section 2) and signature
paraneters (Section 2.3) that are expected and required to be
included in the covered components list. For exanple, an
aut hori zati on protocol could mandate that the Authorization field
be covered to protect the authorization credentials and nmandate
that the signature paraneters contain a created paraneter
(Section 2.3), while an APl expecting semantically relevant HTTP
message content could require the Content-Digest field defined in
[ DI GEST] to be present and covered as well as mandate a val ue for
the tag parameter (Section 2.3) that is specific to the APl being
pr ot ect ed.

* The expected Structured Field types [ STRUCTURED Fl ELDS] of any
required or expected covered conmponent fields or paraneters.

* A means of retrieving the key material used to verify the
signature. An application will usually use the keyid paraneter of
the signature paraneters (Section 2.3) and define rules for
resolving a key fromthere, though the appropriate key could be
known from ot her neans such as preregistration of a signer’s key.

* The set of allowable signature algorithnms to be used by signers
and accepted by verifiers.

* A means of deternmining that the signature algorithmused to verify
the signature is appropriate for the key material and context of
the message. For exanple, the process could use the alg paraneter
of the signature paraneters (Section 2.3) to state the algorithm
explicitly, derive the algorithmfromthe key material, or use
sonme preconfigured al gorithm agreed upon by the signer and
verifier.

* A nmeans of deternmining that a given key and al gorithmused for a



signature are appropriate for the context of the message. For
exanpl e, a server expecting only ECDSA signatures should know to
reject any RSA signatures, or a server expecting asymmetric
crypt ography should know to reject any symmetric cryptography.

* A means of determining the context for derivation of nessage
components from an HTTP nessage and its application context.
While this is normally the target HTTP nessage itself, the context
could include additional information known to the application
t hrough configuration, such as an external hostnane.

* | f binding between a request and response is needed using the
mechani sm provided in Section 2.4, all elements of the request
message and the response nessage that would be required to provide
properties of such a binding.

* The error nessages and codes that are returned fromthe verifier
to the signer when the signature is invalid, the key material is
i nappropriate, the validity tine windowis out of specification, a
conponent val ue cannot be cal cul ated, or any other errors occur
during the signature verification process. For exanple, if a
signature is being used as an authenticati on nechanism an HITP
status code of 401 (Unauthorized) or 403 (Forbidden) could be
appropriate. |If the response is froman HITP API, a response with
an HTTP status code such as 400 (Bad Request) could include nore
details [ RFC7807] [RFC9457], such as an indicator that the wong
key material was used.

When choosing these paraneters, an application of HITP nessage
signatures has to ensure that the verifier will have access to all
required informati on needed to recreate the signature base. For
exanpl e, a server behind a reverse proxy would need to know t he
original request URI to nmake use of the derived conmponent @ arget-
uri, even though the apparent target URI woul d be changed by the
reverse proxy (see also Section 7.4.3). Additionally, an application
usi ng signatures in responses would need to ensure that clients
recei ving signed responses have access to all the signed portions of
the nessage, including any portions of the request that were signed
by the server using the req ("request-response") paraneter

(Section 2.4).

Details regarding this kind of profiling are within the purview of
the application and outside the scope of this specification; however,
some additional considerations are discussed in Section 7. |In
particul ar, when choosing the required set of conponent identifiers,
care has to be taken to nmake sure that the coverage is sufficient for
the application, as discussed in Sections 7.2.1 and 7.2.8. This
specification defines only part of a full security systemfor an
application. Wen building a conplete security system based on this
tool, it is inportant to performa security analysis of the entire
system of which HTTP nessage signatures is a part. Historica
systems, such as AWS Signature Version 4 [ AN5-SI Gv4], can provide

i nspiration and exanpl es of how to apply simlar nechanisns to an
appl i cation, though review of such historical systenms does not negate
the need for a security analysis of an application of HITP nessage

si gnatures

HTTP Message Conponents

In order to allow signers and verifiers to establish which conmponents
are covered by a signature, this docunent defines component
identifiers for conponents covered by an HITP nessage signature, a
set of rules for deriving and canonicalizing the val ues associ ated
with these conponent identifiers fromthe HTTP nessage, and the means
for combi ning these canonicalized values into a signature base.



The signature context for deriving these val ues MJST be accessible to
both the signer and the verifier of the nmessage. The context MJST be
the sane across all conmponents in a given signature. For exanple, it
woul d be an error to use the raw query string for the @uery derived
conmponent but conbi ned query and form paraneters for the @uery-param
derived component. For nore considerations regardi ng the nessage
component context, see Section 7.4.3.

A conponent identifier is conposed of a conponent nane and any
paraneters associated with that name. Each conponent nane is either
an HTTP field name (Section 2.1) or a registered derived conponent
nanme (Section 2.2). The possible paraneters for a conmponent
identifier are dependent on the component identifier. The "HITP

Si gnat ure Conponent Paraneters" registry, which catal ogs all possible
paraneters, is defined in Section 6.5.

Wthin a single |list of covered conponents, each component identifier
MUST occur only once. One conponent identifier is distinct from
another if the conponent nane differs or if any of the paraneters
differ for the sane conponent nane. Miltiple conponent identifiers
havi ng the sane conponent nane MAY be included if they have
paraneters that nmake themdi stinct, such as "foo";bar and "foo"; baz.
The order of paraneters MJST be preserved when processing a comnmponent
identifier (such as when parsing during verification), but the order
of parameters is not significant when conparing two component
identifiers for equality checks. That is to say, "foo";bar;baz
cannot be in the sane nessage as "foo0"; baz;bar, since these two
conponent identifiers are equivalent, but a system processing one
formis not allowed to transformit into the other form

The conponent val ue associated with a conponent identifier is defined
by the identifier itself. Conponent val ues MJST NOT contain newine
(\'n) characters. Sone HITP nessage conponents can undergo
transformati ons that change the bitw se value w thout altering the
meani ng of the conponent’s value (for exanple, when conbining field
val ues). Message conponent val ues therefore need to be canonicalized
before they are signed, to ensure that a signature can be verified
despite such internediary transformations. This docunent defines

rul es for each conponent identifier that transformthe identifier’s
associ ated conponent value into such a canonical form

The foll owi ng sections define conponent identifier nanes, their
paraneters, their associated val ues, and the canonicalization rules
for their values. The nmethod for conbining nmessage conponents into
the signature base is defined in Section 2.5.

2.1. HITP Fields

The conponent name for an HITP field is the | owercased formof its
field nanme as defined in Section 5.1 of [HTTP]. While HTTP field
nanes are case insensitive, inplenentations MJST use | owercased field
nanes (e.g., content-type, date, etag) when using them as conponent
namnes.

The conponent value for an HTTP field is the field value for the
naned field as defined in Section 5.5 of [HITP]. The field value
MUST be taken fromthe nanmed header field of the target nessage
unl ess this behavior is overridden by additional paraneters and
rules, such as the req and tr flags, below For nost fields, the
field value is an ASCI1 string as recommended by [HTTP], and the
component value is exactly that string. Oher encodings could exist
in some inplementations, and all non-ASClII field values MJST be
encoded to ASCI| before being added to the signature base. The bs
paraneter, as described in Section 2.1.3, provides a nmethod for

wr appi ng such problematic field val ues.



Unl ess overridden by additional paraneters and rules, HITP field

val ues MJUST be conbined into a single value as defined in Section 5.2
of [HTTP] to create the conponent value. Specifically, HITP fields
sent as multiple fields MJST be conbi ned by concatenating the val ues
using a single comma and a single space as a separator ("," + " ").
Note that internediaries are allowed to conbine values of HITP fields
wi th any amount of whitespace between the commas, and if this
behavi or is not accounted for by the verifier, the signature can
fail, since the signer and verifier will see a different conponent
value in their respective signhature bases. For robustness, it is
RECOMVENDED t hat si gned nmessages include only a single instance of
any field covered under the signature, particularly with the val ue
for any list-based fields serialized using the algorithmbelow This
approach increases the chances of the field val ue renai ni ng unt ouched
through internediaries. Were that approach is not possible and

mul tiple instances of a field need to be sent separately, it is
RECOMVENDED t hat signers and verifiers process any list-based fields
taking all individual field values and conbi ning them based on the
strict algorithm below, to counter possible intermediary behavior
When the field in question is a Structured Field of type List or
Dictionary, this effect can be acconplished nore directly by
requiring the strict Structured Field serialization of the field

val ue, as described in Section 2.1.1

Note that sonme HTTP fields, such as Set-Cookie [ COXIE], do not
follow a syntax that allows for the conbination of field values in
this manner (such that the conbi ned output is unanbi guous from
multiple inputs). Even though the conponent value is never parsed by
the message signature process and is used only as part of the
signature base (Section 2.5), caution needs to be taken when
including such fields in signatures, since the conbined val ue could
be anbi guous. The bs parameter, as described in Section 2.1.3,
provides a nethod for wapping such problematic fields. See

Section 7.5.6 for nore discussion regarding this issue.

If the correctly combined value is not directly available for a given
field by an inplementation, the following algorithmw || produce
canoni calized results for |ist-based fields:

1. Create an ordered list of the field values of each instance of
the field in the message, in the order they occur (or will occur)
in the nessage.

2. Strip leading and trailing whitespace fromeach itemin the list.
Note that since HTTP field values are not allowed to contain
| eading and trailing whitespace, this would be a no-op in a
compliant inplenmentation.

3. Renove any obsolete line folding within the line, and replace it
with a single space (" "), as discussed in Section 5.2 of
[HTTP/1.1]. Note that this behavior is specific to HITP/1.1 and
does not apply to other versions of the HTTP specification, which
do not allow internal line folding.

4. Concatenate the list of values with a single comma (",") and a
single space (" ") between each item

The resulting string is the conponent value for the field.

Note that some HTTP fields have values with nultiple valid
serializations that have equival ent semantics, such as allow ng case-
insensitive values that internediaries could change. Applications

si gni ng and processing such fields MJUST consi der how to handl e the
val ues of such fields to ensure that the signer and verifier can
derive the sane value, as discussed in Section 7.5. 2.



The foll owi ng are non-normative exanpl es of component val ues for
header fields, given the follow ng exanple HTTP nessage fragnent:

Host: www. exanpl e. com
Date: Tue, 20 Apr 2021 02:07:56 GMI
X- ON5- Header : Leadi ng and trailing whitespace.
X- Qos- Fol d- Header: (Obsol ete
I'ine folding.
Cache- Control : nax-age=60
Cache- Control : must - reval i date
Example-Dict: a=1, b=2; x=1; y=2, c=(a b c)

The foll owi ng exanpl e shows the conponent val ues for these example
header fields, presented using the signature base format defined in
Section 2.5:

"host": www. exanpl e. com

"date": Tue, 20 Apr 2021 02:07:56 GMI
"X-ows-header": Leading and trailing whitespace.
"x-obs-fol d-header": (Cbsolete |ine fol di ng.
"cache-control": nax-age=60, nust-revalidate

"exanpl e-dict": a=1, b=2; x=1; y=2, c=(a b c)

Enmpty HTTP fields can al so be signed when present in a nessage. The
canoni cal i zed value is the enpty string. This nmeans that the
followi ng enpty header field, with (SP) indicating a single trailing
space character before the empty field val ue:

X- Enpt y- Header : ( SP)

is serialized by the signature base generation algorithm
(Section 2.5) with an enpty string value followi ng the colon and
space added after the conponent identifier

"x-enpty- header": (SP)

Any HTTP field component identifiers MAY have the foll ow ng
paraneters in specific circunstances, each described in detail in
their own sections:

sf A Boolean flag indicating that the component value is serialized
using strict encoding of the Structured Field val ue
(Section 2.1.1).

key A String parameter used to select a single nenber value froma
Dictionary Structured Field (Section 2.1.2).

bs A Boolean flag indicating that individual field values are
encoded usi ng Byte Sequence data structures before being conbi ned
into the conponent value (Section 2.1.3).

req A Boolean flag for signed responses indicating that the
conponent value is derived fromthe request that triggered this
response nessage and not fromthe response nmessage directly. Note
that this paranmeter can also be applied to any derived conmponent
identifiers that target the request (Section 2.4).

tr A Boolean flag indicating that the field value is taken fromthe
trailers of the nessage as defined in Section 6.5 of [HITP]. |If
this flag is absent, the field value is taken fromthe header
fields of the nmessage as defined in Section 6.3 of [HITP]
(Section 2.1.4).

Mul tiple paraneters MAY be specified together, though sone
conbi nati ons are redundant or inconpatible. For exanple, the sf
paraneter’s functionality is already covered when the key paraneter



is used on a Dictionary item since key requires strict serialization
of the value. The bs paraneter, which requires the raw bytes of the
field values fromthe nmessage, is not conpatible with the use of the
sf or key paraneters, which require the parsed data structures of the
field values after conbination.

Addi tional paraneters can be defined in the "HITP Si gnature Conponent
Par anet ers" registry established in Section 6.5.

.1.1. Strict Serialization of HITP Structured Fields

If the value of an HITP field is known by the application to be a
Structured Field type (as defined in [ STRUCTURED- FI ELDS] or its

ext ensions or updates) and the expected type of the Structured Field
is known, the signer MAY include the sf parameter in the conponent
identifier. |If this paranmeter is included with a conponent
identifier, the HITP field value MJUST be serialized using the forma
serialization rules specified in Section 4 of [ STRUCTURED- FI ELDS] (or
the applicable formal serialization section of its extensions or
updat es) applicable to the type of the HTTP field. Note that this
process will replace any optional internal whitespace with a single
space character, anong other potential transformations of the val ue.

If multiple field values occur within a message, these values MJST be
conmbined into a single List or Dictionary structure before
serialization.

If the application does not know the type of the field or does not
know how to serialize the type of the field, the use of this flag

wi Il produce an error. As a consequence, the signer can only
reliably sign fields using this flag when the verifier’s system knows
the type as well.

For exanple, the following Dictionary field is a valid serialization
Example-Dict: a=1, b=2; x=1; y=2, c=(a b c)

If included in the signature base wi thout paraneters, its value would
be:

"exanpl e-dict": a=1, b=2; x=1; y=2, c=(a b c)

However, if the sf paraneter is added, the value is reserialized as
fol | ows:

"exanpl e-dict";sf: a=1, b=2;x=1;y=2, c=(a b c)
The resulting string is used as the conponent val ue; see Section 2.1
.1.2. Dictionary Structured Field Menbers

If a given field is known by the application to be a Dictionary
Structured Field, an individual nmenmber in the value of that
Dictionary is identified by using the parameter key and the

Di ctionary menber key as a String val ue.

If multiple field values occur within a nessage, these val ues MJST be
conbined into a single Dictionary structure before serialization

An individual menber value of a Dictionary Structured Field is
canoni cal i zed by applying the serialization algorithmdescribed in
Section 4.1.2 of [ STRUCTURED- FI ELDS] on the nmenber _value and its
paraneters, not including the Dictionary key itself. Specifically,
the value is serialized as an Itemor Inner List (the two possible
val ues of a Dictionary nmenber), with all paraneters and possible
subfields serialized using the strict serialization rules defined in



Section 4 of [STRUCTURED- FI ELDS] (or the applicable section of its
ext ensi ons or updates).

Each paraneterized key for a given field MJUST NOT appear nore than
once in the signature base. Paraneterized keys MAY appear in any
order in the signature base, regardl ess of the order they occur in
the source Dictionary.

If a Dictionary key is named as a covered conponent but it does not
occur in the Dictionary, this MJST cause an error in the signature
base generati on.

The foll owi ng are non-normative exanpl es of canonicalized val ues for
Dictionary Structured Field nenbers, given the followi ng exanple
header field, whose value is known by the application to be a

Di ctionary:

Example-Dict: a=1, b=2;x=1;y=2, c=(a b c), d

The foll owi ng exanpl e shows canoni calized values for different
conmponent identifiers of this field, presented using the signature
base format discussed in Section 2.5:

"exanpl e-dict"; key="a": 1
"exanpl e-di ct"; key="d": 2?1
"exanpl e-di ct"; key="b": 2;x=1;y=2
"exanpl e-dict"; key="c": (a b c)

Note that the value for key="c" has been reserialized according to
the strict nenber_value algorithm and the value for key="d" has been
serialized as a Bool ean val ue.

2.1.3. Binary-Wapped HTTP Fi el ds

If the value of the HTTP field in question is known by the
application to cause problens with serialization, particularly with
the conbination of nultiple values into a single line as discussed in
Section 7.5.6, the signer SHOULD include the bs paraneter in a
conponent identifier to indicate that the values of the field need to
be wapped as binary structures before being conbi ned.

If this parameter is included with a conponent identifier, the
component val ue MJUST be cal cul ated using the follow ng al gorithm

1. Let the input be the ordered set of values for a field, in the
order they appear in the nessage.

2. Create an enpty List for accunul ating processed field val ues.
3. For each field value in the set:

3.1. Strip leading and trailing whitespace fromthe field val ue.
Note that since HTTP field values are not allowed to
contain leading and trailing whitespace, this would be a
no-op in a compliant inplementation

3.2. Renove any obsolete line folding within the line, and
replace it with a single space (" "), as discussed in
Section 5.2 of [HITP/1.1]. Note that this behavior is
specific to [HTTP/1.1] and does not apply to other versions
of the HITP specification

3.3. Encode the bytes of the resulting field value as a Byte
Sequence. Note that nost fields are restricted to ASClI
characters, but other octets could be included in the val ue
in sonme inplenmentations.



3.4. Add the Byte Sequence to the List accumnul ator
4. The internmediate result is a List of Byte Sequence val ues.

5. Followthe strict serialization of a List as described in
Section 4.1.1 of [ STRUCTURED- FI ELDS], and return this output.

For exanple, the following field with internal commas prevents the
distinct field values frombeing safely conbi ned:

Exanpl e- Header: value, with, lots
Exanpl e- Header: of, comas

In our exanple, the sane field can be sent with a senantically
di fferent single val ue:

Exanpl e- Header: value, with, lots, of, commas

Both of these versions are treated differently by the application
However, if included in the signature base w thout paranmeters, the
conponent val ue would be the sane in both cases:

"exanpl e- header": value, with, lots, of, conmas

However, if the bs paraneter is added, the two separate instances are
encoded and serialized as follows:

"exanpl e- header"; bs: :dnFsdWJsl HdpdGgsl GxvdHME: , : b2Ysl G\vbWLhcw==:

For the single-instance field above, the encoding with the bs
paraneter is:

"exanpl e- header"; bs: :dnFsdWJsl HdpdGgsl GxvdHVs1 GO CBj b21t YXM=:

Thi s component value is distinct fromthe multiple-instance field
above, preventing a collision that could potentially be exploited.

2.1.4. Trailer Fields

If the signer wants to include a trailer field in the signature, the
si gner MJST include the tr Bool ean paraneter to indicate that the
val ue MUST be taken fromthe trailer fields and not from the header
fields.

For exanpl e, given the follow ng nmessage:

HTTP/ 1.1 200 XK
Cont ent - Type: text/plain
Tr ansf er - Encodi ng: chunked
Trailer: Expires

4
HTTP

7

Message

a

Si gnat ur es

0

Expires: Wed, 9 Nov 2022 07:28: 00 GV

The signer decides to add both the Trailer header field and the
Expires trailer field to the signature base, along with the status
code derived conponent:

"@tatus": 200



"trailer": Expires
"expires";tr: Wed, 9 Nov 2022 07:28: 00 GMVI

If afieldis available as both a header and a trailer in a nessage,
both val ues MAY be signed, but the values MJST be signed separately.
The val ues of header fields and trailer fields of the sane nane MJST
NOT be conbi ned for purposes of the signature.

Since trailer fields could be nerged into the header fields or
dropped entirely by internediaries as per Section 6.5.1 of [HTTP], it
is NOT RECOMVENDED to include trailers in the signature unless the
signer knows that the verifier will have access to the values of the
trailers as sent.

2.2. Derived Conponents

In addition to HTTP fields, there are a nunber of different
components that can be derived fromthe control data, signature
context, or other aspects of the HITP nessage being signed. Such
derived conponents can be included in the signature base by defining
a conponent nane, possible paraneters, nessage targets, and the
derivation nmethod for its conmponent val ue.

Derived conponent names MJST start with the "at" (@ character. This
differentiates derived conponent nanes from HTTP field names, which
cannot contain the @character as per Section 5.1 of [HITP].
Processors of HITP nessage signatures MJST treat derived conmponent
nanes separately fromfield nanes, as discussed in Section 7.5.1

Thi s specification defines the follow ng derived conponents:
@ret hod The nethod used for a request (Section 2.2.1).
@arget-uri  The full target URI for a request (Section 2.2.2).

@ut hority The authority of the target URI for a request
(Section 2.2.3).

@chene The schene of the target URI for a request (Section 2.2.4).
@equest-target The request target (Section 2.2.5).

@ath The absolute path portion of the target URI for a request
(Section 2.2.6).

@uery The query portion of the target URI for a request
(Section 2.2.7).

@uery-param A parsed and encoded query parameter of the target URI
for a request (Section 2.2.8).

@tatus The status code for a response (Section 2.2.9).

Addi ti onal derived conponent names are defined in the "HITTP Signature
Derived Conponent Names" registry (Section 6.4).

Derived conponent values are taken fromthe context of the target
message for the signature. This context includes information about
the message itself, such as its control data, as well as any
additional state and context held by the signer or verifier. In
particul ar, when signing a response, the signer can include any
derived conponents fromthe originating request by using the req
paraneter (Section 2.4).

request: Values derived from and results applied to, an HTTP
request message as described in Section 3.4 of [HITP]. |If the



target nmessage of the signature is a response, derived conmponents
that target request nessages can be included by using the req
paraneter as defined in Section 2.4.

response: Values derived from and results applied to, an HTTP
response nessage as described in Section 3.4 of [HITP].

request, response: Values derived from and results applied to,
either a request nessage or a response nessage.

A derived conponent definition MIST define all target nmessage types
to which it can be applied.

Derived conponent values MJST be linmted to printable characters and
spaces and MJUST NOT contain any new ine characters. Derived
conmponent val ues MUST NOT start or end with whitespace characters.

2.2.1. Method

The @ret hod derived conponent refers to the HTTP net hod of a request
message. The conponent val ue is canonicalized by taking the val ue of
the nmethod as a string. Note that the nmethod nane is case sensitive
as per [HTTP], Section 9.1. \While conventionally standardi zed net hod
nanes are uppercase [ASCII], no transformation to the input method
val ue’s case is perforned.

For exanple, the follow ng request nessage:

POST / pat h?par amrval ue HTTP/ 1.1
Host: www. exanpl e. com

woul d result in the follow ng @rethod conponent val ue:
POST
and the foll ow ng signature base I|ine:
" @ret hod": POST

2.2.2. Target UR
The @arget-uri derived conponent refers to the target URI of a
request message. The conponent value is the target URl of the
request ([HTTP], Section 7.1), assenbled fromall avail able URI
conponents, including the authority.

For exanple, the foll ow ng nessage sent over HITPS:

POST / pat h?par anrval ue HTTP/ 1.1
Host: www. exanpl e. com

would result in the following @arget-uri conponent val ue:
htt ps:// ww. exanpl e. com pat h?par anrval ue
and the follow ng signature base |ine:
"@arget-uri": https://ww. exanpl e. com pat h?par anrval ue
2.2.3. Authority
The @uthority derived conponent refers to the authority conponent of
the target URI of the HITP request nessage, as defined in [HITP],
Section 7.2. In HTTP/1.1, this is usually conveyed using the Host

header field, while in HTTP/2 and HTTP/3 it is conveyed using the
cauthority pseudo-header. The value is the fully qualified authority



component of the request, comprised of the host and, optionally, port
of the request target, as a string. The conponent val ue MJST be
nornal i zed according to the rules provided in [HTTP], Section 4.2.3.
Nanely, the hostnanme is normalized to | owercase, and the default port
is onmtted.

For exanple, the follow ng request message:

PCST / pat h?par anrval ue HTTP/ 1.1
Host: www. exanpl e. com

woul d result in the follow ng @uthority component val ue:
www, exanpl e. com

and the follow ng signature base |ine:

"@ut hority": wwv. exanpl e.com

The @uthority derived conponent SHOULD be used instead of signing
the Host header field directly. See Section 7.2.4.

2.2.4. Schene

The @chene derived conponent refers to the schene of the target URL
of the HITP request nmessage. The conponent value is the schene as a
| owercase string as defined in [HTTP], Section 4.2. Wile the schene
itself is case insensitive, it MJST be normalized to | owercase for
inclusion in the signature base.

For exanple, the follow ng request nmessage sent over plain HITP

PCST / pat h?par anrval ue HTTP/ 1.1
Host: www. exanpl e. com

woul d result in the follow ng @chene conponent val ue:
http
and the follow ng signature base |ine:
"@chene": http

2.2.5. Request Target
The @ equest-target derived conponent refers to the full request
target of the HITP request nessage, as defined in [HITP],
Section 7.1. The conponent value of the request target can take
different fornms, depending on the type of request, as described
bel ow.
For HTTP/ 1.1, the conponent value is equivalent to the request target
portion of the request line. However, this value is nore difficult
to reliably construct in other versions of HITP. Therefore, it is
NOT RECOMMENDED t hat this conponent be used when versions of HITP
other than 1.1 m ght be in use.

The origin formvalue is a conbination of the absolute path and query
components of the request URL.

For exanple, the follow ng request message:

PCST / pat h?par anrval ue HTTP/ 1.1
Host: www. exanpl e. com

woul d result in the follow ng @equest-target component val ue:



/ pat h?par anrval ue
and the follow ng signature base |ine:
"@equest-target”: /path?paranrval ue

The foll owi ng request to an HTTP proxy with the absol ute-form val ue,
containing the fully qualified target URI:

GET https://ww. exanpl e. coni pat h?par amrval ue HTTP/ 1.1

woul d result in the follow ng @equest-target component val ue:
htt ps://ww. exanpl e. com pat h?par anrval ue

and the follow ng signature base I|ine:

"@equest-target”: https://ww. exanpl e. coni pat h?par amrval ue

The foll owi ng CONNECT request with an authority-formval ue,
containing the host and port of the target:

CONNECT www. exanpl e. com 80 HTTP/ 1.1
Host: www. exanpl e. com

would result in the follow ng @equest-target conponent val ue:
www. exanpl e. com 80

and the follow ng signature base I|ine:

"@equest-target”: ww. exanpl e. com 80

The foll owi ng OPTI ONS request nessage with the asterisk-formval ue,
containing a single asterisk (*) character:

OPTIONS * HTTP/ 1.1
Host: www. exanpl e. com

woul d result in the follow ng @equest-target component val ue:

*

and the follow ng signature base |ine:
"@equest-target": *
2.2.6. Path

The @ath derived conponent refers to the target path of the HITP
request nmessage. The conponent value is the absolute path of the
request target defined by [URI], with no query conponent and no
trailing question mark (?) character. The value is nornalized
according to the rules provided in [HITP], Section 4.2.3. Nanely, an
enpty path string is normalized as a single slash (/) character

Pat h conponents are represented by their val ues before decodi ng any
percent -encoded octets, as described in the sinple string conparison
rules provided in Section 6.2.1 of [URI].

For exanple, the follow ng request message:

CGET / pat h?paranrval ue HTTP/ 1.1
Host: www. exanmpl e. com

woul d result in the follow ng @ath component val ue:



[ path
and the follow ng signature base |ine:
"@ath": /path

2.2.7. Query

The @uery derived conmponent refers to the query conponent of the
HTTP request nessage. The conponent value is the entire nornalized
query string defined by [URI], including the |eading ? character.
The value is read using the sinple string conparison rul es provided
in Section 6.2.1 of [URI]. Nanely, percent-encoded octets are not
decoded.

For exanple, the follow ng request message:

GET / pat h?par anrval ue&f oo=bar &az=bat ¥%2Dman HTTP/ 1.1
Host: www. exanpl e. com

woul d result in the followi ng @uery conponent val ue:
?par anrval ue&f oo=bar &az=bat ¥2Dman

and the follow ng signature base |ine:

"@uery": ?paramrval ue&f oo=bar &az=bat ¥2Dman

The foll owi ng request nessage:

PCST / pat h?queryString HTTP/ 1.1
Host: www. exanpl e. com

woul d result in the followi ng @uery conponent val ue:
?queryString

and the follow ng signature base |ine:

"@uery": ?queryString

Just like including an enpty path conponent, the signer can include
an enpty query conponent to indicate that this conponent is not used
in the nessage. |If the query string is absent fromthe request
message, the conponent value is the |eading ? character al one:

?
resulting in the followi ng signature base line:

"@uery": ?
2.2.8. Query Paraneters

If the query portion of a request target URI uses HTM. form
paraneters in the format defined in Section 5 ("application/

x-ww\ formurl encoded") of [HTMLURL], the @uery-param derived
conponent all ows addressing of these individual query paraneters.
The query paraneters MJST be parsed according to Section 5.1
("application/x-wwformurlencoded parsing”) of [HTMLURL], resulting
inalist of (nanmeString, valueString) tuples. The REQU RED nane
paraneter of each conponent identifier contains the encoded
naneString of a single query paraneter as a String value. The
component val ue of a single naned paraneter is the encoded
valueString of that single query paraneter. Several different named



query parameters MAY be included in the covered conponents. Single
naned paraneters MAY occur in any order in the covered conponents,
regardl ess of the order they occur in the query string.

The val ue of the nane paraneter and the conmponent value of a single
naned paraneter are calculated via the foll owi ng process:

1. Parse the nameString or valueString of the naned query paraneter
defined by Section 5.1 ("application/x-ww-formurlencoded
parsing") of [HTMLURL]; this is the value after percent-encoded
octets are decoded.

2. Encode the naneString or valueString using the "percent-encode
after encodi ng" process defined by Section 5.2 ("application/
X-ww\ formurl encoded serializing") of [HTMLURL]; this results in
an ASCI| string [ASCII].

3. Qutput the ASCII string.

Not e that the conponent val ue does not include any |eading question
mark (?) characters, equals sign (=) characters, or separating
anpersand (& characters. Nanmed query paraneters with an enpty

val ueString have an enpty string as the conponent value. Note that
due to inconsistencies in inplenmentations, sone query paraneter
parsing libraries drop such enpty val ues.

If a query paraneter is naned as a covered conponent but it does not
occur in the query paraneters, this MJST cause an error in the
si gnature base generation

For exanple, for the foll owi ng request:

CGET / pat h?par anrval ue&f oo=bar &az=bat man&qux= HTTP/ 1. 1
Host: www. exanpl e. com

I ndicating the baz, qux, and param naned query paraneters woul d
result in the foll owi ng @uery-param conmponent val ues:

_baz_: batnman
_qux_: an enpty string
_param_: val ue

and the follow ng signature base lines, with (SP) indicating a single
trailing space character before the enpty conponent val ue:

"@uery-parani; nane="baz": bat man
" @uery-parant; nane="qux": ( SP)
"@uery-parant; nane="parani: val ue

Thi s derived conponent has sone limtations. Specifically, the
algorithms provided in Section 5 ("application/

x-ww\ f ormurl encoded”) of [HTMLURL] only support query paraneters
usi ng percent-escaped UTF-8 encoding. O her encodi ngs are not
supported. Additionally, multiple instances of a named paraneter are
not reliably supported in the wild. |If a paraneter nane occurs
multiple times in a request, the named query paraneter MJST NOT be
included. If multiple paraneters are common w thin an application,

it is RECOWENDED to sign the entire query string using the @uery
component identifier defined in Section 2.2.7.

The encodi ng process all ows query paraneters that include newines or
other problematic characters in their values, or with alternative
encodi ngs such as using the plus (+) character to represent spaces.
For the query paraneters in this message:



NOTE: '\’ line wapping per RFC 8792

GET / par anet er s?var =t hi s%0i s%20a%20bi g¥®Anul til i ne%20val ue&\

bar =wi t h+pl us+whi t espace&f a¥3%A7ade¥22%8A%20=somnmet hi ng HTTP/ 1.1
Host: www. exanpl e. com
Date: Tue, 20 Apr 2021 02:07:56 GMI

The resulting val ues are encoded as foll ows:

"@uery-parant; nane="var": thi s¥%20i s¥%20a%20bi g¥®Amul til i ne¥20val ue
"@uery-parant; nane="bar": w t h20pl us¥20whi t espace
"@uery-parant; nane="f a%3%A7ade¥R2%Y8A%¥20": sonet hi ng

If the encoding were not applied, the resultant val ues woul d be:

"@uery-parant;nane="var": this is a big
multiline val ue

"@uery-parant;nane="bar": with plus whitespace
"@uery-parant'; nane="faade\": ": sonething

This base string contains characters that violate the constraints on
component nanes and values and is therefore invalid.

2.2.9. Status Code

The @tatus derived conponent refers to the three-digit numeric HITP
status code of a response nessage as defined in [HTTP], Section 15.
The conponent value is the serialized three-digit integer of the HITP
status code, with no descriptive text.

For exanple, the follow ng response nessage:

HTTP/ 1.1 200 K
Date: Fri, 26 Mar 2010 00: 05: 00 GVl

woul d result in the follow ng @tatus conponent val ue:
200

and the follow ng signature base |ine:

"@tatus": 200

The @tatus conponent identifier MJST NOT be used in a request
nessage

2.3. Signature Paraneters

HTTP nessage signatures have netadata properties that provide

i nformati on regarding the signature’s generation and verification,
consisting of the ordered set of covered conponents and the ordered
set of paraneters, where the paranmeters include a tinmestanp of
signature creation, identifiers for verification key material, and
other utilities. This nmetadata is represented by a special nessage
conponent in the signature base for signature paraneters; this
speci al nmessage conponent is treated slightly differently from ot her
message conponents. Specifically, the signature paraneters nessage
component is REQU RED as the last line of the signature base
(Section 2.5), and the conponent identifier MJST NOT be enunerated
within the set of covered conponents for any signature, including
itself.

The signature paraneters conponent nane is @i gnature-parans.

The signature parameters conponent value is the serialization of the



signature paraneters for this signature, including the covered
conponents ordered set with all associated paraneters. These
paraneters include any of the foll ow ng:

created: Creation time as a UNI X tinmestanp val ue of type Integer
Sub- second precision is not supported. The inclusion of this
par aneter i s RECOVIMENDED.

expires: Expiration tinme as a UNI X tinestanp val ue of type |nteger
Sub-second precision is not supported.

nonce: A random uni que val ue generated for this signature as a
String val ue.

al g: The HTTP nmessage signature algorithmfromthe "HTTP Signature
Al gorithns" registry, as a String val ue.

keyid: The identifier for the key material as a String val ue.

tag: An application-specific tag for the signature as a String
value. This value is used by applications to help identify
signatures relevant for specific applications or protocols.

Addi tional paranmeters can be defined in the "HITP Si gnature Met adata
Par anmet ers” registry (Section 6.3). Note that the paraneters are not
in any general order, but once an ordering is chosen for a given set
of parameters, it cannot be changed without altering the signature
par aneters val ue.

The signature paraneters conponent value is serialized as a
paraneterized Inner List using the rules provided in Section 4 of
[ STRUCTURED- FI ELDS] as fol | ows:

1. Let the output be an enpty string.

2. Determine an order for the conponent identifiers of the covered
components, not including the @i gnature-parans conmponent
identifier itself. Once this order is chosen, it cannot be
changed. This order MJUST be the sane order as that used in
creating the signature base (Section 2.5).

3. Serialize the conmponent identifiers of the covered components,
including all parameters, as an ordered Inner List of String
val ues according to Section 4.1.1.1 of [STRUCTURED- FI ELDS]; then,
append this to the output. Note that the conponent identifiers
can include their own paraneters, and these paraneters are
ordered sets. Once an order is chosen for a conponent’s
paraneters, the order cannot be changed.

4. Determine an order for any signature paraneters. Once this order
is chosen, it cannot be changed.

5. Append the paraneters to the Inner List in order according to
Section 4.1.1.2 of [STRUCTURED- FI ELDS], ski pping paraneters that
are not available or not used for this nmessage signature.

6. The output contains the signature paranmeters conponent val ue.

Note that the Inner List serialization from Section 4.1.1.1 of

[ STRUCTURED- FI ELDS] is used for the covered conmponent val ue instead
of the List serialization from Section 4.1.1 of [ STRUCTURED- FI ELDS]
in order to facilitate parallelismwith this value's inclusion in the
Signature-lnput field, as discussed in Section 4.1

Thi s exanpl e shows the serialized conmponent value for the paraneters
of an exanpl e nessage signature



NOTE: '\’ line wapping per RFC 8792

("@arget-uri" "@uthority" "date" "cache-control ")\
; keyi d="t est - key-rsa-pss"; al g="rsa-pss-sha512";\
creat ed=1618884475; expi res=1618884775

Not e that an HITP nessage could contain nultiple signatures
(Section 4.3), but only the signature paranmeters used for a single
signature are included in a given signhature paraneters entry.

2.4. Signing Request Conponents in a Response Message

When a request nessage results in a signed response nessage, the
signer can include portions of the request nessage in the signature
base by adding the req paraneter to the conponent identifier

req A Boolean flag indicating that the conponent value is derived
fromthe request that triggered this response nmessage and not from
the response nessage directly.

This paraneter can be applied to both HTTP fields and derived
components that target the request, with the same semantics. The
component val ue for a nessage conponent using this paraneter is
calculated in the same manner as it is normally, but data is pulled
fromthe request nessage instead of the target response nessage to
whi ch the signature is applied.

Note that the same conponent nane MAY be included with and without
the req paranmeter in a single signature base, indicating the sane
nanmed component from both the request nessage and the response
nessage.

The req paraneter MAY be conbined with other paranmeters as
appropriate for the conponent identifier, such as the key paraneter
for a Dictionary field.

For exanpl e, when serving a response for this request:
NOTE: "\’ line wapping per RFC 8792

POST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1

Host: exanpl e. com

Date: Tue, 20 Apr 2021 02:07:55 GVII

Cont ent - Di gest: sha-512=: WZDPaVn/ 7XgHaAy8pnoj AKGMRX2UFChF41A2sv X+T\
aPmtAbwAgBWAr i Y1 | u7BNNyeal dVLvRMENTHWKY Jwew==:

Cont ent - Type: application/json

Content-Length: 18

{"hello": "world"}

This would result in the foll owing unsigned response nessage:

NOTE: '\’ line wapping per RFC 8792

HTTP/ 1.1 503 Servi ce Unavail abl e

Date: Tue, 20 Apr 2021 02:07:56 GV

Cont ent - Type: application/json

Content - Lengt h: 62

Cont ent - Di gest: sha-512=: 0Y6i CBzGg5r Zt 0XS951 j z03ms| f 6KAMCl 0 ESHObf wn\
HJI Dbk kWAQz 6 PhhU9kxs ThARt Y2PTBOz q24uJFpHs MuAg==

{"busy": true, "nessage": "Your call is very inportant to us"}

The server signs the response with its own key, including the @tatus
code and several header fields in the covered conponents. Wile this



covers a reasonabl e anmount of the response for this application, the
server additionally includes several conponents derived fromthe
original request nessage that triggered this response. In this
exanpl e, the server includes the nmethod, authority, path, and content
digest fromthe request in the covered conponents of the response.
The Content-Digest for both the request and the response is included
under the response signature. For the application in this exanple,
the query is deened not to be relevant to the response and is
therefore not covered. Qher applications would rmake different
deci si ons based on application needs, as discussed in Section 1.4.

The signature base for this example is:
NOTE: '\’ |ine wapping per RFC 8792

"@tatus": 503

"content-digest": sha-512=: 0Y6i CBzGg5r Zt 0XS95I j z03ns| f 6KAMC 0ESHObLf \
wnHJ Dbk kWAQz 6PhhU9k xs TbARt Y2PTBOz g24uJ FpHs MuAg==

"content-type": application/json

"@ut hority";req: exanple.com

"@ret hod"; req: POST

"@ath";req: /foo

"content-digest";req: sha-512=: WDPaVn/ 7XgHaAy8pnoj AKGNMRx2UFChF41A\
2svX+TaPm+rAbwAgBWAr | i Y1 | u7BNNyeal dVLvRWEMTHWKY Jwew==:

"@ignature-paranms”: ("@tatus" "content-digest" "content-type" \
"@uthority";req "@rethod";req "@ath";req "content-digest";req)\
; Creat ed=1618884479; keyi d="t est - key- ecc- p256"

The signed response nessage is:
NOTE: "\’ |ine wapping per RFC 8792

HTTP/ 1.1 503 Service Unavail abl e

Date: Tue, 20 Apr 2021 02:07:56 GMVIr

Cont ent - Type: application/json

Content-Length: 62

Cont ent - Di gest: sha-512=: 0Y6i CBzGg5r Zt 0XS95I j z03nsl f 6KAMCl 0 ESHObf wn\
HJI Dbk kWAQz 6 PhhU9kxs ThARt Y2PTBOz q24uJFpHs MuAg==

Signature-lnput: reqres=("@tatus" "content-digest" "content-type" \
"@uthority";req "@ethod";req "@ath";req "content-digest";req)\
; creat ed=1618884479; keyi d="t est - key- ecc- p256"

Si gnature: reqgres=:dMI/ Al 76ehr dBTD/ 2Xx8QuKV6FoyzEP/ | 9hdzKNSLQILNgz W\
AW 67HKO5r x1i 8meNQQgQPgQp8wg2i vedt V5Ag==

{"busy": true, "nessage": "Your call is very inportant to us"}

Note that the ECDSA sighature algorithmin use here is non-
determnistic, meaning that a different signature value will be
created every tinme the algorithmis run. The signature val ue
provi ded here can be validated agai nst the given keys, but newy
generated signature values are not expected to nmatch the exanpl e.
See Section 7.3.5.

Si nce the conponent values fromthe request are not repeated in the
response nessage, the requester MJST keep the original nmessage
conponent val ues around | ong enough to validate the signature of the
response that uses this conponent identifier paraneter. In nost
cases, this neans the requester needs to keep the original request
message around, since the signer could choose to include any portions
of the request in its response, according to the needs of the
application. Since it is possible for an internediary to alter a
request nessage hbefore it is processed by the server, applications
need to take care not to sign such altered values, as the client
woul d not be able to validate the resulting signature.

It is also possible for a server to create a signed response in



response to a signed request. For this exanple of a signed request:
NOTE: '\’ |ine wapping per RFC 8792

POST /f oo?par am=Val ue&Pet =dog HTTP/ 1.1

Host: exanpl e. com

Date: Tue, 20 Apr 2021 02:07:55 GV

Cont ent - Di gest: sha-512=: WZDPaVn/ 7XgHaAy8pnoj AKGMRX2UFChF41A2sv X+T\
aPm+AbwAgBWAr | i Y1 | u7BNNyeal dVLvRWEMTHWKY Jwew==:

Cont ent - Type: application/json

Content - Length: 18

Signature-lnput: sigl=("@rethod" "@uthority" "@ath" "@uery" \
"content-digest” "content-type" "content-length")\

; creat ed=1618884475; keyi d="t est - key-rsa- pss"

Si gnature: sigl=:e8UJ5wM Raonlt h5ERt EBA i EH7Akcr 493nQ07VPNo6y3qvj dK\
t Of 08VHOBXXDj nt Yoat GYBGIVI M | p06eVMEY NV2| 4vN7XDAz 7nbv1108vGzaDl j r\
dOH8+SJ28g7bzn6h2xel/ 8q+qUnahWA/ JnC8a0C9i Vnwh OKCc OWSr LgWONTY6VL p4\
2Q¢ 7j j hYT5W7/ wCvf KOALVIMHHLI JXsV873Z6hpxesd50PSnD+xaNeYvDLvVdZI ht wA
5PCt UYzKj Hgwma Q6 DEuMBUdR] YsoNgp2xZKcuCOLnKcOV3R pgMZLuuyVbHDAbCzr \
0pg2d2VM OC33JAU7nekEj j aNz+d7LWPg==:

{"hello": "world"}

The server could choose to sign portions of this response, including
several portions of the request, resulting in this signature base:

NOTE: '\’ line wapping per RFC 8792

"@tatus": 503

"content-digest": sha-512=: 0Y6i CBzGg5r Zt 0XS95I j z03ns! f 6KAMC 0ESHObLf \
wnHJ Dok kW\Qz 6 PhhU9kxs ThARt Y2PTBCOz q24uJ FpHs MuAg==:

"content-type": application/json

"@ut hority";req: exanple.com

"@ret hod";req: POST

"@ath";req: /foo

"@uery";req: ?paranxVal ue&Pet =dog

"content-digest”;req: sha-512=: WDPaVn/ 7XgHaAy8pnoj AKGNMRx2UFChF41A\
2svX+TaPmtAbwAgBWAr | i Yl | u7BNNyeal dVLVRWENTHWKY Jwew==:

"content-type";req: application/json

"content-length";req: 18

"@ignature-params": ("@tatus" "content-digest" "content-type" \
"@uthority";req "@rethod";req "@ath";req "@uery";req \
"content-digest";req "content-type";req "content-length";req)\
; Creat ed=1618884479; keyi d="t est - key- ecc- p256"

and the foll owi ng signed response:
NOTE: '\’ line wapping per RFC 8792

HTTP/ 1.1 503 Servi ce Unavail abl e

Date: Tue, 20 Apr 2021 02:07:56 GV

Cont ent - Type: application/json

Content - Lengt h: 62

Cont ent - Di gest: sha-512=: 0Y6i CBzGg5r Zt 0XS951 j z03ms| f 6KAMCl 0 ESHObf wn\
HJI Dbk kW\Qz 6 PhhU9kxs TbARt Y2PTBOz q24uJ FpHs MuAg==:

Signature-lnput: reqres=("@tatus" "content-digest" "content-type" \
"@uthority";req "@rethod";req "@ath";req "@uery";req \
"content-digest";req "content-type";req "content-length";req)\

; creat ed=1618884479; keyi d="t est - key- ecc- p256"

Signature: regres=: C73J41GVKc+TYXbSobvzf 0CmNcpt R WAH+NY1Or 0A361 Sg6ym

dRN6ZgR2CX r t opFNzgAyv+CeW MsNbcV2Q sgg==:

{"busy": true, "nessage": "Your call is very inportant to us"}

Note that the ECDSA sighature algorithmin use here is non-
determnistic, meaning that a different signature value will be



created every tinme the algorithmis run. The signature val ue
provi ded here can be validated agai nst the given keys, but newy
generated signature values are not expected to nmatch the exanpl e.
See Section 7.3.5.

Applications signing a response to a signed request SHOULD sign all
of the conponents of the request signature value to provide
sufficient coverage and protection against a class of collision
attacks, as discussed in Section 7.3.7. The server in this exanple
has included all conponents listed in the Signature-Input field of
the client’s signhature on the request in the response signature, in
addition to conponents of the response.

Wiile it is syntactically possible to include the Signature and
Signature-lnput fields of the request nessage in the signature
conmponents of a response to a nessage using this mechanism this
practice is NOI RECOWENDED. This is because signatures of
signatures do not provide transitive coverage of covered components
as one mght expect, and the practice is susceptible to severa
attacks as discussed in Section 7.3.7. An application that needs to
signal successful processing or receipt of a signhature would need to
carefully specify alternative nechanisns for sending such a signha
securely.

The response signature can only ever cover what is included in the
request nessage when using this flag. Consequently, if an
application needs to include the nessage content of the request under
the signature of its response, the client needs to include a neans
for covering that content, such as a Content-Digest field. See the
di scussion in Section 7.2.8 for nore informtion

The req paranmeter MJST NOT be used for any conponent in a signature
that targets a request nessage

2.5. Creating the Signature Base

The signature base is an ASCII string [ASCII] containing the
canoni cal i zed HTTP nessage conmponents covered by the signature. The
input to the signature base creation algorithmis the ordered set of
covered conponent identifiers and their associ ated values, along with
any additional signature paraneters discussed in Section 2.3.

Conponent identifiers are serialized using the strict serialization
rul es defined by [ STRUCTURED- FI ELDS], Section 4. The conponent
identifier has a conmponent nane, which is a String Itemval ue
serialized using the sf-string ABNF rule. The conponent identifier
MAY al so include defined paraneters that are serialized using the
paraneters ABNF rule. The signature paraneters line defined in
Section 2.3 follows this sanme pattern, but the conponent identifier
is a String Itemwith a fixed value and no paraneters, and the
conponent value is always an Inner List with optional paraneters.

Note that this nmeans the serialization of the conponent nane itself
is encased in double quotes, with paraneters follow ng as a

sem col on-separated |list, such as "cache-control”, "@uthority",

" @i gnat ure-parans", or "exanple-dictionary"; key="fo0"

The output is the ordered set of bytes that formthe signature base,
whi ch conforms to the foll owi ng ABNF:

si gnature-base = *( signature-base-line LF ) signature-parans-I|ine
si gnature-base-line = conponent-identifier ":" SP
( derived-conponent-value / *field-content )
; no obs-fold nor obs-text
conmponent -i dentifier = conponent-nane paraneters
component - nane = sf-string



deri ved- component -value = *( VCHAR / SP )
si gnature-parans-line = DQUOTE " @i gnat ur e- par ans” DQUOTE
":" SP inner-list

To create the signature base, the signer or verifier concatenates
entries for each conponent identifier in the signhature’ s covered
components (including their paraneters) using the foll ow ng
algorithm Al errors produced as described MJUST fail the algorithm
i medi ately, wthout outputting a signature base.

1. Let the output be an enpty string.

2. For each message conponent itemin the covered conponents set (in
order):

2.1. If the conponent identifier (including its paraneters) has
al ready been added to the signature base, produce an error

2.2. Append the conponent identifier for the covered conmponent
serialized according to the conponent-identifier ABNF rule.
Note that this serialization places the conponent nane in
doubl e quotes and appends any paraneters outside of the
guot es.

2.3. Append a single colon (:).
2.4. Append a single space (" ").
2.5. Determne the conponent value for the conponent identifier

* |f the conponent identifier has a paranmeter that is not
under st ood, produce an error

* |f the conponent identifier has parameters that are
mutual Iy incompatible with one another, such as bs and
sf, produce an error.

* |f the conponent identifier contains the req paraneter
and the target nmessage is a request, produce an error

* |f the conmponent identifier contains the req paraneter
and the target message is a response, the context for
the conponent value is the rel ated request nmessage of
the target response nessage. Oherw se, the context for
the conponent value is the target nessage

* |f the conponent name starts with an "at" (@ character
derive the conmponent’s value fromthe nmessage accordi ng
to the specific rules defined for the derived conponent,
as provided in Section 2.2, including processing of any

known valid paraneters. |If the derived conponent nane
i s unknown or the value cannot be derived, produce an
error.

* |f the conmponent nane does not start with an "at" (@
character, canonicalize the HTTP field val ue as
described in Section 2.1, including processing of any
known valid paraneters. |If the field cannot be found in
the nmessage or the value cannot be obtained in the
context, produce an error.

2.6. Append the covered conponent’s canoni calized conponent
val ue.

2.7. Append a single newine (\n).



3. Append the signature paranmeters conponent (Section 2.3) according
to the signature-parans-line rule as foll ows:

3.1. Append the component identifier for the signature
paraneters serialized according to the conponent-identifier
rule, i.e., the exact value " @i gnature-parans” (including
doubl e quotes).

3.2. Append a single colon (:).
3.3. Append a single space (" ").

3.4. Append the signature paraneters’ canonicalized conponent
val ues as defined in Section 2.3, i.e., Inner List
Structured Field values with paraneters.

4. Produce an error if the output string contains any non- ASCl |
characters [ASCII].

5. Return the output string.

If covered components reference a conponent identifier that cannot be
resolved to a conponent value in the nessage, the inplenmentation MJST
produce an error and not create a signature base. Such situations
include, but are not limted to, the foll ow ng:

* The signer or verifier does not understand the derived comnmponent
nane.

* The component nane identifies a field that is not present in the
message or whose val ue is mal f or med.

* The conponent identifier includes a paraneter that is unknown or
does not apply to the conponent identifier to which it is
att ached.

* The conponent identifier indicates that a Structured Field
serialization is used (via the sf parameter), but the field in
question is known to not be a Structured Field or the type of
Structured Field is not known to the inplenmentation

* The component identifier is a Dictionary menber identifier that
references a field that is not present in the nessage, that is not
a Dictionary Structured Field, or whose value is nmalforned.

* The conponent identifier is a Dictionary nmenber identifier or a
named query parameter identifier that references a nenber that is
not present in the component val ue or whose value is malforned.
For exanple, the identifier is "exanple-dict";key="c", and the
val ue of the Exanpl e-Dict header field is a=1, b=2, which does not
have the c val ue.

In the followi ng non-normative exanple, the HTTP nessage bei ng signed
is the foll owi ng request:

NOTE: '\’ line wapping per RFC 8792

PCST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1

Host: exanpl e. com

Date: Tue, 20 Apr 2021 02:07:55 GMI

Cont ent - Type: application/json

Cont ent - Di gest: sha-512=: WZDPaVn/ 7XgHaAy8pnoj AKGMRX2UFChF41A2sv X+T\
aPm+AbwAgBWAr | i Y1 | u7BNNyeal dVLvRWEMTHWKY Jwew==:

Content - Length: 18

{"hello": "world"}



The covered conponents consist of the @rethod, @uthority, and @ath
derived conponents foll owed by the Content-Di gest, Content-Length,
and Content-Type HITP header fields, in order. The signature
paraneters consist of a creation tinestanp of 1618884473 and a key
identifier of test-key-rsa-pss. Note that no explicit alg paraneter
is given here, since the verifier is known by the application to use
the RSA-PSS al gorithm based on the identified key. The signature
base for this nessage with these paraneters is:

NOTE: "\’ line wapping per RFC 8792

"@ret hod": POST

"@ut hority": exanple.com

"@ath": /foo

"content-digest": sha-512=: WZDPaVn/ 7XgHaAy8pnoj AKGWRx2UFChF41A2sv X\
+TaPm+-AbwAgBWAr 17 Y1 | u7BNNyeal dVLvRWEMTHWKY Jwew==:

"content-length": 18

"content-type": application/json

"@ignature-parans": ("@rethod" "@uthority" "@ath" \
"content-digest" "content-length" "content-type")\
; creat ed=1618884473; keyi d="t est - key-rsa- pss"

Figure 1: Non-normative Exanple Signature Base

Not e that the exanpl e signature base above does not include the fina
new i ne that ends the displayed exanple, nor do other exanple
signature bases displayed el sewhere in this specification

HTTP Message Signatures

An HTTP nessage signature is a signature over a string generated from
a subset of the conponents of an HTTP nessage in addition to netadata
about the signature itself. \Wen successfully verified against an
HTTP nessage, an HTTP nessage si gnature provides cryptographic proof
that the message is semantically equivalent to the message for which
the signature was generated, with respect to the subset of nessage
conmponents that was signed

.1. Creating a Signature

Creation of an HITP nessage signature is a process that takes as its
i nput the signature context (including the target message) and the
requirenents for the application. The output is a signature value
and set of signature paranmeters that can be comrunicated to the
verifier by adding themto the nessage.

In order to create a signature, a signer MJST apply the foll ow ng
al gorithm

1. The signer chooses an HITP signature algorithmand key materia
for signing fromthe set of potential signing algorithms. The
set of potential algorithns is determnmined by the application and
is out of scope for this document. The signer MJST choose key
material that is appropriate for the signature’s algorithm and
that conforns to any requirenents defined by the algorithm such
as key size or format. The mechani sm by which the signer chooses
the algorithmand key material is out of scope for this docunent.

2. The signer sets the signature’s creation tinme to the current
time.

3. |If applicable, the signer sets the signature’'s expiration tine
property to the time at which the signature is to expire. The
expiration is a hint to the verifier, expressing the tine at
whi ch the signer is no longer willing to vouch for the signature.



An appropriate expiration |length, and the processing requirenents
of this parameter, are application specific.

4. The signer creates an ordered set of conponent identifiers
representing the nessage conponents to be covered by the
signature and attaches signature netadata paraneters to this set.
The serialized value of this set is |later used as the val ue of
the Signature-lnput field as described in Section 4.1

* Once an order of covered conponents is chosen, the order MJST
NOT change for the life of the signature.

* Each covered conponent identifier MJST be either (1) an HITP
field (Section 2.1) in the signature context or (2) a derived
conmponent listed in Section 2.2 or in the "HITP Signature
Derived Conponent Names" registry.

* Signers of a request SHOULD include sonme or all of the nessage
control data in the covered conponents, such as the @rethod,
@ut hority, @arget-uri, or some conbination thereof.

* Signers SHOULD include the created signature netadata
paraneter to indicate when the signature was created

* The @i gnature-parans derived conponent identifier MJST NOT be
present in the list of covered conponent identifiers. The
derived conponent is required to always be the last line in
the signature base, ensuring that a signature always covers
its owmn metadata and the netadata cannot be substituted.

* Further guidance on what to include in this set and in what
order is out of scope for this docunent.

5. The signer creates the signature base using these paraneters and
the signature base creation algorithm (Section 2.5).

6. The signer uses the HITP_SIGN primtive function to sign the
signature base with the chosen signing algorithmusing the key
mat eri al chosen by the signer. The HTTP_SIGN primtive and
several concrete applications of signing algorithnms are defined
in Section 3. 3.

7. The byte array output of the signature function is the HITP
nmessage signature output value to be included in the Signature
field as defined in Section 4. 2.

For exanple, given the HTTP nessage and signature paraneters in the
exanple in Section 2.5, the exanple signature base is signed with the
test-key-rsa-pss key (see Appendix B.1.2) and the RSASSA- PSS

al gorithm described in Section 3.3.1, giving the foll ow ng nessage
signature output value, encoded in Base64:

NOTE: "\’ line wapping per RFC 8792

HI bj HC5r SOBYaa9v4QF D4193TORW/u9edguPhOAVBAMIOW nr | Fr CGUDI h47vAxi 4L2\
YRZ3XMJc1uOKk/ JOZnmzZ+wet a4nKl gBkKgOr MDhs3CQyx XGxHLMCy 8uqK4880+9j r pt Q
+XFPHK7a9sRL11 XNaagCNN3ZxJsYapFj +JXbnal 5r t AdSf Svz PuBCh+ARHBmMAINo1Uz\
VWWdHXr | 8ePL4cccql azl JdCAQE] r F+Sn4l xBQzTZsL9y9TP5FsZYzHvDgbl nkTNi gBc\
E9CcKOYNFCn4D/ WWZF6 TNUZOOEgt zepLWej Tym HzK7aXq6Anbtsf Or pl C49y X j 3ae6H\
Ral Vc/ g==

Figure 2: Non-normative Exanple Signature Val ue
Note that the RSA-PSS algorithmin use here is non-determnistic,

meani ng that a different signature value will be created every tine
the algorithmis run. The signature value provided here can be



val i dat ed agai nst the given keys, but newly generated signature
val ues are not expected to match the exanple. See Section 7.3.5.

3. 2.

Verifying a Signature

Verification of an HITP nessage signature is a process that takes as
its input the signature context (including the target nessage,
particularly its Signature and Signature-Input fields) and the
requirenents for the application. The output of the verification is
either a positive verification or an error

In order to verify a signature, a verifier MJST apply the foll ow ng
al gorithm

1.

Parse the Signature and Signature-Input fields as described in
Sections 4.1 and 4.2, and extract the signatures to be verified
and their |abels.

1.1. If there is nore than one signature val ue present,
det erm ne which signature should be processed for this
nmessage based on the policy and configuration of the

verifier. |f an applicable signature is not found, produce
an error.
1.2. If the chosen Signhature field value does not have a

correspondi ng Signature-Input field value (i.e., one with
the sane | abel), produce an error

Parse the val ues of the chosen Signature-Input field as a
paraneterized Inner List to get the ordered Iist of covered
components and the signature parameters for the signature to be
verified.

Parse the val ue of the corresponding Signature field to get the
byte array value of the signature to be verified.

Exam ne the signature paraneters to confirmthat the signature
nmeets the requirenents described in this docunent, as well as any
additional requirenents defined by the application such as which
message conponents are required to be covered by the signature
(Section 3.2.1).

Determ ne the verification key material for this signature. |If
the key material is known through external nmeans such as static
configuration or external protocol negotiation, the verifier wll
use the applicable technique to obtain the key material fromthis
external know edge. |If the key is identified in the signature
paraneters, the verifier will dereference the key identifier to
appropriate key material to use with the signature. The verifier
has to determine the trustworthiness of the key material for the
context in which the signature is presented. If a key is
identified that the verifier does not know or trust for this
request or that does not match sonething preconfigured, the
verification MUST fail.

Determine the algorithmto apply for verification

6.1. Start with the set of allowable algorithms known to the
application. |If any of the follow ng steps select an
algorithmthat is not in this set, the signature validation
fails.

6.2. |If the algorithmis known through external neans such as
static configuration or external protocol negotiation, the
verifier will use that algorithm



6.3. If the algorithmcan be determ ned fromthe keying
mat eri al, such as through an algorithmfield on the key
value itself, the verifier will use that algorithm

6.4. If the algorithmis explicitly stated in the signature
paraneters using a value fromthe "HTTP Signature
Al gorithns" registry, the verifier will use the referenced
al gorithm

6.5. If the algorithmis specified in nobre than one | ocation
(e.g., a conbination of static configuration, the algorithm
signature paraneter, and the key material itself), the
resol ved algorithnms MJUST be the same. |If the algorithns
are not the sane, the verifier MJST fail the verification.

7. Use the received HTTP nmessage and the parsed signature paraneters
to recreate the signature base, using the algorithmdefined in
Section 2.5. The value of the @ignature-parans input is the
val ue of the Signature-Input field for this signature serialized
according to the rules described in Section 2.3. Note that this
does not include the signature’s |abel fromthe Signature-Input
field.

8. If the key material is appropriate for the algorithm apply the
appropriate HITP_VERI FY cryptographic verification algorithmto
the signature, recal cul ated signature base, key material, and
signature value. The HITP_VERI FY primtive and several concrete
algorithnms are defined in Section 3. 3.

9. The results of the verification algorithmfunction are the fina
results of the cryptographic verification function

If any of the above steps fail or produce an error, the signature
validation fails.

For exanple, verifying the signature with the |abel sigl of the
foll owi ng message with the test-key-rsa-pss key (see Appendi x B.1.2)
and t he RSASSA- PSS al gorithm described in Section 3.3.1

NOTE: "\’ line wapping per RFC 8792

POST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1

Host: exanpl e. com

Date: Tue, 20 Apr 2021 02:07:55 GVII

Cont ent - Type: application/json

Cont ent - Di gest: sha-512=: WZDPaVn/ 7XgHaAy8pnoj AKGMRX2UFChF41A2sv X+T\
aPmtAbwAgBWAr i Y1 1 u7BNNyeal dVLvRMENTHWKY Jwew==:

Content-Length: 18

Signature-1lnput: sigl=("@rethod" "@uthority" "@ath" \
"content-digest"” "content-length" "content-type")\

; Creat ed=1618884473; keyi d="t est - key-rsa- pss"

Si gnature: sigl=:H bj HC5r SOBYaa9v4(f D4193TORwW7u9edguPhOAVBdMOW nr | \
Fr CGUDi h47vAXi 4L2YRZ3XMIc1uCKk/ JOZnz+wet a4nKl gBkKgOr MDhs3CQyx XGx H\
LMCy8ugK4880+9j r pt Q+txFPHK7a9sRL11 XNaagCNN3ZxJsYapFj +JXbmal 5r t AdSf \
SvzPuBCh+ARHBMMINo1Uz VWdHXr | 8ePL4cccql azl JdCAQE] r F+Sn4dl xBQz TZsL9y\
9TP5FsZYzHvDgbl nkTNi gBcE9c KOYNFCn4DY WWFF6 TNuZCOOEgt zepLWej Ty Hz K7\
axXg6Anbsf Or pl C49yXj j 3ae6HRal Vc/ g==

{"hello": "world"}

Wth the additional requirenents that at |east the method, authority,
pat h, content-digest, content-length, and content-type entries be
signed, and that the signature creation tinmestanp be recent enough at
the tinme of verification, the verification passes.

3.2.1. Enforcing Application Requirenents



The verification requirenents specified in this docunent are intended
as a baseline set of restrictions that are generally applicable to
all use cases. Applications using HITP nessage signatures MAY inpose
requi renents above and beyond those specified by this docunment, as
appropriate for their use case.

Sone non-normative exanpl es of additional requirenents an application
m ght define are:

* Requiring a specific set of header fields to be signed (e.g.,
Aut hori zation, Content-Digest).

* Enforcing a maxi num signature age fromthe tinme of the created
ti mest anp.

* Rejecting signatures past the expiration time in the expires
timestanp. Note that the expiration tinme is a hint fromthe
signer and that a verifier can always reject a signature ahead of
its expiration tine.

* Prohibiting certain signature netadata paranmeters, such as runtine
algorithmsignaling with the alg parameter when the algorithmis
determned fromthe key information.

* Ensuring successful dereferencing of the keyid paraneter to valid
and appropriate key material .

* Prohibiting the use of certain algorithns or mandati ng the use of
a specific algorithm

* Requiring keys to be of a certain size (e.g., 2048 bits vs. 1024
bits).

* Enforcing uni queness of the nonce paraneter.
* Requiring an application-specific value for the tag parameter

Application-specific requirenents are expected and encouraged. Wen
an application defines additional requirements, it MJST enforce them
during the signature verification process, and signature verification
MUST fail if the signature does not conformto the application’s
requirenents.

Applications MJST enforce the requirenents defined in this docunent.
Regar dl ess of use case, applications MJST NOT accept signatures that
do not conformto these requiremnents.

.3. Signature Al gorithns

An HTTP nessage signature MJUST use a cryptographic digital signature
or MAC nethod that is appropriate for the key naterial, environnent,
and needs of the signer and verifier. This specification does not
strictly limt the avail able signature algorithnms, and any signature
al gorithmthat meets these basic requirenents MAY be used by an
application of HITP nessage signatures.

For each signing nmethod, HTTP_SIGN takes as its input the signature
base defined in Section 2.5 as a byte array (M and the signing key
material (Ks), and outputs the resultant signature as a byte array

(S):
HTTP._SIGN (M Ks) -> S

For each verification nmethod, HTTP_VERI FY takes as its input the
regenerated signature base defined in Section 2.5 as a byte array



(M, the verification key material (Kv), and the presented signature
to be verified as a byte array (S), and outputs the verification
result (V) as a Bool ean

HTTP_VERIFY (M Kv, S) -> V

The foll owi ng sections contain several common signature algorithns
and denonstrate how these cryptographic primtives nap to the
HTTP_SI GN and HTTP_VERI FY definitions above. Which nethod to use can
be communi cated through the explicit algorithm (alg) signature
paraneter (Section 2.3), by reference to the key material, or through
mut ual agreenent between the signer and verifier. Signature

al gorithnms selected using the al g paraneter MJST use values fromthe
"HTTP Signature Algorithns" registry (Section 6.2).

3.3.1. RSASSA-PSS Using SHA-512

To sign using this algorithm the signer applies the RSASSA- PSS-Sl GN
(K, M function defined in [RFC3017] with the signer’s private
signing key (K) and the signature base (M (Section 2.5). The nmask
generation function is M3l as specified in [RFC8017] with a hash
function of SHA-512 [RFC6234]. The salt length (sLen) is 64 bytes.
The hash function (Hash) SHA-512 [ RFC6234] is applied to the
signature base to create the digest content to which the digita
signature is applied. The resulting signed content byte array (S) is
the HTTP nmessage signature output used in Section 3.1

To verify using this algorithm the verifier applies the RSASSA-PSS-
VERI FY ((n, e), M S) function [RFC8017] using the public key portion
of the verification key material (n, e) and the signature base (M
recreated as described in Section 3.2. The mask generation function
is M1 as specified in [RFC8017] with a hash function of SHA-512

[ RFC6234]. The salt length (sLen) is 64 bytes. The hash function
(Hash) SHA-512 [ RFC6234] is applied to the signature base to create
the digest content to which the verification function is applied.
The verifier extracts the HITP nessage signature to be verified (S)
as described in Section 3.2. The results of the verification
function indicate whether the signature presented is valid.

Note that the output of the RSASSA-PSS al gorithmis non-
deterministic; therefore, it is not correct to recalculate a new
signature on the signature base and conpare the results to an

exi sting signature. Instead, the verification algorithmdefined here
needs to be used. See Section 7.3.5.

The use of this algorithmcan be indicated at runtime using the rsa-
pss-sha512 value for the alg signature paraneter.

3.3.2. RSASSA-PKCS1-v1_5 Using SHA-256

To sign using this algorithm the signer applies the RSASSA-
PKCS1-V1_5-SIGN (K, M function defined in [RFC8017] with the
signer’s private signing key (K) and the signature base (M

(Section 2.5). The hash SHA-256 [ RFC6234] is applied to the
signature base to create the digest content to which the digita
signature is applied. The resulting signed content byte array (S) is
the HTTP nmessage signature output used in Section 3.1

To verify using this algorithm the verifier applies the RSASSA-
PKCS1-V1 5-VERIFY ((n, e), M S) function [RFC8017] using the public
key portion of the verification key material (n, e) and the signature
base (M recreated as described in Section 3.2. The hash function
SHA- 256 [ RFC6234] is applied to the signature base to create the

di gest content to which the verification function is applied. The
verifier extracts the HITP nessage signature to be verified (S) as
described in Section 3.2. The results of the verification function



i ndi cate whether the signature presented is valid.

The use of this algorithmcan be indicated at runtime using the rsa-
vl 5-sha256 value for the alg signature paraneter.

3.3.3. HWAC Using SHA-256

To sign and verify using this algorithm the signer applies the HVAC
function [ RFC2104] with the shared signing key (K) and the signature
base (text) (Section 2.5). The hash function SHA-256 [ RFC6234] is
applied to the signature base to create the digest content to which
the HVAC is applied, giving the signature result.

For signing, the resulting value is the HITP nmessage signature output
used in Section 3.1.

For verification, the verifier extracts the HTTP nessage signhature to
be verified (S) as described in Section 3.2. The output of the HMAC
function is conpared bytewi se to the value of the HITP nessage
signature, and the results of the conparison determne the validity
of the signature presented.

The use of this algorithmcan be indicated at runtinme using the hmac-
sha256 value for the alg signature paraneter.

3.3.4. ECDSA Using Curve P-256 DSS and SHA-256

To sign using this algorithm the signer applies the ECDSA signature
al gorithm defined in [ FI PS186-5] using curve P-256 with the signer’s
private signing key and the signature base (Section 2.5). The hash
SHA- 256 [ RFC6234] is applied to the signature base to create the
digest content to which the digital signature is applied (M. The
signature algorithmreturns two integer values: r and s. These are
bot h encoded as bi g-endi an unsi gned integers, zero-padded to 32
octets each. These encoded val ues are concatenated into a single
64-octet array consisting of the encoded value of r followed by the
encoded value of s. The resulting concatenation of (r, s) is a byte
array of the HTTP nessage signature output used in Section 3.1

To verify using this algorithm the verifier applies the ECDSA
signature al gorithmdefined in [FIPS186-5] using the public key
portion of the verification key material and the signature base
recreated as described in Section 3.2. The hash function SHA-256

[ RFC6234] is applied to the signature base to create the digest
content to which the signature verification function is applied (M.
The verifier extracts the HTTP nessage signature to be verified (S)
as described in Section 3.2. This value is a 64-octet array

consi sting of the encoded values of r and s concatenated in order.
These are both encoded as bi g-endi an unsi gned integers, zero-padded
to 32 octets each. The resulting signature value (r, s) is used as
input to the signature verification function. The results of the
verification function indicate whether the signature presented is
val i d.

Note that the output of ECDSA signature algorithnms is non-
deterministic; therefore, it is not correct to recalculate a new
signature on the signature base and conpare the results to an
existing signature. Instead, the verification algorithmdefined here
needs to be used. See Section 7.3.5.

The use of this algorithmcan be indicated at runtinme using the
ecdsa- p256-sha256 val ue for the alg signature paraneter.

3.3.5. ECDSA Using Curve P-384 DSS and SHA- 384

To sign using this algorithm the signer applies the ECDSA signature



al gorithm defined in [ FI PS186-5] using curve P-384 with the signer’s
private signing key and the signature base (Section 2.5). The hash
SHA- 384 [ RFC6234] is applied to the signature base to create the

di gest content to which the digital signature is applied (M. The
signature algorithmreturns two integer values: r and s. These are
bot h encoded as bi g-endi an unsi gned integers, zero-padded to 48
octets each. These encoded val ues are concatenated into a single
96-octet array consisting of the encoded value of r followed by the
encoded value of s. The resulting concatenation of (r, s) is a byte
array of the HTTP nessage signature output used in Section 3.1

To verify using this algorithm the verifier applies the ECDSA
signature al gorithmdefined in [FIPS186-5] using the public key
portion of the verification key material and the signature base
recreated as described in Section 3.2. The hash function SHA- 384

[ RFC6234] is applied to the signature base to create the digest
content to which the signature verification function is applied (M.
The verifier extracts the HITP nessage signature to be verified (S)
as described in Section 3.2. This value is a 96-octet array

consi sting of the encoded values of r and s concatenated in order
These are both encoded as big-endi an unsi gned integers, zero-padded
to 48 octets each. The resulting signature value (r, s) is used as
input to the signature verification function. The results of the
verification function indicate whether the signature presented is
val i d.

Note that the output of ECDSA signature algorithnms is non-
deterministic; therefore, it is not correct to recalculate a new
signature on the signature base and conpare the results to an

exi sting signature. Instead, the verification algorithmdefined here
needs to be used. See Section 7.3.5.

The use of this algorithmcan be indicated at runtime using the
ecdsa- p384-sha384 value for the alg signature paraneter.

3.3.6. EdDSA Using Curve edwards25519

To sign using this algorithm the signer applies the Ed25519
algorithmdefined in Section 5.1.6 of [RFC8032] with the signer’s
private signing key and the signature base (Section 2.5). The
signature base is taken as the input nmessage (M with no prehash
function. The signature is a 64-octet concatenation of R and S as
specified in Section 5.1.6 of [RFC8032], and this is taken as a byte
array for the HITP nessage signature output used in Section 3.1

To verify using this algorithm the signer applies the Ed25519

al gorithmdefined in Section 5.1.7 of [RFC8032] using the public key
portion of the verification key material (A) and the signature base
recreated as described in Section 3.2. The signature base is taken
as the input nessage (M with no prehash function. The signature to
be verified is processed as the 64-octet concatenation of Rand S as
specified in Section 5.1.7 of [RFC8032]. The results of the
verification function indicate whether the signature presented is
val i d.

The use of this algorithmcan be indicated at runtime using the
ed25519 value for the al g signature paraneter.

3.3.7. JSON Wb Signature (JW5) Algorithns

If the signing algorithmis a JSON Object Signing and Encryption
(JOSE) signing algorithmfromthe "JSON Wb Signature and Encryption
Al gorithns" registry established by [ RFC7518], the JWS5 al gorithm
definition deternines the signature and hashing algorithnms to apply
for both signing and verification



For both signing and verification, the HITP nessage’ s signhature base
(Section 2.5) is used as the entire "JW5 Signing Input". The JCSE
Header [JWS] [ RFC7517] is not used, and the signature base is not
first encoded in Base64 before applying the algorithm The output of
the JW5 Signhature is taken as a byte array prior to the Base64url
encodi ng used in JOSE

The JWS al gorithm MJUST NOT be "none" and MJST NOT be any al gorithm
with a JOSE | npl enentati on Requirenent of "Prohibited"

JSON Wb Al gorithm (JWA) values fromthe "JSON Wb Si gnature and
Encryption Al gorithms" registry are not included as signature
paraneters. Typically, the JW5 al gorithm can be signal ed usi ng JSON
Web Keys (JVKs) or other nmechani sns common to JOSE i npl enent ati ons.
In fact, JWA values are not registered in the "HITP Si gnature

Al gorithms" registry (Section 6.2), and so the explicit alg signature
parameter is not used at all when using JOSE signing al gorithns.

4. Including a Message Sighature in a Message

HTTP nessage signatures can be included within an HITP nessage via
the Signature-Ilnput and Signature fields, both defined within this
speci fication.

The Signature-Input field identifies the covered conponents and
paraneters that describe how the signature was generated, while the
Signature field contains the signature value. Each field MAY contain
mul tiple | abel ed val ues.

An HTTP nessage signature is identified by a | abel within an HTTP
message. This | abel MJST be unique within a given HITP nessage and
MUST be used in both the Signature-lnput field and the Signature
field. The label is chosen by the signer, except where a specific

| abel is dictated by protocol negotiations such as those described in
Section 5.

An HTTP nessage signature MJUST use both the Signature-lInput field and
the Signature field, and each field MJST contain the sane | abels.
The presence of a label in one field but not the other is an error

4.1. The Signature-lnput HTTP Field

The Signature-Input field is a Dictionary Structured Field (defined
in Section 3.2 of [STRUCTURED- FI ELDS]) containing the netadata for
one or nore nessage signatures generated from conponents within the
HTTP nessage. Each nenber describes a single nmessage sighature. The
menber’s key is the | abel that uniquely identifies the nessage
signature within the HTTP nmessage. The nenber’s value is the covered
components ordered set serialized as an Inner List, including al
signature netadata paraneters identified by the | abel

NOTE: "\’ line wapping per RFC 8792

Signature-lnput: sigl=("@rethod" "@arget-uri" "@uthority" \
"content -di gest” "cache-control");\
creat ed=1618884475; keyi d="t est - key-r sa- pss"

To facilitate signature validation, the Signature-Input field value
MUST contain the sane serialized value used in generating the
signature base’'s @i gnature-parans val ue defined in Section 2.3.

Note that in a Structured Field value, |ist order and parameter order
have to be preserved

The signer MAY include the Signature-Input field as a trailer to
facilitate signing a nessage after its content has been processed by
the signer. However, since intermediaries are allowed to drop



trailers as per [HITP], it is RECOMWWENDED that the Signature-Input
field be included only as a header field to avoid signatures being
i nadvertently stripped froma nessage.

Mul tiple Signature-lnput fields MAY be included in a single HITP
message. The signature |abels MJST be unique across all field
val ues.

4.2. The Signature HITP Field

The Signature field is a Dictionary Structured Field (defined in
Section 3.2 of [STRUCTURED-FI ELDS]) containi ng one or nore nessage
signatures generated fromthe signature context of the target
message. The nmenber’s key is the |abel that uniquely identifies the
nmessage signature within the HTTP nessage. The nenber’s value is a
Byt e Sequence containing the signature value for the nessage
signature identified by the |abel:

NOTE: "\’ |ine wapping per RFC 8792

Si gnature: sigl=: POWLUszWJ oi 54udCt ydf 91 WI'f Nhy+r 53] GFj 9XZuP4uKwxy Jo\
1RSH +oEF1FuX629d+l bxwwBaolBAgadi j W70 Pyezl TngAOVPW9d ynt i G Hz\
C87gn5Q vulCFyFuWs) dGa3qLYYIl NnvpVaJdFal QG KWhUaqf T4Lyt t aXyoyZW84j S8\
gyar xAi W 97 mPXU+OVIVB4+HVBHMES S+| Tel sEQ036 T3NFf 2Cuj WARPQg53r 58Rnp\
Z+J9eKR2CD6I JQvacn5A41 x5BUAVGl yp8JYm+S/ CWIi 31PNUj RRCus CVRj O5Nr XA\
BNFv3r 5391 Xf 2f YIK+eyWIAI GVM/Me Qg==:

The signer MAY include the Signature field as a trailer to facilitate
signing a nessage after its content has been processed by the signer.
However, since intermediaries are allowed to drop trailers as per
[HTTP], it is RECOVWENDED that the Signature field be included only
as a header field to avoid signatures being inadvertently stripped
froma nessage.

Mul tiple Signature fields MAY be included in a single HTTP nessage.
The signature | abels MJST be unique across all field val ues.

4.3. Miltiple Signatures

Mul tiple distinct signatures MAY be included in a single message.
Each distinct signature MJUST have a unique |label. These multiple
signatures could all be added by the same signer, or they could cone
fromseveral different signers. For exanple, a signer may include
mul tiple signatures signing the sane nessage conponents with
different keys or algorithns to support verifiers with different
capabilities, or a reverse proxy may include information about the
client in fields when forwarding the request to a service host,
including a signature over the client’s original signature val ues.

The foll owi ng non-normati ve exanple starts with a signed request from
the client. A reverse proxy takes this request and validates the
client’s signature:

NOTE: '\’ line wapping per RFC 8792

PCST /f oo?par amVal ue&Pet =dog HTTP/ 1. 1

Host: exanpl e. com

Date: Tue, 20 Apr 2021 02:07:55 GVr

Cont ent - Type: application/json

Content-Length: 18

Cont ent - Di gest: sha-512=: WDPaVn/ 7XgHaAy8pnoj AKGWMRx2UFChF41A2sv X+T\
aPmtAbwAgBWAr i Y1 | u7BNNyeal dVLvRMVENTHWKY Jwew==:

Si gnature-1nput: sigl=("@rethod" "@uthority" "@ath" \
"content-digest" "content-type" "content-length")\
; creat ed=1618884475; keyi d="t est - key- ecc- p256"

Si gnature: sigl=: X55pyd6CFnAGSONDy Hf qoSNI Cd+BUPALYMz2CQOJXI b/ / 41 j pzp\



+kve2wANl ygeAuM?j TDX+sNal zABESSaHD3A==
{"hello": "world"}

The proxy then alters the nessage before forwarding it on to the
origin server, changing the target host and addi ng the Forwarded
header field defined in [RFC7239]:

NOTE: '\’ |ine wapping per RFC 8792

POST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1

Host: origin. host.internal.exanple

Date: Tue, 20 Apr 2021 02:07:56 GMI

Cont ent - Type: application/json

Content-Length: 18

Forwarded: for=192.0.2.123; host =exanpl e. con prot o=htt ps

Cont ent - Di gest: sha-512=: WZDPaVn/ 7XgHaAy8pnmoj AKGWRX2UFChF41A2sv X+T\
aPm+AbwAgBWAr | i Y1 | u7BNNyeal dVLvRWEMTHWKY Jwew==:

Signature-1lnput: sigl=("@rethod" "@uthority" "@ath" \
"content-digest"” "content-type" "content-length")\
; Creat ed=1618884475; keyi d="t est - key- ecc- p256"

Si gnature: sigl=: X5s5pyd6CFnAGONDy Hf qoSNI Cd+BUP4ALYMz2QQJXI b/ / 41 j pzp\
+kve2wANl ygeAuM?j TDX+sNal z ABESSaHD3A==

{"hello": "world"}

The proxy is in a position to validate the incoming client’s
signature and nake its own statenment to the origin server about the
nature of the request that it is forwarding by adding its own
signature over the new nmessage before passing it along to the origin
server. The proxy also includes all the elenments fromthe origina
message that are relevant to the origin server’s processing. |In many
cases, the proxy will want to cover all the same conponents that were
covered by the client’s signhature, which is the case in the foll ow ng
exanple. Note that in this exanple, the proxy is signing over the
new authority value, which it has changed. The proxy al so adds the
Forwar ded header field to its own signature value. The proxy
identifies its owm key and algorithmand, in this exanple, includes
an expiration for the signature to indicate to downstream systens
that the proxy will not vouch for this signed nessage past this short
time window. This results in a signature base of:

NOTE: "\’ |ine wapping per RFC 8792

" @ret hod": POST

"@uthority": origin.host.internal.exanple

"@ath": /foo

"content-di gest": sha-512=: WDPaVn/ 7XgHaAy8pnoj AKGMRX2UFChF41A2sv X\
+TaPm+AbwAgBWAr i Y1 | u7BNNyeal dVLvRWVEMTHWKY Jwew==:

"content-type": application/json

"content-length": 18

"forwarded": for=192.0.2.123; host =exanpl e. com pr ot o=htt ps

"@ignature-parans": ("@rethod" "@uthority" "@ath" \
"content-digest" "content-type" "content-length" "forwarded")\
; creat ed=1618884480; keyi d="t est - key-rsa"; al g="rsa-v1_5-sha256"\
; expires=1618884540

and a signature output val ue of:
NOTE: '\’ line wapping per RFC 8792

S6ZzPXSAAMOP] N/ 6KXf XWNQ f 7V6cHn7 BXYUn3YD/ f Rad4BCaRZxP+JH+8XY1l 6+8Cy\
+CVbg92i Hgxt RPz+M ni CaYndkDcnL9cCpXJl eXsOckpUR 49Gn yUpZ10KHgOEe11s\
x3@&2gx| 8S0j nx@B+Pu68U9vVcasqONMEOht NKKZd8t SFu7LB5YAvORAGhBSt nmpv7sFn\
I My +7X5k XY i 8NMaZaA8i 2ZHwpBdg7a6CM wnnr t f |1 zvZdXAs D3LH2Twev U+/ PBPvO\
B6NWNk93wUs/ vf Jvye+Yul 87HU38I ZHowt znbLVdp7701 6VHREW gS9ddzi r r swsE1wA



500LV/ g==

These val ues are added to the HITP request nessage by the proxy. The
original signature is included under the |abel sigl, and the reverse
proxy’'s signature is included under the |abel proxy_sig. The proxy
uses the key test-key-rsa to create its signature using the rsa-

vl 5-sha256 signature algorithm while the client’s origina

signature was nmade using the key test-key-rsa-pss and an RSA- PSS
signature al gorithm

NOTE: "\’ line wapping per RFC 8792

POST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1
Host: origin. host.internal.exanple
Date: Tue, 20 Apr 2021 02:07:56 GV
Cont ent - Type: application/json
Content - Length: 18
Forwar ded: for=192.0.2.123; host =exanpl e. cony pr ot o=htt ps
Cont ent - Di gest: sha-512=: WDPaVn/ 7XgHaAy8pnoj AKGMRX2UFChF41A2sv X+T\
aPmtAbwAgBWAr i Y1 | u7BNNyeal dVLvRMVENTHWKY Jwew==:
Si gnature-1nput: sigl=("@rethod" "@uthority" "@ath" \
"content-digest" "content-type" "content-length")\
; creat ed=1618884475; keyi d="t est - key- ecc- p256", \
proxy_si g=("@ret hod" "@uthority" "@ath" "content-digest" \
"content-type" "content-length" "forwarded")\
; creat ed=1618884480; keyi d="t est - key-rsa"; al g="rsa-v1l_5-sha256"\
; expi res=1618884540
Si gnature: sigl=: X5s5pyd6CFnAGONDy Hf qoSNI Cd+BUP4ALYMz2QQJXI b/ / 41 j pzp\
+kve2w4Nl ygeAuM7j TDX+sNal zABESSaHD3A==:, \
pr oxy_si g=: S6ZzPXSdAMOP}] N/ 6KXf X\WNQ f 7V6c Hn7 BXYUh3YD/ f Rad4BCaRZx P+\
JH+8XY1l 6+8Cy+CMbg92i Hgxt RPz+M ni CaYndkDcnL9cCpXJl eXsCckpUR 49G
Wi yUpZ10KHgOEe11sx3G2gx| 8S0j nx @B+Pu68U9vVecasqONECHt NKKZd8t SFu7\
LB5YAVORAGhBS8t npv7sFnl mBy+7 X5k XQ¥ i 8NVaZaA8i 2ZHwpBdg7a6CM wnnr t f\
| zvZdXAs D3LH2Twev U+/ PBPvOB6NMNK93wUs/ vf Jvye+Yul 87HU381 ZHowt znbL\
Vdp7701 6VHR6W gS9ddzi rr swsE1ws500LV/ g==

{"hello": "world"}

Wil e the proxy could additionally include the client’'s Signature
field value and Signature-Input fields fromthe original nessage in
the new signature’s covered conmponents, this practice is NOT
RECOMVENDED due to known weaknesses in signing signature val ues as
di scussed in Section 7.3.7. The proxy is in a position to validate
the client’s signature; the changes the proxy nakes to the nessage
will invalidate the existing signature when the nessage is seen by
the origin server. |In this exanple, it is possible for the origin
server to have additional information in its signhature context to
account for the change in authority, though this practice requires
addi tional configuration and extra care as discussed in

Section 7.4.4. |In other applications, the origin server will not be
able to verify the original signature itself but will still want to
verify that the proxy has done the appropriate validation of the
client’s signature. An application that needs to signal successfu
processing or receipt of a signature would need to carefully specify
alternative nechani sns for sending such a signal securely.

Requesting Signatures

Wiile a signer is free to attach a signature to a request or response
wi thout pronpting, it is often desirable for a potential verifier to
signal that it expects a signature froma potential signer using the
Accept - Signature field.

When the Accept-Signature field is sent in an HITP request nessage,
the field indicates that the client desires the server to sign the
response using the identified parameters, and the target nessage is



the response to this request. All responses fromresources that
support such signature negotiati on SHOULD either be uncacheabl e or
contain a Vary header field that lists Accept-Signature, in order to
prevent a cache fromreturning a response with a signature intended
for a different request.

When the Accept-Signature field is used in an HITP response nessage,
the field indicates that the server desires the client to signits
next request to the server with the identified paraneters, and the
target nessage is the client’s next request. The client can choose
to al so continue signing future requests to the sane server in the
sane way.

The target nessage of an Accept-Signature field MJST include all
| abel ed signatures indicated in the Accept-Signature field, each
covering the sanme identified conponents of the Accept-Signature
field.

The sender of an Accept-Signhature field MIST include only identifiers
that are appropriate for the type of the target nmessage. For
exanple, if the target nessage is a request, the covered conponents
cannot include the @tatus conmponent identifier

5.1. The Accept-Signature Field

The Accept-Signature field is a Dictionary Structured Field (defined
in Section 3.2 of [STRUCTURED- FI ELDS]) containing the netadata for
one or nore requested nessage signatures to be generated from nessage
components of the target HITP nessage. Each nenber describes a
singl e message signature. The nmenber’s key is the | abel that
uniquely identifies the requested nmessage signature within the
context of the target HITP nessage.

The nmenber’s value is the serialization of the desired covered
components of the target nessage, including any allowed conmponent
met adat a parameters, using the serialization process defined in
Section 2. 3:

NOTE: '\’ line wapping per RFC 8792

Accept - Si gnature: sigl=("@rethod" "@arget-uri" "@uthority" \
"content -di gest" "cache-control");\
keyi d="t est - key-rsa-pss"; creat ed; t ag="app- 123"

The |ist of conponent identifiers indicates the exact set of
conmponent identifiers to be included in the requested signature,
including all applicable conponent paraneters.

The signature request MAY include signature netadata paraneters that
i ndi cate desired behavior for the signer. The follow ng behavior is
defined by this specification

created: The signer is requested to generate and include a creation
time. This paraneter has no associ ated val ue when sent as a
si gnature request.

expires: The signer is requested to generate and include an
expiration time. This parameter has no associ ated val ue when sent
as a signature request.

nonce: The signer is requested to include the value of this
paraneter as the signature nonce in the target signature.

alg: The signer is requested to use the indicated signature
algorithmfromthe "HTTP Signature Al gorithns" registry to create
the target signature
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keyi d:

The signer is requested to use the indicated key material to

create the target signature.

t ag:

The signer is requested to include the value of this paraneter
as the signature tag in the target signature

Processi ng an Accept-Si gnature

The receiver of an Accept-Signature field fulfills that header as

f ol | ows:

1. Parse the field value as a Dictionary.

2. For each menber of the Dictionary:

2

1.

The key is taken as the | abel of the output signature as
specified in Section 4.1

Parse the value of the nmenber to obtain the set of covered
conponent identifiers.

Determ ne that the covered conponents are applicable to the
target message. |If not, the process fails and returns an
error.

Process the requested paraneters, such as the signing
algorithmand key material. |f any requested paraneters
cannot be fulfilled or if the requested parameters conflict
with those deened appropriate to the target nmessage, the
process fails and returns an error.

Sel ect and generate any additional paranmeters necessary for
conpl eting the signature.

Create the HTTP nmessage signature over the target nessage

Create the Signature-lnput and Signature field val ues, and
associate themw th the | abel

3. Optionally create any additional Signature-Ilnput and Signature
field values, with unique |abels not found in the Accept-
Signature field.

4. Conbine all |abeled Signature-lnput and Signature field val ues,
and attach both fields to the target nessage.

By this process, a signature applied to a target nessage MJST have
the sanme | abel, MJST include the same set of covered conponents, MJST
process all requested paranmeters, and MAY have additional paraneters.

The receiver of an Accept-Signature field MAY ignhore any signature
request that does not fit application paraneters.

The target nessage MAY include additional signatures not specified by
the Accept-Signature field. For exanple, to cover additional nessage
conponents, the signer can create a second signature that includes
the additional conponents as well as the signature output of the
requested signature.

| ANA Consi der ations

| ANA has updated one registry and created four new registries,
according to the follow ng sections.

HTTP Fi el d Nane Regi stration



I ANA has updated the entries in the "Hypertext Transfer Protoco
(HTTP) Field Nane Registry" as follows:

| Field Nane | Status | Reference |
[ gt ——————— e pp—p————————_ i —p—_———————(—(————r
| Signature-Input | permanent | Section 4.1 of RFC 9421
S e +
| Signhature | permanent | Section 4.2 of RFC 9421
- S I o mmemeeeeeeaccaeaaaas +
| Accept-Signature | permanent | Section 5.1 of RFC 9421
o e e e e oo oo R o e e e e e e oo +

Table 1. Updates to the Hypertext Transfer Protoco
(HTTP) Field Nane Registry

6.2. HITP Signature Al gorithnms Registry

Thi s docunent defines HITP signature algorithns, for which | ANA has
created and now maintains a new registry titled "HTTP Si gnature
Algorithms". Initial values for this registry are given in

Section 6.2.2. Future assignnments and nodifications to existing
assignnents are to be nade through the Specification Required
registration policy [ RFC8126].

The algorithns listed in this registry identify sonme possible
cryptographic algorithns for applications to use with this
specification, but the entries neither represent an exhaustive |i st
of possible algorithnms nor indicate fitness for purpose w th any
particul ar application of this specification. An application is free
to inplenent any algorithmthat suits its needs, provided the signer
and verifier can agree to the paraneters of that algorithmin a
secure and determnistic fashion. Wen an application needs to
signal the use of a particular algorithmat runtime using the alg
signature paraneter, this registry provides a mappi ng between the

val ue of that paranmeter and a particular algorithm However, the use
of the alg paranmeter needs to be treated with caution to avoid
various forns of algorithmconfusion and substitution attacks, as

di scussed in Section 7.

The Status value should reflect standardization status and the broad
opi nion of relevant interest groups such as the | ETF or security-

rel ated Standards Devel opnent Organi zations (SDGs). When an
algorithmis first registered, the designated expert (DE) should set
the Status field to "Active" if there is consensus for the algorithm
to be generally recommended as secure or "Provisional" if the

al gorithm has not reached that consensus, e.g., for an experinenta
algorithm A status of "Provisional" does not nmean that the
algorithmis known to be insecure but instead indicates that the

al gorithm has not reached consensus regarding its properties. |[If at
a future tine the algorithmas registered is found to have flaws, the
registry entry can be updated and the al gorithm can be marked as
"Deprecated" to indicate that the al gorithm has been found to have
probl enms. This status does not preclude an application fromusing a
particular algorithm rather, it serves to provide a warning
regardi ng possi bl e known issues with an algorithmthat need to be
consi dered by the application. The DE can further ensure that the
regi stration includes an explanation and reference for the Status
value; this is particularly inportant for deprecated al gorithns.

The DE is expected to do the follow ng:
* Ensure that the algorithns referenced by a registered algorithm

identifier are fully defined with all paraneters (e.g., salt,
hash, required key | ength) fixed by the defining text.
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* Ensure that the algorithmdefinition fully specifies the HTTP_SI GN
and HTTP_VERI FY primtive functions, including how all defined
i nputs and outputs nmap to the underlying cryptographic algorithm

* Reject any registrations that are aliases of existing
regi strations.

* Ensure that all registrations follow the tenplate presented in
Section 6.2.1; this includes ensuring that the | ength of the nane
i s not excessive while still being unique and recogni zabl e.

This specification creates algorithmidentifiers by including major
paraneters in the identifier String in order to make the al gorithm
nane uni que and recogni zabl e by devel opers. However, al gorithm
identifiers in this registry are to be interpreted as whole String
val ues and not as a conbi nation of parts. That is to say, it is
expected that inplenentors understand rsa-pss-sha512 as referring to
one specific algorithmw th its hash, mask, and salt val ues set as
defined in the defining text that establishes the identifier in
question. Inplenentors do not parse out the rsa, pss, and sha512
portions of the identifier to determ ne parameters of the signing
algorithmfromthe String, and the registration of one comnbi nati on of
paraneters does not inmply the registration of other conbinations.

1. Registration Tenplate

Al gorithm Nane:
An identifier for the HITP signature algorithm The nane MJST be
an ASCI| string that conforns to the sf-string ABNF rule in
Section 3.3.3 of [STRUCTURED- FI ELDS] and SHOULD NOT exceed 20
characters in length. The identifier MJST be unique within the
context of the registry.

Descri pti on:
A brief description of the algorithmused to sign the signature
base.

St at us:

The status of the algorithm MJST start with one of the follow ng
val ues and MAY contain additional explanatory text. The options
ar e:

"Active": For algorithns w thout known problens. The signature
algorithmis fully specified, and its security properties are
under st ood.

"Provisional": For unproven algorithms. The signature al gorithm
is fully specified, but its security properties are not known
or proven.

"Deprecated": For algorithns with known security issues. The

signature algorithmis no |onger recommended for general use
and nmight be insecure or unsafe in sone known circunstances.

Ref er ence
Ref erence to the docunent or docunents that specify the algorithm
preferably including a URI that can be used to retrieve a copy of
the docunent (s). An indication of the relevant sections may al so
be included but is not required.

2. Initial Contents

The tabl e bel ow contains the initial contents of the "HTTP Si gnature
Al gorithns" registry.
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[S oo ool s ool el sy o}
| Al gorithm Nane | Description | Status | Reference |
[ sy Pl ety gl gl —p———(—————————
| rsa-pss-sha512 | RSASSA-PSS using | Active | Section 3.3.1

| | SHA-512 | | of RFC 9421 |
o e e e e m e i oo o e e e e m e i oo B Fom e e e oo - +
| rsa-vl_5-sha256 | RSASSA-PKCS1-v1 5| Active | Section 3.3.2

| | using SHA-256 | | of RFC 9421 |
Fom e i S R Fom e +
| hmac- sha256 | HMAC using | Active | Section 3.3.3

| | SHA- 256 | | of RFC 9421 |
o e e e e m e i oo o e e e e m e i oo B Fom e e e oo - +
| ecdsa-p256-sha256 | ECDSA using curve | Active | Section 3.3.4

| | P-256 DSS and | | of RFC 9421 |
I | SHA-256 I I I
Fom oo Fom oo S oo - +
| ecdsa-p384-sha384 | ECDSA using curve | Active | Section 3.3.5

| | P-384 DSS and | | of RFC 9421 |
I | SHA-384 I I I
o e e oo oo oo o e e oo oo oo E R +
| ed25519 | EdDSA using curve | Active | Section 3.3.6

| | edwards25519 | | of RFC 9421 |
Fom e Fom e S oo +

Table 2: Initial Contents of the HITP Signature Al gorithns
Regi stry

HTTP Si gnature Metadata Paraneters Registry

Thi s docunent defines the signature paraneters structure

(Section 2.3), which may have parameters containi ng netadata about a
message signature. | ANA has created and now nmintains a new registry
titled "HTTP Signature Metadata Paraneters" to record and naintain
the set of paraneters defined for use with nmenber values in the
signature paraneters structure. |Initial values for this registry are
given in Section 6.3.2. Future assignnents and nodifications to

exi sting assignments are to be made through the Expert Revi ew
registration policy [ RFC8126].

The DE is expected to do the follow ng:

* Ensure that the nane follows the tenplate presented in
Section 6.3.1; this includes ensuring that the I ength of the name
is not excessive while still being unique and recogni zable for its
defined function.

* Ensure that the defined functionality is clear and does not
conflict with other registered paraneters.

* Ensure that the definition of the netadata paraneter includes its
behavi or when used as part of the nornmal signature process as well
as when used in an Accept-Signature field.

1. Registration Tenplate

Nane:
An identifier for the HITP signature netadata paraneter. The nane
MUST be an ASCI| string that conforns to the key ABNF rul e defined
in Section 3.1.2 of [STRUCTURED- FI ELDS] and SHOULD NOT exceed 20
characters in length. The identifier MJST be unique within the
context of the registry.

Descri pti on:
A brief description of the netadata paraneter and what it
represents.
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Ref er ence
Ref erence to the docunent or docunents that specify the paraneter
preferably including a URI that can be used to retrieve a copy of
the docunent(s). An indication of the relevant sections may al so
be included but is not required.

2. Initial Contents
The tabl e bel ow contains the initial contents of the "HITP Signature

Met adat a Paraneters" registry. Each rowin the table represents a
distinct entry in the registry.

[ s fome oo s sl e ey o}
| Nane | Description | Reference |
[ sl oo, e
| alg | Explicitly declared signature | Section 2.3
| | algorithm | of RFC 9421 |
B o e e e e e e e meme oo o m e e e oo - +
| created | Timestanmp of signature | Section 2.3 |
| | creation | of RFC 9421 |
S o m e e e e e e e aaao o Fom e o - +
| expires | Tinmestanp of proposed | Section 2.3
| | signature expiration | of RFC 9421
B o e e e e e e e meme oo o m e e e oo - +
| keyid | Key identifier for the | Section 2.3
| | signing and verification keys | of RFC 9421
| | used to create this signature | |
S o m e e e e e e aaao o S +
| nonce | A single-use nonce val ue | Section 2.3
| | | of RFC 9421 |
S R o e e e e e e e e e e aa o - S +
| tag | An application-specific tag | Section 2.3
| | for a signature | of RFC 9421 |
S o m e e e e e e aaao o S +

Table 3: Initial Contents of the HITP Signature
Met adat a Paraneters Registry

HTTP Si gnature Derived Conmponent Nanes Registry

Thi s docunent defines a nethod for canonicalizing HITP nessage
component s, including conponents that can be derived fromthe context
of the target nessage outside of the HITP fields. These derived
conponents are identified by a unique String, known as the conponent
nane. Conponent nanes for derived conponents always start with the
"at" (@ synbol to distinguish themfromHITP field names. | ANA has
created and now maintains a new registry titled "HTTP Signature
Derived Conponent Names" to record and nmaintain the set of non-field
component nanmes and the nethods used to produce their associated
conponent values. Initial values for this registry are given in
Section 6.4.2. Future assignnments and nodifications to existing
assignnents are to be nade through the Expert Review registration
policy [ RFC8126].

The DE is expected to do the foll ow ng:

* Ensure that the nane follows the tenplate presented in
Section 6.4.1; this includes ensuring that the |ength of the nane
is not excessive while still being unique and recogni zable for its
defined function.

* Ensure that the conponent val ue represented by the registration
request can be deterministically derived fromthe target HITP
nessage

* Ensure that any paraneters defined for the registration request
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are clearly docunented, along with their effects on the conponent
val ue.

The DE should ensure that a registration is sufficiently distinct
from existing derived conponent definitions to warrant its
regi stration.

When setting a registered itenis status to "Deprecated”, the DE
shoul d ensure that a reason for the deprecation is docunented, along
with instructions for noving away fromthe deprecated functionality.

1. Registration Tenplate

Nane:
A nanme for the HTTP derived conponent. The nane MJUST begin with
the "at" (@ character followed by an ASCI| string consisting only
of | owercase characters ("a"-"z"), digits ("0"-"9"), and hyphens
("-"), and SHOULD NOT exceed 20 characters in |length. The nane
MUST be unique within the context of the registry.

Descri pti on:
A description of the derived conponent.

St at us:
A brief text description of the status of the algorithm The
description MIST begin with one of "Active" or "Deprecated" and
MAY provide further context or explanation as to the reason for
the status. A value of "Deprecated" indicates that the derived
conmponent nanme is no |onger recomrended for use.

Tar get :
The valid nessage targets for the derived paranmeter. MJST be one
of the values "Request", "Response", or "Request, Response". The

semantics of these entries are defined in Section 2. 2.

Ref erence
Ref erence to the docunent or docunents that specify the derived
conmponent, preferably including a URI that can be used to retrieve
a copy of the docunent(s). An indication of the relevant sections
may al so be included but is not required.

2. Initial Contents

The tabl e bel ow contains the initial contents of the "HITP Si gnature
Derived Conponent Nanmes" registry.

[ oo ool e, el Lot e
| Nare | Description | Status | Target | Reference |
[ s e sl s sl sl el et °)
| @ignature-parans | Reserved for | Active | Request, | Section |
| | signature | | Response | 2.3 of |
| | paraneters | | | RFC 9421 |
| | lTine in | | | |
| | signature | | | |
| | base | | | |
o e e e e oo R S SRR TS S +
| @ret hod | The HITP | Active | Request | Section |
| | request | | | 2.2.1 of |
| | nethod | | | RFC 9421 |
o e e e e oo oo S Fomm e - o - Fomm oo - N +
| @uthority | The HITP | Active | Request | Section |
| | authority, | | | 2.2.3 of |
| | or target | | | RFC 9421 |
I | host I I I I
o e e e e - Fome e Fome e - e e oo - +

| @chene | The URI | Active | Request | Section |
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| | scheme of | | | 2.2.4 of
| | the request | | | RFC 9421 |
I | UR I I I I
o e e oo s oo s T S Fom e oo +
| @arget-uri | The full | Active | Request | Section |
| | target UR | | | 2.2.2 of |
| | of the | | | RFC 9421 |
I | request I I I I
o e e o s oo s T S Fom e +
| @equest-target | The request | Active | Request | Section |
| | target of | | | 2.2.5 of |
| | the request | | | RFC 9421 |
o e e e o o e e - Fomm oo TS R +
| @ath | The full | Active | Request | Section |
| | path of the | | | 2.2.6 of |
| | request URI | | | RFC 9421 |
o e e e oo o e e o - R S R +
| @uery | The full | Active | Request | Section |
| query of the | | | 2.2.7 of |
| | request URI | | | RFC 9421 |
o e e o s oo s T S Fom e +
| @uery-param | A single | Active | Request | Section |
| named query | | | 2.2.8 of
| | parameter | | | RFC 9421 |
o e e e o o e e - Fomm oo TS R +
| @tatus | The status | Active | Response | Section |
| | code of the | | | 2.2.9 of |
| | response | | | RFC 9421 |
o e e e oo o e e o - R S R +

Table 4: Initial Contents of the HITP Signature Derived
Conponent Nanes Registry

HTTP Si gnature Conponent Paraneters Registry

Thi s docunent defines several kinds of component identifiers, sone of
whi ch can be parameterized in specific circunstances to provide

uni que nodified behavior. |ANA has created and now maintains a new
registry titled "HTTP Si gnature Conponent Paraneters"” to record and
mai ntain the set of paraneter nanes, the conponent identifiers they
are associated with, and the nodifications these paraneters nmake to
the conponent value. Definitions of parameters MJST define the
targets to which they apply (such as specific field types, derived
conponents, or contexts). Initial values for this registry are given
in Section 6.5.2. Future assignnments and nodifications to existing
assignnents are to be nade through the Expert Review registration
policy [ RFC8126].

The DE is expected to do the foll ow ng:

* Ensure that the nanme follows the tenplate presented in
Section 6.5.1; this includes ensuring that the | ength of the nane
is not excessive while still being unique and recogni zable for its
defined function.

* Ensure that the definition of the field sufficiently defines any
interactions or inconpatibilities with other existing paraneters
known at the tine of the registration request.

* Ensure that the conponent val ue defined by the component
identifier with the paranmeter applied can be determnistically
derived fromthe target HTTP nessage in cases where the paraneter
changes the conponent val ue.

1. Registration Tenplate
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Name:
A nanme for the paraneter. The nanme MJUST be an ASCI| string that
conforns to the key ABNF rule defined in Section 3.1.2 of
[ STRUCTURED- FI ELDS] and SHOULD NOT exceed 20 characters in |ength.
The nane MJUST be unique within the context of the registry.

Descri pti on:
A description of the paraneter’s function.

Ref er ence:
Ref erence to the docunent or docunents that specify the derived
component, preferably including a URI that can be used to retrieve
a copy of the docunment(s). An indication of the relevant sections
may al so be included but is not required.

2. Initial Contents

The tabl e bel ow contains the initial contents of the "HITP Signature
Conponent Paraneters” registry.

[ el oo oo oo e e s s e sl e s
| Narme | Description | Reference |
| sf | Strict Structured Field serialization | Section 2.1.1 |
| | | of RFC 9421 |
+o-m - - o e m e e e e e e e e e e e e mo oo S +
| key | Single key value of Dictionary | Section 2.1.2 |
| | Structured Fields | of RFC 9421 |
ommmo - o m o e e ieeiaaoo-- oo +
| bs | Byte Sequence wrapping indicator | Section 2.1.3 |
| | | of RFC 9421 |
+o-m - - o e m e e e e e e e e e e e e mo oo S +
| tr | Trailer | Section 2.1.4 |
I I | of RFC 9421 |
ommmo - o m o e e ieeiaaoo-- oo +
| req | Related request indicator | Section 2.4 |
| | of RFC 9421 |
+o-m - - o e m e e e e e e e e e e e e mo oo S +
| name | Single naned query paraneter | Section 2.2.8 |
I I | of RFC 9421 |
ommmo - o m o e e ieeiaaoo-- oo +

Table 5: Initial Contents of the HITP Signature Component
Par aneters Registry

Security Considerations

In order for an HITP nessage to be considered _covered_ by a
signature, all of the followi ng conditions have to be true:

* A signature is expected or allowed on the nessage by the verifier.
* The signature exists on the nessage.

* The signature is verified against the identified key material and
al gorithm

* The key material and algorithmare appropriate for the context of
t he message.

* The signature is within expected time boundari es.

* The signature covers the expected content, including any critical
component s.

* The list of covered components is applicable to the context of the
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In addition to the application requirenent definitions listed in
Section 1.4, the follow ng security considerations provide di scussion
and context regarding the requirenents of creating and verifying

si gnatures on HTTP nessages.

General Considerations
1. Skipping Signhature Verification

HTTP nessage signatures only provide security if the signature is
verified by the verifier. Since the nessage to which the signature
is attached remains a valid HITP nessage wi thout the Signature or
Signature-lnput fields, it is possible for a verifier to ignore the
output of the verification function and still process the nessage.
Common reasons for this could be relaxed requirements in a

devel opnment environnent or a tenporary suspension of enforcing
verification while debugging an overall system Such temnporary
suspensions are difficult to detect under positive-exanple testing,
since a good signature will always trigger a valid response whet her
or not it has been checked.

To detect this, verifiers should be tested using both valid and
invalid signatures, ensuring that an invalid signature fails as
expect ed.

2. Use of TLS

The use of HITP nmessage sighatures does not negate the need for TLS
or its equivalent to protect information in transit. Message
signatures provide nessage integrity over the covered nessage
conmponents but do not provide any confidentiality for conmunication
bet ween parties.

TLS provides such confidentiality between the TLS endpoints. As part
of this, TLS also protects the signature data itself from being
captured by an attacker. This is an inportant step in preventing
signature replay (Section 7.2.2).

When TLS is used, it needs to be deployed according to the
recomrendat i ons provi ded in [ BCP195].

Message Processing and Sel ection
1. Insufficient Coverage

Any portions of the nessage not covered by the signature are
susceptible to nmodification by an attacker without affecting the
signature. An attacker can take advantage of this by introducing or
nmodi fying a header field or other nessage conponent that w |l change
the processing of the message but will not be covered by the
signature. Such an altered nmessage would still pass signature
verification, but when the verifier processes the nessage as a whol e,
the unsigned content injected by the attacker woul d subvert the trust
conveyed by the valid signature and change t he outcone of processing
t he nessage.

To conbat this, an application of this specification should require
as much of the message as possible to be signed, within the limts of
the application and depl oynent. The verifier should only trust
message conponents that have been signed. Verifiers could also strip
out any sensitive unsigned portions of the nessage before processing
of the message conti nues.

2. Signhature Repl ay



Si nce HTTP nessage signatures allow sub-portions of the HITTP nessage
to be signed, it is possible for two different HTTP nessages to
val i dat e agai nst the same signature. The npbst extrene formof this
woul d be a signature over no nessage conponents. |If such a signature
were intercepted, it could be replayed at will by an attacker,
attached to any HTTP nessage. Even with sufficient component
coverage, a given signature could be applied to two simlar HTTP
messages, allowi ng a nessage to be replayed by an attacker with the
signature intact.

To counteract these kinds of attacks, it’s first inmportant for the
signer to cover sufficient portions of the nessage to differentiate
it fromother nessages. In addition, the signature can use the nonce
signature paraneter to provide a per-nessage uni que value to all ow
the verifier to detect replay of the signature itself if a nonce
value is repeated. Furthernore, the signer can provide a tinestanp
for when the signature was created and a time at which the signer
considers the signature to be expired, limting the utility of a
captured signature val ue.

If a verifier wants to trigger a new signature froma signer, it can
send the Accept-Signature header field with a new nonce paraneter.

An attacker that is sinply replaying a signature would not be able to
generate a new signature with the chosen nonce val ue.

7.2.3. Choosing Message Components

Applications of HTTP nessage signatures need to deci de which nessage
components will be covered by the signature. Depending on the
application, some conmponents could be expected to be changed by
intermediaries prior to the signature’s verification. |f these
conponents are covered, such changes woul d, by design, break the
signature.

However, this docunent allows for flexibility in determ ning which
components are signed precisely so that a given application can
choose the appropriate portions of the nessage that need to be

si gned, avoiding problematic conponents. For exanple, a web
application framework that relies on rewiting query paranmeters night
avoi d using the @uery derived conmponent in favor of sub-indexing the
query val ue using @uery-param derived conponents instead.

Sone conponents are expected to be changed by internediaries and
ought not to be signed under nobst circunstances. The Via and

Forwar ded header fields, for exanple, are expected to be nanipul at ed
by proxies and ot her niddl eboxes, including replacing or entirely
droppi ng exi sting values. These fields should not be covered by the
signature, except in very limted and tightly coupl ed scenari os.

Addi tional considerations for choosing signhature aspects are
di scussed in Section 1.4.

7.2.4. Choosing Signhature Paraneters and Derived Conponents over HITP

Fi el ds
Sone HTTP fields have values and interpretations that are sinmlar to
HTTP si gnature parameters or derived conponents. |In npbst cases, it
is nore desirable to sign the non-field alternative. In particular,

the following fields should usually not be included in the signature
unl ess the application specifically requires it:

"date" The Date header field value represents the tinestanp of the
HTTP message. However, the creation time of the signature itself
is encoded in the created signature paraneter. These two val ues
can be different, depending on how the signature and the HITP



message are created and serialized. Applications processing
signatures for valid tinme w ndows should use the created signature
paraneter for such calculations. An application could also put
limts on how much skew there is between the Date field and the
created signature paraneter, in order to limt the application of
a generated signature to different HTTP nessages. See al so
Sections 7.2.2 and 7.2. 1.

"host" The Host header field is specific to HTTP/1.1, and its
functionality is subsumed by the @uthority derived conponent,
defined in Section 2.2.3. In order to preserve the val ue across
different HTTP versions, applications should always use the
@ut hority derived conponent. See also Section 7.5.4.

7.2.5. Signature Labels

HTTP message signature values are identified in the Signature and
Signature-lnput field values by unique | abels. These |abels are
chosen only when attaching the signature values to the nessage and
are not accounted for during the signing process. An internediary is
all owed to rel abel an existing signature when processing the nessage.

Therefore, applications should not rely on specific |abels being
present, and applications should not put semantic meaning on the

| abel s thensel ves. Instead, additional signature paraneters can be
used to convey whatever additional neaning is required to be attached
to, and covered by, the signature. |In particular, the tag paraneter

can be used to define an application-specific value as described in
Section 7.2.7.

7.2.6. Miltiple Signature Confusion

Since multiple signatures can be applied to one nessage

(Section 4.3), it is possible for an attacker to attach their own
signature to a captured nessage w t hout nodifying existing
signatures. This new signature could be conpletely valid based on
the attacker’s key, or it could be an invalid signature for any
nunmber of reasons. Each of these situations needs to be accounted
for.

A verifier processing a set of valid signatures needs to account for
all of the signers, identified by the signing keys. Only signatures
from expected signers should be accepted, regardl ess of the
cryptographic validity of the signature itself.

A verifier processing a set of signhatures on a nessage al so needs to
determ ne what to do when one or nore of the signatures are not

valid. |If a nessage is accepted when at |east one signature is
valid, then a verifier could drop all invalid signatures fromthe
request before processing the nessage further. Alternatively, if the
verifier rejects a nessage for a single invalid signature, an
attacker could use this to deny service to otherwi se valid nessages
by injecting invalid signatures alongside the valid signatures.

7.2.7. Collision of Application-Specific Signature Tag

Mul tiple applications and protocols could apply HTTP signatures on
the same nessage sinultaneously. |In fact, this is a desired feature
in many circunstances; see Section 4.3. A naive verifier could
becone confused while processing nultiple signatures, either
accepting or rejecting a nessage based on an unrelated or irrel evant
signature. In order to help an application sel ect which signatures
apply to its own processing, the application can declare a specific
value for the tag signature paraneter as defined in Section 2.3. For
exanpl e, a sighature targeting an application gateway could require

t ag="app-gat eway" as part of the signature paraneters for that



appl i cati on.

The use of the tag paraneter does not prevent an attacker fromal so
usi ng the sane value as a target application, since the parameter’s
value is public and otherw se unrestricted. As a consequence, a
verifier should only use a value of the tag paraneter to limt which
signatures to check. Each signature still needs to be exam ned by
the verifier to ensure that sufficient coverage is provided, as

di scussed in Section 7.2.1

7.2.8. Message Content

On its own, this specification does not provide coverage for the
content of an HTTP nessage under the signature, in either a request
or a response. However, [DIGEST] defines a set of fields that allow
a cryptographic digest of the content to be represented in a field.
Once this field is created, it can be included just |ike any other
field as defined in Section 2. 1.

For exanple, in the follow ng response nessage:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{"hello": "world"}

The di gest of the content can be added to the Content-Digest field as
fol | ows:

NOTE: '\’ line wapping per RFC 8792

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Content-Di gest: \
sha- 256=: X48E9qQokqqr vdt s8nQJIRIN3ONDUoy W Bf 7kbu9DBPE=:

{"hello": "world"}

This field can be included in a signature base just |ike any other
field along with the basic signature paraneters

"@tatus": 200
"content-digest": \

sha- 256=: X48E9qCokqqr vdt s8n0QJRIN3OADUoy Wk Bf 7k bu9DBPE=:
"@ignature-input": ("@tatus" "content-digest")

From here, the signing process proceeds as usual

Upon verification, it is inportant that the verifier validate not
only the signature but also the value of the Content-Digest field
itself against the actual received content. Unless the verifier
performs this step, it would be possible for an attacker to
substitute the message content but |eave the Content-Digest field

val ue untouched to pass the signature. Since only the field value is
covered by the signature directly, checking only the signature is not
sufficient protection against such a substitution attack

As di scussed in [DI GEST], the value of the Content-Digest field is
dependent on the content encoding of the message. |If an intermediary
changes the content encoding, the resulting Content-Di gest val ue
woul d change. This would in turn invalidate the signature. Any

i ntermedi ary performng such an action would need to apply a new
signature with the updated Content-Digest field value, sinmlar to the
reverse proxy use case discussed in Section 4.3.

Applications that make use of the req paraneter (Section 2.4) also



need to be aware of the limtations of this functionality.
Specifically, if a client does not include sonething |like a Content-
Di gest header field in the request, the server is unable to include a
signature that covers the request’'s content.

7.3. Cryptographi c Considerations
7.3.1. Cryptography and Signature Colli sion

Thi s docunent does not define any of its own cryptographic primtives
and instead relies on other specifications to define such el enents.

If the signature algorithmor key used to process the signhature base
is vulnerable to any attacks, the resulting signature will also be
susceptible to these sane attacks.

A common attack agai nst signature systens is to force a signature
collision, where the same signature val ue successfully verifies
against multiple different inputs. Since this specification relies
on reconstruction of the signature base froman HITP nessage and the
list of conponents signed is fixed in the signature, it is difficult
but not inpossible for an attacker to effect such a collision. An
attacker would need to mani pul ate the HTTP nessage and its covered
message conponents in order to nake the collision effective

To counter this, only vetted keys and signature al gorithns should be
used to sign HITP messages. The "HTTP Signature Al gorithns" registry
is one source of trusted signature algorithns for applications to
apply to their messages.

VWhile it is possible for an attacker to substitute the signature
paraneters val ue or the signature val ue separately, the signature
base generation algorithm (Section 2.5) always covers the signature
paraneters as the final value in the signature base using a
deterministic serialization nmethod. This step strongly binds the
signature base with the signature value in a way that makes it nuch
more difficult for an attacker to performa partial substitution on
the signature base.

7.3.2. Key Theft

A foundati onal assunption of signature-based cryptographic systenms is
that the signing key is not conmprom sed by an attacker. |If the keys
used to sign the nessage are exfiltrated or stolen, the attacker wll
be able to generate their own signatures using those keys. As a
consequence, signers have to protect any signing key material from
exfiltration, capture, and use by an attacker.

To conbat this, signers can rotate keys over time to limt the anount
of time that stolen keys are useful. Signers can also use key escrow
and storage systens to limt the attack surface agai nst keys.
Furthernore, the use of asymmetric signing algorithms exposes key
material |ess than the use of symretric signing algorithns

(Section 7.3.3).

7.3.3. Symmetric Cryptography

Thi s docunent allows both asymetric and synmetric cryptography to be
applied to HTTP nessages. By their nature, symretric cryptographic
met hods require the sane key material to be known by both the signer
and verifier. This effectively neans that a verifier is capable of
generating a valid signature, since they have access to the same key
material. An attacker that is able to conprom se a verifier would be
abl e to then inpersonate a signer

Wher e possible, asynmetric nethods or secure key agreenent mechani snms
shoul d be used in order to avoid this type of attack. When symretric



met hods are used, distribution of the key material needs to be
protected by the overall system One technique for this is the use
of separate cryptographi c nodul es that separate the verification
process (and therefore the key material) from other code, mninizing
the vul nerabl e attack surface. Another technique is the use of key
derivation functions that allow the signer and verifier to agree on
uni que keys for each message w thout having to share the key val ues
directly.

Additionally, if symetric algorithns are allowed within a system
speci al care rmust be taken to avoid key downgrade attacks
(Section 7.3.6).

7.3.4. Key Specification M xup

The existence of a valid signature on an HTTP nmessage i s not
sufficient to prove that the message has been signed by the
appropriate party. It is up to the verifier to ensure that a given
key and al gorithm are appropriate for the nmessage in question. |If
the verifier does not performsuch a step, an attacker could
substitute their own signature using their own key on a nessage and
force a verifier to accept and process it. To conbat this, the
verifier needs to ensure not only that the signature can be validated
for a nessage but that the key and al gorithm used are appropri ate.

.3.5. Non-determnistic Signature Primtives

Sone cryptographic primtives, such as RSA-PSS and ECDSA, have non-
determnistic outputs, which include some amount of entropy wthin
the algorithm For such algorithnms, nultiple signatures generated in
succession will not match. A lazy inplenentation of a verifier could
ignore this distinction and sinply check for the sane val ue being
created by re-signing the signature base. Such an inplenentation
woul d work for deterministic algorithns such as HVAC and EdDSA but
fail to verify valid signatures nade using non-deterministic
algorithms. It is therefore inportant that a verifier always use the
correctly defined verification function for the algorithmin question
and not do a sinple conparison.

7.3.6. Key and Al gorithm Specificati on Downgrades

Applications of this specification need to protect agai nst key

speci ficati on downgrade attacks. For exanple, the sane RSA key can
be used for both RSA-PSS and RSA v1.5 signatures. |If an application
expects a key to only be used with RSA-PSS, it needs to reject
signatures for any key that uses the weaker RSA 1.5 specification

Anot her exanpl e of a downgrade attack woul d be when an asymmetric
algorithmis expected, such as RSA-PSS, but an attacker substitutes a
signature using a symetric algorithm such as HVAC. A naive
verifier inplementation could use the value of the public RSA key as
the input to the HVAC verification function. Since the public key is
known to the attacker, this would allow the attacker to create a
valid HVAC signature against this known key. To prevent this, the
verifier needs to ensure that both the key material and the algorithm
are appropriate for the usage in question. Additionally, while this
specification does allow runtine specification of the al gorithm using
the al g signature parameter, applications are encouraged to use ot her
mechani sms such as static configuration or a higher-protocol-1evel

al gorithm specification instead, preventing an attacker from
substituting the al gorithm specified.

7.3.7. Signing Signature Val ues

When applying the req paraneter (Section 2.4) or multiple signatures
(Section 4.3) to a nmessage, it is possible to sign the value of an



existing Signature field, thereby covering the bytes of the existing
signature output in the new signature’s value. Wile it would seem
that this practice would transitively cover the conponents under the
original signature in a verifiable fashion, the attacks described in
[ JACKSON2019] can be used to inpersonate a signature output val ue on
an unrel at ed nmessage.

In this exanple, Alice intends to send a signed request to Bob, and
Bob wants to provide a signed response to Alice that includes a

crypt ographic proof that Bob is responding to Alice's incom ng
message. Mallory wants to intercept this traffic and replace Alice’s
message with her own, without Alice being aware that the interception
has taken pl ace.

1. Alice creates a nessage Req_A and applies a signature Sig A
using her private key Key_A Sign

2. Alice believes she is sending Req_A to Bob

3. Mal l ory intercepts Req A and reads the value Sig A fromthis

message
4. Mal | ory generates a different nessage Req_Mto send to Bob

i nst ead.
5. Mal l ory crafts a signing key Key M Sign such that she can create

a valid signature Sig Mover her request Req _Musing this key,
but the byte value of Sig Mexactly equals that of Sig_A

6. Mal | ory sends Reqg_ Mwith Sig_Mto Bob.

7. Bob validates Sig Magainst Mallory's verification key
Key M Verify. At no tine does Bob think that he's responding to
Alice.

8. Bob responds with response nmessage Res_B to Req_M and creates
signature Sig B over this nmessage using his key Key B Sign. Bob
i ncludes the value of Sig Munder Sig B s covered conponents but
does not include anything el se fromthe request nessage.

9. Mal | ory receives the response Res_B from Bob, including the
signature Sig B value. Mllory replays this response to Alice.

10. Alice reads Res B fromMllory and verifies Sig B using Bob's
verification key Key B Verify. Alice includes the bytes of her
original signature Sig A in the signature base, and the
signature verifies.

11. Alice is led to believe that Bob has responded to her nessage
and bel i eves she has cryptographic proof of this happening, but
in fact Bob responded to Mallory's malicious request and Alice
is none the wi ser.

To mitigate this, Bob can sign nore portions of the request nessage
than just the Signature field, in order to nmore fully differentiate
Alice’s nessage fromMallory's. Applications using this feature,
particularly for non-repudiation purposes, can stipulate that any
conponents required in the original signature also be covered
separately in the second signature. For signed nessages, requiring
coverage of the corresponding Signature-Input field of the first
signature ensures that unique itenms such as nonces and tinestanps are
al so covered sufficiently by the second signature.

7.4. Matching Signature Paraneters to the Target Message

7.4.1. Modification of Required Message Paraneters



An attacker could effectively deny a service by nodifying an

ot herw se benign signature paraneter or signed nessage conponent.
Wiile rejecting a nodified nmessage is the desired behavior,
consistently failing signatures could lead to (1) the verifier
turning off signature checking in order to make systens work again
(see Section 7.1.1) or (2) the application mnimzing the
requirenents related to the signed conponent.

If such failures are common within an application, the signer and
verifier should conpare their generated signature bases with each
other to determ ne which part of the nessage is being nmodified. |If
an expected nodification is found, the signer and verifier can agree
on an alternative set of requirenents that will pass. However, the
signer and verifier should not renove the requirenment to sign the
nodi fi ed conponent when it is suspected that an attacker is nodifying
t he conponent.

7.4.2. Matching Values of Covered Conponents to Values in the Target
Message

The verifier needs to nake sure that the signed nessage conponents
mat ch those in the nmessage itself. For exanple, the @method derived
component requires that the value within the signhature base be the
same as the HITP net hod used when presenting this nmessage. This
specification encourages this by requiring the verifier to derive the
signature base fromthe nessage, but |azy caching or conveyance of a
raw si gnature base to a processing subsystemcould | ead to downstream
verifiers accepting a nmessage that does not match the presented

si gnature.

To counter this, the conponent that generates the signature base
needs to be trusted by both the signer and verifier within a system

7.4.3. Message Conponent Source and Cont ext

The signature context for deriving nessage conponent val ues incl udes
the target HITP nessage itself, any associ ated nessages (such as the
request that triggered a response), and additional information that
the signer or verifier has access to. Both signers and verifiers
need to carefully consider the source of all information when
creating conponent values for the signature base and take care not to
take information fromuntrusted sources. O herw se, an attacker
could | everage such a | oosely defined nessage context to inject their
own values into the signature base string, overriding or corrupting
the intended val ues.

For exanple, in npost situations, the target URI of the nessage is as
defined in [HITP], Section 7.1. However, let’s say that there is an
application that requires signing of the @uthority of the incom ng
request, but the application doing the processing is behind a reverse
proxy. Such an application would expect a change in the @uthority
value, and it could be configured to know the external target URl as
seen by the client on the other side of the proxy. This application
woul d use this configured value as its target URI for the purposes of
deriving nessage conponent val ues such as @uthority instead of using
the target URI of the incom ng nessage.

Thi s approach is not wi thout problens, as a misconfigured system
coul d accept signed requests intended for different components in the
system For this scenario, an intermediary could instead add its own
signature to be verified by the application directly, as denonstrated
in Section 4.3. This alternative approach requires a nore active
intermediary but relies less on the target application know ng
external configuration val ues.
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As anot her exanple, Section 2.4 defines a nethod for signing response
messages and al so including portions of the request nessage that
triggered the response. |In this case, the context for conponent
val ue calculation is the conbination of the response and request
messages, not just the single nmessage to which the signhature is
applied. For this feature, the req flag allows both signers to
explicitly signal which part of the context is being sourced for a
conponent identifier’'s value. |Inplenmentations need to ensure that
only the intended nessage is being referred to for each conponent;
otherw se, an attacker could attenpt to subvert a signhature by
mani pul ati ng one side or the other.

4. Multiple Message Conponent Contexts

It is possible that the context for deriving nessage conponent val ues
coul d be distinct for each signature present within a single nessage.
This is particularly the case when proxies nutate nessages and

i nclude signatures over the nutated values, in addition to any

exi sting signatures. For exanple, a reverse proxy can replace a
public hostname in a request to a service with the hostname for the

i ndi vi dual service host to which it is forwarding the request. |If
both the client and the reverse proxy add signatures covering

@ut hority, the service host will see two signatures on the request,
each signing different values for the @uthority nmessage conponent,
reflecting the change to that conponent as the message nmade its way
fromthe client to the service host.

In such a case, it’s comon for the internal service to verify only
one of the signhatures or to use externally configured information, as
di scussed in Section 7.4.3. However, a verifier processing both
signatures has to use a different nmessage conponent context for each
signature, since the conponent value for the @uthority conponent

will be different for each signature. Verifiers like this need to be
aware of both the reverse proxy’'s context for incom ng messages and
the target service's context for the nessage comi ng fromthe reverse
proxy. The verifier needs to take particular care to apply the
correct context to the correct signature; otherw se, an attacker
coul d use know edge of this conplex setup to confuse the inputs to
the verifier.

Such verifiers also need to ensure that any differences in nessage
component contexts between signatures are expected and permitted.

For exanple, in the above scenario, the reverse proxy could include
the original hostnane in a Forwarded header field and could sign

@ut hority, forwarded, and the client’'s entry in the Signature field.
The verifier can use the hostname fromthe Forwarded header field to
confirmthat the hostname was transformed as expected.

HTTP Processi ng
1. Processing Invalid HTTP Field Nanes as Derived Conponent Nanes

The definition of HITP field names does not allow for the use of the
@ character anywhere in the name. As such, since all derived
component names start with the @character, these nanmespaces shoul d
be conpl etely separate. However, sone HITP inpl enentati ons are not
sufficiently strict about the characters accepted in HTTP field
nanes. |n such inplenentations, a sender (or attacker) could inject
a header field starting with an @character and have it passed
through to the application code. These invalid header fields could
be used to override a portion of the derived nessage content and
substitute an arbitrary value, providing a potential place for an
attacker to nount a signature collision (Section 7.3.1) attack or
other functional substitution attack (such as using the signature
froma CGET request on a crafted POST request).



To conbat this, when selecting values for a nmessage component, if the
conponent name starts with the @character, it needs to be processed
as a derived conmponent and never processed as an HTITP field. Only if
the conponent nane does not start with the @character can it be
taken fromthe fields of the nessage. The algorithmdiscussed in
Section 2.5 provides a safe order of operations.

.5.2. Semantically Equivalent Field Val ues

The signature base generation algorithm (Section 2.5) uses the val ue
of an HTTP field as its conmponent value. |In the comon case, this
anounts to taking the actual bytes of the field value as the
component val ue for both the signer and verifier. However, some
field values allow for transformation of the values in semantically
equi val ent ways that alter the bytes used in the value itself. For
example, a field definition can declare sone or all of its values to
be case insensitive or to have special handling of interna

whi t espace characters. Qher fields have expected transformations
frominternedi aries, such as the renmoval of comments in the Via
header field. |In such cases, a verifier could be tripped up by using
the equivalent transfornmed field value, which would differ fromthe
byte val ue used by the signer. The verifier would have a difficult
time finding this class of errors, since the value of the field is
still acceptable for the application but the actual bytes required by
the signature base would not match

When processing such fields, the signer and verifier have to agree on
how to handl e such transformations, if at all. One option is to not
sign problematic fields, but care nust be taken to ensure that there
is still sufficient signature coverage (Section 7.2.1) for the
application. Another option is to define an application-specific
canoni calization value for the field before it is added to the HITP
nmessage, such as to always renove internal comments before signing or
to always transformvalues to | owercase. Since these transformations
are applied prior to the field being used as input to the signature
base generation algorithm the signature base will still sinply
contain the byte value of the field as it appears within the nessage.
If the transformations were to be applied after the value is
extracted fromthe nessage but before it is added to the signature
base, different attack surfaces such as val ue substitution attacks
coul d be | aunched agai nst the application. Al application-specific
additional rules are outside the scope of this specification, and by
their very nature these transformati ons would harminteroperability
of the inplementation outside of this specific application. It is
recomended that applications avoid the use of such additional rules
wher ever possi bl e.

.5.3. Parsing Structured Field Val ues

Several parts of this specification rely on the parsing of Structured
Field val ues [ STRUCTURED- FI ELDS] -- in particular, strict
serialization of HTTP Structured Field values (Section 2.1.1),
referenci ng menbers of a Dictionary Structured Field (Section 2.1.2),
and processing the @ignature-input value when verifying a signature
(Section 3.2). Wiile Structured Field values are designed to be
relatively sinple to parse, a naive or broken inplenentation of such
a parser could lead to subtle attack surfaces being exposed in the

i mpl ement ati on.

For exanple, if a buggy parser of the @i gnature-input val ue does not
enforce proper closing of quotes around string values within the |ist
of conponent identifiers, an attacker coul d take advantage of this
and inject additional content into the signature base through
mani pul ating the Signature-Input field value on a nessage.

To counteract this, inplenentations should use fully conpliant and



trusted parsers for all Structured Field processing, on both the
signer side and the verifier side.

.5.4. HTTP Versions and Conponent Anbiguity

Sone message conponents are expressed in different ways across HITP
versions. For exanple, the authority of the request target is sent
usi ng the Host header field in HITP/1.1 but with the :authority
pseudo- header in HTTP/2. |If a signer sends an HTTP/ 1.1 nessage and
signs the Host header field but the nmessage is translated to HTTP/ 2
before it reaches the verifier, the signature will not validate, as
the Host header field could be dropped.

It is for this reason that HTTP nessage signatures define a set of
derived conponents that define a single way to get the value in
question, such as the @uthority derived conponent (Section 2.2.3) in
lieu of the Host header field. Applications should therefore prefer
derived components for such options where possible.

.5.5. Canonicalization Attacks

Any anbiguity in the generation of the signature base could provide
an attacker with | everage to substitute or break a signature on a
message. Sone nessage conponent val ues, particularly HTTP field

val ues, are potentially susceptible to broken inplementations that
could | ead to unexpected and insecure behavior. Naive

i mpl ementations of this specification mght inplenent HTTP field
processing by taking the single value of a field and using it as the
di rect conmponent val ue without processing it appropriately.

For exanple, if the handling of obs-fold field val ues does not renove
the internal line folding and whitespace, additional newl ines could
be introduced into the signature base by the signer, providing a
potential place for an attacker to nmount a signhature collision
(Section 7.3.1) attack. Alternatively, if header fields that appear
multiple times are not joined into a single string value, as required
by this specification, simlar attacks can be nounted, as a signed
conponent val ue would show up in the signature base nore than once
and coul d be substituted or otherw se attacked in this way.

To counter this, the entire field value processing algorithmneeds to
be inplemented by all inplenmentations of signers and verifiers.

.5.6. Non-List Field Val ues

When an HTTP field occurs nultiple tines in a single nessage, these
val ues need to be conbined into a single one-line string value to be
included in the HTTP signature base, as described in Section 2.5.

Not all HITP fields can be conbined into a single value in this way
and still be a valid value for the field. For the purposes of
generating the signature base, the nessage conponent val ue is never
meant to be read back out of the signature base string or used in the
application. Therefore, it is considered best practice to treat the
si gnature base generation algorithm separately from processing the
field values by the application, particularly for fields that are
known to have this property. |If the field values that are being
signed do not validate, the signed nessage should al so be rejected.

If an HTTP field all ows for unquoted conmas within its val ues,
combining multiple field values can lead to a situation where two
semantically different messages produce the sane line in a signature
base. For exanple, take the follow ng hypothetical header field with
an internal comm in its syntax, here used to define two separate
lists of val ues:

Exanpl e- Header: value, with, lots



Exanpl e- Header: of, comas

For this header field, sending all of these values as a single field
value results in a single list of values:

Exanpl e- Header: value, with, lots, of, commas

Both of these nessages would create the following Iine in the
si gnature base:

"exanpl e-header": value, with, lots, of, commas

Since two semantically distinct inputs can create the sane output in
the signature base, special care has to be taken when handling such
val ues.

Specifically, the Set-Cookie field [COXIE] defines an interna
syntax that does not conformto the List syntax provided in

[ STRUCTURED- FI ELDS]. In particular, sone portions allow unquoted
commas, and the field is typically sent as nultiple separate field
lines with distinct val ues when sending multiple cookies. Wen
mul ti ple Set-Cookie fields are sent in the same nmessage, it is not
general ly possible to conbine these into a single line and be able to
parse and use the results, as discussed in [HITP], Section 5. 3.
Therefore, all the cookies need to be processed fromtheir separate
field values, w thout being conbined, while the signature base needs
to be processed fromthe special conbined val ue generated solely for
this purpose. |f the cookie value is invalid, the signed message
ought to be rejected, as this is a possible padding attack as
described in Section 7.5.7.

To deal with this, an application can choose to limt signing of
problematic fields |ike Set-Cookie, such as including the field in a
signature only when a single field value is present and the results
woul d be unambi guous. Sinmilar caution needs to be taken with al
fields that could have non-deterministic mappings into the signature
base. Signers can al so nmake use of the bs parameter to arnor such
fields, as described in Section 2.1.3.

7.5.7. Padding Attacks with Multiple Field Val ues

Since HTTP field values need to be conmbined into a single string
value to be included in the HTTP signature base (see Section 2.5), it
is possible for an attacker to inject an additional value for a given
field and add this to the signature base of the verifier

In nmost circunstances, this causes the signature validation to fai

as expected, since the new signature base value will not match the
one used by the signer to create the signature. However, it is
theoretically possible for the attacker to inject both a garbage
value into a field and a desired value into another field in order to
force a particular input. This is a variation of the collision
attack described in Section 7.3.1, where the attacker acconplishes
their change in the nmessage by adding to existing field val ues.

To counter this, an application needs to validate the content of the
fields covered in the signature in addition to ensuring that the
signature itself validates. Wth such protections, the attacker’s
paddi ng attack would be rejected by the field val ue processor, even
in the case where the attacker could force a signature collision

7.5.8. Anbiguous Handling of Query Elenents
The HTML form paraneters format defined in Section 5 ("application/

x-ww\ f ormurl encoded") of [HTMLURL] is wi dely depl oyed and supported
by many application frameworks. For conveni ence, some of these
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frameworks in particular conbi ne query paranmeters that are found in
the HTTP query and those found in the nmessage content, particularly
for POST nessages with a Content-Type val ue of "application/ x-ww
formurl encoded". The @uery-param derived conponent identifier
defined in Section 2.2.8 draws its values only fromthe query section
of the target URI of the request. As such, it would be possible for
an attacker to shadow or replace query paraneters in a request by
overriding a signed query paraneter with an unsigned form paraneter,
or vice versa

To counter this, an application needs to make sure that val ues used
for the signature base and the application are drawn froma

consi stent context, in this case the query conponent of the target
URI. Additionally, when the HTTP request has content, an application
shoul d sign the nessage content as well, as discussed in

Section 7.2.8.

Privacy Consi derations
1. ldentification through Keys

If a signer uses the sane key with nmultiple verifiers or uses the
sane key over tinme with a single verifier, the ongoing use of that
key can be used to track the signer throughout the set of verifiers
that nmessages are sent to. Since cryptographic keys are nmeant to be
functionally unique, the use of the sanme key over tinme is a strong
indicator that it is the same party signing nultiple nessages.

In many applications, this is a desirable trait, and it allows HITP
message signatures to be used as part of authenticating the signer to
the verifier. However, it could also result in unintentiona

tracking that a signer mght not be aware of. To counter this kind
of tracking, a signer can use a different key for each verifier that
it is in comunication with. Sonetines, a signer could also rotate
their key when sending nmessages to a given verifier. These
approaches do not negate the need for other anti-tracking techni ques
to be applied as necessary.

2. Signatures do not provide confidentiality

HTTP nessage signatures do not provide confidentiality for any of the
informati on protected by the signature. The content of the HITP
message, including the value of all fields and the value of the
signature itself, is presented in plaintext to any party with access
to the nessage

To provide confidentiality at the transport level, TLS or its
equi val ent can be used, as discussed in Section 7.1.2.

3. Oacles

It is inportant to bal ance the need for providing useful feedback to
devel opers regarding error conditions wthout providing additiona
information to an attacker. For exanple, a naive but hel pful server

i mpl ementation mght try to indicate the required key identifier
needed for requesting a resource. |f someone knows who controls that
key, a correlation can be nade between the resource’s existence and
the party identified by the key. Access to such information could be
used by an attacker as a neans to target the legitimate owner of the
resource for further attacks.

4. Required Content
A core design tenet of this specification is that all nessage

components covered by the signature need to be available to the
verifier in order to recreate the signature base and verify the



9.

9.

signature. As a consequence, if an application of this specification
requires that a particular field be signed, the verifier will need
access to the value of that field.

For exanple, in sone conplex systens with internediary processors,
this could cause surprising behavior where, for fear of breaking the
signature, an internediary cannot renpve privacy-sensitive
informati on froma nessage before forwarding it on for processing.
One way to nmitigate this specific situation would be for the
intermediary to verify the signature itself and then nodify the
message to remove the privacy-sensitive information. The
intermediary can add its own signature at this point to signal to the
next destination that the incom ng signature was validated, as shown
in the exanple in Section 4.3.
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Appendi x A,  Detecting HTTP Message Signatures

There have been many attenpts to create signed HITP nmessages in the
past, including other non-standardi zed definitions of the Signature
field that is used within this specification. It is recomended that
devel opers wishing to support this specification, other published
docunents, or other historical drafts do so carefully and
deliberately, as inconpatibilities between this specification and

ot her documents or various versions of other drafts could lead to
unexpect ed probl ens.

It is recomended that inplenentors first detect and validate the
Signature-Input field defined in this specification to detect that

t he mechani sm described in this document is in use and not an
alternative. |If the Signature-lnput field is present, all Signature



fields can be parsed and interpreted in the context of this
speci fication.

Appendi x B. Exanpl es

The foll owi ng non-normati ve exanples are provided as a nmeans of
testing inmplenentations of HITP nessage signatures. The signed
messages given can be used to create the signature base with the
stated paraneters, creating signatures using the stated al gorithns
and keys.

The private keys given can be used to generate signatures, though
since several of the dempnstrated al gorithnms are non-determnistic,
the results of a signature are expected to be different fromthe
exact bytes of the exanples. The public keys given can be used to
validate all signed exanpl es.

B.1. Exanple Keys

This section provides cryptographic keys that are referenced in
exanpl e signatures throughout this docunent. These keys MJST NOT be
used for any purpose other than testing.

The key identifiers for each key are used throughout the exanples in
this specification. It is assumed for these exanples that the signer
and verifier can unanbi guously dereference all key identifiers used
here and that the keys and al gorithns used are appropriate for the
context in which the signature is presented.

The conponents for each private key, in PEM format [ RFC7468], can be
di spl ayed by executing the foll ow ng OpenSSL command:

openssl| pkey -text

This command was tested with all the exanple keys on CpenSSL version
1.1.1m Note that sone systens cannot produce or use all of these
keys directly and may require additional processing. Al keys are
al so nmade available in JWK fornat.

B.1.1. Exanple RSA Key

The following key is a 2048-bit RSA public and private key pair,
referred to in this docunent as test-key-rsa. This key is encoded in
PEM format, with no encryption.

————— BEG N RSA PUBLI C KEY-----

M | BCgKCAQEAhAKYdt oeoy8zcAcR874L8cnZxKzAGM7v36APp7Pv6(Rj dsPBRr w
VEBnez 6d0UDKDWGhc6nxf EXAy5nbhgaj zr w3MOEt 8uA5t x SKobBpKDeBLOsdJKF(
MGTXCQvEG7 Yent x DTRPX Al el AgYYR] TSd/ QBWWOOMIFhekr o3Rt | i nV0a75j f Zg
kne/ Yi kt SvLG34| w2zgXBDTC5NHROUQGTI ML4PlI NZS5Ri 2U4aCNx2r UPRcKI | EOP
uKxl 4T+HI aFpv8+r dvV6eUgOr B2xel 1dSFFn/ nnv500ZJEl B+VnuKn3DCUc CZSFI Q
PSXSf BDi UGhwOw7 6WISSsf 1D4b/ vLoJ10wW DAQAB

----- END RSA PUBLI C KEY-----

————— BEG N RSA PRI VATE KEY--- - -

M | EQAl BAAKCAQEAhAKYdt oeoy8zcAcR874L8cnZxKzAGM7v36APp7Pv6(Rj dsP
BRr WAEBne z6d0UDKDWGhc6nxf EXAy5nmbhgaj zr wBMOEt 8uA5t x SKobBpKDeBLOsd
JKFgMGTXCQVEG7 Yent x DTRPX Al el AgYYR] TSd/ GBWWIOMNFhekr o3Rt | i nV0a75
j f Zgkne/ Yi kt SvLG34] w2z gXBDTC5NHROUqGT! M_4PI NZS5Ri 2U4aCNx2r UPRcKI
| EOPuKxI| 4T+Hl aFpv8+r dV6eUgOr B2xel 1dSFFn/ nnv500ZJEl B+VrmuKn3DCUc CZ
SFI QPSXSf BDi UGhwOw76WiISSsf 1D4b/ vLoJ 10w DAQABAoI BAG JZuSWioVHbi 56
vj gCgkj g3l kOLKr @3nr dnbnr gA9P9qaPj xuKoWaKO1¢cBQ E1pSW/ cKnc YgD5SWKE
CpAnRUX&p&4zdkzCYzAhli +¢c34L60ZoHsi r K6EoNcEnHveydf zJL5934egn6p8DW
+mLRQ70y Ut 4uRc0YSor +q1LGIvGGQHRe FOWNI BZHr hz5e63Pq71 EOgl wuBgqL8SMARA
Y RXt K+J&xZpl mrq+NHY EWACUQ9SCqOr 838ceQ 55Svznirkwqgt C+8AT2z Fvi MZKKR
Qo6SPsr gl t xZWRt y2i zawTFOBf 5S2VAX70+6t 3wBsQlsLpt 0SgX3Qbl ELY5as! 0J
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cCNg8Sy YbTqgnW B9Zf cAml cFpA8t Yci 9nbv YK8HNxQr +8FS3Qo8NIRI8dOUSCsw
Dz MYf RghAf UGMM W 5hplpQz Auhwbh OXFt xKHVsMPhz 11 Bt FOY8j vgqgYHLbryi ul
MAI5ALOPYFOG7x81pr I ARURWHOO Y 52k Ewldx px+JXER7hQRWXKi 5/ NsUEt v+8RT
gn2nbqt e5DXLyn83b1qRscSdnCOnKt KWJug5g2ZbwWOCI Ct mnRvmP1311 WRYf j 67
B/ xJ1ZA6X3CGEf 4sNReNAt auc PEel gR2nsNOgKQKBi GogHWhK1qYvBxX2X3kbPDkv
9C+cel gZd2PWaGYLCHq7nPbnf DVOyHcW ChXZ8) RM mANVR/ eLQ2Ef sRLAWs9bn
f 3ZD7J S1f wGnBex GTHBHZG+6Avber KYVYNHahNFEWS Ts Ac QADL Rpk GybBe xqZo
81YCql qi dwf eObYt | Oret x1xLyga2NsCe@A86Uj GtaeNnXEl Dk 1PDK+Eui Thl Ua
[ 21 xKzJKW 1BKr 2d4xAf ROZnEYuRr beDQYgTI nO f W6/ GuYI x KYgEKCFHFqJATAG
| xHr q1PDG SwXd2GrWVYyEmhZnbcp8CxaEMQPevx At a0ssMK3weUs Dt vvYvF22m
qQKBi D5GMESzsFPYy3Ga0MrZpn3D6EJQ.gsnr t UPZx+z2Ep2x0xc5o0r neB5f GyF1P
W P+f G6Q6Dpdz 3LRf mtKWBCWFKQ g7uTxcj er hBWEYPMEMKYWTJF5PB@/ ddvHLQ
EQeNC8f HGg4UXU8mhHnSBt 3EA10qQIf RDs15MB8eG2¢ YwB1PZpDHSc DnDAO=
————— END RSA PRI VATE KEY---- -

The sane public and private key pair in JWK format:

NOTE: "\’ |ine wapping per RFC 8792

{

}

B. 1.

2.

"kty": "RSA",

"kid": "test-key-rsa",

"p": "sqeUImXE3LP8t Yol j M AKi TnBo6psPl c8Cr LI 9CHOUbuaA2J COVE CNg8Sy\
YbTggnW B9Zf cAm cFpA8t Yci 9nbv YK8HNXQr - 8FS3Qo8NI9RI8d0USCswhDz MYf Rgh\
Af UGMM W 5hplpQz AuhwbhOXFt x KHVs MPhz 11 Bt FOY8j vgqgYHLbmyi ulmw',

"q": "vSl gXQbvHzWruUBFRHAej Rh_naQTDV3GnH4l cRHUFBFZCSLN82xQS2_7xFO
gf abgql7kNcvKf zdvWhGxxJ2cl LAQOpZS6DnT ZI vBUAI kK2ZHCac_ Xf VWZFh- Pr sH\
_EnVkDpf cYR i w1F40Clg5wW8R6VABHaew3SAp" ,

"d": "b8l nbJZ2hUduLng- QAKCSODeW7Ugs 7eet 2bgqeuADO_2po- PGAghZoo7Vwk\
CUTW Jan9wgdxi APl bEQKk CdFRcbakbj N2TMIj MCHW.5zf gvghngeyKsr gglwSce9\
7J1_Mkvn3f h6CbhqnwiNb6bVFDvTIS3i 5FzRhKi v6r Us YnBZAdF4XRaYkFkeuHPI 7r c\
- r UUTSA] C4Govx| xoDIFeOr 4kbFnki ZOr 40e8RZYK7TLI Kr Svzf xx5A] nl K OzOTC\
qOL7WBPbMW | xmQuFG pl - yuoi 3F ZG3LaLNr BMXQF_| LZUDHs 77q3f AGKDWwin2h\
KBf dBuUQt j | gqwj Q gXPsskQ',

"e": "AQAB",

"qi " "PkbARLOWMJ _LcZr Qy9mmf cPoQ AuCyeul@nH7PYSnbHTFzm ud4H 8bl XU\
9a0_58bl Dod 3Pct F- b4r AEJYUpCODU5PFyN6UEFYRg- YQapj BMKXK8EDb39128ct A\
RB40Lx8cabDhRdTyaEedl G3¢c QDXSpAl 9EQz Xkzf x4bZxj AHU mk MdJwOcMDQ'

"dp": "ai odZsr Wi 8HFf Zf eRs80S_0L5x6WBI 3Y9bt 0Zgs| er ucQuZ8NXTI dxaMb\
FdnyNEy OYA1VHI4t DYR- xEt 1br 1ud_dkPs| LV_Aac7d7EaYc7cdkb70C9t 6sphVgO\
dqEOUTD OnBxBYM GmbJsFzGomy zVgKgWyJd3B9471 i 2U7t 63HXEVKpr Y2w',

"dq": "bODzpSMo5p42dcQgOTUBM 4S6JCEhRr _Y]j Er MkpaXUEQvZ3j EBO9HRNTRI 5\
G t 4NBi BM Y6V9br 8a5gj Epi AQol UcWk BMVAY] Eeur UBMBJILBdA3Yaz\Wj | SaFndt y\
NWLFOQXCh6_ECLr Sywwr f DpSwWO29S9i 8Xbaap",

"n": "hAKYdt oeoy8zcAcR874L8cnZxKzAGM7v36APp7Pv6(Q2j dsPBRr WAEBnez 6\
dOUDKDwWGhc6nxf EXAy5nbhgaj zr w3MOEt 8uA5t x SKobBpKDe BL Os d JKFqMEXCQV B\
G7YentxDTRPxAl el AgYYR) TSd_BWWOOMFhekr o3Rt | i nV0a75j f Zgkne_Yi kt S\
vLG34l w2zgXBDTC5NHROUQGTI ML4PI NZS5Ri 2U4aCNx 2r UPRcKI | EOPuKx ! 4T- HI a\
Fpv8-r dv6eUgOr B2xel 1dSFFn_nnv500ZJEl B- VmuKn3DCUc CZSFI QPSXSf BDi UGh\
WOW7 6WISSsT 1D4b_vLoJ10w'

Exanpl e RSA- PSS Key

The following key is a 2048-bit RSA public and private key pair,
referred to in this docunent as test-key-rsa-pss. This key is PKCS
#8 encoded in PEM format, with no encryption.

----- BEG N PUBLI C KEY-- - - -

M | Bl j ANBgkghki GCOWOBAQEFAACCA@BAM | BCgKCAQEAr 4t rmBr 20Wd/ PbqvP1s2
+QEt vpuRaV8Yq40gj URBY2Rj xa6dp&GXHbPf vivs8ct +Lh1GHA5x28RW3Ry 53mmt
0AX] y@B60OnDkZ5N8I YbggD4BwWeMbpAvLKkhk95AndTr i f bl FPNUSPPMO7 Oyr FAHg
gDsznj PFniTQ: CEcN2Z1FpWjchwuYLPL+Wokqgl t d11nqgqgzi +bJ9cv SKADYdUAANSW
Ut zdpi y6LbTgSxP7oci U4Tn0g51 6aDZJ7A8Lz00KSyZYoA485ngc QOGVAAVWII q4
a0r9ved+nb4bnNk Qvkl LQBf VAvJImtxdDOp9LCNCNABV2pnDOK FV6+U9nV50y c6 Xl



2wl DAQAB
----- END PUBLI C KEY-----

----- BEG N PRI VATE KEY-----

M | Evgl BADALBgkghki GOWOBAQoEggSqM | Epgl BAAKCAQEAr 4t mBr 20Wi/ Pbqv
P1s2+QEt vpuRaV8Yq40gj URBY2Rj xa6dp&GXHbPf vivs8ct +Lh1GHA5Xx28RW3Ry 5
3mmoAXj yB60OnDkZ5N8| YbggD4Bw6MbpAvLKhk95ANndTr i f bl FPNUSPPMO7 Oyr

FAHqgDsznj PFMTQ CEcN2Z1FpWjchwuYLPL+Wokqgl t d11nqqzi +bJ9cv SKADYdUA
ANSWLE zdpi y6LbTgSxP7oci U4Tn0g51 6aDZJ7A8Lz00KSyZYoA485ntc COGVAdVw
91 g4a0r9ved+nb4bnNk Qvkl LB VAvJIm-xdDOp9L CNCN48V2pn DOk FV6+U9nV50y
c6Xl 2wi DAQABA0I BAQCUBSI p+kJi i ZVKF8Aqf B/ aUP0Oj TAQOQewK1kKJ/ i QCXBCq
pbo360gvdt 05H5VZ/ RDVKEgO2k 73VSsbul gezKs8RFs2t EmH+JgTI 9IMeQIPWP6X
aKy6LIl YSOE2cWjp8GADgoBs 8l | BqOUhXOKTS f gl 1 eek3n726G 4YFge2TAcVR2WHNA
Xf K71 upFyo6HHyWRi YHMVARQXLJeOSdTn5aMBPOPO4bQy k50Rx TUSeCci PIUFKt Q
Hkv Goyni7Kr y Ef wH8TksOL7WhzyP60PL3xSOFNQJi 9mtzzt wYl XGDQUKM2GDs | TeD
2m 2o0HoPMyADOWdI 7BWSVWL8plh+j gf c4dl exKYRA0OGBAOVS ui Ei OchGghV5vn5N
RDNscAFnpH 1QgM 6/ UR5RTgntLf Vsl 11 4bSkbr | uVKvi G 7at | KROALOG x Rx
DLadgBEeNyHL5! z6i hQaFILVQOu3U4SB67J0Yt VO3R6I Xcl j BDHUY8S) YJ7C 626
vuDcoaEuj nl rt Uhavkv Sf c UJAoGBAMPs CHXt e luWNAqYad2WiLj PDI Kt QIK1di Cm
r qmB2g8QE99hDCHI t j DBEdpy FBKO P+NpVt MKLhRaj j cL9Ph8j r | D6XUgi kQuVi

4J9FV2mi2j XMui oTT13i dAI LanYg8D3i dvy/ 3i sDVKONOX3UAVKr gMEneOhJ pk PL
FYgget vDAoGBAKLQBJZMrSeOpPl JkSamhsehgL5Rs51i X4mlz7+sYFAJf hvN3Q

OG HDRp6H MJcx HoHW7 U+S1TETxePwKLNLKj 6hw8j nX2/ nZRgWHz gVc Y+s Ps ReRx
NIV +Cf h6y Ct znf X00p+JIWOXdSY8gl SSHIWRAMbg+hFGALAYdt 7w80XBA0OGBAI nR
NUuggapgaEA8Tr FxkJmgXYaAqpAOi YRA7kv3S4QavPBUG FIJHBNULzi t ydkNt VZ
3wehgceO0h9YThTo/ nKc+OzDZbgf N9s7c Q75x 0PQCAOAT x2P91Q+nDz DUVTe G30nE
t 2nBS0dGe47Ji Ixi f VOP3WNBNr ZGSI F3nr ORBVNDAOGBAI 0QKn21 v7Sgo4T/ Xj ND
dl 2kZTXqGAk8dChpUi w HIMBOGWHhHj 2NdCzBl i OTPyQ Ar 770G TWDAI +1 RYyF
S7TFnk6ZVVVHsXxj t aHy 1uJ GFl aZzKR4AGNaUTQJ Ms 6 Nadz CmGPAX NQQROCgoUj n4XR
rg r owd49JooGXhOxbu8nOx X

————— END PRI VATE KEY- - ---

The sane public and private key pair in JW fornat:
NOTE: "\’ line wapping per RFC 8792

{
"kty": "RSA",
"kid": "test-key-rsa-pss",

"p": "5V-6l Sl 5yEaCFXm f k1IEMRxwWAWeke PVCAyvr 9Qb Tl FOCZwt 9WA Uj ht KRus\
i 5Ug- | YZ_t q2WRE4As4b_FHEM p2AER431 cvimXPgKFBoUkt VDS7dThl Hr snRi 1U7d\
HquWI MEMeS] xKNghsKLpng- 4NyhoS60eWI1SFoz(9J9x K",

" "ww del7WsYOCphp3ZZ0uMBOUqlAkr V21 KaquHanAT32EM4C| 2MVER2nI \
UEo4g_421 Wz YouFFqONw 0- Hy Gs gPpd SqKRCSW.gn0VXabj aNcy 6KhNPXeJ0OAgt g\
di DwPeJ2 L e KWNWA3RF d@BUquAWSd 7 SEmTBsVi gB628M',

"d": "I AfI gf pCYonShf AKnwf 21 D9l OwKj kHsCt ZCi f 4kAl wWQqgWeN-t | L3bdOR-\
VW 0QLZBI Dt pOA1Ur G7pansyr PERbNr RII Pi YEyPTHKCT1nD- | 2i sui yGLNBNnFoK\
f BgAAKAbPJZQat FI V9Cn34J SHnpN5- 2ehr eGBYH kwHFt | mrzeF3yu5bqReqCnx 8l k\
YnBz DAEUFyy Xj knU5- W AT9Dz uGMyOTkcULENj nl j yVBZLUBSLxmBpuyg8hH3B_E\
5LNC- 1oc8j -t Dy98WRTTi YvZvs87cCGCrxgOLi j Nhg7CE3g9pi NgB6Dz MyA9 MHSOM
cEl Vt f KdYf 04H30OHZXs SnEQ',

"e": "AQAB",

"qgi": "j RAQfYi _t K hP9eMIN2XaR NeoYCTx06G SLD8d0zc4ZZuEePY10LMGW \
6Y_JCOCvvvQYhNa9sAj 4hFj | VLsWeTpl VWUez GOLof LWIk YW/pnMpHgAY1pRMAky z\
01p3MKYY8DEL1BA4KghSOf hdGs60Ov3Df j Om gZeE7Fu7yc7Fc",

"dp": "ot Dol kxt J7Sk8gnRIqZCGx6GAVI GznWIf i bXPv6xgUAI - G33dD84Ygc NG\
oeMkRzEekf Dt TSLVIVRPF4_AoucsqPqHDy Cdf b- dl GBYf OBVxj 6w xF5HEOI V_4J- H\
r1 630d9f TSn4l Y5d1Jj yCVJl cnBEAyi D6EUZbUBh23vDzRcE",

"dqg": "i ZE1S6CpgnmBoQDx Os XCQmaeBdhoCgkDSIJhEDUS dLhBg88FQa0UKCcE1QvO
K3J2Q1Vnf DgGBx7SHLhOFQ - cpz45kN uB832zt xDvnH@AI A7h_HY_3VD6 YPMNR\
VN4bf SYS3abdLR0Z7j sm nGI9X0_f AOE2t kZI gXeas5EFUOM',

“n": "r4tm8r 20Wi_PbqvP1s2- QEt vpuRaV8Yq40gj URBYy2Rj xa6dp&GXHbPf vM
s8ct - Lh1GH45x28RW3Ry53mm 0 AXj y@B60OnDkZ5N8I YbggD4OBweMEpAv Lkhk95AN\
dTri f bl FPNUBPPMO7 Oyr FAHqgDsznj PFmTQt CEcN2Z1FpWjchwuYLPL- Wokqgl t d11\
ngqzi - bJ9cvSKADYdUAANSWUL zdpi y6LbTgSxP7oci UATn0g51 6aDZJ7A8Lz0o0KSy\
ZYoA485mc QOGVAAVWII q4a0T9v6d- nb4bnNkQvkl LB VAvIm xdDOp9L CNCNABW



2pnDCkFV6- UAnV50yc6XI 2w
}

B.1.3. Exanple ECC P-256 Test Key

The following key is a public and private elliptical curve key pair
over the curve P-256, referred to in this docunent as test-key-ecc-
p256. This key is encoded in PEMformat, with no encryption.

MFKkWEWYHK0ZI zj 0CAQY! Kozl zj 0DAQ: DQYAEG! VYZVLCr PZHGH P17CTW/ +DILf
WOEKj qF7xB4Fi vAXzi c30t MVAGF+hR6Dxh71Z50VGGdl dkk DXZCnTNnoXQe=
----- END PUBLI C KEY---- -

VHc CAQEEI FKbhf Nzf pDsW3+0+Jj Ur 9K+bTeuxopu653+hBaXGA70A0GCCqGSMA9
AWEHo UQDQAEQ! VYZVLCr PZHGH P17CTW)/ +DOLf WOEKj qF7xB4Fi vAxzi c30t MM
4CGF+hR6Dxh71Z50VGCGdl dkk DXZCn'TNnoXQ==

The sane public and private key pair in JW fornat:

{
"kty": "EC',
"crv": "P-256",
"kid": "test-key-ecc-p256",
"d": "UpuF81l - kOxbj f 7T4nNSvOr 5t N67G n¥r nf 6EFpcYDs",
"x": "ql VYZVLCr PZHGH P17CTW)_- DILf WOEKj qF7xB4Fi VA",
"y": "Mc4nNOLTDOBhf oUeg8Ye9WedFRhNZXZJA12Qp0z Z6F0"

}

B.1.4. Exanple Ed25519 Test Key
The following key is an elliptical curve key over the Edwards curve
ed25519, referred to in this docunent as test-key-ed25519. This key
is PKCS #8 encoded in PEM format, with no encryption.

————— BEG N PUBLI C KEY-----
MCowBQYDK2VWwAYy EAJr QLj 5P/ 89i XES9+VvFgr | y29cl FOCC/ oPPsw3c5D0bs=

----- BEA N PRI VATE KEY-----
MC4 CAQAWBQYDK2VWWBCI El J+DYvh6SEqVTnbODFt MDoQ kTmi Cgi r VWImMABIqf SnF

The sane public and private key pair in JW fornat:

{
"kty": "OKP",
"crv": "Ed25519",
"kid": "test-key-ed25519",
“d": "n4N - Hpl SpVObnQWMWCOhCKRCal KgKt W 2ZYb2p9KcU' ,
"x": "JrQLj 5P_89i XES9- vFgr | y29cl F9CC_oPPsw3c5D0bs"
}

B.1.5. Exanple Shared Secret

The foll owi ng shared secret is 64 randomy generated bytes encoded in
Base64, referred to in this document as test-shared-secret:

NOTE: "\’ |ine wapping per RFC 8792

uzvJf BAu3NOJy4T7NZ75MDVer 8z STl nedJt kgcu46YWAXByzNJj xBdt j UkdJPBt \
brmHhl Di 6pcl 8] sasj | TM DQ==

B. 2. Test Cases



Thi s section provides non-normative exanpl es that may be used as test
cases to validate inplenentation correctness. These exanples are
based on the foll owing HTTP messages:

For requests, this test-request message is used:
NOTE: '\’ line wapping per RFC 8792

PCST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1

Host: exanpl e. com

Date: Tue, 20 Apr 2021 02:07:55 GMI

Cont ent - Type: application/json

Cont ent - Di gest: sha-512=: WZDPaVn/ 7XgHaAy 8pnoj AKGMRX2UFChF41A2sv X+T\
aPm+AbwAgBWAr | i Y1 | u7BNNyeal dVLvRWEMTHWKY Jwew==:

Content - Length: 18

{"hello": "world"}
For responses, this test-response nessage is used:
NOTE: "\’ line wapping per RFC 8792

HTTP/ 1.1 200 XK

Date: Tue, 20 Apr 2021 02:07:56 GMI

Cont ent - Type: application/json

Content - Di gest: sha-512=: nEWKI S7TMaLRuGgxOBdODa3xqMLXdEvxoYhvl CFJ41Q
JgJc4GTsPp29l 50GX69wWWd Xy ny U0r j Juahq4l 5aCgf LQ==:

Content - Lengt h: 23

{"message": "good dog"}
B.2.1. Mnimal Signature Using rsa-pss-sha512

Thi s exanple presents a mnimal signhature using the rsa-pss-sha512
al gorithm over test-request, covering none of the components of the
HTTP nessage but providing a tinestanped signature proof of
possession of the key with a signer-provided nonce.

The correspondi ng signature base is:
NOTE: '\’ line wapping per RFC 8792

"@ignature-parans": ();created=1618884473; keyi d="t est -key-rsa-pss"\
; nonce="b3k2pp5k7z-50gnwp. yend"

This results in the follow ng Signature-Input and Signature header
fields being added to the nessage under the signature |abel sig-b21

NOTE: '\’ line wapping per RFC 8792

Si gnature-Ilnput: sig-b21=();created=1618884473\

; keyi d="t est - key-rsa- pss"; nonce="b3k2pp5k7z- 50gnwp. yend"

Si gnature: sig-b21=:d2pnifvimbncD3xQrBE9ZV2828Bj QNEgi wAawsbAkgi bUopem
LJcWDy/ | kbbHAve4cRAt x311 q786U7i t ++wgGxbt Rxf 8Udx7zFZsckzXaJMKA7ChG
52eSkFxykJeNgsr WH5S+oxNFI D4dzVuwe8DhTS] a8xxbR/ Z2cOGdChz R72r gFWhz x\
2Vj BgJzsPLM QKhO4DGez XehhWWVES6 YCE+O6c0nKZsf xVr ogUv A4HEL ) VKWhAVE | 6\
UnCh8j YzuVGEWBb/ QEVPnP5Tnt AnLH1g+s++v6d4s8nDgCwlf V5/ SI TLq9nmhho8K3\
+7EPYTU8I UlbLhdx 5Nyt 8C8ssi nQQ8XwoQ==:

Note that since the covered conponents list is enpty, this signature
could be applied by an attacker to an unrelated HTTP nessage. In
this exanple, the nonce paraneter is included to prevent the sane
signature from being replayed nore than once, but if an attacker
intercepts the signature and prevents its delivery to the verifier
the attacker could apply this signature to another message.



Therefore, the use of an enpty covered components set is di scouraged.
See Section 7.2.1 for nore di scussion.

Note that the RSA-PSS algorithmin use here is non-determnistic,
meaning that a different signature value will be created every tine
the algorithmis run. The signature value provided here can be

val i dat ed agai nst the given keys, but newly generated signature

val ues are not expected to match the exanple. See Section 7.3.5.

B.2.2. Selective Covered Conponents Using rsa-pss-sha512

Thi s exanpl e covers additional conponents (the authority, the

Cont ent - Di gest header field, and a single named query paraneter) in
test-request using the rsa-pss-sha512 algorithm This exanple al so
adds a tag paranmeter with the application-specific value of header-
exanmpl e.

The correspondi ng signature base is:
NOTE: '\’ |ine wapping per RFC 8792

"@uthority": exanple.com

"content-digest": sha-512=: WZDPaVn/ 7XgHaAy8pnoj AKGMRx2UFChF41A2sv X\
+TaPmtAbwAgBWAr |1 Yl | u7BNNyeal dVLvRAVMENTHWKY Jwew==:

"@uery-parant; nane="Pet": dog

"@ignature-parans": ("@uthority" "content-digest" \
"@uery-paran'; nanme="Pet")\
; Creat ed=1618884473; keyi d="t est - key-rsa- pss"\
; tag="header - exanpl e"

This results in the follow ng Signature-Input and Signature header
fields being added to the nessage under the |abel sig-b22:

NOTE: "\’ line wapping per RFC 8792

Signature-lnput: sig-b22=("@uthority" "content-digest" \
"@uery-parant; nane="Pet"); creat ed=1618884473\

; keyi d="t est - key-rsa-pss";tag="header - exanpl e"

Si gnature: sig-b22=:LjbtgUbfnvjj5C5kr1Ugj 4Pm.YvxOwV] ZvDIGSTT4F7G cQ
EdJzgl 9gHxl CagShLRi LM AJj t g6NACDf Kt j vuJyE5qH7 KT8 UCWK SowOB4 +ECx CnT\
8rt Anj / OPI Xxi 0AONnxKyBO9RNr CQ bbUj sLS/ 2YyFYXEu4TRIQz Rwlr LEUEf Y17 SA\
RYhpTI agwzZVt RBNV7+4UKkj qpcAoFgWFGh62s7C +H2f j BSpgf ZUJcsl k4N6wi KYd\
4j e2U/ | anken9PZf B4j Y3I 5r SV2DSBVKSFsURI j YEr Os0t FTQosMIAoxk/ / ORoK\
Ugi YY8BhOaaUEbOr Q 3/ XaVe4bXTugEj HSw==:

Note that the RSA-PSS algorithmin use here is non-determnistic,
meani ng that a different signature value will be created every tine
the algorithmis run. The signature value provided here can be

val i dat ed agai nst the given keys, but newly generated signature

val ues are not expected to match the exanple. See Section 7.3.5.

B.2.3. Full Coverage Using rsa-pss-sha512

Thi s exanpl e covers all applicabl e nessage conponents in test-request
(including the content type and | ength) plus many derived components,
again using the rsa-pss-sha512 algorithm Note that the Host header
field is not covered because the @uthority derived conponent is

i ncl uded i nstead.

The correspondi ng signature base is:
NOTE: '\’ |ine wapping per RFC 8792
"date": Tue, 20 Apr 2021 02:07:55 GMI

"@ret hod": POST
"@ath": /foo



"@uery": ?param=Val ue&Pet =dog
"@ut hority": exanple.com
"content-type": application/json
"content-digest": sha-512=: WZDPaVn/ 7XgHaAy8pnoj AKGMRx2UFChF41A2sv X\
+TaPm+AbwAgBWAr 17 Y1 | u7BNNyeal dVLvRWEMTHWKY Jwew==:
"content-length": 18
" @i gnature-parans”: ("date" "@rethod" "@ath" "@uery" \
"@ut hority" "content-type" "content-digest" "content-length")\
; Creat ed=1618884473; keyi d="t est - key-rsa- pss"

This results in the follow ng Signature-Input and Signature header
fields being added to the nessage under the |abel sig-b23:

NOTE: '\’ |ine wapping per RFC 8792

Signature-1lnput: sig-b23=("date" " @rethod" "@ath" "@uery" \
"@ut hority" "content-type" "content-digest" "content-length")\
; Creat ed=1618884473; keyi d="t est - key-r sa- pss"

Si gnature: sig-b23=: bbN3oAr OxYoyyl QQUUEQYwr TuaxLwj ACOf bY2F6SVW hOy B\
i M RGCOnMYwZ/ 5MR6f bOKh1r | RASVxFkeG 683+qRpRRUSp2voTp7682Zr CUb38KOf L\
XxNOQOi C59Dz Yx8DFI | 5GrydPxSmme9v6ULbMFKI +V5B1TP/ yPVi V7KsLNmvKi LI H1\
pFkh/ aYA2HXXZz NBXm koQoLd7Yf V@1kE9o/ CCoClxMy7JALi pwKvf r s65! drm u9\
bpG6A9BnEhuz F8EI nbf 8ui 9eH8LZH896+Q F61ka39VBr ohr 9i yMJUJpvRX2Zbhl 52\
Jz SRxpJyoEZAFL2FUo5f Tl zt sDZKEgMAc UA==

Note in this exanple that the value of the Date header field and the
val ue of the created signature paranmeter need not be the sane. This
is due to the fact that the Date header field is added when creating
the HTTP message and the created paraneter is popul ated when creating
the signature over that nessage, and these two times could vary. |If
the Date header field is covered by the signature, it is up to the
verifier to determ ne whether its value has to match that of the
created paraneter or not. See Section 7.2.4 for nore di scussion

Note that the RSA-PSS algorithmin use here is non-determnistic,
meaning that a different signature value will be created every tinme
the algorithmis run. The signature value provided here can be
val i dat ed agai nst the given keys, but newly generated signature

val ues are not expected to match the exanple. See Section 7.3.5.

B.2.4. Signing a Response Using ecdsa-p256-sha256

Thi s exanpl e covers portions of the test-response nessage using the
ecdsa- p256-sha256 al gorithm and the key test-key-ecc-p256

The correspondi ng signature base is:
NOTE: '\’ line wapping per RFC 8792

"@tatus": 200

"content-type": application/json

"content-digest": sha-512=: nEWKI S7TMaLRuGgx OBdODa3xqMLXdEvxoYhvl CFJ4\
1QgJc4GTsPp29l 50GX69wWMd Xy ny U0r j Juahq4l 5aCgf LQ==:

"content-length": 23

" @i gnature-parans”: ("@tatus" "content-type" "content-digest" \
"content-length");created=1618884473; keyi d="t est - key- ecc- p256"

This results in the followi ng Signature-Input and Signhature header
fields being added to the nessage under the |abel sig-b24:

NOTE: "\’ |ine wapping per RFC 8792

Si gnature-lnput: sig-b24=("@tatus" "content-type" \
"content-digest" "content-length");created=1618884473\
; keyi d="t est - key- ecc- p256"

Si gnature: sig-b24=: wWNnmSUAhwb5Lxt Ot OpNa6Wbxj 067nbhFr j OXAf vpaCLx ONK\



ocgPqulLgyahnzDnDAUy5eCdl YUEKLI j +320i asw==:

Note that the ECDSA sighature algorithmin use here is non-
deterministic, meaning that a different signature value will be
created every time the algorithmis run. The signature val ue
provi ded here can be validated agai nst the given keys, but newy
generated signature values are not expected to match the exanpl e.
See Section 7.3.5.

B.2.5. Signing a Request Using hmac-sha256

Thi s exanpl e covers portions of the test-request message using the
hmac- sha256 al gorithm and the secret test-shared-secret.

The correspondi ng signature base is:
NOTE: "\’ line wapping per RFC 8792

"date": Tue, 20 Apr 2021 02:07:55 GVI

"@ut hority": exanple.com

"content-type": application/json

"@ignature-paranms": ("date" "@uthority" "content-type")\
; creat ed=1618884473; keyi d="t est - shar ed- secret "

This results in the follow ng Signature-Input and Signature header
fields being added to the nessage under the |abel sig-b25:

NOTE: "\’ line wapping per RFC 8792

Signature-lnput: sig-b25=("date" "@uthority" "content-type")\
; Creat ed=1618884473; keyi d="t est - shar ed- secret ™
Si gnature: sig-b25=: pxcQMG3Aj t MBQ wo8XzkZf / bws5Lel baMk5r G Gt E8=:

Before using symetric signatures in practice, see the discussion
regardi ng security trade-offs in Section 7.3.3.

B.2.6. Signing a Request Using ed25519

Thi s exanpl e covers portions of the test-request nmessage using the
Ed25519 al gorithm and the key test-key-ed25519.

The correspondi ng signature base is:
NOTE: '\’ line wapping per RFC 8792

"date": Tue, 20 Apr 2021 02:07:55 GMI

" @ret hod": POST

"@ath": /foo

"@uthority": exanple.com

"content-type": application/json

"content-length": 18

"@ignature-parans": ("date" "@rethod" "@ath" "@uthority" \
"content-type" "content-length");created=1618884473\
; keyi d="t est - key- ed25519"

This results in the follow ng Signature-Input and Signature header
fields being added to the nessage under the |abel sig-b26:

NOTE: "\’ line wapping per RFC 8792

Signature-lnput: sig-b26=("date" "@rethod" "@ath" "@uthority" \
"content-type" "content-length");created=1618884473\
; keyi d="t est - key- ed25519"

Si gnature: sig-b26=:wycAgbmyJ2ji 2gl f AMaBRy4gr uYYnx2nEFN2HNGj r nDnQCK1\
u02Gh04v9IEDgWUPI u4A0W6VUQV5I | p5WPp BKRCW==:



B. 3.

TLS- Term nati ng Proxies

In this exanple, there is a TLS-ternminating reverse proxy sitting in
front of the resource. The client does not sign the request but

i nstead uses mutual TLS to nmake its call. The termi nating proxy
validates the TLS streamand injects a dient-Cert header field
according to [CLI ENT-CERT], and then applies a signature to this
field. By signing this header field, a reverse proxy not only can
attest to its own validation of the initial request’s TLS paraneters
but can also authenticate itself to the backend systemindependently
of the client’s actions.

The client makes the follow ng request to the TLS-term nating proxy
usi ng mutual TLS:

PCST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1
Host: exampl e. com

Date: Tue, 20 Apr 2021 02:07:55 GMI
Cont ent - Type: application/json
Content-Length: 18

{"hello": "world"}

The proxy processes the TLS connection and extracts the client’s TLS

certificate to a Cient-Cert header field and passes it along to the

internal service hosted at service.internal.exanple. This results in
the follow ng unsigned request:

NOTE: "\’ line wapping per RFC 8792

POST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1

Host: service.internal.exanple

Date: Tue, 20 Apr 2021 02:07:55 GVIr

Cont ent - Type: application/json

Content - Length: 18

Client-Cert: : M| BgDCCAU6gAW BAgl BBz AKBggghkj OPQQDA] A6 MRS wGQYDVQRKD\
BJMZX@nhcy BBd XRoZWs0aVWNhd GUx Gz AZBgNVBAMVEK x Bl El ud Gvy bWk aWF0ZSBDQT\
Ae FwOy NDAXMIQy M ULMz NaFwOy MTAXM MyM UL Mz NaMAOx Cz AJ Bg NVBAMVIAK J DMFK\
WEWYHKoZI zj 0CAQYI KoZl zj 0DAQc DQQAE8YNnXXf aUgmM OXU/ | ncWal Rhebr Xnck)\
C8vdgJ1p5Be5F/ 3YCBOQ: hxMA+k 1IMbaEAEFc GzkJi Ny 6J84y 7uz 09 M5 Ny MVHAWCQYDW
ROTBAI wADAf Bg NVHSVEGDAWI BRBW La38| bEYCui CPct 0ZaSED2 DAOBgNVH@BBAF \
8EBAMCBs AWEWYDVROI BAWMACG Y1 KwYBBQUHAW WHQYDVRORAQH BBMAMEYEPYNR] QG
4YWLwh GUu Y29t MA0 GCCq GSVAH9BAMCAOgAMEUCI BHda/ r 1vaL6G3VI i L4/ Di 6 YKOQ6\
bM eSkC3dFCOOB8TAI EAx/ kHSB4ur mi ZONX5r 5Xar mPkOwnruy dBVoU4hBVZ1yhk=:

{"hello": "world"}

Wthout a signature, the internal service would need to trust that
the incom ng connection has the right information. By signing the
Client-Cert header field and other portions of the internal request,
the internal service can be assured that the correct party, the
trusted proxy, has processed the request and presented it to the
correct service. The proxy’'s signature base consists of the
fol | owi ng:

NOTE: '\’ line wapping per RFC 8792

"@ath": /foo

"@uery": ?param=Val ue&Pet =dog

"@ret hod": POST

"@uthority": service.internal.exanple

"client-cert": : M| BgDCCAU6gAW BAgl BBz AKBggghkj OPQQDA] A6 VRsWGEQYDVQQ
KDBJMZXQncy BBd XRoZWs0aWNhd GUx Gz AZBgNVBAMVEK x Bl El ud Gvy bWk aWFOZSBD\
QTAeFwWOy MDAXMIQy M U1Mz NaFwOy MTAXM MyM UL Mz NaMAOx Cz AJ Bg NVBAMVAK J DM
FkwEwYHKoZI zj 0CAQYI KoZI zj 0DAQe DQgAE8YnXXf aUgmmM OXU/ | ncWal Rhebr Xm
ckC8vdgJ1p5Be5F/ 3YCBO: hxMA+k1MbaEAEFc GzkJi Ny6J84y7uz 09 M5 Ny MVHAWCQY\



DVROTBAI wADAf Bg NVHSMEGDAW)BRBW La381 bEYCui CPct 0ZaSED2 DACBgNVHQBB\
Af 8EBAMCBs AWEWYDVROI BAMAMCg Yl KwYBBQUHAW WHQYDVRORACQH BBMAEYEPYNRj Q
GV4YWLwb GUu Y29t MA0 GCCq GSVA9BAMCAOgAMEUCI BHda/ r 1valL6G3Vl i L4/ Di 6 YKO\
@Q@bM eSkC3dFCOOBBTAI EAX/ kHSB4ur mi ZONX5r 5Xar nPkOwnuydBVoU4hBVZ1yhk=:
"@ignature-paranms": ("@ath" "@uery" "@rethod" "@uthority" \
"client-cert");created=1618884473; keyi d="t est - key- ecc- p256"

This results in the follow ng signature:
NOTE: "\’ line wapping per RFC 8792

X VVHVpawaAC/ 0SbHr KRs9i 81 3eOs5Rt TMECWKNnT 9nvZzoHs| g6Mce9315T6x okl yyOy\
zhD9ah4JHRWMMLOgm zw==

which results in the foll owi ng signed request sent fromthe proxy to
the internal service with the proxy’'s signature under the | abel ttrp:

NOTE: '\’ line wapping per RFC 8792

PCST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1

Host: service.internal.exanple

Date: Tue, 20 Apr 2021 02:07:55 GVr

Cont ent - Type: application/json

Content-Length: 18

Client-Cert: : M| BqDCCAU6gAW BAgl BBz AKBggghkj OPQQDA] A6MRswGQYDVQKD\
BJMZX@nhcy BBd XRoZWs0aVWNhd GUx Gz AZBgNVBAMVEK x Bl El ud Gvy bWk aWFOZSBDQT\
Ae FwOy MDAXMTQy M ULMz NaFwOy MTAXM MyM UL Mz NaMAOX Cz AJ Bg NVBAMVIAK J DMFK\
WEWYHKoZI zj 0CAQYI KoZl zj 0DAQc DQQAE8YNnXXf aUgmM OXU/ | ncWal Rhebr Xnck)\
C8vdgJ1p5Be5F/ 3YC8O: hx MA+k 1MbaEAEFCc GzkJi Ny 6J84y 7uz 09Ms Ny MHAWCQYDW
ROTBAI wADAf BgNVHSMEGDAWIBRBW La38l bEYCui CPct 0ZaSED2 DAOBgNVH@BBAF \
8EBAMCBs AWEWYDVROI BAWMACG Yl KwYBBQUHAW WHQYDVRORAQH BBMAMEYEPYNR) QG
4YWLwh GUu Y29t MA0 GCCq GSVAH9BAMCAOgAMEUCI BHda/ r 1vaL6G3VI i L4/ Di 6 YKOQ6\
bM eSkC3dFCOOB8TAI EAX/ kHSB4ur m ZONX5r 5Xar nPkOwnmuy dBVoU4hBVZ1y hk=:

Signature-lnput: ttrp=("@ath" "@uery" "@rethod" "@uthority" \
"client-cert");created=1618884473; keyi d="t est - key- ecc- p256"

Signature: ttrp=:xVMHVpawaAC/ 0SbHr KRs9i 81 3eOs5Rt TMECWKnT 9nvZzoHs| g6\
Mce9315T6xokl yyOyzhD9ah4JHRML Ogmi zw==:

{"hello": "world"}

The internal service can validate the proxy's signature and therefore
be able to trust that the client’s certificate has been appropriately
pr ocessed.

B.4. HITP Message Transformations

HTTP all ows intermedi ari es and applications to transforman HTTP
message without affecting the semantics of the message itself. HITP
message signatures are designed to be robust against many of these
transformations in different circumstances.

For exanple, the follow ng HTTP request nmessage has been signed using
the Ed25519 al gorithm and the key test-key-ed25519:

NOTE: "\’ |ine wapping per RFC 8792

GET /denp?namel=Val uel&Nanme2=val ue2 HTTP/ 1.1

Host: exanpl e.org

Date: Fri, 15 Jul 2022 14:24:55 GMI

Accept: application/json

Accept: */*

Si gnature-Input: transform=("@rethod" "@ath" "@uthority" \
"accept"); created=1618884473; keyi d="t est - key- ed25519"

Si gnature: transforme: ZT1koo@EHpZOI 11 j Cqt QopOm gl JPeo7DHR3SoMh0s5J\
Z1eRGSO0A+vyYP9t / LXI h5QWFFQ6cpLt 2nm0pnj 3NDA==:



The signature base string for this nessage is:

"@ret hod": CET

"@at h": /denp

"@uthority": exanple.org

"accept": application/json, */*

" @i gnature-parans”: ("@rethod" "@ath" "@uthority" "accept")\
; creat ed=1618884473; keyi d="t est - key- ed25519"

The foll owi ng nessage has been altered by addi ng the Accept-Language
header field as well as adding a query paranmeter. However, since
neit her the Accept-Language header field nor the query is covered by
the signature, the sane signature is still valid:

NOTE: '\’ |ine wapping per RFC 8792

GET / denp?namel=Val uel&Nanme2=val ue2&par amradded HTTP/ 1.1

Host: exanple.org

Date: Fri, 15 Jul 2022 14:24:55 GVII

Accept: application/json

Accept: */*

Accept - Language: en-US, en; g=0.5

Signature-1nput: transform=("@rethod" "@ath" "@uthority" \
"accept");created=1618884473; keyi d="t est - key- ed25519"

Si gnature: transforme: ZT1koo@GEHpZOI 11 j Cqt QopOm gl JPeo7DHR3SoMh0s5J\
Z1eRGSOA+vYYP9t / LXI h5QVFFQ6cpLt 2mDpnj 3NDA==

The foll owi ng nessage has been altered by renoving the Date header
field, adding a Referer header field, and collapsing the Accept
header field into a single line. The Date and Referer header fields
are not covered by the signature, and the collapsing of the Accept
header field is an allowed transfornmation that is already accounted
for by the canonicalization algorithmfor HITP field values. The
same signature is still valid:

NOTE: "\’ line wapping per RFC 8792

GET /denp?namel=Val uel&Nanme2=val ue2 HTTP/ 1.1

Host: exanpl e.org

Ref erer: https://devel oper. exanpl e. org/ deno

Accept: application/json, */*

Si gnature-Ilnput: transform=("@ret hod" "@ath" "@uthority" \
"accept"); created=1618884473; keyi d="t est - key- ed25519"

Si gnature: transforme: ZT1kooQ@EHpZOI 11 j Cqt QopOm gl JPeo7DHR3SoMh0s5J\
Z1eRGSO0A+vyYPOt / LXI h5QVFFQ6cpLt 2mDpnj 3NDA==

The foll owi ng nessage has been altered by reordering the field val ues
of the original message but not reordering the individual Accept
header fields. The same signature is still valid:

NOTE: '\’ |ine wapping per RFC 8792

GET /denp?namel=Val uel&Nanme2=val ue2 HTTP/ 1.1

Accept: application/json

Accept: */*

Date: Fri, 15 Jul 2022 14:24:55 GMI

Host: exanpl e.org

Si gnature-Input: transform=("@rethod" "@ath" "@uthority" \
"accept"); created=1618884473; keyi d="t est - key- ed25519"

Si gnature: transforme: ZT1koo@EHpZO0I 11 j Cqt QopOm gl JPeo7DHR3SoM10s5J\
Z1eRGSOA+vyYP9t / LXI h5QVFFQ6cpLt 2mDpnj 3NDA==

The foll owi ng nessage has been altered by changing the nmethod to POST
and the authority to "exanple.com (inside the Host header field).
Since both the nethod and authority are covered by the signature, the
same signature is NOT still valid:



NOTE: '\’ line wapping per RFC 8792

PCST / denp?nanel=Val uel&Nane2=val ue2 HTTP/ 1.1

Host: exampl e. com

Date: Fri, 15 Jul 2022 14:24:55 GMI

Accept: application/json

Accept: */*

Si gnature-1nput: transform=("@rethod" "@ath" "@uthority" \
"accept"); creat ed=1618884473; keyi d="t est - key- ed25519"

Si gnature: transforme: ZT1koo@EHpZO0I 11 j Cqt QopOm gl JPeo7DHR3SoMh0s5J\
Z1eRGS0A+vyYPOt / LXI h5QVFFQ6cpLt 2nDpnj 3NDA==:

The foll owi ng nessage has been altered by changing the order of the
two i nstances of the Accept header field. Since the order of fields
with the sane nane is senmantically significant in HITP, this changes
the value used in the signature base, and the sane signature is NOT
still valid:

NOTE: '\’ |ine wapping per RFC 8792

CGET /denp?nanel=Val uel&Nane2=val ue2 HTTP/ 1.1

Host: exanpl e.org

Date: Fri, 15 Jul 2022 14:24:55 GMI

Accept: */*

Accept: application/json

Si gnature-Input: transform=("@rethod" "@ath" "@uthority" \
"accept"); creat ed=1618884473; keyi d="t est - key- ed25519"

Si gnature: transforme: ZT1koo@EHpZO0I 11 j Cqt QopOm gl JPeo7DHR3SoMh0s5J\
Z1eRGS0A+vyYPOt / LXI h5QVFFQ6cpLt 2nDpnj 3NDA==:
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