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Abstract

Thi s docunent specifies YANG nodul es for representing assurance
graphs. These graphs represent the assurance of a given service by
deconposing it into atom c assurance el enents call ed subservices.
The conpani on document, "Service Assurance for |ntent-Based
Net wor ki ng Architecture” (RFC 9417), presents an architecture for

i mpl ementing the assurance of such services

The YANG data npbdels in this docunment conformto the Network
Managenment Datastore Architecture (NVDA) defined in RFC 8342
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I ntroduction

[ RFC9417] describes an architecture and a set of involved conponents
for service assurance, called Service Assurance for Intent-based
Networking (SAIN). This docunment conplements the architecture by
specifying a data nodel for the interfaces between conponents. Mre
specifically, the docunent provides YANG nodul es for the purpose of
service assurance in a format that is:

* machi ne readabl e,

* vendor independent, and

* augnentabl e such that SAIN agents from Figure 1 of [RFC9417] can
support and expose new subservices to SAIN orchestrators and

col l ectors.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

The terms used in this document are defined in [ RFC9417].

The neani ngs of the synbols in the tree diagrans are defined in



3.

3.

[ RFC8340] .
YANG Modul es Overvi ew

The main YANG nodul e, "ietf-service-assurance" (Section 3), defines
obj ects for assuring network services based on their decomposition
into so-called subservices. The subservices are hierarchically
organi zed by dependencies. The subservices, along with the
dependenci es, constitute an assurance graph. This nodul e should be
supported by an agent that is able to interact with the devices in
order to produce the health statuses and synptonms for each subservice
in an assurance graph. This nodule is intended for the follow ng use
cases:

* Assurance graph configuration

- Subservices: Configure a set of subservices to assure by
specifying their types and paraneters.

- Dependenci es: Configure the dependenci es between the
subservices, along with their types.

* Assurance telenetry: Export the assurance graph with health
statuses and synmptons for each node.

The nodule is also intended to be exported by the SAIN col |l ector that
aggregates the output of several SAIN agents to provide the globa
assurance graph. |In that case, only the telenetry export use case is
consi der ed.

The nodul es presented in this document conformto the Network
Managenent Datastore Architecture (NVDA) defined in [ RFC8342].

The second YANG nodul e, "ietf-service-assurance-device" (Section 5),
augnments the "ietf-service-assurance" nodul e by addi ng support for
the device subservice. Additional subservice types m ght be added
followi ng a simlar approach.

The third YANG nodul e, "ietf-service-assurance-interface"
(Section 6), augnents the "ietf-service-assurance" nodul e as well by
addi ng support for the interface subservice.

We provide additional exanmples in the appendi x. The nodul e "exanpl e-
servi ce-assurance-devi ce-acne" (Appendi x A) augnments the "ietf-

servi ce-assurance-devi ce" nodule to custom ze it for devices of the
fictional Acnme Corporation. Additional vendor-specific paraneters

m ght be added following a simlar approach. W also provide the
modul es "exanpl e- servi ce-assurance-i p-connectivity" and "exanpl e-
servi ce-assurance-is-is" (Appendix B) to nodel the example in

Figure 2 from Section 3.1 of [RFC9417].

Base | ETF Service Assurance YANG Modul e
Concept s

The "ietf-service-assurance" YANG nodul e assunes a set of subservices
to be assured independently. A subservice is a feature or a subpart
of the network systemthat a given service instance depends on
Exanpl es of subservice types include the foll ow ng:

* device: Wiether a device is healthy, and if not, what are the
synptons? Such a subservice mght nonitor the device resources,
such as CPU, RAM or Ternary Content-Addressable Menory (TCAM .
Potential synptons are "CPU overl oaded", "OQut of RAM', or "CQut of
TCAM'.



* ip-connectivity: Gven two | P addresses bound to two devi ces, what
is the quality of the IP connectivity between then? Potentia
synptons are "No route avail able" or "Equal - Cost Mil tipaths
(ECMPs) i nbal ance".

An instance of the device subservice is representing a subpart of the
network system nanely a specific device. An instance of the ip-
connectivity subservice is representing a feature of the network,
nanely the connectivity between two specific | P addresses on two
devices. |In both cases, these subservices night depend on ot her
subservi ces, for instance, the connectivity might depend on a
subservice representing the routing systemand on a subservice
representi ng ECVPs.

The two exanpl e subservi ces presented above need different sets of
paraneters to fully characterize one of their instances. An instance
of the device subservice is fully characterized by a single paraneter
allowing to identify the device to nonitor. For the ip-connectivity
subservice, at |east the device and I P address for both ends of the
link are needed to fully characterize an instance.

The base nodel presented in this section specifies a single type of
subservi ce, which represents service instances. Such nodes play a
particular role in the assurance graph because they represent the
starting point, or root, for the assurance graph of the corresponding
service instance. The paraneters required to fully identify a
service instance are the name of the service and the nane of the
service instance. To support other types of subservices, such as
device or ip-connectivity, the "ietf-service-assurance" nodule is

i ntended to be augment ed.

The dependencies are nodeled as a list, i.e., each subservice
contains a list of references to its dependencies. That |ist can be
enpty if the subservice instance does not have any dependenci es.

By specifying service instances and their dependencies in terns of
subservi ces, one defines a gl obal assurance graph. That assurance
graph is the result of nerging all the individual assurance graphs
for the assured service instances. Each subservice instance is
expected to appear only once in the global assurance graph even if
several service instances depend on it. For exanple, an instance of
the device subservice is a dependency of every service instance that
relies on the correspondi ng device. The assurance graph of a
specific service instance is the subgraph obtained by traversing the
gl obal assurance graph through the dependencies, starting fromthe
specific service instance.

An assurance agent configured with such a graph is expected to
produce, for each configured subservice, a health status that

i ndi cates how healthy the subservice is. |f the subservice is not
heal thy, the agent is expected to produce a |list of synptons
expl ai ni ng why the subservice is not healthy.

3.2. Tree View

The foll owi ng tree di agram [ RFC8340] provi des an overvi ew of the
"ietf-service-assurance" nodul e.

nmodul e: ietf-service-assurance
+--ro0 assurance-graph-1ast-change yang: dat e-and-ti ne
+--rw subservi ces
| +--rw subservice* [type id]

| +--rw type i dentityref
| +--rwid string
I +--ro | ast-change? yang: date-and-ti ne

+--ro | abel ? string



+--rw under - mai nt enance!

| +--rw contact string

+--rw (paraneter)

| +--:(service-instance-paraneter)

| +--rw servi ce-instance- paranet er

| +--rw service string

| +--rw i nstance- nane string

+--ro health-score int8

+--ro0 synptons-history-start? yang: date-and-ti ne

+--1r0 synptons
| +--ro synptont [start-date-time agent-id synptomid]

| +--ro symptomid | eaf r ef

| +--ro0 agent-id -> /agents/agent/id
| +--ro heal th-score-wei ght? uint8

| +--ro0 start-date-tine yang: date-and-ti ne
| +--ro0 stop-date-tinme? yang: date-and-ti ne
+--rw dependenci es

+--rw dependency* [type id]
+--rw type
| -> [ subservi ces/ subservi ce/ type

+----+--—"-"-— """ """ ">"F " "="”"¥"F"”-”&¥+f¥" " {¥="=Hf"7¥"”¥ ¥/ WV/W¥0

+--rwid | eaf r ef
+--rw dependency-type? i dentityref
--ro agents
+--ro0 agent* [id]
+--ro id string
+--ro0 synptons* [id]
+-roid string
+--ro description string
--ro assured-services
+--ro0 assured-service* [service]
+--ro0 service | eaf r ef
+--ro0 instances* [nane]
+--ro name | eaf r ef
+--1r0 subservices* [type id]
+--ro type -> [/ subservi ces/ subservi ce/ type
+-roid | eaf ref

The date of the last change in "assurance-graph-I|ast-change" is read
only. It nust be updated each time the graph structure is changed by
addition or deletion of subservices and dependenci es or nodifications
of their configurable attributes, including their naintenance
statuses. Such nodifications correspond to a structural change in
the graph. The date of the |last change is useful for a client to

qui ckly check if there is a need to update the graph structure. A
change in the health score or synptons associated to a service or
subservi ce does not change the structure of the graph, and thus has
no effect on the date of the |ast change.

The "subservices” list contains all the subservice instances
currently known by the server (i.e., SAIN agent or SAIN collector).
A subservice decl aration MJST provide the foll ow ng:

* a subservice type ("type"): a reference to an identity that
inherits from "subservice-base", which is the base identity for
any subservice type

* an id ("i

id"'): a string uniquely identifying the subservice anobng
those with t

he sane type
The type and id uniquely identify a given subservice.

The "l ast-change" indicates when the dependenci es or nai ntenance
status of this particular subservice were |ast nodified.

The "label" is a human-readabl e description of the subservice.



The presence of the "under-nmai ntenance" container inhibits the

em ssion of synptons for the subservice and subservices that depend
on them In that case, a "contact" MJST be provided to indicate who
or which software is responsible for the maintenance. See

Section 3.6 of [RFC9417] for a nore detail ed discussion.

The "paraneter” choice is intended to be augnented in order to
descri be paraneters that are specific to the current subservice type
Thi s base nodul e defines only the subservice type representing
service instances. Service instances MJST be nodel ed as a particul ar
type of subservice with two paraneters: "service" and "instance-
nane". The "service" parameter is the nane of the service defined in
the network orchestrator, for instance, "point-to-point-I2vpn". The
"instance-name" paranmeter is the nane assigned to the particul ar
instance to be assured, for instance, the name of the custoner using
that instance.

The "heal th-score" contains a value normally between 0 and 100,

i ndi cating how healthy the subservice is. As nentioned in the health
score definition, the special value -1 can be used to specify that no
val ue could be computed for that health score, for instance, if sone
metric needed for that conputation could not be collected.

The "symptons-history-start” is the cutoff date for reporting
synmptons. Synptons that were term nated before that date are not
reported anynore in the nodel.

The status of each subservice contains a list of synmptoms. Each
symptomis specified by:

* an identifier "symptomid", which identifies the synptomlocally
to an agent,

* an agent identifier "agent-id", which identifies the agent raising
the synptom

* a "health-score-weight" specifying the inpact to the health score
incurred by this synptom

* a "start-date-tine" indicating when the synptom becane active, and

* a "stop-date-tinme" indicating when the synptom stopped being
active (this field is not present if the synptomis still active).

In order for the pair "agent-id" and "synptomid" to uniquely
identify a synmptom the following is necessary:

* "agent-id" MJST be unique ampong all agents of the system

* "synptomid" MJST be unique anong all synptons raised by the
agent .

Note that "agent-id" and "synptomid" are leafrefs pointing to the
objects defined later in the docunent. VWhile the conbination of
"synptomid" and "agent-id" is sufficient as a unique key list, the
"start-date-tinme" second key helps to sort and retrieve rel evant
synpt ons.

The "dependency" list contains the dependencies for the current
subservice. Each of themis specified by a leafref to both "type"
and "id" of the target dependencies. A dependency has a type
indicated in the "dependency-type" field. Two types are specified in
t he nodel :

* Inpacting: Such a dependency indicates an inpact on the health of
t he dependent.



* |Informational: Such a dependency m ght explain why the dependent
has issues but does not inpact its health.

To illustrate the difference between "inpacting" and "informational",
consider the interface subservice representing a network interface.
If the device to which the network interface bel ongs goes down, the
network interface will transition to a "down" state as well.
Therefore, the dependency of the interface subservice towards the
devi ce subservice is "inmpacting". On the other hand, a dependency
towards the ecnp-|oad subservice, which checks that the | oad between
ECMPs remai ns stable throughout tinme, is only "informational"

I ndeed, services mght be perfectly healthy even if the |oad

di stribution between ECMPs changed. However, such an instability

m ght be a rel evant synptom for diagnosing the root cause of a
probl em

Wthin the container "agents", the list "agent" contains the |list of
synmptons per agent. The key of the list is the "id", which MIJST be
uni que anong agents of a given assurance system For each agent, the
list "synptons-description” nmaps an "id" to its "description". The
"id" MJST be uni que anong the synptons raised by the agent.

Wthin the container "assured-services", the |ist "assured-service"
contains the subservices indexed by assured service instances. For

each service type identified by the "service" leaf, all instances of
that service are listed in the "instances" list. For each instance
identified by the "nanme" |eaf, the "subservices" |ist contains al

descendant subservices that are part of the assurance graph for that
specific instance. These inbricated lists provide a query
optimzation to get the list of subservices in that assurance graph
in a single query instead of recursively querying the dependenci es of
each subservice, starting fromthe node representing the service

i nst ance.

The rel ati on between the health score ("health-score") and the

"heal t h-score-wei ght" of the currently active synptons is not
explicitly defined in this docunent. The only requirenent is that a
health score that is strictly snmaller than 100 (the naxinmal val ue)
must be explained by at |east one synptom A way to enforce that
requirenent is to first detect synptons and then conpute the health
score based on the "heal th-score-weight" of the detected synptons.
As an exampl e, such a conputation could be to sumthe "heal th-score-
wei ght" of the active synptons, subtract that value from 100, and
change the value to O if the result is negative. The relation

bet ween health score and "health-score-weight" is left to the

i mpl ementor (of an agent [ RFC9417]).

Keeping the history of the graph structure is out of scope for this

YANG nodule. Only the current version of the assurance graph can be
fetched. |In order to keep the history of the graph structure, sone

ti me-series database (TSDB) or similar storage nust be used

3.3.  YANG Modul e
Thi s nodel contains references to [ RFC6991].

<CODE BEG NS> file "ietf-service-assurance@023-07-11. yang"
modul e i etf-service-assurance {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-service-assurance”;
prefix sain;

import ietf-yang-types {
prefix yang;
ref erence



"RFC 6991: Common YANG Data Types",
}

organi zati on

"I ETF OPSAWG Wor ki ng Group”;
cont act

"WG Web: <https://datatracker.ietf.org/wy/ opsang/ >

WG List: <nailto: opsawg@etf.org>

Aut hor : Benoit C aise <nmailto:benoit.clai se@uawei.conp

Aut hor : Jean Quil beuf <mai | t o: j ean. qui | beu@uawei . com>";
description

"Thi s nodul e defines objects for assuring services based on their

deconposition into so-called subservices, according to the

Servi ce Assurance for Intent-based Networking (SAIN)

architecture.

The subservices hierarchically organi zed by dependenci es
constitute an assurance graph. This nodul e shoul d be supported
by an assurance agent that is able to interact with the devices
in order to produce the health status and synptons for each
subservice in the assurance graph

This nodule is intended for the followi ng use cases:
* Assurance graph configuration:
- Subservices: Configure a set of subservices to assure by
specifying their types and paraneters.
- Dependenci es: Configure the dependenci es between the
subservi ces, along with their type.
* Assurance telenetry: Export the health statuses of the
subservices, along with the observed synptons.

Copyright (c) 2023 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stri bution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9418; see the

RFC itself for full legal notices. ;

revision 2023-07-11 {
description
"Initial version.";
ref erence
"RFC 9418: YANG Modul es for Service Assurance";
}

i dentity subservice-base {
description
"Base identity for subservice types.";
}

identity service-instance-type {
base subservi ce-base;
description
"Specific type of subservice that represents a service
instance. Instance of this type will depend on other
subservices to build the top of the assurance graph.";

}

identity dependency-type {
description



"Base identity for representing dependency types.";

}

identity informational {
base dependency-type;
description
"Indicates that synptons of the dependency m ght be of interest
for the dependent, but the status of the dependency shoul d not
have any inpact on the dependent.";

}

identity inpacting {
base dependency-type;
description
"Indi cates that the status of the dependency directly inpacts
the status of the dependent.";

}

groupi ng subservi ce-reference {
description
"Reference to a specific subservice identified by its type and
identifier. This grouping is only for internal use in this
nmodul e. *;
| eaf type {
type leafref {
pat h "/subservi ces/ subservice/type";
}

description
"The type of the subservice to refer to (e.g., device).";

}
leaf id {
type leafref {
pat h "/subservices/subservice[type=current()/../type]/id";
}

description
"The identifier of the subservice to refer to.";
}

}

groupi ng subservi ce-dependency {
description
"Represents a dependency to another subservice. This grouping
is only for internal use in this nodule";
uses subservi ce-reference;
| eaf dependency-type {
type identityref {
base dependency-type;

}
description
"Represents the type of dependency (e.g., informational or
i mpacting)."

}
}

| eaf assurance-graph-I ast-change {

type yang: date-and-ti ne;

config fal se;

mandat ory true;

description
"Time and date at which the assurance graph | ast changed after
any structural changes (dependencies and/or maintenance
wi ndows paraneters) are applied to the subservice(s). The
time and date must be the sanme or nmore recent than the nost
recent val ue of any changed subservices |ast-change tine and
date.";



cont ai ner subservices {
description
"Root container for the subservices.";
list subservice {
key "type id";
description
"Li st of configured subservices.";
| eaf type {
type identityref {
base subservi ce-base;
}

description
"Type of the subservice identifying the type of the part
or functionality that is being assured by this |ist
entry, for instance, interface, device, or
i p-connectivity.";
}
leaf id {
type string;
description
"Identifier of the subservice instance. Mist be unique
among subservices of the sanme type.";

| eaf | ast-change {
type yang: date-and-ti ne;
config fal se;
description
"Date and time at which the structure for this
subservi ce instance | ast changed, i.e., dependencies
and/ or mai nt enance wi ndows paramneters."”;

| eaf | abel {
type string;
config fal se;
description
"Label of the subservice, i.e., text describing what the
subservice is to be displayed on a human interface.

It is not intended for random end users but for
net wor k/ systenf sof tware engi neers that are able to
interpret it. Therefore, no mechani smfor |anguage
tagging i s needed.";
}
cont ai ner under - mai nt enance {
presence "true",
description
"The presence of this container indicates that the current
subservi ce i s under maintenance.";
| eaf contact ({
type string;
mandat ory true;
description
"A string used to nodel an admi nistratively assigned nane
of the resource that is perforning maintenance.

It is suggested that this freeformfield, which could be
a URI, contains one or nore of the following: IP
address, nanagenent station nane, network manager’s
name, |ocation, and/or phone nunber. It night even
contain the expected mai ntenance tine.

In sone cases, the agent itself will be the owner of an
entry. In these cases, this string shall be set to a
string starting with "nonitor’.";



choi ce paraneter ({
mandat ory true;
description
"Specify the required paraneters per subservice type. Each
modul e augnenting this nodule with a new subservice type
that is a newidentity based on subservice-base shoul d
augrment this choice as well by adding a container
available only if the current subservice type is
the newy added identity.";
cont ai ner service-instance-paraneter {
when "derived-fromor-self(../type,
'sai n:service-instance-type')";
description
"Specify the paraneters of a service instance.";
| eaf service {
type string;
mandat ory true;
description
"Name of the service.";

}
| eaf instance-nanme {
type string;
mandat ory true;
description
"Name of the instance for that service.";
}

/1 Qther modul es can augnent their own cases into here.

| eaf heal th-score {
type int8 {
range "-1 .. 100";

config fal se;
mandat ory true;
description
"Score value of the subservice health. A value of 100
means that the subservice is healthy. A value of 0 neans
that the subservice is broken. A value between 0 and 100
means that the subservice is degraded. The special val ue
-1 nmeans that the health score could not be computed."”;
}
| eaf synptons-history-start {
type yang: dat e-and-ti ne;
config fal se;
description
"Date and tinme at which the synptom s history starts for
this subservice instance, either because the subservice
instance started at that date and tine or because the
synptons before that were renpved due to a garbage
col l ection process.";
}
cont ai ner synptoms {
config fal se;
description
"Synptons for the subservice.";
list synptom {
key "start-date-tinme agent-id synmptomid";
uni que "agent-id synmptomid";
description
"Li st of synptoms of the subservice. Wile the
start-date-tinme key is not necessary per se, this would
get the entries sorted by start-date-tine for easy
consunption.";
| eaf synptomid {
type leafref {



path "/agents/agent[id=current()/../agent-id]"
+ "/synptons/id";
}

description

"Identifier of the synptomto be interpreted according
to the agent identified by the agent-id.";
}

| eaf agent-id {
type leafref {
path "/agents/agent/id";
}

description
"ldentifier of the agent raising the current synptom?";

}
| eaf heal t h-score-wei ght {
type uint8 {
range "0 .. 100";
}

description
"The weight to the health score incurred by this
synmptom  The hi gher the value, the nore of an inpact
this synptomhas. |f a subservice health score is not
100, there must be at |east one synptomwth a
heal t h- score-wei ght |arger than 0.";

| eaf start-date-tinme {
type yang: date-and-ti ne;
description
"Date and tinme at which the synptom was detected.";

| eaf stop-date-tine {
type yang: date-and-ti ne;
description
"Date and tinme at which the synptom stopped being
detected. Must be after the start-date-tine. |If the

symptomis ongoing, this field should not be
popul ated. ";

}
}
cont ai ner dependenci es {
description
"Indi cates the set of dependencies of the current
subservice, along with their types.";
i st dependency {
key "type id";
description

"Li st of dependencies of the subservice.";
uses subservi ce-dependency;
}
}
}
}
cont ai ner agents {
config fal se;
description
"Container for the list of agents’ synptons.";
list agent {
key "id";
description
"Cont ai ns synptonms of each agent involved in conmputing the
health status of the current graph. This list acts as a
gl ossary for understanding the synptomids returned by each
agent.";
leaf id {
type string;



description
"Id of the agent for which we are defining the synptons.
This identifier nust be unique anong all agents.";

}
list synptonms {
key "id";
description
"List of synptons raised by the current agent that is
identified by the synptomid.";
leaf id {
type string;
description
"Id of the synptomfor the current agent. The agent nust
guarantee the unicity of this identifier.";
| eaf description {
type string;
mandat ory true;
description
"Description of the synptom i.e., text describing what
the synptomis, is to be conputer consumabl e and
di spl ayed on a human interface.
It is not intended for random end users but for
net wor k/ syst emf sof tware engi neers that are able to
interpret it. Therefore, no nechani smfor |anguage
taggi ng i s needed.";
}
}

}
}
cont ai ner assured-services {
config fal se;
description
"Container for the index of assured services.";
list assured-service {
key "service";
description
"Service instances that are currently part of the assurance
graph. The list nust contain an entry for every service
that is currently present in the assurance graph. This |ist
presents an alternate access to the graph stored in
subservices that optim zes querying the assurance graph of
a specific service instance.";
| eaf service {
type leafref {
pat h "/subservi ces/subservice/ servi ce-instance-paraneter/"
+ "service";
}

description
"Name of the service.";
}
list instances {
key "nane";
description
"I nstances of the service. The list nust contain
an entry for every instance of the parent service.";
| eaf nane {
type leafref {
pat h "/subservi ces/ subservi ce/ servi ce-i nstance-paraneter”
+ "/instance-nane";
}
description
"Name of the service instance. The leafref nust point to
a service-instance-paraneter whose service | eaf nmatches
the parent service.";



| ist subservices {
key "type id";
description
"Subservices that appear in the assurance graph of the
current service instance

The list nust contain the subservice corresponding to
the service instance, i.e., the subservice that
mat ches the service and instance-nane keys.

For every subservice in the list, all subservices listed
as dependenci es nmust al so appear in the list.";
uses subservi ce-reference;

}
<CODE ENDS>
3.4. Rejecting Circul ar Dependenci es

The statuses of services and subservices depend on the statuses of
their dependencies, and thus circul ar dependenci es between them
prevent the conputation of statuses. Section 3.1.1 of the SAIN
architecture docunent [ RFC9417] discusses how such dependencies
appear and how they could be renmoved. The responsibility of avoiding
such dependencies falls to the SAIN orchestrator. However, we
specify in this section the expected behavi or when a server
supporting the "ietf-service-assurance" nodul e receives a data

i nstance containing circul ar dependenci es.

Enforcing the absence of circul ar dependencies as a YANG constrai nt
falls back to inplenenting a graph traversal algorithmw th XPath and
checking that the current node is not reachable fromits
dependenci es. Even with such a constraint, there is no guarantee
that nerging two graphs wi thout dependency |oops will result in a
graph wi t hout dependency | oops. Indeed, Section 3.1.1 of [RFC9417]
presents an exanpl e where nmergi ng two graphs w thout dependency | oops
results in a graph with a dependency | oop

Therefore, a server inplenenting the "ietf-service-assurance"” nodul e
MUST check that there is no dependency | oop whenever the graph is
nmodi fied. A nodification creating a dependency | oop MJST be

rej ected.

4. Quidelines for Defining New Subservice Types

The base YANG nodul e defined in Section 3.3 only defines a single
type of subservice that represent service instances. As explained
above, this nodel is meant to be augnented so that a variety of
subservi ces can be used in the assurance graph. 1In this section, we
propose sone guidelines for specifying such extensions at |ETF.

The nechanismto add a new subservice type is to define a new nodul e
for that subservice. The nodul e nane should start with "ietf-

servi ce-assurance-". The nanmespace of the nodule should start with
"urn:ietf:parans: xm :ns:yang:ietf-service-assurance-". The prefix of
the modul e should start with "sain-". For instance, the subservice

type representing the assurance of a device shoul d have:
* the nane "ietf-service-assurance-device",

* the nanespace "urn:ietf:parans:xm:ns:yang:ietf-service-assurance-
devi ce", and



* the prefix "sain-device"
The new nodul e shoul d defi ne:
* anewidentity to represent the new type and

* the paraneters fully specifying an instance of the new subservice
type.

The new identity should be based on the "subservice-base" identity.
The nane of the identity should end with "-type", for instance,
"devi ce-type".

The paraneters should be defined in a container naned "paraneters"
that augnents the choice "/subservices/subservice/ paraneter” fromthe
mai n nmodul e.  The augmentation should be restricted to cases where
the type of the subservice matches the identity representing the new
service type

We define two subservice types in the next sections: the "device"
subservice type is defined in Section 5 and the "interface"
subservice type is defined is Section 6. These subservices can be
taken as exanples of the rules defined in this section.

Vendors can specify their own subservices types by defining the
correspondi ng nodul es in their own nanespace. An exanple of such a
vendor-specific module is specified in Appendix A Vendors can al so
augnment existing | ETF-specified subservices to add their own vendor-
specific information.

5. Subservice Augnentation: "ietf-service-assurance-device" YANG Modul e
5.1. Tree View

The followi ng tree di agram [ RFC8340] provi des an overview of the
"ietf-service-assurance-device" nodul e.

modul e: ietf-service-assurance-device

augment /sai n: subservi ces/ sai n: subservi ce/ sai n: paranet er:
+--rw paraneters
+--rw devi ce string

A conplete tree view of the base nodule with all augnenting nodul es
presented in this document is available in Appendix B.3.

5.2. Concepts

As the nunber of subservices will grow over tine, the YANG nodule is
designed to be extensible. A new subservice type requires the
preci se specifications of its type and expected paranmeters. Let us
illustrate the exanpl e of the new devi ce subservice type. As the
nane inplies, it nonitors and reports the device health, along with
some synptons in case of degradation

For our device subservice definition, the newidentity "device-type"
is specified as an inheritance fromthe base identity for
subservices. This indicates to the assurance agent that we are now
assuring the health of a device.

The typical paranmeter for the configuration of the device subservice
is the nane of the device that we want to assure. By augnmenting the
paraneter choice fromthe "ietf-service-assurance" YANG nodul e for
the case of the "device-type" subservice type, this new paraneter is
speci fi ed.



5.3.  YANG Modul e

<CODE BEG NS> file "ietf-service-assurance-devi ce@023-07-11. yang"
modul e i etf-service-assurance-device {
yang-version 1.1;
namespace
"urn:ietf:parans: xn :ns:yang:ietf-service-assurance-device";
prefi x sain-device;

i mport ietf-service-assurance {
prefix sain;
ref erence
"RFC 9418: YANG Modul es for Service Assurance";
}

organi zati on
"1 ETF OPSAWG Wor ki ng G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wy/ opsawg/ >
WG List: <nmilto: opsawg@etf.org>
Aut hor : Benoit Caise <nmmilto:benoit.clai se@uawei.conp
Aut hor : Jean Quil beuf <mai | t o: j ean. qui | beuf @uawei . con®";
description
"This nodul e augnents the ietf-service-assurance nodule with
support of the device subservice.

Copyright (c) 2023 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9418; see the

RFC itself for full legal notices. ;

revision 2023-07-11 {
description
"Initial revision.";
ref erence
"RFC 9418: YANG Modul es for Service Assurance";
}

identity device-type {
base sai n: subservi ce- base;
description
"lIdentity of device subservice.";
}

augment "/sai n: subservi ces/sai n: subservi ce/ sai n: paraneter" {
when "derived-fromor-self(sain:type, 'device-type )";
description
"Augnents the paraneter choice fromthe ietf-service-assurance
modul e with a case specific to the device subservice.";
cont ai ner paraneters {
description
"Paranmeters for the device subservice type.";
| eaf device {
type string;
mandat ory true;
description
"lIdentifier of the device to nonitor. The



identifier (e.g., device id, hostnanme, or managenent |P)
depends on the context.";

}
}
}

}
<CODE ENDS>

Subservi ce Augnmentation: "ietf-service-assurance-interface" YANG
Modul e

.1. Tree View

The foll owi ng tree di agram [ RFC8340] provi des an overvi ew of the
"ietf-service-assurance-interface" data nodel

nmodul e: ietf-service-assurance-interface

augnment /sain: subservi ces/ sai n: subservi ce/ sai n: par anet er
+--rw paraneters
+--rw devi ce string
+--rwinterface string

A complete tree view of the base nodule with all augnenting nodul es
presented in this docunent is available in Appendix B. 3.

.2. Concepts

For the interface subservice definition, the new interface-type is
specified as an inheritance fromthe base identity for subservices.
This indicates to the assurance agent that we are now assuring the
heal th of an interface.

The paraneters for the configuration of the interface subservice are
the name of the device and, on that specific device, a specific
interface. These paraneters are aligned with the "ietf-interfaces"
nmodel described in [RFC3343], where the nanme of the interface is the
only key needed to identify an interface on a given device. By
augnenting the paraneter choice fromthe "ietf-service-assurance"
YANG nodul e for the case of the interface-type subservice type, those
two new paraneters are specified

.3.  YANG Modul e

<CODE BEG NS> file "ietf-service-assurance-interface@023-07-11. yang"
nmodul e ietf-service-assurance-interface {
yang-version 1.1;
namespace
"urn:ietf:parans: xm:ns:yang:ietf-service-assurance-interface";
prefix sain-interface;

i nport ietf-service-assurance {
prefix sain;
ref erence
"RFC 9418: YANG Modul es for Service Assurance";
}

organi zati on
"I ETF OPSAWG Wor ki ng Group”;
cont act
"WG Web: <https://datatracker.ietf.org/wy/ opsang/ >
WG List: <nailto: opsawg@etf.org>
Aut hor : Benoit Caise <nmailto:benoit.clai se@uawei.conp
Aut hor : Jean Quil beuf <mai | t o: j ean. qui | beuf @uawei . conp";
description
"Thi s nodul e extends the ietf-service-assurance nodule to add



support for the interface subservice.
It checks whether an interface is healthy.

Copyright (c) 2023 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9418; see the
RFC itself for full legal notices. ";

revision 2023-07-11 {
description
"Initial revision.";
ref erence
"RFC 9418: YANG Modul es for Service Assurance";
}

identity interface-type {
base sai n: subservi ce- base;
description
"Checks whether an interface is healthy.";
}

augment "/sai n: subservi ces/sai n: subservi ce/ sai n: paranmeter” {
when "derived-fromor-self(sain:type, "interface-type )";
description
"Augnents the paraneter choice fromietf-service-assurance
modul e with a case specific to the interface subservice.";
cont ai ner paraneters {
description
"Paraneters for the interface subservice type.";
| eaf device {
type string;
mandat ory true;
description
"Devi ce supporting the interface.";

| eaf interface {
type string;
mandat ory true;
description
"Name of the interface.”;
}
}
}

}
<CODE ENDS>
Security Considerations

The YANG nodul es specified in this docunent define schema for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HTTPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]



8.

8.

provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in these YANG nodul es that
are writable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

* | subservices/subservice : By nodifying this subtree, one can
nmodi fy the structure of the assurance graph, which could alter the
status of the services reported by the assurance framework. On
one hand, nodifications can cause the assurance systemto report a
service as broken when it is actually healthy (false positive),
resulting in engineers or automation software |osing time and
potentially causing real issues by doing unnecessary nodifications
on the network. On the other hand, nodifications could prevent
the assurance systemfromreporting actual issues (false
negative), resulting in failures that could have been avoi ded.
Dependi ng on the service, the inpact of these avoidable failures
coul d be Service-Level Agreement (SLA) violations fees or
di sruption of emergency calls.

Sone readabl e data nodes in these YANG nodul es may be consi dered
sensitive or vulnerable in some network environnments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

* [ subservi ces/ subservice
* [agent s/ agent
* [assured-services/assured-service

Each of these subtrees contains information about services,

subservi ces, or possible synptons raised by the agents. The
informati on contained in this subtree m ght give information about
the underlying network as well as services deployed for the
custonmers. For instance, a custoner m ght be given access to nonitor
their services status (e.g., via nodel-driven telenetry). In that
exanpl e, the custoner access should be restricted to nodes
representing their services so as not to divulge infornmation about
the underlying network structure or others customers services.

| ANA Consi der ations
1. The IETF XM. Registry

I ANA has registered the following three URIs in the "I ETF XM
Regi stry" [ RFC3688]:

URI: wurn:ietf:parans: xm:ns:yang:ietf-service-assurance
Regi strant Contact: The OPSAWG WG of the | ETF.
XM: N A; the requested URI is an XM. nanmespace

URI: wurn:ietf:params:xm:ns:yang:ietf-service-assurance-device
Regi strant Contact: The OPSAWG WG of the | ETF.
XM.: N A; the requested URI is an XM. nanespace

URI: urn:ietf:params:xm:ns:yang:ietf-service-assurance-interface
Regi strant Contact: The OPSAWG WG of the | ETF.
XM.: N A; the requested URI is an XM. nanespace
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9.

9.

2.

1.

The YANG Mbdul e Nanes Registry

I ANA has registered the followi ng three YANG nodul es in the "YANG
Modul e Nanmes" registry [ RFC7950]:

nane: ietf-service-assurance

nanespace: urn:ietf:parans:xnl:ns:yang:ietf-service-assurance

prefix: sain

reference: RFC 9418

name: ietf-service-assurance-device

nanespace: urn:ietf:parans: xm:ns:yang:ietf-service-assurance-device

prefix: sain-device

reference: RFC 9418

nane: ietf-service-assurance-interface

nanespace: urn:ietf:parans:xm:ns:yang:ietf-service-assurance-
interface

prefix: sain-interface

r ef er ence:

RFC 9418

These nodul es are not nmaintai ned by | ANA
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Appendi x A.  Vendor- Specific Subservice Augnmentation: "exanpl e-service-
assur ance- devi ce- acnme” YANG Mbdul e

Al. Tree View

The followi ng tree di agram [ RFC8340] provi des an overview of the
"exanpl e- servi ce- assurance- devi ce- acne" nodul e.

nmodul e: exanpl e-servi ce-assurance-devi ce-acne

augment /sai n: subservi ces/ sai n: subservi ce/ sai n: paranet er:
+--rw paraneters
+--rw devi ce string
+--rw acne-speci fic-paraneter string

A conplete tree view of the base nodule with all augnenting nodul es
presented in this docunment is available in Appendix B.3.

A. 2. Concepts

Under sone circunstances, vendor-specific subservice types m ght be
required. As an exanple of this vendor-specific inplenentation, this
section shows how to augnent the "ietf-service-assurance-device"
modul e to add custom support for the device subservice specific to
the Acne Corporation. The specific version adds a new paraneter
naned "acne-specific-paraneter”. 1It’s an inplementation choice to
either derive a new specific identity fromthe "subservice-base"
identity defined in the "ietf-service-assurance" nodul e or to augnent
the paraneters fromthe "ietf-service-assurance-device" nodul e; here,
we choose to create a new identity.

A. 3.  YANG Mbdul e
modul e exanpl e- servi ce-assurance- devi ce-acne {

yang-version 1.1;
nanespace "urn: exanpl e: exanpl e- servi ce-assurance- devi ce- acnme";



prefix exanpl e-devi ce- acne;

import ietf-service-assurance {
prefix sain;
ref erence
"RFC 9418: YANG Modul es for Service Assurance";
}

import ietf-service-assurance-device {
prefi x sain-device;
ref erence
"RFC 9418: YANG Modul es for Service Assurance";
}

organi zati on

"I ETF OPSAWG Wor ki ng Group”;
cont act

"W Web: <https://datatracker.ietf.org/wg/ opsanwg/ >

W5 List: <mailto: opsawg@etf.org>

Aut hor : Benoit Claise <nmmilto:benoit.claise@uawei.conp

Aut hor : Jean Qui |l beuf <mai | t 0: j ean. qui | beuf @uawei . con>";
description

"Thi s exanpl e nodul e extends the ietf-service-assurance-device

modul e to add specific support for devices of the Acne

Corporation. ";

revision 2023-07-11 {
description
"Initial revision.";
ref erence
"RFC 9418: YANG Modul es for Service Assurance";
}

identity device-acne-type {
base sai n-devi ce: devi ce-type;
description
"Network device is healthy.";
}

augnment "/sai n: subservi ces/ sai n: subservi ce/ sai n: paraneter" {
when "derived-fromor-self(sain:type, 'device-acne-type')";
description
"Augnents the paranmeter choice fromthe ietf-service-assurance
modul e with a case specific to the device-acme subservice.”;
contai ner paraneters {
description
"Paraneters for the device-acne subservice type.";
| eaf device {
type string;
mandat ory true;
description
"The device to nonitor.";
}
| eaf acne-specific-paraneter {
type string;
mandat ory true;
description
"The Acne-Corporation-specific paraneter."”;
}
}
}
}

Appendi x B. Further Augnentations: |P Connectivity and I1S-1S
Subservi ces

In this section, we provide two additional YANG nodules to completely



cover the exanple in Figure 2 from Section 3.1 of [RFC9417]. The two
m ssing subservice types are | P connectivity and the Internedi ate
Systemto Internediate System (1S-1S) routing protocol. These
nmodul es are presented as exanpl es; sone future work is needed to
propose a nore conpl ete version.

B.1. |P Connectivity Mdule Tree View

That subservice represents the unicast connectivity between two | P
addresses |l ocated on two different devices. Such a subservice could
report synptoms such as "No route found". The followi ng tree di agram
[ RFC8340] provides an overvi ew of the "exanpl e-service-assurance-ip-
connectivity" nodul e.

nmodul e: exanpl e-servi ce-assurance-i p-connectivity

augment /sai n: subservi ces/ sai n: subservi ce/ sai n: paranet er:
+--rw paraneters

+--rw devicel string
+--rw addressl i net:ip-address
+--rw devi ce2 string
+--rw address?2 i net:ip-address

To specify the connectivity that we are interested in, we specify two
| P addresses and two devices. The subservice assures that the
connectivity between | P address 1 on device 1 and |IP address 2 on
device 2 is healthy.

B.2. 1S 1S Mdule Tree View

The followi ng tree di agram [ RFC8340] provi des an overview of the
"exanpl e- servi ce-assurance-i s-is" nodul e.

nmodul e: exanpl e-servi ce-assurance-is-is

augment /sai n: subservi ces/ sai n: subservi ce/ sai n: paraneter:
+--rw paraneters
+--rw i nstance- nane string

The paraneter of this subservice is the nane of the IS-1S instance to
assure.

B.3. dobal Tree View

The foll owi ng tree di agram [ RFC8340] provi des an overvi ew of the
"ietf-service-assurance", "ietf-service-assurance-device", "exanple-
servi ce-assurance-devi ce-acne", "exanpl e-service-assurance-i p-
connectivity", and "exanpl e-service-assurance-is-is" nodul es.

nmodul e: ietf-service-assurance

+--r0 assurance-graph-1| ast-change yang: date-and-ti ne

+--rw subservi ces

| +--rw subservice* [type id]
+--rw type i dentityref
+--rwid string
+--ro | ast-change?
| yang: date-and-ti ne

+--ro | abel ? string
+--rw under - mai nt enance!

+--rw (paraneter)

| +--:(service-instance-paraneter)

| | +--rw service-instance-paraneter
| ] +--rw service string
| ] +--rw i nstance- nane string
I

I
|
I
I
I
I
| | +--rw contact string
|
I
I
I
I
| +--: (exanpl e-i p-connectivity: paraneters)



+--rw exanpl e-i p-connectivity: parameters
+--rw exanpl e-i p-connectivity: devicel string
+--rw exanpl e-i p-connectivity: addressl
| i net:ip-address
+--rw exanpl e-i p-connectivity: device2 string
+--rw exanpl e-i p-connectivity: address?2
i net:ip-address
: (exanpl e-i s-i s: paranet ers)
+--rw exanpl e-is-is: paraneters
+--rw exanpl e-i s-i s:instance-nane string
. (sai n-devi ce: paraneters)
+--rw sai n-devi ce: paraneters
+--rw sai n-devi ce: devi ce string
: (exanpl e- devi ce- acne: par anet ers)
+--rw exanpl e- devi ce- acne: paraneters
+--rw exanpl e- devi ce- acne: devi ce
| string
+--rw exanpl e- devi ce- acne: acne- speci fi c- paranet er
string
:(sain-interface: paraneters)
+--rw sai n-interface: paraneters
+--rw sai n-interface: device string
| +--rw sain-interface:interface string
+--ro health-score int8
+--ro0 synptons-history-start?
| yang: dat e-and-ti ne
+--ro synptons
| +--ro synptont [start-date-time agent-id synptomid]

+— — —— +— -II-__ +— - - -
1

| +--ro symptomid | eaf r ef

| +--ro agent-id -> /agents/agent/id
| +--ro heal th-score-wei ght? uint8

| +--ro0 start-date-tine yang: dat e-and-ti ne
| +--ro0 stop-date-tinme? yang: date-and-ti ne
+--rw dependenci es

+--rw dependency* [type id]
+--rw type
| -> |/ subservi ces/ subservi ce/ type

+---+---—"-"- " " """ """ """ """ - ”™” : - "” > "">- - >" - ¥ ¥ - -¥F ¥ H: Y/ W WHr  H—o—o o - - -

+--rwid | eaf r ef
+--rw dependency-type? i dentityref
--ro agents
+--ro0 agent* [id]
+--roid string
+--ro0 synptons* [id]
+-roid string
+--ro description string
--ro assured-services

+--ro assured-service* [service]

+--ro service | eaf ref
+--ro instances* [nane]
+--ro name | eaf r ef
+--1r0 subservices* [type id]
+--ro type -> [ subservi ces/ subservi ce/ type
+-roid | eaf r ef

B.4. |P Connectivity YANG Mdul e

nmodul e exanpl e- servi ce-assurance-i p-connectivity {
yang-version 1.1;
nanespace "urn:exanpl e: exanpl e- servi ce-assurance-i p-connectivity";
prefix exanpl e-i p-connectivity;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";



import ietf-service-assurance {
prefix sain;
ref erence
"RFC 9418: YANG Modul es for Service Assurance";
}

organi zati on
"I ETF OPSAWG Wor ki ng G oup";
cont act
"WG Web: <https://datatracker.ietf.org/wy/ opsanwg/ >
WG List: <nmailto: opsawg@etf.org>
Aut hor : Benoit Claise <nmmilto:benoit.claise@uawei.conp
Aut hor : Jean Qui | beuf <mai | t 0: j ean. qui | beuf @uawei . conm>";
description
"Thi s exanpl e nbdul e augnents the ietf-service-assurance nodul e
to add support for the subservice ip-connectivity.

It checks whether the I P connectivity between two | P addresses
bel onging to two network devices is healthy.";

revision 2023-07-11 {
description
"Initial version.";
ref erence
"RFC 9418: YANG Modul es for Service Assurance";
}

identity ip-connectivity-type {
base sai n: subservi ce- base;
description
"Checks connectivity between two | P addresses.”;
}

augnment "/sai n: subservi ces/ sai n: subservi ce/ sai n: paraneter" {
when "derived-fromor-self(sain:type, 'ip-connectivity-type' )";
description
"Augnents the paraneter choice fromthe ietf-service-assurance
nmodul e with a case specific to the ip-connectivity
subservice.";
cont ai ner paraneters {
description
"Paranmeters for the ip-connectivity subservice type.";
| eaf devicel {
type string;
mandat ory true;
description
"Device at the first end of the connection.";

| eaf addressl {
type inet:ip-address;
mandat ory true;
description
"Address at the first end of the connection.";

| eaf device2 {
type string;
mandat ory true;
description
"Device at the second end of the connection.";
}
| eaf address2 {
type inet:ip-address;
mandat ory true;
description
"Address at the second end of the connection.”;



}
B. 5.

}
}

IS-1S YANG Mbdul e

modul e exanpl e-servi ce-assurance-is-is {

}

yang-version 1.1;
nanespace "urn: exanpl e: exanpl e- servi ce-assurance-is-is";
prefix exanple-is-is;

import ietf-service-assurance {
prefix sain;
ref erence
"RFC 9418: YANG Modul es for Service Assurance";
}

organi zati on
"I ETF OPSAWG Wor ki ng G oup";
cont act
"WG Web: <https://datatracker.ietf.org/wy/ opsawg/ >
WG List: <nmilto: opsawg@etf.org>
Aut hor : Benoit Claise <nmailto:benoit.clai se@uawei.conp
Aut hor : Jean Quil beuf <nailto:jean.quilbeuf@uawei.coms";
description
"Thi s exanpl e nbdul e augnents the ietf-service-assurance nodul e
to add support for the subservice is-is.

It checks whether an IS-1S instance is healthy.";

revision 2023-07-11 {
description
"Initial version.";
ref erence
"RFC 9418: YANG Modul es for Service Assurance";
}

identity is-is-type {
base sai n: subservi ce- base;
description
"Health of 1S-1S routing protocol.";
}

augnment "/sai n: subservi ces/ sai n: subservi ce/ sai n: paraneter” {
when "derived-fromor-self(sain:type, 'is-is-type)";
description
"Augnents the paraneter choice fromthe ietf-service-assurance
modul e with a case specific to the is-is subservice.";
cont ai ner paraneters {
description
"Paraneters for the is-is subservice type.";
| eaf instance-nanme {
type string;
mandat ory true;
description
"The instance to nonitor.";
}
}
}

Appendi x C. Exanple of a YANG | nstance

This section contains an exanple of a YANG i nstance that confornms to
the YANG nmodul es. The validity of this data instance has been
checked usi ng yangson <https://yangson.|abs.nnic.cz/>  Yangson



requires a YANG library [RFC8525] to define the conpl ete node

agai nst which the data instance nust be validated. |In Appendix D, we
provide the JSON library file named "ietf-service-assurance-
library.json", which we used for validation

Bel ow, we provide the contents of the file

"exanpl e_configuration_instance.json", which contains the
configuration data that nodels Figure 2 from Section 3.1 of

[ RFC9417]. The instance can be validated with yangson by using the
i nvocation "yangson -v exanpl e configuration_instance.json ietf-
servi ce-assurance-library.json", assuming all the files (YANG and
JSON) defined in this docunment reside in the current folder.

{

"ietf-service-assurance: subservices": {
"subservice": [

{
"type": "service-instance-type",
"id": "sinple-tunnel/exanple",
"service-instance-paraneter": {
"service": "sinple-tunnel",
"instance-nane": "exanple"
},
"dependenci es": {
"dependency”: [
"type":
"ietf-service-assurance-interface:interface-type",
"id": "interfacel/peer1/tunnel 0",
"dependency-type": "inpacting”
b
{
"type":
"ietf-service-assurance-interface:interface-type",
"id": "interfacel/peer?2/tunnel 9",
"dependency-type": "inpacting”
b
{
"type":
"exanpl e- servi ce-assurance-i p-connectivity:ip-connectivity-type",
"id":
"connectivity/ peer1/2001: db8:: 1/ peer 2/ 2001: db8: : 2",
"dependency-type": "inpacting”
}
]
}
b
{
"type":

"exanpl e- servi ce-assurance-i p-connectivity:ip-connectivity-type",
"id": "connectivity/peerl/2001: db8:: 1/ peer2/2001: db8: : 2",
"exanpl e- servi ce-assurance-i p-connectivity: parameters": {

"devi cel": "Peerl",
"address1": "2001:db8::1",
"devi ce2": "Peer?2",

"address2": "2001: db8:: 2"
} i)
"dependenci es": {

"dependency": [

"type":
"ietf-service-assurance-interface:interface-type",
"id": "interfacel peer1/physical 0",

"dependency-type": "inpacting"



"type":

"ietf-service-assurance-interface:interface-type",

"id": "interfacel peer2/physical 5",
"dependency-type": "inpacting"
b
{
"type": "exanpl e-service-assurance-is-is:is-is-type"
"id": "is-is/instancel",
"dependency-type": "inpacting"
}
]
}
"type": "exanpl e-service-assurance-is-is:is-is-type",
"id": "is-is/instancel",
"exanpl e- servi ce-assurance-i s-is: paranmeters": {
"i nstance-nane": "instancel"
}
"type": "ietf-service-assurance-interface:interface-type",
"id": "interfacel/peer1/tunnel 0",
"ietf-service-assurance-interface: paraneters”: {
"device": "Peerl",
"interface": "tunnel 0"
}

’ependencies": {

"dependency": [

"type":
"ietf-service-assurance-interface:interface-type",
"id": "interfacel peer1/physical 0",
"dependency-type": "inpacting"
}
]
}
"type": "ietf-service-assurance-interface:interface-type",
"id": "interfacel peer1/physical 0",
"ietf-service-assurance-interface: paraneters”: {
"device": "Peerl",
"interface": "physical 0"
}

’ependencies": {

"dependency": [

"type": "ietf-service-assurance-device: device-type",
"id": "interfacel/ peerl",
"dependency-type": "inpacting"
}
]
}
"type": "ietf-service-assurance-device: device-type",
"id": "interfacel peerl",
"ietf-service-assurance-device: paraneters”: {
"device": "Peerl"
}
"type": "ietf-service-assurance-interface:interface-type",
"id": "interfacel/peer?2/tunnel 9",

"ietf-service-assurance-interface: paraneters”: {



"devi ce": "Peer2",
"interface": "tunnel 9"

}

’ependencies": {
"dependency": [

"type":
"ietf-service-assurance-interface:interface-type",
"id": "interfacel peer?2/physical 5",
"dependency-type": "inpacting"
}
]
}
H
{
"type": "ietf-service-assurance-interface:interface-type",
"id": "interfacel peer?2/physical 5",
"ietf-service-assurance-interface: paraneters”: {
"device": "Peer2",
"interface": "physical 5"
},
"dependenci es": {
"dependency": [
"type": "ietf-service-assurance-device: device-type",
"id": "interfacel peer2",
"dependency-type": "inpacting"
}
]
}
b
{
"type": "ietf-service-assurance-device: device-type",
"id": "interfacel peer2",
"ietf-service-assurance-device: paraneters": {
"device": "Peer2"
}
}

Appendi x D.  YANG Li brary for Service Assurance

This section provides the JSON encodi ng of the YANG |ibrary [ RFC8525]
that lists all nodules defined in this docunment and their
dependencies. This library can be used to validate data instances
usi ng yangson, as explained in the previous section

{
"ietf-yang-library: nodul es-state": {
"nmodul e-set-id": "ietf-service-assurance@023-07-11",
"modul e": [
{
"nanme": "ietf-service-assurance",
"nanmespace":

"urn:ietf:parans: xn:ns:yang:ietf-service-assurance",
"revision": "2023-07-11",

"conformance-type": "inplenment"
"nanme": "ietf-service-assurance-device",
"nanmespace":

"urn:ietf:parans: xm :ns:yang:ietf-service-assurance-device",
"revision": "2023-07-11",
"conf ormance-type": "inplenment"



o)

"name": "ietf-service-assurance-interface",

"nanmespace":
"urn:ietf:parans: xm :ns:yang:ietf-service-assurance-interface",

"revision": "2023-07-11",

"conf ormance-type": "inplenent"

IS
{

"nanme": "exanpl e-servi ce-assurance-devi ce-acne",
"namespace"”:

"urn: exanpl e: exanpl e- servi ce- assur ance-devi ce-acne",
"revision": "2023-07-11",
"conformance-type": "inplenent"

"name": "exanpl e-service-assurance-is-is",

"namespace": "urn:exanpl e: exanpl e-servi ce-assurance-is-is",
"revision": "2023-07-11",

"conformance-type": "inplenent"

"name": "exanpl e-service-assurance-ip-connectivity",
"namespace"”:

"urn: exanpl e: exanpl e- servi ce-assurance-i p-connectivity",
"revision": "2023-07-11",
"conformance-type": "inplenent"

"name": "ietf-yang-types",

"namespace”: "urn:ietf:parans: xm:ns:yang:ietf-yang-types”,
“revision": "2013-07-05",

"conformance-type": "inport"

"name": "ietf-inet-types",

"namespace”: "urn:ietf:parans:xm:ns:yang:ietf-inet-types”,
“revision": "2013-07-05",

"conformance-type": "inport"

}
]
}
}
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