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Abstract

Thi s docunent describes an architecture that provides sone assurance
that service instances are running as expected. As services rely
upon mul tiple subservices provided by a variety of el enents,

i ncluding the underlying network devices and functions, getting the
assurance of a healthy service is only possible with a holistic view
of all involved elenents. This architecture not only helps to
correlate the service degradation with synptons of a specific network
conmponent but, it also lists the services inpacted by the failure or
degradation of a specific network component.
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I ntroduction

Net wor k Servi ce YANG Modul es [ RFC8199] describe the configuration,
state data, operations, and notifications of abstract representations
of services inplenented on one or multiple network el ements.

Servi ce orchestrators use Network Service YANG Modul es that will

i nfer network-w de configuration and, therefore, the invocation of
the appropriate device nodul es (Section 3 of [RFC8969]). Knowi ng
that a configuration is applied doesn't inply that the provisioned
service instance is up and running as expected. For instance, the
service mght be degraded because of a failure in the network, the
service quality may be degraded, or a service function nmay be
reachable at the IP | evel but does not provide its intended function
Thus, the network operator must nonitor the service' s operationa
data at the sane tine as the configuration (Section 3.3 of

[ RFC8969]). To fuel that task, the industry has been standardi zi ng
on telemetry to push network el enent perfornmance information (e.g.,
[ RFC9375]) .

A network administrator needs to nonitor its network and services as
a whol e, independently of the managenment protocols. Wth different
protocols cone different data nodels and different ways to nodel the
sanme type of information. Wen network administrators deal with
mul ti pl e managenent protocols, the network nanagenent entities have
to performthe difficult and time-consum ng job of mapping data
nmodel s, e.g., the nodel used for configuration with the nodel used
for monitoring when separate nodels or protocols are used. This
problemis compounded by a | arge, disparate set of data sources
(e.g., MB nodul es, YANG data nodels [RFC7950], IP Flow Information
Export (IPFIX) information elenments [ RFC7011], syslog plain text

[ RFC5424], Terminal Access Controller Access-Control System Plus
(TACACS+) [RFC8907], RADI US [ RFC2865], etc.). In order to avoid this
dat a nodel mapping, the industry converged on nodel -driven telenetry
to streamthe service operational data, reusing the YANG data nodel s
used for configuration. Mdel-driven telenetry greatly facilitates
the notion of closed-|loop automation, whereby events and updated
operational states streanmed fromthe network drive renmedi ati on change
back into the network.

However, it proves difficult for network operators to correlate the
service degradation with the network root cause, for exanple, "Wy
does ny | ayer 3 virtual private network (L3VPN) fail to connect?" or
"Why is this speC|f|c service not highly responsive?" The reverse,
i.e., which services are inpacted when a network conponent fails or
degrades, is also inportant for operators, for exanple, "Wich



services are inpacted when this specific optic decibel mlliwatt
(dBm begins to degrade?", "Wich applications are inpacted by an

i mbal ance in this Equal -Cost Miltipath (ECMP) bundle?", or "lIs that

i ssue actually inpacting any other custoners?" This task usually
falls under the so-called "Service Inpact Analysis" functional block

Thi s docunent defines an architecture inplenenting Service Assurance
for Intent-based Networking (SAIN). Intent-based approaches are
often declarative, starting froma statenent of "The service works as
expected" and trying to enforce it. However, sone already-defined
servi ces mi ght have been designed using a different approach

Aligned with Section 3.3 of [RFC7149], and instead of requiring a
declarative intent as a starting point, this architecture focuses on
al ready-defined services and tries to infer the neaning of "The

service works as expected". To do so, the architecture works from an
assurance graph, deduced fromthe configurati on pushed to the device
for enabling the service instance. |f the SAIN orchestrator supports

it, the service nodel (Section 2 of [RFC8309]) or the network node
(Section 2.1 of [RFC8969]) can also be used to build the assurance
graph. In that case and if the service nodel includes the
declarative intent as well, the SAIN orchestrator can rely on the
declared intent instead of inferring it. The assurance graph nmay
al so be explicitly conpleted to add an intent not exposed in the
service nodel itself.

The assurance graph of a service instance is deconposed into
conponents, which are then assured independently. The top of the
assurance graph represents the service instance to assure, and its
children represent conmponents identified as its direct dependenci es;
each component can have dependencies as well. Components involved in
the assurance graph of a service are called subservices. The SAIN
orchestrator updates the assurance graph automatically when the
service instance is nodified.

When a service is degraded, the SAIN architecture w |l highlight
where in the assurance service graph to | ook, as opposed to going hop
by hop to troubl eshoot the issue. Mre precisely, the SAIN
architecture will associate to each service instance a |ist of
synptons originating fromspecific subservices, corresponding to
conmponents of the network. These conponents are good candi dates for
expl ai ning the source of a service degradation. Not only can this
architecture help to correlate service degradation with network root
cause/ synptons, but it can deduce fromthe assurance graph the |ist
of service instances inpacted by a conponent degradation/failure.
Thi s added value inforns the operational teamwhere to focus its
attention for maximumreturn. |Indeed, the operational teamis likely
to focus their priority on the degrading/failing conponents inpacting
the hi ghest nunber of their customers, especially the ones with the
Servi ce-Level Agreenent (SLA) contracts involving penalties in case
of failure.

This architecture provides the building blocks to assure both
physical and virtual entities and is flexible with respect to
services and subservices of (distributed) graphs and conponents
(Section 3.7).

The architecture presented in this docunent is inplenented by a set
of YANG nodul es defined in a conpani on docunent [ RFC9418]. These
YANG nodul es properly define the interfaces between the various
components of the architecture to foster interoperability.

Ter mi nol ogy
SAIN agent: A functional component that conmunicates with a device,

a set of devices, or another agent to build an expression graph
froma received assurance graph and performthe correspondi ng



comput ation of the health status and synptons. A SAIN agent m ght
be running directly on the device it nonitors.

Assurance case: "An assurance case is a structured argunent,
supported by evidence, intended to justify that a systemis
acceptably assured relative to a concern (such as safety or
security) in the intended operating environnent” [Piovesan2017].

Service instance: A specific instance of a service.

Intent: "A set of operational goals (that a network should neet) and
outconmes (that a network is supposed to deliver) defined in a
decl arative manner without specifying how to achieve or inplenent
t hent [ RFCO315].

Subservice: A part or functionality of the network systemthat can
be independently assured as a single entity in an assurance graph.

Assurance graph: A Directed Acyclic G aph (DAG representing the
assurance case for one or several service instances. The nodes
(al so known as vertices in the context of DAG are the service
i nstances t hensel ves and the subservices; the edges indicate a
dependency rel ation.

SAIN collector: A functional conponent that fetches or receives the
conput er - consunmabl e out put of the SAIN agent(s) and processes it
locally (including displaying it in a user-friendly form.

DAG Directed Acyclic G aph.
ECVMP:  Equal - Cost Mul ti pat h.

Expression graph: A generic termfor a DAG representing a
conmputation in SAIN. Mre specific terns are |isted bel ow

Subservi ce expressions:
An expression graph representing all the conputations to
execute for a subservice.

Servi ce expressions:
An expression graph representing all the conputations to
execute for a service instance, i.e., including the
comput ations for all dependent subservices.

A obal conputation graph:
An expression graph representing all the conputations to
execute for all services instances (i.e., all conputations
perf ormed) .

Dependency: The directed rel ationship between subservice instances
in the assurance graph.

Metric: A piece of information retrieved fromthe network running
the assured service.

Metric engine: A functional conponent, part of the SAIN agent, that
maps nmetrics to a list of candidate netric inplenentations,
dependi ng on the network el enent.

Metric inplenmentation: The actual way of retrieving a netric froma
network el enent.

Net wor k Servi ce YANG Modul e The characteristics of a service, as
agreed upon with consuners of that service [RFC8199].

Service orchestrator: "Network Service YANG Mddul es descri be the



characteristics of a service, as agreed upon with consumers of
that service. That is, a service nodul e does not expose the
detail ed configuration paraneters of all participating network

el ements and features but describes an abstract nodel that allows
i nstances of the service to be deconposed into instance data
according to the Network El ement YANG Modul es of the participating
network el ements. The service-to-el enment deconposition is a
separate process; the details depend on how the network operator
chooses to realize the service. For the purpose of this docunent,
the term"orchestrator" is used to describe a system i npl enenting
such a process" [RFC8199].

SAI N orchestrator: A functional conponent that is in charge of
fetching the configuration specific to each service instance and
converting it into an assurance graph

Health status: The score and synptons indicating whether a service
instance or a subservice is "healthy". A non-nmaximl score nust
al ways be expl ained by one or nore synptons.

Health score: An integer ranging fromO to 100 that indicates the
health of a subservice. A score of 0 neans that the subservice is
broken, a score of 100 neans that the subservice in question is
operating as expected, and the special value -1 can be used to
specify that no value could be conmputed for that health score, for
instance, if sone nmetric needed for that conputation could not be
col | ect ed.

Strongly connected component: A subset of a directed graph such that
there is a (directed) path fromany node of the subset to any
ot her node. A DAG does not contain any strongly connected
conmponent .

Synptom A reason explaining why a service instance or a subservice
is not conpletely healthy.

A Functional Architecture

The goal of SAINis to assure that service instances are operating as
expected (i.e., the observed service is matching the expected
service) and, if not, to pinpoint what is wong. Mre precisely,
SAI N conputes a score for each service instance and outputs synptons
expl aining that score. The only valid situation where no synptons
are returned is when the score is maximal, indicating that no issues
were detected for that service instance. The score augnented with
the synptonms is called the health status. The exact neaning of the
health score value is out of scope of this docunent. However, the
followi ng constraints should be foll owed: the higher the score, the
better the service health is and the two extrema are 0 meaning the
service is conpletely broken, and 100 nmeaning the service is

conpl etely operational

The SAIN architecture is a generic architecture, which generates an
assurance graph from service instance(s), as specified in

Section 3.1. This architecture is applicable to not only multiple
environments (e.g., wireline and wireless) but also different donmains
(e.g., 5G network function virtualization (NFV) domain with a virtua
i nfrastructure nanager (VMIM, etc.) and, as already noted, for
physical or virtual devices, as well as virtual functions. Thanks to
the distributed graph design principle, graphs fromdifferent
environments and orchestrators can be conbined to obtain the graph of
a service instance that spans over nmultiple donmains.

As an exanple of a service, let us consider a point-to-point |ayer 2
virtual private network (L2VPN). [RFC8466] specifies the paraneters
for such a service. Exanples of synptoms m ght be synptons reported



by specific subservices, including "Interface has high error rate",
"Interface flapping", or "Device al nbst out of nmenory", as well as
synptons nore specific to the service (such as "Site disconnected
from VPN").

To conpute the health status of an instance of such a service, the
service definition is deconposed into an assurance graph formed by
subservi ces |inked through dependencies. Each subservice is then
turned into an expression graph that details howto fetch netrics
fromthe devices and conpute the health status of the subservice

The subservi ce expressions are conbi ned according to the dependenci es
bet ween the subservices in order to obtain the expression graph that
computes the health status of the service instance

The overall SAIN architecture is presented in Figure 1. Based on the
service configuration provided by the service orchestrator, the SAIN
orchestrator deconposes the assurance graph. It then sends to the
SAI N agents the assurance graph along with some other configuration

options. The SAIN agents are responsi ble for building the expression
graph and conputing the health statuses in a distributed manner. The
collector is in charge of collecting and di splaying the current

inferred health status of the service instances and subservices. The

coll ector al so detects changes in the assurance graph structures
(e.g., an occurrence of a switchover fromprimary to backup path) and
forwards the information to the orchestrator, which reconfigures the
agents. Finally, the automation | oop is closed by having the SAIN
col l ector provide feedback to the network/service orchestrator

In order to make agents, orchestrators, and collectors fromdifferent
vendors interoperable, their interface is defined as a YANG nodule in
a conpani on docunment [RFC9418]. 1In Figure 1, the comunications that

are normalized by this YANG nodul e are tagged with a "Y'. The use of
this YANG nodul e is further explained in Section 3.5.
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Figure 1: SAIN Architecture

In order to produce the score assigned to a service instance, the
various invol ved conponents performthe foll owi ng tasks:

* Anal yze the configuration pushed to the network device(s) for
configuring the service instance. Fromthere, determ ne which
information (called a netric) nust be collected fromthe device(s)
and which operations to apply to the nmetrics to conmpute the health
st at us.

* Stream (via telenetry, such as YANG Push [ RFC8641]) operationa
and config metric values when possible, else continuously poll.

* Continuously conmpute the health status of the service instances
based on the netric val ues.

The SAIN architecture requires time synchronization, with the Network
Time Protocol (NTP) [RFC5905] as a candidate, between all el enents:
monitored entities, SAIN agents, service orchestrator, the SAIN
collector, as well as the SAIN orchestrator. This guarantees the
correlations of all synptonms in the system correlated with the right
assurance graph version

.1. Translating a Service Instance Configuration into an Assurance
Graph

In order to structure the assurance of a service instance, the SAIN
orchestrator deconposes the service instance into so-called
subservi ce instances. Each subservice instance focuses on a specific
feature or subpart of the service

The deconposition into subservices is an inmportant function of the
architecture for the foll ow ng reasons:

* The result of this deconposition provides a relational picture of
a service instance, which can be represented as a graph (called an
assurance graph) to the operator

* Subservices provide a scope for particular expertise and thereby
enabl e contribution fromexternal experts. For instance, the
subservice dealing with the optic’s health should be revi ewed and
extended by an expert in optical interfaces.

* Subservices that are common to several service instances are
reused for reducing the anount of conputation needed. For
i nstance, the subservice assuring a given interface is reused by
any service instance relying on that interface.

The assurance graph of a service instance is a DAG representing the
structure of the assurance case for the service instance. The nodes
of this graph are service instances or subservice instances. Each
edge of this graph indicates a dependency between the two nodes at
its extrenmities, i.e., the service or subservice at the source of the
edge depends on the service or subservice at the destination of the
edge.

Figure 2 depicts a sinplistic exanple of the assurance graph for a
tunnel service. The node at the top is the service instance; the
nodes bel ow are its dependencies. In the exanple, the tunnel service
i nstance depends on the "peerl" and "peer2" tunnel interfaces (the
tunnel interfaces created on the peerl and peer2 devices,
respectively), which in turn depend on the respective physica



interfaces, which finally depend on the respective "peerl" and
"peer 2" devices. The tunnel service instance also depends on the IP
connectivity that depends on the IS 1S routing protocol
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Figure 2: Assurance G aph Exanpl e

Depi cting the assurance graph hel ps the operator to understand (and
assert) the deconposition. The assurance graph shall be nmaintained
during normal operation with addition, nodification, and renpval of
service instances. A change in the network configuration or topol ogy
shall automatically be reflected in the assurance graph. As a first
exanpl e, a change of the routing protocol fromlIS-1S to OSPF woul d
change the assurance graph accordingly. As a second exanple, assune
that the ECMP is in place for the source router for that specific
tunnel; in that case, multiple interfaces nust now be nonitored, in
addition to nonitoring the ECMP health itself.

3.1.1. Circul ar Dependencies

The edges of the assurance graph represent dependencies. An
assurance graph is a DAGif and only if there are no circular
dependenci es anbng the subservices, and every assurance graph should
avoi d circul ar dependencies. However, in sonme cases, circular
dependenci es m ght appear in the assurance graph.

First, the assurance graph of a whole systemis obtained by conbining
the assurance graph of every service running on that system Here,
conbi ni ng neans that two subservices having the sane type and the
same paraneters are in fact the same subservice and thus a single
node in the graph. For instance, the subservice of type "device"
with the only paraneter (the device ID) set to "PEL1" will appear only
once in the whol e assurance graph, even if several service instances
rely on that device. Now, if two engineers design assurance graphs
for two different services, and Engi neer A decides that an interface
depends on the link it is connected to, but Engi neer B decides that
the link depends on the interface it is connected to, then when



combi ning the two assurance graphs, we will have a circul ar
dependency interface -> link -> interface.

Anot her case possibly resulting in circular dependencies is when
subservices are not properly identified. Assunme that we want to
assure a cl oud-based computing cluster that runs containers. W
could represent the cluster by a subservice and the network service
connecting containers on the cluster by another subservice. W would
Iikely nbdel that as the network service depending on the cluster,
because the network service runs in a container supported by the
cluster. Conversely, the cluster depends on the network service for
connectivity between containers, which creates a circul ar dependency.
A finer deconposition mght distinguish between the resources for
executing containers (a part of our cluster subservice) and the
conmuni cati on between the containers (which could be nodeled in the
same way as communi cation between routers).

In any case, it is likely that circular dependencies will show up in
the assurance graph. A first step would be to detect circular
dependenci es as soon as possible in the SAIN architecture. Such a
detection could be carried out by the SAIN orchestrator. Wenever a
circul ar dependency is detected, the newy added service would not be
monitored until nore careful nodeling or alignment between the
different teanms (Engineers A and B) renove the circul ar dependency.

As a nore el aborate solution, we could consider a graph
transfornmation:

* Deconpose the graph into strongly connected conponents.
* For each strongly connected component:

- renove all edges between nodes of the strongly connected
conponent ;

- add a new "synthetic" node for the strongly connected
conmponent ;

- for each edge pointing to a node in the strongly connected
conmponent, change the destination to the "synthetic" node; and

- add a dependency fromthe "synthetic" node to every node in the
strongly connected conponent.

Such an al gorithmwould include all synptons detected by any
subservice in one of the strongly connected conponents and nake it
avail abl e to any subservice that depends on it. Figure 3 shows an
exanpl e of such a transformation. On the |left-hand side, the nodes
c, d, e, and f forma strongly connected conponent. The status of
node a should depend on the status of nodes c, d, e, f, g, and h, but
this is hard to conpute because of the circular dependency. On the
ri ght-hand side, node a depends on all these nodes as well, but the
circul ar dependency has been renoved.
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Figure 3: G aph Transformation

We consider a concrete exanple to illustrate this transfornmation
Let’s assune that Engineer A is building an assurance graph dealing
with IS-1S and Engineer B is building an assurance graph dealing with
OSPF. The graph from Engi neer A could contain the foll ow ng:
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Figure 4: Fragnent of the Assurance G aph from Engi neer A

The graph from Engi neer B could contain the follow ng:
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Figure 5: Fragnent of the Assurance G aph from Engi neer B

The Interface subservices and the Physical Link subservice are comon
to both fragments above. Each of these subservices appear only once
in the graph merging the two fragnents. Dependencies from both
fragnments are included in the nmerged graph, resulting in a circul ar
dependency:
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Figure 6: Merging G aphs from Engi neers A and B

The sol ution presented above would result in a graph | ooking as

foll ows, where a new "synthetic" node is included. Using that
transformation, all dependencies are indirectly satisfied for the
nodes outside the circul ar dependency, in the sense that both IS 1S
and OSPF |inks have indirect dependencies to the two interfaces and
the link. However, the dependencies between the |link and the
interfaces are lost since they were causing the circul ar dependency.
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Fomm e oo - + Fomm e oo - +
| |
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Figure 7: Renoving Circul ar Dependencies after Merging G aphs
from Engi neers A and B

3.2. Intent and Assurance G aph

The SAIN orchestrator analyzes the configuration of a service
instance to do the follow ng:

* Try to capture the intent of the service instance, i.e., Wat is
the service instance trying to achieve? At a mininum this
requires the SAIN orchestrator to know the YANG nodul es that are
bei ng configured on the devices to enable the service. Note that,
if the service nodel or the network nmodel is known to the SAIN
orchestrator, the latter can exploit it. |In that case, the intent
could be directly extracted and include nore details, such as the
notion of sites for a VPN, which is out of scope of the device
confi guration.

* Deconpose the service instance into subservices representing the
network features on which the service instance relies.

The SAIN orchestrator nust be able to analyze the configuration
pushed to various devices of a service instance and produce the
assurance graph for that service instance.

To schemati ze what a SAIN orchestrator does, assune that a service
i nstance touches two devices and configures a virtual tunne
interface on each device. Then



* Capturing the intent would start by detecting that the service
instance is actually a tunnel between the two devices and stating

that this tunnel nust be operational. This solutionis mnimlly
i nvasive, as it does not require nodifying nor know ng the service
model . If the service nodel or network model is known by the SAIN

orchestrator, it can be used to further capture the intent and

i nclude nmore information, such as Service-Level Objectives (e.g.,
the | atency and bandw dth requirenents for the tunnel) if present
in the service nodel

* Deconposing the service instance into subservices would result in
the assurance graph depicted in Figure 2, for instance.

The assurance graph, or nore precisely the subservices and
dependenci es that a SAIN orchestrator can instantiate, should be
curated. The organization of such a process (i.e., ensure that
exi sting subservices are reused as nmuch as possible and avoid
circul ar dependencies) is out-of-scope for this docunent.

To be applied, SAIN requires a nechani sm mappi ng a service instance
to the configuration actually required on the devices for that
service instance to run. Wile Figure 1 nmakes a distinction between
the SAIN orchestrator and a different conponent providing the service
i nstance configuration, in practice those two conponents are nost
likely conbined. The internals of the orchestrator are out of scope
of this docunent.

3.3. Subservices

A subservice corresponds to a subpart or a feature of the network
systemthat is needed for a service instance to function properly.
In the context of SAIN, a subservice is associated to its assurance,
which is the nethod for assuring that a subservice behaves correctly.

Subservices, just as with services, have high-level paraneters that
specify the instance to be assured. The needed paraneters depend on
the subservice type. For exanple, assuring a device requires a
specific deviceld as a paraneter and assuring an interface requires a
speci fic conbination of deviceld and interfaceld.

When designing a new type of subservice, one should carefully define
what is the assured object or functionality. Then, the paraneters
must be chosen as a mninmal set that conpletely identifies the object
(see exanples fromthe previous paragraph). Paraneters cannot change
during the life cycle of a subservice. For instance, an | P address
is a good paraneter when assuring a connectivity towards that address
(i.e., a given device can reach a given | P address); however, it’s
not a good paraneter to identify an interface, as the |IP address
assigned to that interface can be changed.

A subservice is also characterized by a list of netrics to fetch and
a list of operations to apply to these netrics in order to infer a
heal th status

3.4. Building the Expression G aph fromthe Assurance G aph

From t he assurance graph, a so-called global conputation graph is
derived. First, each subservice instance is transforned into a set
of subservice expressions that take nmetrics and constants as input
(i.e., sources of the DAG and produce the status of the subservice
based on sonme heuristics. For instance, the health of an interface
is O (mniml score) with the synptom"interface adm n-down" if the
interface is disabled in the configuration. Then, for each service
i nstance, the service expressions are constructed by conbining the
subservi ce expressions of its dependencies. The way service
expressi ons are conbi ned depends on the dependency types (imnpacting



or informational). Finally, the global conputation graph is built by
conbi ning the service expressions to get a gl obal view of all
subservices. In other words, the global conputation graph encodes
all the operations needed to produce health statuses fromthe

coll ected netrics.

The two types of dependencies for conbining subservices are:

I nf ormati onal Dependency:
The type of dependency whose health score does not inpact the
heal th score of its parent subservice or service instance(s) in
the assurance graph. However, the synptonms shoul d be taken into
account in the parent service instance or subservice instance(s)
for informational reasons.

I mpacti ng Dependency:
The type of dependency whose health score inmpacts the health score
of its parent subservice or service instance(s) in the assurance
graph. The synptons are taken into account in the parent service
i nstance or subservice instance(s) as the inpacting reasons.

The set of dependency types presented here is not exhaustive. More
speci fi c dependency types can be defined by extending the YANG
modul e.  For instance, a connectivity subservice dependi ng on severa
pat h subservices is partially inpacted if only one of these paths
fails. Adding these new dependency types requires defining the
correspondi ng operation for conbining statuses of subservices.

Subservi ces shall not be dependent on the protocol used to retrieve
the metrics. To justify this, let’s consider the interface
operational status. Depending on the device capabilities, this
status can be collected by an industry-accepted YANG nodule (e.g.,

| ETF or Openconfig [ OpenConfig]), by a vendor-specific YANG nodul e,
or even by a MB nodule. |If the subservice was dependent on the
mechanismto collect the operational status, then we woul d need

mul tiple subservice definitions in order to support all different
mechani sms.  This also inplies that, while waiting for all the
metrics to be available via standard YANG nodul es, SAIN agents mi ght
have to retrieve metric values via nonstandard YANG data nodels, MB
nmodul es, the Conmand-Line Interface (CLI), etc., effectively

i mpl erenting a normalization |ayer between data nodels and

i nformati on nodel s.

In order to keep subservices independent of netric collection nethod
(or, expressed differently, to support mnultiple conbinations of

pl atforns, OSes, and even vendors), the architecture introduces the
concept of "metric engine". The netric engine maps each device-

i ndependent netric used in the subservices to a list of device-
specific netric inplenmentations that precisely define howto fetch
val ues for that netric. The nmapping is paraneterized by the
characteristics (i.e., nodel, OS version, etc.) of the device from
which the netrics are fetched. This netric engine is included in the
SAI' N agent .

.5. Open Interfaces with YANG Mdul es

The interfaces between the architecture conponents are open thanks to
t he YANG nodul es specified in [ RFC9418]; they specify objects for
assuring network services based on their deconposition into so-called
subservi ces, according to the SAIN architecture.

These nodul es are intended for the foll owi ng use cases:

* Assurance graph configuration

- Subservices: Configure a set of subservices to assure by



specifying their types and paraneters.

- Dependenci es: Configure the dependenci es between the
subservices, along with their types.

* Assurance telemetry: Export the health status of the subservices,
along with the observed synptons.

Sone exanpl es of YANG i nstances can be found in Appendi x A of
[ RFC9418] .

.6. Handling Mintenance W ndows

Whenever network conponents are under nmintenance, the operator wants
to inhibit the em ssion of synptons fromthose conponents. A typica
use case is device naintenance, during which the device is not
supposed to be operational. As such, synptonms related to the device
heal th shoul d be ignored. Synptoms related to the device-specific
subservi ces, such as the interfaces, mght also be ignored because
their state changes are probably the consequence of the maintenance.

The ietf-service-assurance nodel described in [ RFC9418] enables

fl aggi ng subservi ces as under mai ntenance and, in that case, requires
a string that identifies the person or process that requested the

mai nt enance. \When a service or subservice is flagged as under

mai nt enance, it nust report a generic "Under Mi ntenance" synptom for
propagati on towards subservices that depend on this specific
subservice. Any other synptomfromthis service or by one of its

i npacti ng dependenci es nust not be reported.

We illustrate this nechani smon three i ndependent exanpl es based on
the assurance graph depicted in Figure 2

* Device maintenance, for instance, upgrading the device OS. The
operator flags the subservice "Peerl" device as under naintenance.
This inhibits the em ssion of synptoms, except "Under Maintenance"
from"Peerl Physical Interface", "Peerl Tunnel Interface", and
"Tunnel Service Instance". Al other subservices are unaffected.

* |Interface maintenance, for instance, replacing a broken optic.
The operator flags the subservice "Peerl Physical Interface" as
under mai ntenance. This inhibits the em ssion of synptons, except
"Under Maintenance"” from "Peer 1 Tunnel Interface" and "Tunne
Service Instance". All other subservices are unaffected.

* Routing protocol maintenance, for instance, nodifying paraneters
or redistribution. The operator marks the subservice "IS-1S
Routing Protocol" as under mmintenance. This inhibits the
em ssion of synptons, except "Under Maintenance" from"IP
connectivity" and "Tunnel Service Instance". All other
subservi ces are unaffected.

In each exanpl e above, the subservice under maintenance is conpletely
i mpacting the service instance, putting it under maintenance as well.
There are use cases where the subservi ce under maintenance only
partially inmpacts the service instance. For instance, consider a
service instance supported by both a primary and backup path. |[If a
subservice inpacting the primary path is under maintenance, the
service instance might still be functional but degraded. In that
case, the status of the service instance mght include "Primary path
Under Mai ntenance", "No redundancy", as well as other synptons from
the backup path to explain the |ower health score. In general, the
conputation of the service instance status fromthe subservices is
done in the SAIN col |l ector whose inplenentation is out of scope for
thi s docunent.



The mai ntenance of a subservice mght nodify or hide nodifications of
the structure of the assurance graph. Therefore, unflagging a
subservi ce as under mai ntenance should trigger an update of the
assurance graph.

3. 7. Fl exi bl e Functional Architecture

The SAIN architecture is flexible in terns of conponents. Wile the
SAIN architecture in Figure 1 nakes a distinction between two
conmponents, the service orchestrator and the SAIN orchestrator, in
practice the two conponents are nost likely conbined. Sinmilarly, the
SAIN agents are displayed in Figure 1 as being separate comnmponents.
In practice, the SAIN agents coul d be either independent conponents
or directly integrated in nonitored entities. A practical exanple is
an agent in a router.

The SAIN architecture is also flexible in terns of services and
subservices. In the defined architecture, the SAIN orchestrator is
coupled to a service orchestrator, which defines the kinds of
services that the architecture handles. Most exanples in this
docunment deal with the notion of Network Service YANG Modules with
wel | - known services, such as L2VPN or tunnels. However, the concept
of services is general enough to cross into different domains. One
of themis the domain of service managenment on network el enents,

whi ch al so require their own assurance. Exanples include a DHCP
server on a Linux server, a data plane, an |IPFI X export, etc. The
notion of "service" is generic in this architecture and depends on
the service orchestrator and underlying network system as
illustrated by the foll ow ng exanpl es:

* |f a main service orchestrator coordi nates several |ower-|eve
controllers, a service for the controller can be a subservice from
the point of view of the orchestrator

* A DHCP server / data plane / |IPFIX export can be consi dered
subservi ces for a device

* A routing instance can be considered a subservice for an L3VPN

* A tunnel can be considered a subservice for an application in the
cl oud.

* A service function can be considered a subservice for a service
function chain [ RFC7665] .

The assurance graph is created to be flexible and open, regardl ess of
the subservice types, |ocations, or domains.

The SAIN architecture is also flexible in terns of distributed
graphs. As shown in Figure 1, the architecture conprises severa
agents. Each agent is responsible for handling a subgraph of the
assurance graph. The collector is responsible for fetching the
subgraphs fromthe different agents and gluing themtogether. As an
exanple, in the graph fromFigure 2, the subservices relative to Peer
1 mght be handled by a different agent than the subservices relative
to Peer 2, and the Connectivity and |IS-1S subservices m ght be
handl ed by yet another agent. The agents will export their partial
graph, and the collector will stitch themtogether as dependenci es of
the service instance.

And finally, the SAIN architecture is flexible in terns of what it
monitors. Most, if not all, exanples in this docunent refer to

physi cal conponents, but this is not a constraint. |ndeed, the
assurance of virtual conponents would follow the sanme principles, and
an assurance graph conposed of virtualized conponents (or a mix of
virtual i zed and physical ones) is supported by this architecture.
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8. Tinme Wndow for Synptons’ History

The health status reported via the YANG nodul es contains, for each
subservice, the list of synptons. Synptons have a start and end
date, nmaking it is possible to report synptons that are no | onger
occurring.

The SAIN agent mi ght have to renove sone synptons for specific
subservi ce synptons because they are outdated and no | onger rel evant
or sinply because the SAIN agent needs to free up some space.
Regardl ess of the reason, it’s inmportant for a SAIN coll ector
connecting/reconnecting to a SAIN agent to understand the effect of
this garbage coll ection.

Therefore, the SAI N agent contains a YANG obj ect specifying the date
and tine at which the synptons’ history starts for the subservice

i nstances. The subservice reports only synptons that are occurring
or that have been occurring after the history start date.

9. New Assurance Graph CGeneration

The assurance graph will change over time, because services and
subservi ces cone and go (changi ng the dependenci es between
subservices) or as a result of resolving maintenance issues.
Therefore, an assurance graph version nust be maintained, along with
the date and tine of its |ast generation. The date and tine of a
particul ar subservice instance (again dependenci es or under

mai nt enance) mght be kept. Froma client point of view, an
assurance graph change is triggered by the value of the assurance-
graph-versi on and assurance-graph-1|ast-change YANG | eaves. At that
point intinme, the client (collector) follows the follow ng process:

* Keep the previous assurance-graph-|ast-change value (let's call it
time T).

* Run through all the subservice instances and process the
subservi ce instances for which the |ast-change is newer than the
time T.

* Keep the new assurance-graph-I|ast-change as the new referenced
date and tinme.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

The SAIN architecture hel ps operators to reduce the nean tinme to
detect and the nean tine to repair. However, the SAIN agents nust be
secured; a conpronised SAIN agent rmay be sending incorrect root
causes or synptons to the management systens. Securing the agents
falls back to ensuring the integrity and confidentiality of the
assurance graph. This can be partially achieved by correctly setting
per m ssions of each node in the YANG data nodel, as described in
Section 6 of [RFC9418].

Except for the configuration of telenetry, the agents do not need
"write access" to the devices they nonitor. This configuration is
applied with a YANG nodul e, whose protection is covered by Secure
Shell (SSH) [ RFC6242] for the Network Configuration Protoco
(NETCONF) or TLS [ RFC8446] for RESTCONF. Devices should be
configured so that agents have their own credentials with wite
access only for the YANG nodes configuring the telenmetry.



The data collected by SAIN could potentially be conpronmising to the
network or provide nore insight into how the network i s designed.
Considering the data that SAIN requires (including CLI access in sone
cases), one should weigh data access concerns with the inpact that
reduced visibility will have on being able to rapidly identify root
causes.

For building the assurance graph, the SAIN orchestrator needs to
obtain the configuration fromthe service orchestrator. The latter
shoul d restrict access of the SAIN orchestrator to infornmation needed
to build the assurance graph.

If a closed loop systemrelies on this architecture, then the well-
known issue of those systens al so applies, i.e., a lying device or
conprom sed agent could trigger partial reconfiguration of the
service or network. The SAIN architecture neither augnents nor
reduces this risk. An extension of SAIN, which is out of scope for
this document, could detect discrepancies between synptons reported
by different agents, and thus detect anonmalies if an agent or a
device is lying.

I f NTP service goes down, the devices clocks might lose their
synchroni zation. In that case, correlating information from
different devices, such as detecting synptons about a |ink or
correlating synptons fromdifferent devices, will give inaccurate
results.
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