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Abst r act

Thi s docunent extends the current error-handling procedures for
mappi ng of verification failure reasons to 4xx codes for Secure

Tel ephone ldentity Revisited (STIR) and the Authenticated lIdentity
Management in the Session Initiation Protocol (SIP). It extends the
ability to use the Reason header field as an option for conveying an
error associated with an ldentity header field to the upstream

aut henti cation service when |ocal policy dictates that the cal
shoul d continue in the presence of a verification failure. This
docunent al so defines procedures that enable a failure reason to be
mapped to a specific ldentity header field for scenarios that use
multiple Identity header fields, where sone may have errors and
others may not. The handling of those situations is also defined.
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I nt roducti on

The STIR framework as described in [ RFC7340] is an authentication
framework for asserting a tel ephone nunber or URI-based identity
using a digital signature and certificate-based franework, as

descri bed [ RFC8225] and [ RFC8226], respectively. [RFC8224] describes
the use of the STIR framework in the SIP protocol [RFC3261]. It
defines both a) the authentication service that creates a PASSporT

[ RFC8225] and delivers it in an ldentity header field, and b) the
verification service that correspondingly verifies the PASSporT and
enbedded originating identity.

Thi s docunent is concerned with errors in validating PASSporTs and
ldentity header fields and how they are communi cated in speci al

cases. This docunent also defines a solution to help address the
potential issue of multiple Identity header fields and the plurality
of potential verification errors. Additionally, it addresses the

i ssue of the current 4xx error response, i.e., the call is terninated
when a verification error is present. |In sonme deploynents, it nmay be
the case that the policy for handling errors dictates that calls
shoul d continue even if there is a verification error. For exanple,
in many cases of inadvertent or operational errors that do not
represent any type of identity falsification attenpt, the preferred
policy nmay be to continue the call despite the unverified identity.
In these cases, the authentication service should still be notified
of the error so that corrective action can be taken to fix any
issues. This specification will discuss the use of the Reason header
field in subsequent provisional (1xx) responses in order to deliver
the error back to the authentication service or other SIP path

net wor k equi pent responsi ble for error handling.

To handle multiple Identity header fields where sone in a call may be
verified while others may not (i.e., they have errors), this docunent
defines a nethod by which an identifier is added to the header so
that the authentication service can uniquely identify which Identity
header field is being referred to in the case of an error

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Reason Header Field Protocol "STIR

Thi s docunent defines a new Reason header field [ RFC3326] protocol
"STIR', for STIR applications using SIP as defined in [ RFC8224]. The
use of "STIR' as a Reason header field protocol with the error
defined in [ RFC8224] causes codes to allow the use of multiple Reason
header fields as detailed in [ RFC3326] and updated in [ RFC9366]. Any
provi sional SIP response nessage or final response nessage, with the
exception of a 100 (Trying), MAY contain one or nore Reason header
fields with a STIRrel ated cause code defined in [ RFC8224] or future
specifications. The use of multiple Reason header fields is



di scussed in nore detail later in the docunent.

Use of Provisional Response to Signal Errors without Terminating the
Cal |

In cases where local policy dictates that a call should continue
regardl ess of any verification errors that may have occurred,
including 4xx errors described in Section 6.2.2 of [RFC38224], the
verification service MIUST NOT send the 4xx as a response. Rather, it
shoul d i nclude the error response code and reason phrase in a Reason
header field in the next provisional or final response it sends to
the aut hentication service.

Exanpl e Reason header field:
Reason: STIR ; cause=436 ;text="Bad Identity Info"

Handling of a Verification Error Wen There Are Miultiple Identity
Header Fields

In cases where a SIP nessage includes multiple Identity header fields
and one of those ldentity header fields has an error, the
verification service MIST include the error response code and reason
phrase associated with the error in a Reason header field, defined in
[ RFC3326], in the next provisional or final responses sent to the

aut hentication service. The reason cause in the Reason header field
MUST represent the error that occurred when verifying the contents of
the Identity header field. For a SIP INVITE containing multiple
Identity header fields, the "ppi" paranmeter for the Reason header
field is RECOWENDED. As defined in [RFC8224], the STIR error codes
used in responses are based on an error associated with a specific
Identity header field representing a single error occurring with the
verification and processing of that lIdentity header field. The
association of a "ppi" paraneter with a Reason header field [ RFC3326]
usi ng the protocol value of "STIR' defined in this document MJST only
identify a single cause code [RFC3326] in the context of a cal

di al og [ RFC3261] corresponding only to the STIR-rel ated error codes
defined in [ RFC8224] or future docunents defining STIR-related error
codes. The associ ated PASSporT object can be included either in ful
formor in conpact form where only the signature of the PASSporT is
included with two periods as a prefix, as defined in Section 7 of

[ RFC8225], to identify the reported Identity header field with an
error. Conpact formis the recomended form as full form may
include information that could have privacy or security inplications
in some call scenarios; this is discussed in Section 9.

Exanpl e Reason header field with a full form PASSporT:

Reason: STIR ;cause=436 ;text="Bad ldentity Info" ;ppi=\
"eyJhbGeci G JFUzI 1N | sl nR5¢Cl 61 nBhc3Nwb3J0I i wi eDV1l \

j oi aHROCHMBLY9j ZXJOLmv4YWiwbGUub3JnL3Bhc3Nwb3JOLMNI ci J9. eyJ \
kZXNOI j p71 nVyaSI 6WJzaXA6 YWKpY2VAZXhhbXBsZS5j b20i XX0sl m hdC \
| 61 ] EONDMyMDgzNDUI LCIvem nlj p71 nRul j oi MII xNTULNTEyMT1 i f X0.r \
g3pj T1hoRwakEG HCnWswUnshd0- zJ6F1VOgFWS) HBr 8Q pj | k- cpFYpFYs \
0] NCpTzOBQ¥ PA ckGaS6hEck 7w’

Exanpl e Reason header field with a conpact form PASSporT:
Reason: STIR ;cause=436 ;text="Bad lIdentity Info" ;ppi=\
"..rqg3pj TlakEG HCnWswUnshd0- zJ6F1VOgFW5) HBr 8Q pj | k- cpFYpFYs \
0j NCpTzOBQ¥ PO ckGS6hEck 7w

Handling Multiple Verification Errors

If there are nultiple Identity header field verification errors being
reported, the verification service MIST include a correspondi ng



nunber of Reason header fields per error. These Reason header fields
shoul d include a "ppi" paraneter, including the full or conpact form
of the PASSporT with cause and text paraneters identifying each
error. As nentioned previously, the potential use of multiple Reason
header fields defined in [RFC3326] is updated in [RFCO9366], allow ng
mul ti pl e Reason header fields with the sane protocol value. For this
specification, "STIR' should be used for any STIR error defined in

[ RFC8224] or future specifications.

Exanpl e Reason header fields for two identity info errors

Reason: STIR ;cause=436 ;text="Bad ldentity Info" ;ppi= \
"..rq3pj TlhoRwakEG HCnWswUnshdO0- zJ6F1VOgFWS) HBr 8Q pj | k- cpFY \
pFYsoj NCpTzGBQ¥ PA ckGaS6hEck 7w!

Reason: STIR ;cause=438 ;text="Invalid Identity Header" ;ppi= \
". . rJ6F1VOgFWS) HBr 8Q pj | k- cpFYpFYsqg3pj TlhoRwakEG HCnWswuUnsh '\
d0- zckGaS6hEck7woj NCpTzGBQ¥ PA "

Renoval of the Reason Header Field by Authentication Service

When an aut hentication service [ RFC8224] receives the Reason header
field with a PASSporT it generated as part of an ldentity header
field and the authentication of a call, it should first follow |l oca
policy to recognize and acknow edge the error (e.g., perform
operational actions like logging or alarmng). Then, it MJST renove
the identified Reason header field to avoid the PASSporT information
fromgoing upstreamto a User Agent Cient (UAC) or User Agent Server
(UAS) that may not be authorized to see claiminformation contained
in the PASSporT for privacy or other reasons.

I ANA Consi derations
| ANA has registered the foll owing new protocol value (and associ at ed

protocol cause) in the "Reason Protocol s" registry under
<http://ww. i ana. or g/ assi gnment s/ si p- par anet er s>

[ Rl s el el

| Protocol Value | Protocol Cause | Reference

B e oo el e st e e e g U

| STIR | STIR Error code | [RFCB8224]

R I T R e +
Table 1

I ANA has al so registered a new header field paraneter nane in the
"Header Field Paranmeters and Paraneter Val ues" registry under
<https://wwv. i ana. or g/ assi gnnent s/ si p- par anet er s>

B Sl e ety s el s ety

| Header Field | Paraneter Nane | Predefined Values | Reference

[ oo oo et e e e

| Reason | ppi | No | RFC 9410

I i I R F- - e m - - - R +
Table 2

Security Considerations

Thi s specification discusses the use of a PASSporT as an identifier
for cases where there are multiple identity header field errors
occurring as part of the Reason header field response. For sone cal
scenarios (e.g., diversion-based call flows), the signer of the
PASSpor T(s) may not be the first-hop initiator of the call. 1In those
cases, there may be sone security or privacy concerns associated with
PASSpor T information that is passed upstream beyond the



10.

10.

10.

aut hentication service that originally signed the PASSporT(s) in the
resulting error Reason header field. This specification states that
the authentication service MJST renmove the Reason header field with
the PASSporT to protect the security (e.g., use of a potentially
still-fresh PASSporT for replay attacks) and privacy of any potential
i nformati on that coul d be passed beyond the authentication service
response back in the direction of the call initiator. Wile this
specification allows for both the full and conpact form of the
PASSpor T to be used as the error identifier, use of the conpact form
is RECOVWENDED to avoid the potential exposure of call information
contained in the full formof the PASSporT.
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