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1. Introduction

Service providers offer a variety of network services to their
custonmers. Such services include, but are not limted to, Virtual
Private Networks (VPNs), Software-Defined W de-Area Network (SD WAN)
overl ay networks [BGP- SDWAN- USAGE], and network slices

[ ETF-NETWORK-SLICES]. In order to rationalize the overall service
operations and allow for nore automated service provisioning
procedures, service providers need to maintain a view on where
services can be delivered to custonmers. For exanple, such a view can
be used to feed an intelligence entity that is responsible for
service order handling, service feasibility checks, tracking per-
service coverage, etc. (e.g., Section 3.2 of [RFC8969]). To that
aim this docunent introduces the concept of Service Attachnent

Poi nts ( SAPs).

The SAPs represent the network reference points where network
services can be delivered to custoners. For exanple, this concept is
used to decide where to attach and thus deliver the service in the
Layer 3 VPN Service Mdel (L3SM [RFC8299] and the Layer 2 VPN

Servi ce Model (L2SM [RFC8466]. It can also be used to retrieve
where such services are delivered to custoners through the network
configuration described in the Layer 3 VPN Network Mdel (L3NM

[ RFC9182] and the Layer 2 VPN Network Mddel (L2NM [RFC9291].

Thi s docunent defines a YANG network nodel (Section 6) for
representing, managi ng, and controlling the SAPs. The data node
augnments the 'ietf-network’ nodul e [ RFC8345] by addi ng the concept of
SAPs. Section 3 provides a sanple usage of the nodel. This docunent
expl ains the scope and purpose of a SAP network nodel and its
relationship to other nodels (Section 4).

A network may support multiple services, potentially of different
types. VWhether a SAP topology is dedicated to services of a specific
service type or an individual service, or is shared anbng many
services of different types, is deploynment specific. This docunent
supports all of these depl oynent schenes.

Thi s docunent does not meke any assunptions about the services
provided by a network to its users. VPN services (e.g., Layer 3
Virtual Private Network (L3VPN) or Layer 2 Virtual Private Network
(L2VPN)) [ RFC4026] are used for illustration purposes (Appendices A
and B).

G ven that User-to-Network Interface (UNI) and Networ k-t o- Net wor k



Interface (NNI) are reference points that are widely used by
operators to indicate the demarcation points when delivering
services, both UNI and NNI SAPs are supported in this docunment. The
reader may refer to [ MEF6], [MEF17], [RFC6004], or [RFC6215] for
exanpl es of discussions regarding the use of UNI and NNI reference
points. An exanple of NNl usage in a VPN context is provided in
Appendi x C.

The YANG data nopdel in Section 6 confornms to the Network Managenent
Dat astore Architecture (NVDA) [RFC8342].

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent assunes that the reader is famliar with the contents
of [RFC6241], [RFC7950], [RFC8345], and [ RFC8309], as it uses terns
fromthose RFCs.

The neani ngs of the synbols in tree diagrans are defined in
[ RFC8340] .

Thi s docunent uses the term "network nopdel" as defined in Section 2.1
of [ RFC8969].

Thi s docunent uses the follow ng terns:

Service provider: The organization responsible for operating the
network that offers a service (e.g., a VPN) to custoners.

Attachnment Circuit (AC): A channel that connects a Custoner Edge
(CE) to a Provider Edge (PE)

Customer Edge (CE): Equipnent that is dedicated to a particul ar
custoner and is directly connected to one or nore PEs via ACs. A
CE is usually located at the customer prem ses. A CE nay be
dedicated to a single service (e.g., an L3VPN), although it may
support multiple VPNs if each one has separate ACs. A CE can be a
router, a bridge, a switch, etc.

Provi der Edge (PE): Equi pnent owned and managed by the service
provi der that can support multiple services (e.g., VPNs) for
different customers. A PE is directly connected to one or nore
CEs via AGs.

Service Attachment Points (SAPs): An abstraction of the network
reference points (e.g., the PE side of an AC, or the CE side of an
AC for a provider-managed CE) where network services can be
delivered and/or are delivered to custonmers. A SAP can be bound
to one or multiple ACs.

Sanpl e SAP Network Model Usage

A service provider network’s nanagenent operations can be autonated
using a variety of neans such as interfaces based on YANG nodul es

[ RFC8969] [ RFC6241] [RFCB040]. Fromthat standpoint, and considering
the architecture depicted in Figure 1, a goal of this docunent is to
provide a mechanismto show, via a YANG based interface, an
abstracted network view fromthe network controller to the service
orchestration |ayer with a focus on where a service can be delivered
to customers. The nodel is also used to retrieve the network

ref erence points where a service is being delivered to custoners



For services that require resources from peer networks, the nodel can
al so be used to expose NNIs.
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Figure 1: SAP Network Mbddel Usage

The reader may refer to Section 5 of [ RFC4026] for an overview of the
bui l di ng bl ocks that are usually invoked when characterizing a
servi ce provi der network.

The service orchestration |ayer does not need to know about all the
internals of the underlying network (e.g., P nodes (Section 5.3.1 of
[ RFC4026])). Figure 2 shows the abstract network view as seen by a
service orchestrator. However, this viewis not enough to provide to
the service orchestration layer the information to create services in
the network. The service topol ogy needs to be able to expose the set
of nodes and the attachment points associated with the nodes from

whi ch network services can be grafted (delivered).
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Figure 2: Abstract Network Topol ogy

Typically, and focusing on the UNIs, the service orchestration |ayer
woul d see a set of PEs and a set of client-facing interfaces
(physical or logical) to which CEs can be connected (or are actually
connected). Such interfaces are also referred to as UNI-N (User-to-
Network Interface, Network side) [RFC6215]. The service
orchestration | ayer can use these interfaces to set up the requested
services or to conmt the delivery of a service. Figure 3 depicts a
sanpl e SAP network topol ogy that is nmintained by the network
controll er and exposed to the service orchestration
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Figure 3: A SAP Networ k Topol ogy

A single SAP network topol ogy can be used for one or nultiple service
types (e.g., L3VPN, Ethernet VPN (EVPN)). The network controller can
then expose the service types and associated interfaces via the SAPs.

As shown in Figure 4, the service orchestration layer will al so have
access to a set of custoner service nodels (e.g., the L3SMor the
L2SM in the custoner-facing interface and a set of network nopdels
(e.g., the L3NM and network topol ogy data nodels) in the resource-
facing interface. |In this use case, it is assumed that the network
controller is unaware of what happens beyond the PEs towards the CEs;
it is only responsible for the managenent and control of the SAPs and
the network between PEs. In order to correl ate between delivery

poi nts expressed in service requests and SAPs, the SAP nodel may
include a peer custoner point identifier. That identifier can be a
CE identifier, a site identifier, etc.
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Figure 4: Network Topology with CEs and ACs

Refer to Appendi x A for an exanple echoing the topol ogy depicted in
Fi gure 4.



4.

Rel ationship to O her YANG Data Model s

The SAP network nodel can be seen as inventory data associated with
SAPs. The nodel nmaintains an inventory of custoner-facing nodes
contained in a network relying upon [ RFC8345].

Figure 5 depicts the relationship of the SAP network nodel to other
nmodel s. The SAP network nodel augnments the network nodel defined in
[ RFC8345] and inports the network topol ogy nodel defined in

[ RFC8345], while other technol ogy-specific topology nodels (e.g., the
model for Traffic Engineering (TE) topol ogi es [ RFC8795] or the nopdel
for Layer 3 topol ogies [ RFC3346]) augnent the network topol ogy node
defined in [ RFC8345].
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Figure 5: Relationship of SAP Network Mddel to O her Model s

SAPs can be seen as custoner-facing termination points (TPs) with
specific service provisions. However, one difference between SAPs
and TPs is that links are termnated by a single TP (Section 4.4.6 of
[ RFC8345]) while an AC can be terminated by nultiple SAPs. Al so, a
SAP is neither a tunnel termination point (TTP) (Section 3.6 of

[ RFC8795]) nor a link

In the context of Software-Defined Networking (SDN) [ RFC7149]

[ RFC7426], the SAP YANG data nodel can be used to exchange

i nformati on between control elenents, so as to support VPN service
provi sion and resource nanagenent as di scussed in [RFC9182] and

[ RFC9291]. Through this data nodel, the service orchestration |ayer
can learn the avail able endpoints (i.e., SAPs) of interconnection
resources of the underlying network. The service orchestration |ayer
can determ ne which interconnection endpoints to add to an L2VPN or
L3VPN service. Wth the help of other data nodels (e.g., the L3SM

[ RFC8299] or the L2SM [ RFC8466]), hierarchical control elenments can
al so assess the feasibility of end-to-end IP connectivity or L2VPN
connectivity and therefore can derive the sequence of domains and the
poi nts of interconnection to use.

Advanced interface-specific data nodes are not included in the SAP
nmodel . The interface identifiers listed in the SAP nodel can be used
as filters to set or get such data using device nodels (e.qg.

[ RFC7224]).



5. SAP Modul e Tree Structure

The SAP network nodel 'ietf-sap-ntw builds on the 'ietf-network’
modul e [ RFC8345] by augnenting the nodes with SAPs.

The structure of the "ietf-sap-ntw module is shown in Figure 6.

nmodul e: ietf-sap-ntw
augnent / nw. net wor ks/ nw. net wor k/ nw. net wor k-t ypes:
+--rw sap- net wor k!
+--rw service-type* i dentityref
augnment / nw net wor ks/ nw. net wor k/ hw. node:
+--rw service* [service-type]

+--rw service-type identityref

+--rw sap* [sap-id]
+--rw sap-id string
+--rw description? string
+--rw parent-term nation-point? nt:tp-id
+--rw attachnent-interface? string
+--rw interface-type? identityref
+--rw encapsul ati on-type? i dentityref
+--rwrol e? i dentityref
+--rw al |l ows-chil d-saps? bool ean
+--rw peer-sap-id* string
+--ro sap-status
| +--ro status? i dentityref

| +--ro last-change? yang: date-and-ti ne
+--rw service-status
+--rw admi n-stat us
| +--rw status? i dentityref
| +--rw last-change? yang: dat e-and-ti ne
+--ro oper-status
+--ro status? i dentityref
+--ro | ast-change? yang: date-and-ti ne
Figure 6: SAP YANG Modul e Tree Structure
A SAP network topol ogy can be used for one or nmultiple service types
("service-type'). Exanples of supported service types are as
fol | ows:
*  L3VPN [ RFC4364]
* Virtual Private LAN Service (VPLS) [ RFC4761] [RFC4762]
* Virtual Private Wre Service (VPWS) [RFC8214]
*  BGP MPLS-based Et hernet VPN [ RFC7432]
* VPWS in Ethernet VPN [ RFC8214]

* Provider Backbone Bridging conbined with Ethernet VPN (PBB- EVPN)
[ RFC7623]

*  VXLAN- based EVPN [ RFC8365] ("VXLAN' stands for "Virtual eXtensible
Local Area Network")

* Virtual Network [ RFC8453]

*  Enhanced VPN (VPN+) [ ENHANCED- VPN]|

* Network slice service [| ETF- NETWORK- SLI CES]
*  SD-WAN [ BGP- SDWAN- USAGE]

* Basic I P connectivity



These service types build on the types that are already defined in

[ RFC9181] and additional types that are defined in this docunent.

O her service types can be defined in future YANG nodul es (including
future revisions of the YANG nodul e defined in this docunent), if
needed.

| Leveraging the service types defined in [RFC9181] is neant to
| ease the correlation between the SAP topol ogy and the

| corresponding network nodels that are used to provision a

| specific service over a provider’s network.

Filters based on the service type can be used to access per-service
SAP topol ogy. An exanple is depicted in Figure 10 in Appendi x B

A node in the topol ogy can support one or nultiple service types
(’service-type’') anmong those listed under the ’sap-network’

container. A list of SAPs is then bound to each service type that is
supported by a given node. Each SAP is characterized as foll ows:

"sap-id’: Includes an identifier that uniquely identifies a SAP
wi thi n a node.

The sane SAP may appear under distinct service types. |In such a
case, the same identifier is used for a shared SAP for each of
these service types

SAPs that are associated with the interfaces that are directly
hosting services, interfaces that are ready to host per-service
sub-interfaces (but are not yet activated), or services that are
al ready instantiated on sub-interfaces are listed as SAPs. For
illustration purposes, Figure 9 in Appendi x B depicts howto
indicate interfaces that are capabl e of hosting per-service sub-
i nterfaces.

For exanple, 'sap-id nmay be the VPN network access identifier
defined in Section 7.6 of [RFC9182]. An example that illustrates
the use of this attribute during service creation is provided in
Appendi x D

"description’: Includes a textual description of the SAP

"parent-termnation-point’: Includes a reference to the parent
term nation point to which the SAP is bound. As per Section 4.2
of [RFC8345], a termination point termnates a link in a node. A
term nation point can be a physical port, an interface, etc.

The referenced parent termination point is expected to be a
custoner-facing termnation point, not a core-facing term nation
poi nt .

For exanple, this attribute is used to associate an interface with
its sub-interfaces, as all these interfaces may be |isted under
the SAPs of a node. It is also used to link a SAP with the

physi cal topol ogy.

For exanple, this data node can be used to map the | ETF Network
Slice endpoints [l ETF- NETWORK- SLI CES] to the service/tunnel/path
endpoi nts in the underlay network.

"attachnment-interface’: |Indicates a reference to the interface to
which the SAP is bound. The sane interface may host nultiple
servi ces

Whet her the attachnent identifier echoes the content of the
attachnent interface is depl oynent specific.



For exanple, this reference may be any of the identifiers ('1I2-
term nation-point’, 'local-bridge-reference’, 'bearer-reference’,
or 'lag-interface-id' ) defined in Section 7.6.1 of [RFC9182] or

"I 3-termnation-point’ as defined in Section 7.6.2 of [RFC9182].
The controller is responsible for ensuring that consistent
references are used in the SAP and underlying device nodels or any
ot her device inventory mechani sm

"interface-type’: Indicates whether a SAP is bound to a physica

port, a | oopback interface, a Link Aggregation G oup (LAG
interface [| EEE802. 1AX], an Integrated Routing and Bridging (IRB)
interface (e.g., [RFC9135]), a local bridge reference, etc.

The mapping to the detailed interface types as per [RFC7224] is
mai ntai ned by the controller. That napping is used, for exanple,
when the controller translates this SAP network nodel into device
nmodel s (Section 4.4 of [RFC8969]).

encapsul ati on-type’: Indicates the encapsul ation type for the

interface indicated in the "attachnent-interface’ attribute. The
types are taken from [ RFC9181].

Thi s data node can be used, for exanple, to deci de whether an
exi sting SAP can be (re)used to host a service or if a new sub-
interface has to be instantiated.

role’: Specifies the role of a SAP (e.g., a UNl or NNI).

A SAP inherits the role of its parent interface (’ parent-
term nation-point’).

all ows-child-saps’: Wen set to 'true’', indicates that the

attachnent interface for this SAP is capable of hosting per-
service sub-interfaces

VWhet her a service can be directly attached to the parent SAP in
addition to child SAPs depends on the service.

peer-sap-id : Includes references to the renpte endpoints of an AC

This identifier may or may not be the same as the SAP identifier
used in the peer’s configuration. Note that the use of identica
identifiers eases the correlation between a peer’s service request
and a | ocal SAP

Exanpl es of such a reference are a site identifier (Section 6.3 of
[ RFC8299]), a Service Denarcation Point (SDP) identifier

(Section 3.2 ("Core Term nol ogy") of [IETF-NETWORK-SLICES]), and
the I P address of a peer Autononmous System Border Router (ASBR).

"sap-status’: Indicates the operational status of a SAP. Values are

taken fromthe values defined in [ RFCO9181].

When both a sub-interface and its parent interface are present but
the parent interface is disabled, the status of the parent
interface takes precedence over the status indicated for the sub-
interface.

"service-status’: Indicates the administrative and operationa

status of the service for a given SAP. This information is
particul arly useful when nmany services are provisioned for the
same SAP but only a subset of these services is activated. As
such, the adninistrative 'service-status’ MJST NOT be infl uenced
by the val ue of the operational ’sap-status’

The service 'oper-status’ reflects the operational status of the
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service only as observed at a specific SAP, not the overal

net wor k-1 evel status of the service connecting many SAPs. The
net wor k-1 evel service status can be retrieved using specific
network nodels, e.g., those listed in Section 7.3 of [RFC9182] or
Section 7.3 of [RFC9291].

In order to assess the service delivery status for a given SAP, it
is recommended to check both the adm nistrative and operationa
service status (’service-status’) in addition to the ’'sap-status’
In doing so, a network controller (or operator) can detect
anomal i es. For exanmple, if a service is adninistratively enabl ed
for a SAP and the ’sap-status’ of that SAP is reported as being
down, the service 'oper-status’ is also expected to be down.
Retrieving a distinct service operational status under these
conditions can be used as a trigger to detect an anonaly.

Li kewi se, administrative status and operational status can be
conmpared to detect service-specific SAP activation anomalies. For
exanple, a service that is adm nistratively declared as inactive
for a SAP but reported as operationally active for that SAP is an
i ndication that some service provision actions are needed to align
the observed service status with the expected service status.

SAP YANG Modul e
This nodul e inports types from[RFC6991], [RFC3345], and [ RFC9181].

The 'sap-entry’ and 'sap-list’ are defined as groupings for the reuse
of these nodes in service-specific YANG nodul es.

<CODE BEG NS> file "ietf-sap-ntw@023-06-20.yang"
modul e ietf-sap-ntw {
yang-version 1.1;
nanespace "urn:ietf:parans: xm:ns:yang:ietf-sap-ntw';
prefix sap;

i mport ietf-network-topol ogy {
prefix nt;
ref erence
"RFC 8345: A YANG Dat a Model for Network
Topol ogi es, Section 6.2";
}
import ietf-network {
prefix nw
ref erence
"RFC 8345: A YANG Dat a Model for Network
Topol ogi es, Section 6.1";
}
i mport ietf-vpn-comon {
prefix vpn-common

ref erence
"RFC 9181: A Common YANG Data Mddel for Layer 2 and Layer 3
VPNs";
}
import ietf-yang-types {
prefi x yang;
ref erence
"RFC 6991: Common YANG Data Types, Section 3";
}

organi zati on

"I ETF OPSA (Operations and Managenment Area) Working G oup”
cont act

"WG Web: <https://datatracker.ietf.org/wy/ opsawg/ >

WG List: <nmilto: opsawg@etf.org>

Edi t or: Mohamed Boucadai r



<mai | t o: rohaned. boucadai r @r ange. cone

Aut hor : Cscar Conzal ez de Dios
<mai | t 0: oscar. gonzal ezdedi os@ el ef oni ca. conp

Aut hor : Sanmi er Bar gui
<mai | t o: sami er. bargui |l _gi ral do@oki a. con>

Aut hor : Qn W
<mmi | to: bill.w@uawei.conpr

Aut hor : Vi ctor Lopez
<mai | to: victor.| opez@oki a. com";
description
"Thi s YANG nodul e defines a nodel for representing, mnmanaging,
and controlling the Service Attachnent Points (SAPs) in the
net wor k t opol ogy.

Copyright (c) 2023 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is permitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the I ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9408; see the
RFC itself for full legal notices.";

revisi on 2023-06-20 {
description
"Initial version.";
ref erence
"RFC 9408: A YANG Network Data Moddel for Service Attachnent
Poi nts (SAPs)";
}

identity virtual -network {

base vpn-comon: servi ce-type;

description
"Virtual network. Refers to a |logical network instance
that is built over a physical network.";

ref erence
"RFC 8453: Franework for Abstraction and Control of TE

Net wor ks (ACTN)";

}

i dentity enhanced-vpn {
base vpn-comon: servi ce-type;
description
"Enhanced VPN (VPNt+). VPN+ is an approach that is
based on existing VPN and Traffic Engi neering (TE)
technol ogi es but adds characteristics that specific
services require over and above conventional VPNs.";
ref erence
"draft-ietf-teas-enhanced-vpn:
A Franmework for Enhanced Virtual Private Network
(VPN#) "5
}

identity network-slice {
base vpn-comon: servi ce-type;
description
"I ETF Network Slice. An |ETF Network Slice



is a logical network topol ogy connecting a number of
endpoints using a set of shared or dedicated network
resources that are used to satisfy specific service
obj ectives.";
ref erence
"draft-ietf-teas-ietf-network-slices:
A Framework for | ETF Network Slices”;

}

identity sdwan {
base vpn-comon: servi ce-type;
description
" PE- based Software-Defined Wde-Area Network (SD WAN)
ref erence
"draft-ietf-bess-bgp-sdwan-usage:
BGP Usage for SD-WAN Overl ay Networks";
}

identity basic-connectivity {
base vpn-comon: servi ce-type;
description
"Basic | P connectivity. This is, for exanple, a plain
form of connectivity offered to enterprises over a
dedi cated or shared MPLS infrastructure.";

}

identity interface-role {
description
"Base identity for the network role of an interface.";

}

identity uni {
base interface-role;
description
"User-to-Network Interface (UNI).";

}

identity nni {
base interface-role;
description
"Net wor k-to-Network Interface (NNI).";

}

identity interface-type {
description
"Base identity for the interface type.";

}

identity phy {
base interface-type;
description
"Physical port.";
}

identity | oopback {
base interface-type;
description
"Loopback interface.";

}

identity lag {
base interface-type;
description
"Link Aggregation Goup (LAG interface.";



identity irb {
base interface-type;
description
"Integrated Routing and Bridging (IRB) interface. An IRB
interface typically connects an IP Virtual Routing and
Forwarding (IP-VRF) entity to a bridge domain.";

}

identity local-bridge {
base interface-type;
description
"A local bridge reference to accommodate (for exanple)
i npl ementations that require internal bridging.
When such a type is used, a reference to a | oca
bridge domain is used to identify the interface.";

}

identity |ogical {
base interface-type;
description
"Refers to a logical sub-interface that is typically
used to bind a service. This type is used only
if none of the other nore specific types (i.e.,
"l oopback’, 'lag’, 'irb', or 'local-bridge ) can be used.";

}

groupi ng sap-entry {
description
"Service Attachment Point (SAP) entry information.";
| eaf sap-id {
type string;
description
"Indicates an identifier that uniquely identifies
a SAP.";
}
| eaf description {
type string;
description
"A textual description of the SAP.";
}

| eaf parent-termn nation-point {
type nt:tp-id;
description
"Indi cates the parent term nation point to
which the SAP is attached. A term nation
poi nt can be a physical port, an interface, etc.";

| eaf attachment-interface {
type string;
description
"I'ndicates the interface to which the SAP is bound.";

| eaf interface-type {
type identityref {
base interface-type;
}

description
"The type of the interface to which the SAP is bound.";
}

| eaf encapsul ation-type {
type identityref {
base vpn-comon: encapsul ati on-type;
}

description
"Encapsul ation type of the interface to which the
SAP is bound.";



| eaf role {
type identityref {
base interface-role;
}
description
"I ndicates the role of a SAP.";

| eaf all ows-child-saps {
type bool ean;
description
"Indi cates whether the attachment interface of this
SAP i s capabl e of hosting per-service sub-interfaces.”;

}
| eaf-1ist peer-sap-id {
type string;
description
"Indicates an identifier of the peer’s termnation
identifier (e.g., a Custoner Edge (CE)). This
i nformati on can be used for correl ation purposes,
such as identifying the SAP that is attached to
an endpoint that is provided in a service request.";
}

}

groupi ng sap-list {
description
"SAP information.";
list sap {
key "sap-id";
description
"The SAPs are an abstraction of the points to which
network services such as L3VPNs, L2VPNs, or network
slices can be attached.";
uses sap-entry;
cont ai ner sap-status {
config fal se;
description
"Indi cates the operational status of the SAP
i ndependent of any service provisioned over it.";

uses vpn-conmmobn: oper - st at us-ti mest anp;
}
cont ai ner service-status {
description
"Indi cates the service status.";
contai ner adm n-status {
description
"Admi ni strative service status.";
| eaf status {
type identityref {
base vpn-comon: adni ni strative- st atus;
}

description
"Admi ni strative status of the service provisioned
at the SAP.";
}
| eaf | ast-change {
type yang: date-and-ti ne;
description
"Indicates the actual date and time of the service
status change.";
}
}
cont ai ner oper-status {
config fal se;



description
"Operational status of the service provisioned
at the SAP.";

uses vpn-conmon: oper - st at us-ti nest anp;

}
}
}
}

augrment "/ nw networ ks/ nw. net wor k/ nw. net wor k-t ypes" {
description
"Introduces a new network type for a SAP network.";
cont ai ner sap-network {
presence "I ndicates the SAP network type.";
description
"The presence of the container node indicates the
SAP network type.";
leaf-1ist service-type {
type identityref {
base vpn-comon: servi ce-type;
}
description
"I'ndi cates the set of supported service types.";
}
}
}

augnment "/ nw networ ks/ nw. net wor k/ nw. node" {
when ’ ../ nw networ k-types/sap: sap- network’ {
description
"Augnent ati on paraneters apply only for SAP
net works.";
}
description
"SAP paraneters for the node level.";
list service {
key "service-type";
description
"A list of supported service types for the node.";
| eaf service-type {
type identityref {
base vpn-comon: servi ce-type;
}
description
"Indi cates a service type.";
}
uses sap-list;
}
}

}
<CCDE ENDS>
| ANA Consi der ati ons

Thi s docunent registers the follow ng nanespace URI in the "ns"
subregistry within the "I ETF XM. Regi stry" [ RFC3688]:

URI: urn:ietf:params:xnm:ns:yang:ietf-sap-ntw
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanespace

Thi s docunent registers the follow ng YANG nodule in the "YANG Mdul e
Nanes" subregistry [RFC6020] within the "YANG Paraneters" registry:

Nanme: ietf-sap-ntw
Nanespace: urn:ietf:paranms: xn:ns:yang:ietf-sap-ntw



Mai nt ai ned by | ANA? N
Prefix: sap
Ref erence: RFC 9408

8. Security Considerations

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network nmanagenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl enment secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]

provi des the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
writable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

/ nw. net wor ks/ nw. net wor k/ nw. node/ sap: servi ce/ sap: sap
This subtree specifies the configurations of the nodes in a SAP
networ k nmodel . Unexpected changes to this subtree (e.g.,
associating a SAP with another parent term nation point) could
| ead to service disruption and/or network misbehavior. Such
net wor k m sbehavior results nainly froma network configuration
that is inconsistent with the intended behavi or as defined by the
operator (e.g., Section 4.2.1 of [RFC8969]).

Sone of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

/ nw. net wor ks/ nw. net wor k/ nw. node/ sap: servi ce/ sap: sap
Unaut hori zed access to this subtree can disclose the operationa
state informati on of the nodes in a SAP network nodel (e.g., can
di scl ose the identity of a custonmer ’'peer-sap-id ).
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Appendix A. A Sinplified SAP Network Exanple

An exanpl e of a SAP topology that is reported by a network controller
is depicted in Figure 7. This exanple echoes the topol ogy shown in
Figure 4. Only a minimuminformation set is provided for each SAP
Particularly, 'parent-termnation-point’, 'attachnent-interface’,
"interface-type', 'encapsul ation-type’', and 'role’ are not shown in
the exanple. SAPs that are capable of hosting a service but are not
yet activated are identified by ’'sap-status/status’ set to 'ietf-vpn-
comon: op-down’ and ' servi ce-status/adm n-status/status’ set to
"ietf-vpn-common: adm n-down’. SAPs that are enabled to deliver a
service are identified by 'service-status/adm n-status/status’ set to
"ietf-vpn-common: adm n-up’ and ' servi ce- st atus/oper-status/status

set to 'ietf-vpn-common:op-up’. Note that none of the anomalies

di scussed in Section 5 are detected for these SAPs. The nmessage body
depicted in the figures below is encoded follow ng the JSON encodi ng
of YANG nodel ed data as per [RFC7951].

"ietf-network: networks": {
"network": [
{
"net work-types": {
"ietf-sap-ntw sap-network": {
"service-type": [
"ietf-vpn-comon: | 3vpn",
"ietf-vpn-conmon: vpl s"
]
}

’etmork—id": "exanpl e: an-i d",
"node": |

}

"node-id": "exampl e: pel”,
"ietf-sap-ntw service": |

{
"service-type": "ietf-vpn-comon:| 3vpn",
n SapII : [
{

"sap-id": "sap#l1l",
"peer-sap-id": ["ce-1"],
"sap-status": {
"status": "ietf-vpn-conmmon: op-up"
},
"service-status": {
"adm n-status": {
"status": "ietf-vpn-conmon: adm n-up
}

per-status": {
"status": "ietf-vpn-conmon: op-up"”

}



"sap-id": "sap#l2",
"sap-status": {

"status": "ietf-vpn-conmon: op- down"
} ]

"service-status": {
"adm n-status": {
"status": "ietf-vpn-conmmon: adm n- down

}

}

"sap-id": "sap#l13",
"sap-status": {

"status": "ietf-vpn-conmon: op- down"
} i)

"service-status": {
"adm n-status": {
"status": "ietf-vpn-common: adm n- down

}

}

"sap-id": "sap#l4",
"sap-status": {
"status": "ietf-vpn-common: op- down"
},
"service-status": {
"adm n-status": {
"status": "ietf-vpn-common: adm n-down

"node-id": "exanple: pe2",
"ietf-sap-ntw service": |

"service-type": "ietf-vpn-comon:| 3vpn",
"sap": [

"sap-id": "sap#21",
"sap-status": {

"status": "ietf-vpn-conmon: op- down"
} i)
"service-status": {
"adm n-status": {

"status": "ietf-vpn-conmon: adm n- down"
}
}
H
{
"sap-id": "sap#22",
"peer-sap-id": ["ce-2"],
"sap-status": {
"status": "ietf-vpn-conmon: op-up”
},

"service-status": {
"adm n-status": {
"status": "ietf-vpn-conmon: adm n-up"

b



"oper-status": {
"status": "ietf-vpn-common: op-up"”

"node-id": "exanpl e: pe3",
"ietf-sap-ntw service": |
{
"service-type": "ietf-vpn-comon:| 3vpn",
" Sap" : [

"sap-id": "sap#31",
"sap-status": {

"status": "ietf-vpn-conmon: op- down"
1
"service-status": {
"adm n-status": {

"status": "ietf-vpn-conmon: adm n-down"
}

}
IS
{

"sap-id": "sap#32",
"sap-status": {
"status": "ietf-vpn-conmon: op- down"
},
"service-status": {
"adm n-status": {
"status": "ietf-vpn-conmon: adm n-down"
}

}
b
{

"sap-id": "sap#33",
"peer-sap-id': ["ce-3"],
"sap-status": {
"status": "ietf-vpn-conmon: op-up”
}1
"service-status": {
"adm n-status": {
"status": "ietf-vpn-conmon: adm n-up"
}1
"oper-status": {
"status": "ietf-vpn-conmon: op-up”

"node-id": "exanpl e: ped4",
"ietf-sap-ntw service": |
{
"service-type": "ietf-vpn-comon: | 3vpn",
"sap": [

"sap-id": "sap#41",
"peer-sap-id': ["ce-3"],
"sap-status": {



"status": "ietf-vpn-conmon: op-up”

}

ervice-status": {
"adm n-status": {

"status": "ietf-vpn-conmon: adm n-up"
},
"oper-status": {
"status": "ietf-vpn-common: op-up"”
}
}
b
{
"sap-id": "sap#42",
"peer-sap-id': ["ce-4"],
"sap-status": {
"status": "ietf-vpn-conmon: op-up"
},
"service-status": {
"adm n-status": {
"status": "ietf-vpn-conmon: adm n-up"
},
"oper-status": {
"status": "ietf-vpn-conmon: op-up"
}
}
H
{
"sap-id": "sap#43",
"sap-status": {
"status": "ietf-vpn-conmon: op- down"
},
"service-status": {
"adm n-status": {
"status": "ietf-vpn-conmon: adm n-down"
}
}
H
{
"sap-id": "sap#44",
"peer-sap-id': ["ce-5"],
"sap-status": {
"status": "ietf-vpn-conmon: op-up”
},
"service-status": {
"adm n-status": {
"status": "ietf-vpn-conmon: adm n-up"
},
"oper-status": {
"status": "ietf-vpn-conmon: op-up”
}
}
}

Figure 7: A Sinplified SAP Network Exanple

Appendi x B. A Sinple Exanple of the SAP Network Mbdel: Node Filter



In the exanple shown in Figure 8, PEl (with a "node-id" set to
"exanpl e: pel", as shown in Figure 7) has two physical interfaces
"CEO/ 6/ 1" and "GEO/6/4". Two sub-interfaces "GEO/6/4.1" and
"GEO/ 6/4.2" are associated with the physical interface "GEO/6/4".
Let us consider that four SAPs are exposed to the service
orchestrator and mapped to these physical interfaces and sub-

i nterfaces.

i GEO/ 6/ 4 |

| PE1 [

| | sap#2 | GEO/ 6/4.1
| | e

I I | sap#3|

| | o

| | | GEO/ 6/ 4. 2
| | T S

| | !sap#4!

| | -

I I I

| Fome oo

I I

| GEO/ 6/ 1]

| B e

| | sap#1l |

| el

|

Figure 8 An Exanple of a PE and Its Physical/Logical Interfaces

Let us assunme that no service is enabled yet for the SAP associ ated
with the physical interface "GEO/6/1". Also, |let us assune that, for
the SAPs that are associated with the physical interface "GEO/6/4",
VPLS and L3VPN services are activated on the two sub-interfaces
"CGEO/6/4.1" and "GEO/6/4.2", respectively. Both "sap#l" and "sap#2"
are tagged as being capable of hosting per-service sub-interfaces
("allows-child-saps’ is set to "true’).

For exanple, a service orchestrator can query what services are

provi ded on which SAPs of PEl fromthe network controller by sending
a RESTCONF GET request. Figure 9 shows an exanple of the body of the
RESTCONF response that is received fromthe network controller

"ietf-sap-ntw service": |
{
"service-type": "ietf-vpn-comon:| 3vpn",
" Sap" : [

"sap-id": "sap#l",
"description": "Ready to host SAPs",
"attachment-interface": "CEO/6/1",
"interface-type": "ietf-sap-ntw phy",
"role": "ietf-sap-ntw uni",
"al l ows-chil d-saps": true,
"sap-status": {

"status": "ietf-vpn-conmmon: op-up"

}

"sap-id": "sap#2",

"description": "Ready to host SAPs",
"attachment-interface": "CEO/6/4",
"interface-type": "ietf-sap-ntw phy",
"role": "ietf-sap-ntw uni",



"al l ows-chil d-saps": true,
"sap-status": {

"status": "ietf-vpn-conmmon: op-up"”
}

"sap-id": "sap#3",
"description": "A first SAP description”,
"parent-termnation-point": "GEO/6/4",
"attachment-interface": "GEO/6/4.1",
"interface-type": "ietf-sap-ntwlogical",
"encapsul ati on-type": "ietf-vpn-comon:vl an-type",
"sap-status": {

"status": "ietf-vpn-common: op-up"”
},

"service-status": {
"adm n-status": {
"status": "ietf-vpn-conmon: adm n-up"
},
"oper-status": {
"status": "ietf-vpn-conmmon: op-up"”
}
}
}

]
IS
{

"service-type": "ietf-vpn-common:vpls",
n SapII : [

"sap-id": "sap#l",
"description": "Ready to host SAPs",
"attachment-interface": "CEO/6/1",
"interface-type": "ietf-sap-ntw phy",
"role": "ietf-sap-ntw uni",
"al l ows-chil d-saps": true,
"sap-status": {

"status": "ietf-vpn-common: op-up"”
}

"sap-id": "sap#2",

"description": "Ready to host SAPs",
"attachment-interface": "CGEO/6/4",
"interface-type": "ietf-sap-ntw phy",
"role": "ietf-sap-ntw uni",

"al l ows-chil d-saps": true,
"sap-status": {

"status": "ietf-vpn-conmon: op-up”
}
H
{
"sap-id": "sap#4",
"description": "Another description”,
"parent-termnation-point": "GEO/6/4",
"attachment-interface": "GEO/6/4.2",
"interface-type": "ietf-sap-ntw |l ogical",
"encapsul ati on-type": "ietf-vpn-comon: vl an-type",
"sap-status": {
"status": "ietf-vpn-conmon: op-up”
},

"service-status": {
"adm n-status": {
"status": "ietf-vpn-conmon: adm n-up"

"oper-status": {



"status": "ietf-vpn-conmon: op-up”

Figure 9: An Exanple of a Response Body to a Request with a Node

Filter

Figure 10 shows an exanpl e of the response nessage body t hat
received fromthe network controller if the request includes
on the service type for a particular node

{

"ietf-sap-ntw service": |

{

"service-type": "ietf-vpn-comon:| 3vpn",
"sap": [

{

o)

"sap-id": "sap#l",
"description": "Ready to host SAPs",
"attachment -interface": "GEO/6/1",
"interface-type": "ietf-sap-ntw phy",
"role": "ietf-sap-ntw uni",
"al l ows-chil d-saps": true,
"sap-status": {

"status": "ietf-vpn-conmon: op-up”

}

"sap-id": "sap#2",
"description": "Ready to host SAPs",
"attachment-interface": "CGEO/6/4",
"interface-type": "ietf-sap-ntw phy",
"role": "ietf-sap-ntw uni",
"al l ows-chil d-saps": true,
"sap-status": {

"status": "ietf-vpn-conmon: op-up"”

}

"sap-id": "sap#3",
"description": "A first SAP description",
"parent-term nation-point": "GEO/6/4",
"attachment-interface": "GEO/6/4.1",
"interface-type": "ietf-sap-ntw |l ogical",
"encapsul ation-type": "ietf-vpn-comon:vl an-type",
"sap-status": {

"status": "ietf-vpn-conmmon: op-up"
},
"service-status": {

"adm n-status": {

"status": "ietf-vpn-conmon: adm n-up"

},

"oper-status": {
"status": "ietf-vpn-conmon: op-up"”

is
afilter



Figure 10: An Exanpl e of a Response Body to a Request with a
Service Filter

Appendi x C. An Exanple of an NNI SAP: Inter-AS VPN Option A

Section 10 of [RFC4A364] discusses several options to extend a VPN
service beyond the scope of a single Autononbus System (AS). For
illustration purposes, this section focuses on the so-called "Option
A", but simlar exanples can be considered for other options.

In this option, an AS Border Router (ASBR) of an ASis directly
connected to an ASBR of a neighboring AS. These two ASBRs are
connected by multiple physical or logical interfaces. Also, at |east
one sub-interface is maintained by these ASBRs for each of the VPNs
that require their routes to be passed fromone AS to the other AS.
Each ASBR behaves as a PE and treats the other as if it were a CE

Figure 11 shows a sinplified (excerpt) topology of two ASes A and B
with a focus on the interconnection |inks between these two ASes.

| |
| A oote- cet-. A |
| S | +================+ | S |
| B | (VRFl)----(VPNL)----(VRF1) | B |
| R | | R |
| | (VRE2)----(VPN2)----(VRF2) | |
| a | 4=—====—=—=—==—=—4 | b |
| 1 R |
| AS A | | AS B |
| A oot 4o A |
| S | +================+ | S |
| B | (VRFl)----(VPNL)----(VRF1) | B |
| R | | R |
| | (VRF2)----(VPN2)----(VRF2) | |
| a | +================+ | b |
| 2 e et 2 |
| |

Figure 11: An Exanple of an Inter-AS VPN (Option A)

Figure 12 shows an exanpl e of a nessage body that is received from
the network controller of AS A (with a focus on the NNI's shown in
Fi gure 11).

{

"ietf-network: networks": {
"network": [
{
"net wor k-types": {
"ietf-sap-ntw sap-network": {
"service-type": |
"ietf-vpn-comon: | 3vpn"

]

}

1etmork-id": "exanpl e: an-i d",
"node": |

}

"node-id": "exanple:asbr-al",
"ietf-sap-ntw service": |
{
"service-type": "ietf-vpn-comon:| 3vpn",
"sap": [



"sap-id": "sap#ll",

"description": "parent inter-as |ink#1",
"role": "ietf-sap-ntw nni",

"al l ows-chil d-saps": true,
"peer-sap-id": ["asbr-bl"],
"sap-status": {

"status": "ietf-vpn-common: op-up"
}
H
{
"sap-id": "sap#l2",
"description": "parent inter-as |ink#2",
"role": "ietf-sap-ntw nni",
"al l ows-chil d-saps": true,
"peer-sap-id": ["asbr-bl"],
"sap-status": {
"status": "ietf-vpn-conmon: op-up”
}
H
{
"sap-id": "sap#l13",
"description": "vpnl",
"role": "ietf-sap-ntw nni",
"peer-sap-id": ["asbr-bl"],
"sap-status": {
"status": "ietf-vpn-common: op-up"”
},
"service-status": {
"adm n-status": {
"status": "ietf-vpn-conmon: adm n-up"
1
"oper-status": {
"status": "ietf-vpn-common: op-up"
}
}
H
{
"sap-id": "sap#l4",
"description": "vpn2",
"role": "ietf-sap-ntw nni",
"peer-sap-id": ["asbr-bl"],
"sap-status": {
"status": "ietf-vpn-common: op-up"”
},
"service-status": {
"adm n-status": {
"status": "ietf-vpn-conmon: adm n-up"
},
"oper-status": {
"status": "ietf-vpn-common: op-up"
}
}
}
]
}
]
H
{
"node-id": "examnpl e:asbr-a2",
"ietf-sap-ntw service": |
{
"service-type": "ietf-vpn-comon:| 3vpn",
"sap": [
{

"sap-id": "sap#l1l",



"description": "parent inter-as |ink#1",
"role": "ietf-sap-ntw nni",
"al | ows-chil d-saps": true,
"peer-sap-id": ["asbr-b2"],
"sap-status": {

"status": "ietf-vpn-conmon: op-up”

}

"sap-id": "sap#l2",
"description": "parent inter-as |ink#2",
"role": "ietf-sap-ntw nni",
"al l ows-chil d-saps": true,
"peer-sap-id": ["asbr-b2"],
"sap-status": {

"status": "ietf-vpn-conmon: op-up"

}

"sap-id": "sap#21",
"description": "vpnl",
"role": "ietf-sap-ntw nni",
"peer-sap-id": ["asbr-b2"],
"sap-status": {
"status": "ietf-vpn-conmon: op-up”
1
"service-status": {
"adm n-status": {
"status": "ietf-vpn-conmon: adm n-up"
},
"oper-status": {
"status": "ietf-vpn-common: op-up"

}

"sap-id": "sap#22",
"description": "vpn2",
"role": "ietf-sap-ntw nni",
"peer-sap-id": ["asbr-b2"],
"sap-status": {
"status": "ietf-vpn-conmon: op-up”
},
"service-status": {
"adm n-status": {
"status": "ietf-vpn-conmon: adm n-up"
},
"oper-status": {
"status": "ietf-vpn-conmon: op-up”

Figure 12: An Exanpl e of SAP Usage for an NN

Appendi x D. Exanples of Using the SAP Network Mddel in Service Creation



This section describes exanples that illustrate the use of the SAP
nodel for service creation purposes

An example of a SAP topology is presented in Figure 7. This exanple
includes four PEs with their SAPs, as well as the custoner
i nformation.

Let us assunme that an operator wants to create an L3VPN service

bet ween two PEs (PE3 and PE4) that are servicing two CEs (CE6 and
CE7). To that aim the operator would query the SAP topol ogy and
woul d obtain a response sinmilar to what is depicted in Figure 7

That response indicates that the SAPs havi ng "sap#31" and "sap#43" as
attachnent identifiers do not have any installed services. This is
particularly inferred from (1) the admnistrative 'service-status
that is set to 'ietf-vpn-comon: adm n-down’ for all the services that
are supported by these two SAPs and (2) the absence of the anomalies
di scussed in Section 5. Note that none of the anonalies discussed in
Section 5 are detected. Once the "free" SAPs are identified, the
"interface-type’ and ’'encapsul ation-type’ are checked to see if the
requested L3VPN service is conpatible with the SAP characteristics

If they are conpatible, the "attachnent-id value can be used as the
VPN network access identifier in an L3NM "create" query.

A simlar process can be followed for creating the so-called "Inter-
AS VPN Option A" services. Unlike the previous exanmple, let us
assune that an operator wants to create an L3VPN service between two
PEs (PE3 and PE4) but these PEs are not in the sane AS. PE3 bel ongs
to AS A while PE4 belongs to AS B. The NNIs between these ASes are
represented in Figure 11. The operator of AS A would query, via the
controller of its AS, the SAP topol ogy and would obtain not only the
information that is depicted in Figure 7 but also the information
shown in Figure 12 representing the NNIs. The operator would create
the service in the AS A between PE3 and a free, conpatible SAP in the
ASBR Al. The sane procedure is followed by the operator of AS B to
create the service in the AS B between a free, conpatible SAP in the
ASBR Bl and PE4. The services can be provisioned in each of these
ASes using the L3NM

Let us now assune that, instead of the L3VPN service, the operator
wants to set up an L2VPN service. |If the "interface-type is a

physi cal port, a new |ogical SAP can be created using the SAP nodel
to cope with the service's needs (e.g., the 'encapsul ati on-type
attribute can be set to ’ietf-vpn-comon:vlan-type’). Once the

|l ogical SAP is created, the "attachnent-id of the new SAP is used to
create an L2NM instance (Section 7.6 of [RFC9291]).
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