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I nt roducti on

Thi s docunent is a product of and represents the collaborative work
and consensus of the Coding for Efficient NetWrk Comunications
Research Group (NWCRG. It is not an | ETF product or an | ETF

st andar d.

Thi s docunent describes Tetrys, which is an on-the-fly network coding
protocol that can be used to transport del ay-sensitive and | oss-
sensitive data over a | ossy network. Network codes were introduced
in the early 2000s [AHL-00] to address the limtations of

transm ssion over the Internet (delay, capacity, and packet |o0ss).
Wi | e network codes have seen sonme deploynent fairly recently in the
Internet community, the use of application-layer erasure codes in the
| ETF has al ready been standardized in the RMI [ RFC5052] [ RFC5445] and
FECFRAME [ RFC8680] Working Groups. The protocol presented here may
be seen as a network-codi ng extension to standard uni cast transport
protocols (or even multicast or anycast with a few nodifications).
The current proposal may be considered a conbinati on of network
erasure codi ng and feedback mechani sns [Tetrys] [Tetrys-RT].

The main innovation of the Tetrys protocol is in the generation of
coded packets froman elastic encoding window. This windowis filled
by any source packets coming froman input flow and is periodically
updated with the receiver feedback. These feedback nmessages provide
to the sender information about the highest sequence nunber received
or rebuilt, which can enable the flushing the correspondi ng source
packets stored in the encoding wi ndow. The size of this w ndow may
be fixed or dynamically updated. |If the windowis full, incomng
source packets replace ol der source packets that are dropped. As a
matter of fact, its limt should be correctly sized. Finally, Tetrys
all ows dealing with | osses on both the forward and return paths and
is particularly resilient to acknow edgment | osses. All these



operations are further detailed in Section 4.

Wth Tetrys, a coded packet is a linear conbination over a finite
field of the data source packets belonging to the coding wi ndow. The
choi ce of coefficients, as finite fields elenents, is a trade-off

bet ween the best erasure recovery performance (finite fields of 256
el ements) and the systemconstraints (finite fields of 16 el enents
are preferred) and is driven by the application.

Thanks to the el astic encoding wi ndow, the coded packets are built
on-the-fly by using a predefined nmethod to choose the coefficients.
The redundancy ratio may be dynam cally adjusted and the coefficients
may be generated in different ways during the transm ssion. Conpared
to Forward Error Correction (FEC) bl ock codes, this reduces the
bandwi dt h use and t he decodi ng del ay.

The design description of the Tetrys protocol in this docurment is
compl enented by a record of the experience gained by the authors
whi | e devel oping and testing the Tetrys protocol in realistic
conditions. In particular, several research issues are discussed in
Section 6 foll owi ng our own experience and observati ons.

.1. Requirenents Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Definitions, Notations, and Abbreviations

The notation used in this docunent is based on the NWCRG t axonony
[ RFC8406] .

Source Synbol: A synbol that is transmtted between the ingress and
egress of the network.

Coded Synbol: A linear conbination over a finite field of a set of
source synbol s.

Source Synbol ID: A sequence nunber to identify the source synbols.
Coded Synbol ID: A sequence nunber to identify the coded synbols.

Encodi ng Coefficients: Elements of the finite field characterizing
the linear conbination used to generate coded synbol s.

Encodi ng Vector: A set of the coding coefficients and input source
synbol | Ds.

Source Packet: A source packet contains a source synbol with its
associ ated | Ds.

Coded Packet: A coded packet contains a coded synbol, the coded
synbol's I D, and encodi ng vector

I nput Synbol: A symbol at the input of the Tetrys encoder

Qut put Synbol: A synbol generated by the Tetrys encoder. For a non-
systematic node, all output synbols are coded synbols. For a
systemati c node, output synbols MAY be the input synbols and a
nunber of coded synbols that are |inear conbinations of the input
synbol s plus the encoding vectors.

Feedback Packet: A feedback packet is a packet containing



i nformati on about the decoded or received source synbols. It MAY
al so contain additional information about the Packet Error Rate or
the nunber of various packets in the receiver decodi ng w ndow.

El asti ¢ Encodi ng Wndow. An encoder-side buffer that stores all the
unacknow edged source packets of the input flow involved in the
codi ng process.

Codi ng Coefficient Generator ldentifier (CCA): A unique identifier
that defines a function or an algorithmallowi ng the generation of
t he encodi ng vector

Code Rate: Defines the rate between the nunber of input synbols and
the nunber of output synbols.

3. Architecture
3. 1. Use Cases

Tetrys is well suited, but not limted, to the use case where there
is asingle flow originated by a single source with intra-stream
coding at a single encoding node. Note that the input stream MAY be
a multiplex of several upper-layer streans. Transm ssion MAY be over
a single path or nultiple paths. This is the sinplest use case that
is quite aligned with currently proposed scenarios for end-to-end

st ream ng.

3.2. Overview

Fomm e e e oo + Fomm e e e oo +
I I I I
I App | I App |
I I I I
R + R +

| A

| Source Source |

| Synbols Synbol s

I I

v I
oo + +
| | Qutput Packets | |
| Tetrys |--------------- > Tetrys |
| Encoder |Feedback Packets| Decoder |
| | <o | |
Hommmm oo + Hommmm oo +

Figure 1: Tetrys Architecture

The Tetrys protocol features several key functionalities. The
mandat ory features include:

* on-the-fly encoding;
* decodi ng;

* signaling, to carry in particular the synbol IDs in the encoding
wi ndow and t he associ ated codi ng coefficients when neani ngful;

* feedback managenent;
* elastic wi ndow managenent; and
* Tetrys packet header creation and processing.

The optional features include:



* channel estimation;
* dynam c adjustnent of the code rate and fl ow control; and

* congestion control managenent (if appropriate). See Section 6.1
for further details.

Several building blocks provide the followi ng functionalities:

The Tetrys Building Block: This building bl ock enbeds both the
Tetrys decoder and Tetrys encoder; thus, it is used during
encodi ng and decodi ng processes. It nmust be noted that Tetrys
does not nandate a specific building block. Instead, any building
bl ock conpatible with the elastic encodi ng wi ndow feature of
Tetrys may be used.

The W ndow Managenent Building Block: This building block is in
charge of managi ng the encodi ng wi ndow at a Tetrys sender.

To ease the addition of future conponents and services, Tetrys adds a
header extension nmechanismthat is conpatible with that of Layered
Codi ng Transport (LCT) [RFC5651], NACK-Oriented Reliable Milticast
(NORM [ RFC5740], and FEC Franewor k ( FECFRAME) [ RFC8680].

4. Tetrys Basic Functions
4.1. Encoding

At the beginning of a transnission, a Tetrys encoder MJST choose an
initial code rate that adds redundancy as it doesn’'t know the packet
|l oss rate of the channel. |In the steady state, the Tetrys encoder
MAY generate coded synbols when it receives a source synbol fromthe
application or sone feedback fromthe decodi ng bl ocks dependi ng on
the code rate.

When a Tetrys encoder needs to generate a coded synbol, it considers
the set of source synbols stored in the elastic encodi ng wi ndow and
generates an encodi ng vector with the coded synbol. These source
synbols are the set of source synbols that are not yet acknow edged
by the receiver. For each source synbol, a finite field coefficient
is determ ned using a Coding Coefficient Generator. This generator
MAY take the source synbol |1 Ds and the coded synbol ID as an input
and MAY determine a coefficient in a determ nistic way as presented
in Section 5.3. Finally, the coded synbol is the sumof the source
synbols multiplied by their correspondi ng coefficients.

A Tetrys encoder MJST set a limt to the elastic encodi ng wi hdow
maxi mum si ze. This controls the algorithmc conmplexity at the

encoder and decoder by limting the size of linear conbinations. It
is also needed in situations where all w ndow update packets are | ost
or absent.

4.2. The El astic Encodi ng W ndow

When an input source synbol is passed to a Tetrys encoder, it is
added to the elastic encoding window. This wi ndow MUST have a limt
set by the encoding building block. |[If the elastic encoding wi ndow
has reached its Iimt, the wi ndow slides over the synbols. The first
(ol dest) synbol is renoved, and the newest synbol is added. As an

el ement of the coding wi ndow, this symbol is included in the next

i near conbinations created to generate the coded synbols.

As expl ai ned bel ow, the Tetrys decoder sends periodic feedback

i ndicating the received or decoded source symbols. Wen the sender
receives the informati on that a source synbol was received or decoded
by the receiver, it renoves this synbol fromthe codi ng w ndow.
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Decodi ng

A standard Gaussian elimnation is sufficient to recover the erased
source synbols when the matrix rank enables it.

Packet For mat
Common Header For mat

Al types of Tetrys packets share the sane conmon header format (see
Figure 2).

0 1 2 3
01234567890123456789012345678901
+ R e et S L e I T i e S S S e i it ot (R
| | S| Reserved | HDR_LEN | PKT_TYPE |
B i I I T ot T I T S i e ks s O TR TR i S
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Y C
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I
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+- +
| Header Extensions (if applicable) |
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+-

i T S S S T i T i I S I S S
Fi gure 2: Conmon Header For nat

As noted above, this format is inspired by, and inherits from the
LCT header format [ RFC5651] with slight nodifications.

Tetrys version nunber (V): 4 bits. Indicates the Tetrys version
number. The Tetrys version number for this specification is 1.

Congestion control flag (C: 2 bits. C set to 0Ob0O indicates the
Congestion Control Information (CCl) field is O bits in length. C
set to ObO1l indicates the CCl field is 32 bits in length. C set
to 0bl0 indicates the CCl field is 64 bits in length. Cset to
Obl1l indicates the CCl field is 96 bits in |ength.

Transport Session ldentifier flag (S): 1 bit. This is the number of
full 32-bit words in the TSI field. The TSI field is 32*S bits in
length; i.e., the length is either 0 bits or 32 bits.

Reserved (Resv): 9 bits. These bits are reserved. |In this version
of the specification, they MIST be set to zero by senders and MJST
be ignored by receivers.

Header length (HDR LEN): 8 bits. The total length of the Tetrys
header in units of 32-bit words. The length of the Tetrys header
MUST be a nultiple of 32 bits. This field may be used to directly
access the portion of the packet beyond the Tetrys header, i.e.,
to the first next header if it exists, to the packet payload if it
exists and there is no other header, or to the end of the packet
if there are no other headers or packet payl oad.

Tetrys packet type (PKT_TYPE): 8 bits. There are three types of
packets: the PKT_TYPE SOURCE (0b00) defined in Section 5.2, the
PKT_TYPE_CODED (0b01) defined in Section 5.3 and the
PKT_TYPE_WND UPT (0Ob11) for w ndow update packets defined in
Section 5. 4.

Congestion Control Information (CCl): 0, 32, 64, or 96 bits. Used
to carry congestion control information. For exanple, the
congestion control information could include |ayer nunbers,
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1.

| ogi cal channel nunbers, and sequence nunbers. This field is
opaque for this specification. This field MJUST be 0 bits (absent)
if Cis set to Ob00. This field MUST be 32 bits if Cis set to
0Ob01. This field MJUST be 64 bits if Cis set to 0bl0. This field
MUST be 96 bits if Cis set to Obll

Transport Session ldentifier (TSI): O or 32 bits. The TSI uniquely
identifies a session anong all sessions froma particular Tetrys
encoder. The TSI is scoped by the | P address of the sender; thus,
the I P address of the sender and the TSI together uniquely
identify the session. Although a TSI always uniquely identifies a
session conjointly with the I P address of the sender, whether the
TSI is included in the Tetrys header depends on what is used as
the TSI value. |If the underlying transport is UDP, then the
16-bit UDP source port nunber MAY serve as the TSI for the
session. |If there is no underlying TSI provided by the network,
transport, or any other layer, then the TSI MJST be included in
the Tetrys header.

1. Header Extensions

Header extensions are used in Tetrys to acconmpdate optional header
fields that are not al ways used or have variable sizes. The presence
of header extensions MAY be inferred by the Tetrys header |ength
(HDR_LEN). If HDR LEN is larger than the I ength of the standard
header, then the remmining header space is taken by header

ext ensi ons.

If present, header extensions MJST be processed to ensure that they
are recogni zed before perform ng any congestion control procedure or
ot herwi se accepting a packet. The default action for unrecognized
header extensions is to ignore them This allows for the future

i ntroduction of backward-conpati bl e enhancenents to Tetrys without
changi ng the Tetrys version nunber. Header extensions that are not
backwar d- conpati bl e MUST NOT be introduced wi thout changing the
Tetrys versi on nunber.

There are two formats for header extensions as depicted in Figure 3:

* The first format is used for variable-length extensions with
header extension type (HET) val ues between 0 and 127

* The second format is used for fixed-length (one 32-bit word)
ext ensi ons using HET values from 128 to 255

0 1 2 3
01234567890123456789012345678901
i S T S S e e e T A I S s Sl i e o
| HET (<=127) | HEL | |
i i S S S S S +

. Header Extension Content (HEC) .
R et e s i o e s i i

0 1 2 3
01234567890123456789012345678901
R T DI DI e e i LI et sb SUE SD R Ul iU D SDRE oE R e s e DR i st shl SURE oD R oEl s R DI R o
| HET (>=128) | Header Extension Content (HEC) |
Rt bl DI DR pE e e T el i aE e aE e SE R oh i e e i T e s aE T (LR s st sl JE R oD R oE i s sE JD R oDl o

Fi gure 3: Header Extension Format

Header Extension Type (HET): 8 bits. The type of the header
extension. This docunent defines several possible types.
Addi tional types may be defined in future versions of this
specification. HET values fromO to 127 are used for variabl e-
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| ength header extensions. HET values from 128 to 255 are used for
fixed-length, 32-bit header extensions.

Header Extension Length (HEL): 8 bits. The Iength of the whole
header extension field expressed in nultiples of 32-bit words.
This field MIST be present for variabl e-length extensions (HETs
between 0 and 127) and MJST NOT be present for fixed-1ength
ext ensi ons (HETs between 128 and 255).

Header Extension Content (HEC): Length of the variable. The content
of the header extension. The format of this subfield depends on
the header extension type. For fixed-Iength header extensions,
the HEC is 24 bits. For variable-length header extensions, the
HEC field has a variable size as specified by the HEL field. Note
that the I ength of each header extension MJST be a nultiple of 32
bits. Additionally, the total size of the Tetrys header,

i ncluding all header extensions and optional header fields, cannot
exceed 255 32-bit words.

2. Source Packet For mat

A source packet is a commpn packet header encapsul ation, a source
synbol 1D, and a source synbol (payload). The source synbols MAY
have vari abl e si zes.

0 1 2 3
01234567890123456789012345678901
T S S T

+- +
/ Comon Packet Header /
B T S i T s i i e e SEI S
| Source Synbol ID |
T S S T S S e e I A S s s i S aa
/ Payl oad

B T S i T s i i e e SEI S

Fi gure 4: Source Packet Fornat

Conmon Packet Header: A common packet header (as common header
format) where packet type is set to 0bOO.

Source Synbol ID: The sequence nunber to identify a source synbol.
Payl oad: The payl oad (source synbol).
3. Coded Packet Format

A coded packet is the encapsul ation of a common packet header, a
coded synmbol |ID, the associated encoding vector, and a coded synbol
(payl oad). As the source synbols MAY have variable sizes, all the
source synbol sizes need to be encoded. To generate this encoded
payl oad size as a 16-bit unsigned value, the |linear conbination uses
the sane coefficients as the coded payl oad. The result MJST be
stored in the coded packet as the encoded payl oad size (16 bits). As
it is an optional field, the encoding vector MJST signal the use of
vari abl e source synmbol sizes with the field V (see Section 5.3.1).

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR
I
/
I

I
Commpbn Packet Header /
I
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Fi gure 5: Coded Packet Fornmat

Conmon Packet Header: A common packet header (as common header
format) where packet type is set to 0bO1.

Coded Synbol ID: The sequence nunber to identify a coded synbol

Encodi ng Vector: An encoding vector to define the linear conbination
used (coefficients and source synbol s).

Encoded Payl oad Size: The coded payl oad size used if the source
synbol s have a variable size (optional, Section 5.3.1).

Payl oad: The coded synbol .
5.3.1. The Encodi ng Vect or

An encodi ng vector contains all the information about the |inear
conbi nation used to generate a coded synbol. The information

i ncludes the source identifiers and the coefficients used for each
source synbol. It MAY be stored in different ways depending on the
situation.

0 1 2 3
01234567890123456789012345678901
e S S e S S T T T MU A R S S S S

EV_LEN | cca | I |qvVv NB_I DS | NB_CCEFS |
T e S i S S S S S
FI RST_SOURCE | D |
T T i Sl S S S SUpv A S S A

b_id
I+- He e e e e e e+ id_bit_vector R o ok SR N I+
| | Paddi ng |
s i S e i i T s S S T ol ST S e e
I I
+ coef _bit_vector R R S
| | Paddi ng |
i e R e e i i i e i i h S N SR S

Figure 6: Encodi ng Vector Format

Encodi ng Vector Length (EV_LEN): 8 bits. The size in units of
32-bit words.

Codi ng Coefficient Generator ldentifier (CCG): 4-bit IDto identify
the algorithmor function used to generate the coefficients. As a
CCE is included in each encoded vector, it MAY dynanically change
bet ween the generation of two coded synbols. The CCA builds the
codi ng coefficients used to generate the coded synbols. They MJST
be known by all the Tetrys encoders or decoders. The two RLC FEC
schenes specified in this docunent reuse the finite fields defined
in [RFC5510], Section 8.1. Mre specifically, the elenents of the



field G-(2*(m) are represented by polynom als with binary
coefficients (i.e., over G-(2)) and with degree |ower or equal to
m 1. The addition between two elenments is defined as the addition
of binary polynonmials in GF(2), which is equivalent to a bitw se
XOR operation on the binary representation of these el enents.

Wth G-(27(8)), nmultiplication between two elenents is the

mul tiplication nodulo a given irreducible polynom al of degree 8.
The followi ng irreduci ble polynomal is used for G-(27(8)):

x"(8) + xM(4) + xM(3) + xM(2) +1

Wth G-(27(4)), nmultiplication between two elenents is the
mul tiplication nodulo a given irreducible polynom al of degree 4.
The followi ng irreduci ble polynomal is used for G-(27(4)):

xM(4) + x + 1

* 0b00: Vander nonde-based coefficients over the finite field
GF(2"(4)) as defined below Each coefficient is built as
al pha™( (source_synbol i d*coded-synbol id) % 16), with al pha
the root of the prinitive polynonial

* 0bOl1l: Vandernonde-based coefficients over the finite field
G-(2"~(8)) as defined below. Each coefficient is built as
al pha™( (source_synbol _i d*coded-synbol _id) % 256), with al pha
the root of the primtive polynon al

*  Suppose we want to generate the coded synbol 2 as a linear
combi nation of the source synmbols 1, 2, and 4 using CCE set to
0Ob01. The coefficients will be alpha™( (1 * 1) % 256),
al pha™( (1 * 2) % 256), and al pha™( (1 * 4) % 256).

Store the Source Synbol ID Format (1) (2 bits):
* 0b00 neans there is no source synbol |D information.

* 0bOl1 neans the encodi ng vector contains the edge bl ocks of the
source synbol I Ds wthout conpression

* 0b10 neans the encoding vector contains the conpressed |ist of
the source synbol | Ds.

* 0bll neans the encodi ng vector contains the conpressed edge
bl ocks of the source synbol IDs.

Store the Encoding Coefficients (C: 1 bit to indicate if an
encodi ng vector contains information about the coefficients used.

Havi ng Source Synmbols with Variable Size Encoding (V): Set V to 0bO1l
if the conbination that refers to the encoding vector is a
conbi nation of source synbols with variable sizes. |In this case,
the coded packets MJUST have the ' Encoded Payl oad Size’' field.

NB_I DS: The number of source IDs stored in the encodi ng vector
(depending on 1).

Nunber of Coefficients (NB COEFS): The nunber of the coefficients
used to generate the associ ated coded synbol .

The First Source ldentifier (FIRST_SOURCE ID): The first source
synbol 1D used in the conbination

Nunber of Bits for Each Edge Block (b_id): The nunber of bits needed
to store the edge.

I nformation about the Source Synbol IDs (id_bit_vector): If | is
f

I's set
to Ob0l1l, store the edge blocks as b_id * (NB.IDS * 2 - 1). If |



is set to 0bl0, store the edge blocks in a conpressed way.

The Coefficients (coef _bit vector): The coefficients stored
depending on the CCA (4 or 8 bits for each coefficient).

Paddi ng: Paddi ng to have an encoding vector size that is a nultiple
of 32 bits (for the ID and coefficient part).

The source synbol |IDs are organized as a sorted |list of 32-bit
unsi gned i ntegers. Depending on the feedback, the source synbol |Ds

in the |ist MAY be successive or not. |If they are successive, the
boundaries are stored in the encoding vector; it just needs 2*32 bits
of information. If not, the full list or the edge bl ocks MAY be

stored and a differential transformto reduce the nunber of bits
needed to represent an identifier MAY be used.

For the follow ng subsections, let’s take as an exanpl e the
generation of an encoding vector for a coded synbol that is a |inear
combi nation of the source synmbols with IDs 1, 2, 3, 5, 6, 8, 9, and
10 (or as edge blocks: [1..3], [5..6], [8..10]).

There are several ways to store the source synbol IDs into the
encodi ng vector:

* |f no information about the source synbol IDs is needed, the field
I MUST be set to 0b00: no b_id and no id bit_vector field.

* |f the edge blocks are stored without compression, the field
MUST be set to ObO1. |In this case, set b_id to 32 (as a Synbol ID
is 32 bits), and store the list of 32-bit unsigned integers (1, 3,
4, 5, 6, 10) into id_bit_vectors.

* |f the source synbol IDs are stored as a |list with conpression,
the field I MJST be set to Ob1l0. In this case, see
Section 5.3.1.1, but rather than conpressing the edge bl ocks, we
compress the full list of the source synbol | Ds.

* |f the edge blocks are stored with conpression, the field | MJST
be set to Obll. |In this case, see Section 5.3.1.1

5.3.1.1. Conpressed List of Source Synbol I|Ds
Let’s continue with our coded symbol defined in the previous section
The source synbol IDs used in the |linear conbination are: [1..3],
[5..6], [8..10].

If we want to conpress and store this list into the encoding vector,
we MUST follow this procedure:

1. Keep the first elenent in the packet as the first _source_id: 1.

2. Apply a differential transformto the other elenents ([3, 5, 6,

8, 10]) that rempoves the element i-1 to the elenment i, starting
with the first_source_id as i0, and get the list L =[2, 2, 1, 2,
2] .

3. Conpute b, the nunber of bits needed to store all the el enents,
which is ceil (log2(max(L))), where max(L) represents the maxi mum
of the elements of the list L; here, it is 2 bhits.

4. Wite b in the corresponding field, and wite all the b * [(2 *
NB bl ocks) - 1] elements in a bit vector here: 10, 10, 01, 10,
10.

5.3.1.2. Deconpressing the Source Synbol |Ds



VWhen a Tetrys decoding bl ock wants to reverse the operations, this
algorithmis used:

1. Rebuild the list of the transmitted elenents by reading the bit
vector and b: [10, 10, 01, 10, 10] =>[2, 2, 1, 2, 2].

2. Apply the reverse transform by addi ng successively the el enents,
starting with first _source_id: [1, 1 + 2, (1 +2) +2, (1 + 2 +
2) +1, ...] == 1[1, 3, 5 6, 8 10].

3. Rebuild the blocks using the Iist and first_source_id: [1..3],
[5..6], [8..10].

5.4. Wndow Update Packet Format

A Tetrys decoder MAY send wi ndow update packets back to another
bui I ding bl ock. They contain informati on about what the packets
recei ved, decoded, or dropped, and other information such as a packet
|l oss rate or the size of the decoding buffers. They are used to
optimze the content of the encoding wi ndow. The wi ndow update
packets are OPTI ONAL; hence, they could be omtted or lost in
transm ssi on without inpacting the protocol behavior

0 1 2 3
01234567890123456789012345678901
i S i S T T S S e it S S S S S S S

+- +
/ Conmon Packet Header /
i T s i o S i i S R I S I S S S M
| nb_m ssing_src |
B T S i T s i i e e SEI S
| nb_not used_coded_synb |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| first _src_id |
i T s i o S i i S R I S I S S S M
| plr | sack_size

B i S S ik s S N S S

/
+-

|
+
I
SACK Vect or /
I
+

B i T S T i I i T i s S S S I S S S
Figure 7: Wndow Updat e Packet Format

Conmon Packet Header: A common packet header (as common header
format) where packet type is set to 0bl0

nb_m ssing_src: The nunber of m ssing source synbols in the receiver
since the beginning of the session

nb_not used _coded_synb: The nunber of coded synbols at the receiver
that have not already been used for decoding (e.g., the linear
combi nations contain at |east two unknown source synbol s).

first _src_id: |IDof the first source synbol to consider in the
sel ective acknow edgnment (SACK) vector

plr: Packet | oss ratio expressed as a percentage normalized to an
8-bit unsigned integer. For exanple, 2.5% w || be stored as
floor(2.5 * 256/100) = 6. Conversely, if 6 is the stored val ue,
the correspondi ng packet | oss rati o expressed as a percentage is
6*100/ 256 = 2.34% This value is used in the case of dynanic code
rate or for a statistical purpose. The choice of calculation is
left to the Tetrys decoder, depending on a w ndow observation, but
shoul d be the PLR seen before decoding.
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sack_size: The size of the SACK vector in 32-bit words. For
instance, with a value of 2, the SACK vector is 64 bits |ong.

SACK vector: Bit vector indicating synbols that nust be renoved in
the encodi ng wi ndow fromthe first source synbol ID. |In nost
cases, these synmbols were received by the receiver. The other
cases concern sonme events wi th non-recoverabl e packets (i.e., in
the case of a burst of |osses) where it is better to drop and
abandon sone packets and renmpove them from the encodi ng wi ndow to
all ow the recovery of the follow ng packets. The "First Source
Synbol" is included in this bit vector. A bit equal to 1 at the
i-th position nmeans that this w ndow update packet renoves the
source synbol of the ID equal to "First Source Synbol ID'" + i from
t he encodi ng wi ndow.

Research | ssues

The present docunment describes the baseline protocol, allow ng
conmuni cati ons between a Tetrys encoder and Tetrys decoder. In
practice, Tetrys can be used either as a standal one protocol or
enbedded inside an existing protocol, and either above, within, or
bel ow the transport layer. There are different research questions
related to each of these scenarios that should be investigated for
future protocol inprovenents. W sumarize themin the follow ng
subsecti ons.

Interaction with Congestion Contro

The Tetrys and congestion control components generate two separate
channel s (see [ RFC9265], Section 2.1):

* The Tetrys channel carries source and coded packets (fromthe
sender to the receiver) and information fromthe receiver to the
sender (e.g., signaling which synbols have been recovered, |oss
rate before and/or after decoding, etc.).

* The congestion control channel carries packets froma sender to a
recei ver and packets signaling information about the network
(e.g., nunber of packets received versus lost, Explicit Congestion
Notification (ECN) marks, etc.) fromthe receiver to the sender

The foll owi ng topics, which are identified and di scussed by
[ RFC9265], are adapted to the particul ar depl oynent cases of Tetrys
(i.e., above, within, or below the transport |ayer):

* Congestion-rel ated | osses nay be hidden if Tetrys is depl oyed
bel ow the transport |ayer w thout any precaution (i.e., Tetrys
recovering packets |ost because of a congested router), which can
severely inpact the congestion control efficiency. An approach is
suggested to avoid hiding such signals in [ RFC9265], Section 5.

* Tetrys and non-Tetrys flows sharing the sane network |inks can
rai se fairness issues between these flows. |In particular, the
situati on depends on whet her some of these flows and not others
are congestion controlled and which type of congestion control is
used. The details are out of scope of this docunment, but nmay have
maj or inpacts in practice.

* Coding rate adaptation within Tetrys can have major imnpacts on
congestion control if done inappropriately. This topic is
di scussed nmore in detail in Section 6. 2.

* Tetrys can | everage nmultipath transnissions, with the Tetrys
packets being sent to the same receiver through nultiple paths.
Since paths can largely differ, a per-path flow control and
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congestion control adaptation could be needed.

* Protecting several application flows within a single Tetrys flow
rai ses additional questions. This topic is discussed nore in
detail in Section 6.3.

Adaptive Codi ng Rate

When the network conditions (e.g., delay and | oss rate) strongly vary
over time, an adaptive coding rate can be used to increase or reduce
the anount of coded packets anbng a transm ssion dynamically (i.e.,
the added redundancy) with the help of a dedicated algorithmsimlar
to [A-FEC]. Once again, the strategy differs dependi ng on which

| ayer Tetrys is deployed (i.e., above, within, or below the transport
| ayer). Basically, we can split these strategies into two distinct

cl asses: Tetrys deploynent inside the transport |ayer versus outside
the transport layer (i.e., above or below). A deploynent within the
transport |ayer neans that interactions between transport protoco
mechani sms such as error recovery, congestion control, and/or flow
control are envisioned. Oherw se, deploying Tetrys within a
transport protocol that is not congestion controlled, |ike UDP, would
not bring out any other advantage than deploying it bel ow or above
the transport I ayer.

The i npact deploying a FEC nechanismwi thin the transport |ayer is
further discussed in Section 4 of [RFC9265], where consi derations
concerning the interactions between congestion control and coding
rates, or the inpact of fairness, are investigated. This adaptation
may be done jointly with the congestion control mechani smof a
transport |ayer protocol as proposed by [CTCP]. This allows the use
of nonitored congestion control netrics (e.g., RTT, congestion
events, or current congestion w ndow size) to adapt the coding rate
conjointly with the conputed transport sending rate. The rationale
is to conpute an amount of repair traffic that does not lead to
congestion. This joint optimzation is nandatory to prevent flows
from consum ng the whol e avail abl e capacity as discussed in

[ RMCAT- ADAPTI VE- FEC] , where the authors point out that an increase in
the repair ratio should be done conjointly with a decrease in the
source sending rate.

Finally, adapting a coding rate can al so be done outside the

transport layer w thout considering transport-layer netrics. In
particular, this adaptation nmay be done jointly with the network as
proposed in [RED-FEC]. In this paper, the authors propose a Random

Early Detection FEC nechanismin the context of video transm ssion
over wireless networks. Briefly, the idea is to add nore redundancy
packets if the queue at the access point is |ess occupied and vice
versa. A first theoretical attenpt for video delivery with Tetrys
has been proposed [THAI]. This approach is interesting as it
illustrates a joint collaboration between the application

requi renents and the network conditions and conbi nes both signals
coming fromthe application needs and the network state (i.e.,
signal s bel ow or above the transport |ayer).

To conclude, there are multiple ways to enabl e an adaptive coding
rate. However, all of them depend on

* the signal netrics that can be nonitored and used to adapt the
codi ng rate;

* the transport |ayer used, whether it is congestion controlled or
not; and

* the objective sought (e.g., to mninize congestion or to fit
application requirenents).



6.3. Using Tetrys below the I P Layer for Tunneling

The use of Tetrys to protect an aggregate of flows raises research
questions when Tetrys is used to recover from|P datagram | osses
while tunneling. Applying redundancy w thout flow differentiation
may contradict the service requirements of individual flows: some
flows may be penalized nore by high latency and jitter than by
partial reliability, while other flows may be penalized nore by
partial reliability. |In practice, head-of-line blocking inpacts al
flows in a simlar nmanner despite their different needs, which

i ndicates that nore el aborate strategies inside Tetrys are needed.

7. Security Considerations

First of all, it nmust be clear that the use of FEC protection on a
data stream does not provide any kind of security per se. On the
contrary, the use of FEC protection on a data streamrai ses security
risks. The situation with Tetrys is nostly sinmilar to that of other
content delivery protocols naking use of FEC protection; this is well
described in FECFRAME [ RFC6363]. This section builds on this

ref erence, addi ng new considerations to conply with Tetrys
specificities when meani ngful

7. 1. Pr obl em St at enment

An attacker can either target the content, protocol, or network. The
consequences will largely differ reflecting various types of goals,

i ke gaining access to confidential content, corrupting the content,
conmprom sing the Tetrys encoder and/or Tetrys decoder, or

comprom sing the network behavior. |In particular, several of these
attacks aimat creating a Denial-of-Service (DoS) with consequences
that may be limted to a single node (e.g., the Tetrys decoder), or
that may inpact all the nodes attached to the targeted network (e.g.,
by making flows unresponsive to congestion signals).

In the followi ng sections, we discuss these attacks, according to the
component targeted by the attacker

7.2. Attacks against the Data Fl ow

An attacker may want to access confidential content by eavesdropping
the traffic between the Tetrys encoder/decoder. Traffic encryption
is the usual approach to mtigate this risk, and this encryption can
be applied to the source fl ow upstream of the Tetrys encoder or to
the out put packets downstream of the Tetrys encoder. The choice on
where to apply encryption depends on various criteria, in particular
the attacker nodel (e.g., when encryption happens bel ow Tetrys, the
security risk is assumed to be on the interconnection network).

An attacker may al so want to corrupt the content (e.g., by injecting
forged or nodified source and coded packets to prevent the Tetrys
decoder fromrecovering the original source flow). Content integrity
and source authentication services at the packet |evel are then
needed to nmitigate this risk. Here, these services need to be

provi ded bel ow Tetrys in order to enable the receiver to drop

undesi red packets and only transfer legitinmate packets to the Tetrys
decoder. It should be noted that forging or nodifying feedback
packets will not corrupt the content, although it will certainly
conmprom se Tetrys operation (see Section 7.3).

7.3. Attacks agai nst Signaling

Attacks on signaling information (e.g., by forging or nodifying

f eedback packets to falsify the good reception or recovery of source
content) can easily prevent the Tetrys decoder from recovering the
source flow, thereby creating a DoS. 1In order to prevent this type
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of attack, content integrity and source authentication services at
the packet |evel are needed for the feedback flow fromthe Tetrys
decoder to the Tetrys encoder as well. These services need to be
provi ded bel ow Tetrys in order to drop undesired packets and only
transfer legitimte feedback packets to the Tetrys encoder

Conversely, an attacker in position to selectively drop feedback
packets (instead of nodifying thenm) will not severely inpact the
function of Tetrys since it is naturally robust when challenged with
such |l osses. However, it will have side inpacts, such as the use of
bi gger linear systenms (since the Tetrys encoder cannot renove well -
recei ved or decoded source packets fromits |inear system, which
mechani cal |y i ncreases conputational costs on both sides (encoder and
decoder).

4. Attacks agai nst the Network

Tetrys can react to congestion signals (Section 6.1) in order to
provide a certain level of fairness with other flows on a shared
network. This ability could be exploited by an attacker to create or
rei nforce congestion events (e.g., by forging or nodifying feedback
packets) that can potentially inpact a significant nunmber of nodes
attached to the network. In order to mitigate the risk, content
integrity and source authentication services at the packet |evel are
needed to enable the receiver to drop undesired packets and only
transfer legitimte packets to the Tetrys encoder and decoder

5. Baseline Security Operation

Tetrys can benefit froman | Psec / Encapsul ating Security Payl oad

(I Psec/ ESP) [ RFC4303] that provides confidentiality, origin
authentication, integrity, and anti-replay services in particular.

| Psec/ ESP can be used to protect the Tetrys data flows (both
directions) against attackers located within the interconnection
network or attackers in position to eavesdrop traffic, inject forged
traffic, or replay legitimate traffic.
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