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I nt roducti on

Thi s specification supplenments [ RFC5280], which profiles public key
certificates and certificate revocation lists (CRLs) for use in the
Internet, and it supplenents [ RFC5755], which profiles attribute
certificates for use in the Internet.

Thi s docunent obsol etes [RFC3709] and [ RFC6170]. Appendix C provides
a sunmary of the changes since the publication of [RFC3709] and
[ RFC6170] .

The basic function of a certificate is to bind a public key to the
identity of an entity (the subject). Froma strictly technica

vi ewpoi nt, this goal could be achieved by signing the identity of the
subj ect together with its public key. However, the art of Public Key
Infrastructure (PKI) has devel oped certificates far beyond this
functionality in order to neet the needs of nodern gl obal networks
and het erogeneous infornmation and operational technol ogy structures.

Certificate users nmust be able to deternine certificate policies,
appropri ate key usage, assurance |level, and nane form constraints.
Before a relying party can nmake an informed deci sion whether a
particular certificate is trustworthy and relevant for its intended
usage, a certificate may be exam ned from several different
perspectives.

Systematic processing i s necessary to determ ne whether a particul ar
certificate neets the predefined prerequisites for an intended usage.
Much of the information contained in certificates is appropriate and
ef fective for nmachi ne processing; however, this information i s not
suitable for a correspondi ng human trust and recognition process.

Humans prefer to structure information into categories and synbol s.
Most humans associ ate conpl ex structures of reality with easily
recogni zabl e | ogotypes and marks. Humans tend to trust things that
they recogni ze from previ ous experiences. Hunans nay exam ne
information to confirmtheir initial reaction. Very few consuners
actually read all terms and conditions they agree to in accepting a
service; instead, they commonly act on trust derived from previous



experi ence and recognition

A big part of this process is branding. Service providers and
product vendors invest a |ot of noney and resources into creating a
strong rel ation between positive user experiences and easily
recogni zabl e trademar ks, servicemarks, and | ogotypes.

Branding is also pervasive in identification instrunments, including
identification cards, passports, driver’'s licenses, credit cards,
gasoline cards, and loyalty cards. ldentification instrunments are
intended to identify the holder as a particular person or as a nenber
of the conmunity. The community may represent the subscribers of a
service or any other group. Identification instrunments, in physica
form commonly use | ogotypes and synbols, solely to enhance human
recognition and trust in the identification instrunent itself. They
may al so include a registered trademark to allow | egal recourse for
unaut hori zed duplication

Since certificates play an equivalent role in el ectronic exchanges,
we exani ne the inclusion of |ogotypes in certificates. W consider
certificate-based identification and certificate selection

.1. Certificate-Based Identification

The need for human recognition depends on the manner in which
certificates are used and whether certificates need to be visible to
human users. |f certificates are to be used in open environnents and
in applications that bring the user in conscious contact with the
result of a certificate-based identification process, then human
recognition is highly relevant and may be a necessity.

Exampl es of such applications include:

*  \Web server identification where a user identifies the owner of the
websi te.

* Peer emnil exchange in business-to-business (B2B), business-to-
consuner (B2C), and private conmuni cati ons.

* Exchange of medical records and system for nedical prescriptions.
* Unstructured e-business applications (i.e., non-ED applications).
* Wreless client authenticating to a service provider

Most applications provide the human user with an opportunity to view
the results of a successful certificate-based identification process.
When the user takes the steps necessary to view these results, the
user is presented with a view of a certificate. This solution has
two major problens. First, the function to view a certificate is
often rather hard to find for a non-technical user. Second, the
presentation of the certificate is too technical and is not user
friendly. 1t contains no graphic symbols or |ogotypes to enhance
human recogniti on.

Many investigations have shown that users of today’'s applications do
not take the steps necessary to view certificates. This could be due
to poor user interfaces. Further, many applications are structured
to hide certificates fromusers. The application designers do not
want to expose certificates to users at all

.2. Selection of Certificates
One situation where software applications nust expose hunman users to

certificates is when the user nust select a single certificate froma
portfolio of certificates. 1In sone cases, the software application
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can use information within the certificates to filter the list for
suitability; however, the user nust be queried if nore than one
certificate is suitable. The human user nust sel ect one of them

This situation is conparable to a person selecting a suitable plastic
card fromtheir wallet. |In this situation, substantial assistance is
provi ded by card col or, |ocation, and branding.

In order to provide simlar support for certificate selection, the
users need tools to easily recognize and distinguish certificates.
Introduction of |ogotypes into certificates provides the necessary
gr aphi c.

3. Conbination of Verification Techni ques

The use of |logotypes will, in nmany cases, affect the user’s decision
to trust and use a certificate. It is therefore inportant that there
be a distinct and clear architectural and functional distinction

bet ween the processes and objectives of the automated certificate
verification and human recognition.

Since | ogotypes are only ainmed for human interpretati on and contain
data that is inappropriate for conputer-based verification schenes,
the | ogotype certificate extension MJST NOT be an active conmponent in
automated certification path validation, as specified in Section 6 of
[ RFC5280] .

Automat ed certification path verification determ nes whether the end
entity certificate can be verified according to defined policy. The
algorithmfor this verification is specified in [ RFC5280].

The aut omat ed processing provides assurance that the certificate is
valid. It does not indicate whether the subject is entitled to any
particular information or whether the subject ought to be trusted to
performa particular service. These are authorization deci sions.
Automatic processing will make some authorization decisions, but

ot hers, depending on the application context, involve the human user

In sone situations, where automated procedures have failed to
establish the suitability of the certificate to the task, the human
user is the final arbitrator of the post certificate verification
aut hori zation decisions. |In the end, the human will deci de whet her
or not to accept an executable email attachnent, to rel ease persona
information, or to follow the instructions displayed by a web
browser. This decision will often be based on recognition and
previ ous experience.

The distinction between systematic processi ng and human processing is
rather straightforward. They can be complenentary. VWhile the
systematic process is focused on certification path construction and
verification, the human acceptance process is focused on recognition
and rel ated previ ous experience.

There are sone situations where systematic processing and human
processing interfere with each other. These issues are discussed in
the Section 9.

4. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Different Types of Logotypes in Certificates



Thi s specification defines the inclusion of three standard | ogotype
types:

* comunity | ogotype
* issuer organization | ogotype
* subj ect organization | ogotype

The community | ogotype is the general mark for a conmunity. It
identifies a service concept for entity identification and
certificate issuance. Many issuers may use a conmmunity | ogotype to
co-brand with a global community in order to gain global recognition
of its local service provision. This type of conmunity branding is
very conmmon in the credit card business, where |ocal independent card
i ssuers include a globally recognized brand (such as Visa and
Mastercard). Certificate issuers may include nore than one comunity
| ogotype to indicate participation in nore than one gl obal comunity.

The issuer organi zation |ogotype is a |ogotype representing the
organi zation identified as part of the issuer nane in the
certificate.

The subj ect organization |ogotype is a |ogotype representing the
organi zation identified in the subject name in the certificate.

In addition to the standard | ogotype types, this specification
acconmodat es i ncl usion of other |ogotype types where each cl ass of

| ogotype is defined by an object identifier. The object identifier
can be either locally defined or an identifier defined in Section 4.4
of this docunent.

Logot ype Data

Thi s specification defines two types of |ogotype data: inage data and
audi o data. |Inplenmentations MJST support inage data; however
support for audio data is OPTI ONAL.

I mage and audi o data for |ogotypes can be provided by reference by
including a URI that identifies the location to the | ogotype data and
a one-way hash of the referenced data in the certificate. The
privacy-related properties for renote | ogotype data depend on four
parties: the certificate relying parties that use the information in
the certificate extension to fetch the | ogotype data, the certificate
i ssuers that populate the certificate extension, certificate
subscribers that request certificates that include the certificate
ext ensi on, and server operators that provide the | ogotype data.

Al ternatively, enbedding the |ogotype data in the certificate with
direct addressing (as defined in Section 4.3) provides inproved
privacy properties and depends upon fewer parties. However, this
approach can significantly increase the size of the certificate.

Several image objects, representing the same visual content in
different formats, sizes, and col or pal ates, may represent each

| ogotype image. At |east one of the inage objects representing a

| ogot ype SHOULD contain an inage with a width between 60 pixels and
200 pixel s and a hei ght between 45 pixels and 150 pi xel s.

Several instances of audio data may further represent the same audio
sequence in different formats, resolutions, and | anguages. At |east
one of the audi o objects representing a | ogotype SHOULD provi de text-
based audi o data suitable for processing by text-to-speech software.

A typical use of text-based audio data is inclusion in web



applications where the audio text is placed as the "alt" attribute
val ue of an HTM. image (ing) el enent, and the | anguage val ue obt ai ned
from LogotypeAudiolnfo is included as the "lang" attribute of that

i mage.

If a |logotype of a certain type (as defined in Section 2) is
represented by nore than one inmage object, then each i nmage object
MUST contain variants of roughly the sane visual content. Likew se,
if alogotype of a certain type is represented by nore than one audio
obj ect, then the audi o objects MJST contain variants of the sane
audi o information. A spoken nmessage in different |anguages is
considered a variation of the sane audio information. Wen nore than
one inmage object or nore than one audi o object for the same | ogotype
type is included in the certificate, the certificate issuer is
responsi ble for ensuring that the objects contain roughly the sane
content. Conpliant applications MJUST NOT display nore than one of
the i nage objects and MUST NOT play nore than one of the audio

obj ects for any |ogotype type (see Section 2) at the sanme tine.

A client MAY sinmultaneously display multiple | ogotypes of different

| ogotype types. For exanple, it nmay display one subject organization
| ogotype while also displaying a comunity | ogotype, but it MJST NOT
display multiple image variants of the same community | ogotype

Each | ogotype present in a certificate MJST be represented by at
| east one inmage data object.

Client applications SHOULD enhance processing and off-1line
functionality by caching | ogotype data.

4. Logotype Certificate Extension

This section specifies the syntax and senantics of the | ogotype
certificate extension.

4. 1. Ext ensi on For nat

The | ogotype certificate extension MAY be included in public key
certificates [RFC5280] or attribute certificates [RFC5755]. The

| ogotype certificate extension MJIST be identified by the follow ng
obj ect identifier

i d- pe-1ogotype OBJECT IDENTIFIER ::=
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-pe(l) 12 }

Thi s extensi on MJST NOT be marked critical

Logot ype data may be referenced through either direct or indirect
addressing. dient applications SHOULD support both direct and
indirect addressing. Certificate issuing applications MJST support
direct addressing, and certificate issuing applications SHOULD
support indirect addressing.

The direct addressing includes information about each | ogotype in the
certificate, and URIs point to the image and audi o data object.

Mul tiple URIs MAY be included for |ocations for obtaining the sane

| ogotype object. Miltiple hash val ues MAY be included, each conputed
with a different one-way hash function. Direct addressing supports
cases where just one or a few alternative i mages and audi o objects
are referenced.

The indirect addressing includes one or nore references to an
external hashed data structure that contains information on the type,
content, and location of each inmage and audi o object. |Indirect

addr essi ng supports cases where each | ogotype is represented by many



alternative audi o or inage objects.

Both direct and indirect addressing accormpdate alternative URIs to
obtain exactly the sane | ogotype data. This opportunity for
replication is intended to inprove availability. Therefore, if a
client is unable to fetch the itemfromone URI, the client SHOULD
try another URI in the sequence. Al direct addressing URIs SHOULD
use the HTTPS scheme (https://...), the HTTP scheme (http://...), or
the DATA schene (data://...) [RFC3986]. However, the "data" URI
schene MJST NOT be used with the indirect addressing. dients MJST
support retrieval of the referenced LogotypeData with HITP [ RFC9110],
HTTP with TLS [ RFC8446], or subsequent versions of these protocols.
Client applications SHOULD al so support the "data" URI schene

[ RFC2397] for direct addressing with enbedded | ogotype data within

t he extensi on.

Note that the HTTPS scheme (https://...) requires the validation of
other certificates to establish a secure connection. For this
reason, the HITTP scheme (http://...) may be easier for a client to
handl e. Al so, the hash of the | ogotype data provides data integrity.

The | ogotype certificate extensi on MUST have the foll owi ng syntax:

Logot ypeExtn :: = SEQUENCE ({
communi tyLogos [0] EXPLICI T SEQUENCE OF Logotypel nfo OPTI ONAL,
i ssuer Logo [1] EXPLICIT Logotypel nfo OPTI ONAL,
subj ect Logo [2] EXPLICIT Logotypel nfo OPTI ONAL,
ot her Logos [3] EXPLICIT SEQUENCE OF O her Logot ypel nfo
OPTI ONAL }
Logotypel nfo ::= CHO CE {
direct [0] LogotypeDat a,
i ndi rect [1] LogotypeReference }
Logot ypeDat a :: = SEQUENCE ({
i mage SEQUENCE OF Logot ypel mage OPTI ONAL,
audi o [1] SEQUENCE OF LogotypeAudi o OPTI ONAL }
Logot ypel mage ::= SEQUENCE {
i mgeDetails Logot ypeDet ai | s,
i magel nfo Logot ypel magel nfo OPTI ONAL }
Logot ypeAudi o :: = SEQUENCE {

audi oDetai | s Logot ypeDet ai | s,

audi ol nfo Logot ypeAudi ol nfo OPTI ONAL }
Logot ypeDetails ::= SEQUENCE {
medi aType | A5String, -- Media type nanme and opti onal

-- paraneters
| ogot ypeHash SEQUENCE SI ZE (1..MAX) OF HashAl gAndVal ue,

| ogot ypeURI SEQUENCE SI ZE (1..MAX) OF | A5String }
Logot ypel magel nfo ::= SEQUENCE {

type [0] Logotypel nageType DEFAULT col or,

fileSize INTEGCER, -- In octets, O=unspecified

xSi ze I NTECER, -- Horizontal size in pixels

ySi ze I NTECER, -- Vertical size in pixels

resol ution Logot ypel mageResol uti on OPTI ONAL,

| anguage [4] IA5String OPTIONAL } -- RFC 5646 Language Tag
Logot ypel mageType ::= I NTEGER { grayScal e(0), color(1) }
Logot ypel mageResol ution ::= CHO CE {

nunmBi ts [ 1] | NTEGER, -- Resolution in bits per pixel

tabl eSi ze [2] INTEGER } -- Number of colors or grey tones



Logot ypeAudi ol nfo ::= SEQUENCE {

fileSize INTECER, -- In octets, O=unspecified
pl ayTi me INTECER, -- In nmilliseconds, O=unspecified
channel s | NTECER, -- O=unspecified,
-- 1=nono, 2=stereo, 4=quad
sampl eRat e [3] INTEGER OPTI ONAL, -- Sanples per second
| anguage [4] 1 ASString OPTIONAL } -- RFC 5646 Language Tag
O her Logot ypel nfo ::= SEQUENCE ({
| ogot ypeType OBJECT | DENTI FI ER
i nfo Logot ypel nfo }
Logot ypeRef erence :: = SEQUENCE {
ref Struct Hash SEQUENCE SI ZE (1..MAX) OF HashAl gAndVal ue,
ref Struct UR SEQUENCE SI ZE (1..MAX) OF | A5String }

-- Places to get the same LogotypeData
-- inmage or audi o object

HashAl gAndVal ue ::= SEQUENCE ({
hashAl g Al gorithm dentifier
hashVal ue OCTET STRI NG }

When using indirect addressing, the URI (refStructURI) pointing to
the external data structure MJST point to a resource that contains
the DER-encoded data with the syntax LogotypeDat a.

At | east one of the optional elenents in the LogotypeExtn structure
MUST be present.

When using direct addressing, at |east one of the optional elenents
in the LogotypeData structure MJUST be present.

The Logot ypeRef erence and LogotypeDetails structures explicitly
identify one or nore one-way hash functions enpl oyed to authenticate
referenced inmage or audio objects. Certification Authorities (CAs)
MUST i nclude a hash value for each referenced object, calculated on
the whol e object. CAs MJIST use the one-way hash function that is
associated with the certificate signature to conpute one hash val ue,
and CAs MAY include other hash values. dients MJST conpute a one-
way hash val ue using one of the identified functions, and clients
MUST di scard the | ogotype data if the conmputed hash val ue does not
mat ch the hash value in the certificate extension.

A nmedia type is used to specify the format of the inmage or audio

obj ect containing the | ogotype data. The nediaType field MJST
contain a string that is constructed according to the ABNF [ RFC5234]
rule for nedia-type provided in Section 8.3.1 of [RFC9110]. Media
types MAY include paranmeters. To keep the nedi aType field as snal
as possi ble, optional whitespace SHOULD NOT be incl uded.

I mage format requirenents are specified in Section 7, and audi o
format requirenents are specified in Section 8.

When | anguage i s specified, the | anguage tag MJUST use the syntax in
[ RFC5646] .

The foll owi ng | ogotype types are defined in this specification

* comunity |logotype: |If comunitylLogos is present, the |ogotypes
MJUST represent one or nore conmunities with which the certificate
issuer is affiliated. The comunitylLogos MAY be present in an end
entity certificate, a CAcertificate, or an attribute certificate.
The communi tylLogos contains a sequence of comunity | ogotypes,
each representing a different community. |f nore than one
community | ogotype is present, they MJST be placed in order of
preferred appearance. Sone clients MAY choose to display a subset



of the present conmunity | ogos; therefore, the placenment wthin
the sequence aids the client selection. The nost preferred

| ogotype MUST be first in the sequence, and the |east preferred
| ogotype MUST be last in the sequence.

* issuer organization |ogotype: |If issuerLogo is present, the
| ogotype MUST represent the issuer’s organization. The |ogotype
MUST be consistent with, and require the presence of, an
organi zation name stored in the organization attribute in the
i ssuer field (for either a public key certificate or attribute
certificate). The issuerLogo MAY be present in an end entity
certificate, a CA certificate, or an attribute certificate.

* subject organization |ogotype: |If subjectLogo is present, the
| ogot ype MUST represent the subject’s organi zation. The |ogotype
MUST be consistent with, and require the presence of, an
organi zation name stored in the organization attribute in the
subject field (for either a public key certificate or attribute
certificate). The subjectLogo MAY be present in an end entity
certificate, a CA certificate, or an attribute certificate.

The rel ati onshi p between the subject organization and the subject
organi zation | ogotype, and the relationship between the issuer and
either the issuer organization | ogotype or the community | ogotype,
are rel ationshi ps asserted by the issuer. The policies and practices
enpl oyed by the issuer that check subject organization | ogotypes or
clains about its issuer and conmunity | ogotypes are outside the scope
of this docunent.

4.2. Conventions for Logotypel magel nfo

When the optional Logotypelnagelnfo is included with a | ogotype
i mge, the paraneters MJST be used with the foll owi ng semantics and
restrictions.

The xSize and ySize fields represent the recomended display size for
the | ogotype i mage. When a value of O (zero) is present, no
recomended di splay size is specified. Wen non-zero values are
present and these values differ fromcorrespondi ng size values in the
referenced i nage object, then the referenced i nage SHOULD be scal ed
to fit within the size paraneters of Logotypel magelnfo while
preserving the x and y ratio. Dithering nmay produce a nore
appropriate inmage than |linear scaling.

The resolution field is redundant for all |ogotype inmage fornmats
listed in Section 7. The optional resolution field SHOULD be onitted
when the image format already contains this information.

4.3. Enbedded | mages

If the | ogotype inmage is provided through direct addressing, then the
i mmge MAY be stored within the | ogotype certificate extension using
the "data" schenme [ RFC2397]. The syntax of the "data" URI schene is
shown bel ow, which incorporates Errata | D 2045 and uses nodern ABNF

[ RFC5234] :

dat aur | = "data:" [ nedia-type ] [ ";base64" ] "," data

dat a = *(reserved / unreserved / escaped)

r eser Ved = n ; n / II/ n / n ?II / n : n / n @ / n &II / n :II / n +II /
n $Il / n , n

unr eserved al phanum / mark

al phanum = ALPHA / DIGT

rrar k = n - n / n _Il / n . n / n ! n / n__n / " n / nmIon / n ( n / Il) n
escaped = "% hex hex

heX = HEXD G / n aII / n bll / n CII / n dll / n eII / Ilf n



where nedia-type is defined in Section 8.3.1 of [RFC9110] and ALPHA,
DA T, and HEXDI G are defined in Appendix B.1 of [RFC5234].

When including the inmage data in the | ogotype certificate extension
using the "data" URI schene, the followi ng conventions apply:

* The val ue of nedi aType in LogotypeDetails MJST be identical to the
medi a type value in the "data" URL.

* The hash of the inmage MJST be included in | ogotypeHash and MJST be
cal cul ated over the sane data as it would have been if the image
had been referenced through a link to an external resource.

NOTE: As the "data" URI schene is processed as a data source
rather than as a URL, the image data is typically not limted
by any URL length Iimt settings that otherwi se apply to URLs
i n general

NOTE: | nplementations need to be cautious about the size of
imges included in a certificate in order to ensure that the
size of the certificate does not prevent the certificate from
bei ng used as i ntended.

4.4. O her Logotypes

Logotypes identified by otherLogos (as defined in Section 4.1) can be
used to enhance the display of |ogotypes and marks that represent
partners, products, services, or any other characteristic associated
with the certificate or its intended application environnent when the
standard | ogotype types are insufficient.

The conditions and contexts of the intended use of these |ogotypes
are defined at the discretion of the local client application.

Three ot her | ogotype types are defined in the foll ow subsecti ons.
4.4.1. Loyalty Logotype

When a loyalty | ogotype appears in otherLogos, it MJST be identified
by the id-logo-loyalty object identifier

id-1ogo OBJECT IDENTIFIER ::= { id-pkix 20 }
i d-1ogo-loyalty OBJECT IDENTIFIER ::={ id-logo 1 }

A loyalty | ogotype, if present, MJIST contain a | ogotype associated
with a loyalty programrelated to the certificate or its use. The
relati on between the certificate and the identified | oyalty program
is beyond the scope of this docunment. The |ogotype certificate

ext ensi on MAY contain nore than one | oyalty | ogotype.

If nmore than one loyalty |ogotype is present, they MJST be placed in
order of preferred appearance. Sone clients MAY choose to display a
subset of the present loyalty | ogotype data; therefore, the placenent
within the sequence aids the client selection. The nost preferred

|l oyalty | ogotype data MJST be first in the sequence, and the | east
preferred loyalty | ogotype data MJST be last in the sequence.

4.4.2. Certificate Background Logotype

VWhen a certificate background | ogotype appears in otherlLogos, it MJST
be identified by the id-Iogo-background object identifier

i d-1 ogo-background OBJECT IDENTIFIER ::= { id-logo 2 }

The certificate background | ogotype, if present, MJST contain a



graphi cal imge intended as a background image for the certificate
and/ or a general audi o sequence for the certificate. The background
i mmge MJUST all ow black text to be clearly read when placed on top of
t he background inmage. The | ogotype certificate extension MUST NOT
contain nore than one certificate background | ogotype.

4.4.3. Certificate |Inmage Logotype

When a certificate inmage | ogotype appears in otherlLogos, it MJST be
identified by the id-1ogo-certlnage object identifier

i d-1o0go-certlmage OBJECT IDENTIFIER ::={ id-logo 3}

The certificate inmage |ogotype, if present, aids human interpretation
of a certificate by providing neaningful visual information to the
user interface (U). The |ogotype certificate extension MJST NOT
contain nore than one certificate i mage | ogotype

Typi cal situations when a human needs to exam ne the visua
representation of a certificate are:

* A person establishes a secured channel with an authenticated
service. The person needs to determine the identity of the
service based on the authenticated credential s.

* A person validates the signature on critical information, such as
si gned executabl e code, and needs to determine the identity of the
signer based on the signer’s certificate.

* A person is required to select an appropriate certificate to be
used when authenticating to a service or identity managenent
infrastructure. The person needs to see the avail able
certificates in order to distinguish between themin the selection
process.

The display of certificate information to humans is chall engi ng due
to lack of well-defined semantics for critical identity attributes
Unl ess the application has out-of-band know edge about a particul ar
certificate, the application will not know the exact nature of the
data stored in comon identification attributes, such as
seri al Nunber, organi zati onNanme, country, etc. Consequently, the
application can display the actual data but faces the probl em of

| abeling that data in the U and inform ng the human about the exact
nature (semantics) of that data. It is also challenging for the
application to determ ne which identification attributes are
important to display and how to organize themin a | ogical order

When present, the certificate i mage MIST be a conpl ete visua
representation of the certificate. This neans that the display of
this certificate imge represents all information about the
certificate that the issuer subjectively defines as relevant to show
to a typical human user within the typical intended use of the
certificate, giving adequate information about at |east the follow ng
three aspects of the certificate:

* certificate context

* certificate issuer

* certificate subject

Certificate context information is visual marks and/or textua
informati on that hel ps the typical user to understand the typica

usage and/or purpose of the certificate.

It is up to the issuer to decide what information -- in the form of



text, graphical synbols, and elenents -- represents a conplete visua
representation of the certificate. However, the visua
representation of certificate subject and certificate issuer
informati on fromthe certificate MUST have the sane neaning as the
textual representation of that information in the certificate itself.

Applications providing a Gaphical User Interface (GQJ ) to the
certificate user MAY present a certificate inmage as the only visua
representation of a certificate; however, the certificate user SHOULD
be able to easily obtain the details of the certificate content.

Type of Certificates

Logot ypes MAY be included in public key certificates and attribute
certificates at the discretion of the certificate issuer; however,
the relying party MJUST NOT use the | ogotypes as part of certification
path validation or automated trust decisions. The sole purpose of

| ogotypes is to enhance the display of a particular certificate,
regardl ess of its position in a certification path.

Use in Cients

Al PKI inplenentations require relying party software to have sone
mechani smto determ ne whether a trusted CA issues a particul ar
certificate. This is an issue for certification path validation,

i ncludi ng consistent policy and nane checki ng.

After a certification path is successfully validated, the replying
party trusts the information that the CA includes in the certificate,
including any certificate extensions. The client software can choose
to nmake use of such information, or the client software can ignore
it. If the client is unable to support a provided | ogotype, the
client MJUST NOT report an error; instead, the client MJUST behave as

t hough no | ogotype certificate extension was included in the
certificate. Current standards do not provide any nmechani smfor
cross-certifying CAs to constrain subordinate CAs from i ncl udi ng
private extensions (see Section 9).

Consequently, if relying party software accepts a CA, then it should
be prepared to (unquestioningly) display the associated | ogotypes to
its human user, given that it is configured to do so. Information
about the | ogotypes is provided so that the replying party software
can select the one that will best neet the needs of the human user
Thi s choi ce depends on the abilities of the human user, as well as
the capabilities of the platformon which the replaying party
software is running. |If none of the provided | ogotypes neets the
needs of the human user or matches the capabilities of the platform
then the | ogotypes can be ignored.

A client MAY, subject to local policy, choose to display none, one,
or any nunber of the logotypes in the |ogotype certificate extension
In many cases, a client will be used in an environment with a good
network connection and al so used in an environnent with little or no
networ k connectivity. For exanple, a |aptop computer can be docked
with a high-speed LAN connection, or it can be disconnected fromthe

network altogether. In recognition of this situation, the client
MUST include the ability to disable the fetching of |ogotypes.
However, locally cached | ogotypes can still be displayed when the

user disables the fetching of additional |ogotypes.

A client MAY, subject to |local policy, choose any conbi nation of
audi o and i mage presentation for each logotype. That is, the client
MAY display an image with or without playing a sound, and it MAY pl ay
a sound with or without displaying an image. A client MJUST NOT pl ay
nmore than one | ogotype audi 0 sequence at the same tine.



The | ogotype is to be displayed in conjunction with other identity
information contained in the certificate. The |logotype is not a
repl acenent for this identity information.

Care i s needed when designing replying party software to ensure that
an appropriate context of |ogotype information is provided. This is
especially difficult with audio |ogotypes. It is inportant that the
human user be able to recognize the context of the |ogotype, even if
ot her audio streans are being played.

If the relying party software is unable to successfully validate a
particular certificate, then it MJST NOT di splay any | ogotype data
associ ated with that certificate.

| mage Formats
Ani mat ed i mages SHOULD NOT be used.

The following table Iists comon i mage formats and the correspondi ng
medi a type. The table also indicates the support requirenents for
these image formats. The file nane extensions comonly used for each
of these formats is also provided. |nplenentations MAY support other
i mge formats.

[S bbb T ool oo ey e, e e e pe e o}
| Format | Media Type | Extension | References | Inplenent? |
[ ety el Ll gl Ll Lty
| JPEG | immge/jpeg | .jpg | [JPEG | MJST I
I I | .jpeg | [RFC2046] | support I
B o e e e e o - o m e e e - S S +
| AF | image/qgif | .gif | [4F | MUST |
| | | [RFC2046] | support |
S R oo U S - +
| SVG | image/ | .svg | [ SVGT] | SHOULD |
| | svg+xm | | [ SVAR] | support |
B o e e e e o - o m e e e - S S +
| SVG + | immgel/ | .svgz | [ SVGT] | MJST |
| &ZIP | svg+xm +gzip | .svg.gQz | [ SV&XZR] | support |
S R oo S S - +
| PNG | imagel/ png | .png | [1S015948] | SHOULD |
I I I | [PNGR] | support I
B o e e e e o - o m e e e - S S +
| PDF | application/ | .pdf | [1SG32000] | MAY |
| | pdf | | [1SO19005] | support |
I I I | [RFC8118] | I
S oo S S S +

Table 1: I mage Formats

| NOTE: The inmage/ svg+xm -conpressed nedia type is wdely
| inplenented, but it has not yet been registered with | ANA

When a Scal abl e Vector Graphics (SVG inmage is used, whether the
imge is conpressed or not, the SVG Tiny profile [ SVGI] MJST be
followed, with these additional restrictions:

*  The SVG image MUST NOT contain any Internationalized Resource
Identifier (IRI) references to information stored outside of the
SVG i mage of type B, C, or D, according to Section 14.1.4 of
[ SVGT] .

*  The SVG image MUST NOT contain any script elenent, according to
Section 15.2 of [SVGT].

* The XML structure in the SVG file MJST use |linefeed (0x0A) as the
end-of -1ine (EQL) character when cal cul ati ng a hash over the SVG



i mage.

When a &ZI P-conpressed SVG inmage is fetched with HTTP, the client
will receive a response that includes these headers:

Cont ent - Type: i nmage/ svg+xni
Cont ent - Encodi ng: gzip

In this case, the octet stream of type inmage/svg+xm is conpressed
with GZI P [ RFC1952], as specified in [ SVGER].

When an unconpressed SVGimage is fetched with HITP, the client wll
receive a response with the sane Content-Type header but no Content-
Encodi ng header.

Whet her the SVG i mage i s &ZI P-conpressed or unconpressed, the hash
value for the SVG inage is cal cul ated over the unconpressed SVG
content with canonicalized EQL characters, as specified above.

When an SVG imge is enbedded in the certificate extension using the
"data" URL schenme, the SVG inmage data MJST be provided in GZI P-
conpressed form and the XML structure, prior to conpression, SHOULD
use |inefeed (0Ox0A) as the end-of-line (EOL) character

VWhen a bitmap inmage is used, the PNG [|S015948] format SHOULD be
used.

According to [1S032000], when a Portable Docunent Format (PDF)
docunent is used, it MJST also be formatted according to the profile
PDF/ A [1 SOL9005] .

Audi o Formats

I mpl enent ati ons that support audi o MJST support the MP3 audi o fornat
[MP3] with a nedia type of "audi o/ npeg" [RFC3003]. |Inplenentations
SHOULD support text-based audio data with a nedia type of "text/

pl ai n; charset =UTF-8". | npl enent ati ons MAY support other audio
formats.

Text - based audi o data using the nedia type of "text/
pl ai n; charset =UTF-8" is intended to be used by text-to-speech
software. When this audio type is used, the follow ng requirements

appl y:

* Logot ypeAudi ol nfo MJUST be present and specify the | anguage of the
t ext.

* The fileSize, playTime, and channels el ements of LogotypeAudi ol nfo
MUST have the val ue of O.

* The sanpl eRate el ement of LogotypeAudi ol nfo MJST be absent.
Security Considerations

I mpl enent ati ons that sinultaneously display nultiple | ogotype types
(subj ect organization, issuer organization, community, or other) MJST
ensure that there is no anbiguity as to the binding between the inmage
and the type of |ogotype that the inage represents. "Logotype type"
is defined in Section 1.1, and it refers to the type of entity or
affiliation represented by the | ogotype, not the of binary format of
the i mage or audi o.

Logotypes are very difficult to securely and accurately define.
Nanmes are also difficult in this regard, but |ogotypes are even
worse. It is quite difficult to specify what is, and what is not, a
legitimate | ogotype of an organi zation. There is an entire |ega



structure around this issue, and it will not be repeated here.
However, issuers should be aware of the inplications of including
i mges associated with a trademark or servicemark before doing so.
As | ogotypes can be difficult (and sonetinmes expensive) to verify,
the possibility of errors related to assigning wong | ogotypes to
organi zations is increased.

This is not a new issue for electronic identification instruments.

It is already dealt with in a nunber of sinilar situations in the
physi cal world, including physical enployee identification cards. |In
addition, there are situations where identification of |ogotypes is
rat her sinple and straightforward, such as |ogotypes for well-known
industries and institutes. These issues should not stop those
service providers who want to issue | ogotypes from doing so, where
rel evant.

It is inpossible to prevent fraudul ent creation of certificates by

di shonest or badly perforning issuers, containing names and | ogotypes
that the issuer has no claimto or has failed to check correctly.
Such certificates could be created in an attenpt to socially engineer
a user into accepting a certificate. The prem se used for the

| ogotype work is thus that | ogotype graphics in a certificate are
trusted only if the certificate is successfully validated within a
valid path. It is thus inperative that the representati on of any
certificate that fails to validate is not enhanced in any way by
usi ng the | ogotype data.

Thi s underlines the necessity for CAs to provide reliable services
and the relying party’s responsibility and need to carefully sel ect
which CAs are trusted to provide public key certificates.

This al so underlines the general necessity for relying parties to use
up-to-date software libraries to render or dereference data from
external sources, including | ogotype data in certificates, to
mnimze risks related to processing potentially nalicious data
before it has been adequately verified and validated. |nplementers
shoul d revi ew the guidance in Section 7 of [RFC3986].

Ref erenced i mage objects are hashed in order to bind the inmage to the
signature of the certificate. Some image types, such as SVG allow
part of the image to be collected froman external source by
incorporating a reference to an external file that contains the
imge. |If this feature were used within a | ogotype image, the hash
of the imge would only cover the URI reference to the external inmage
file but not the referenced inmage data. dients SHOULD verify that
SVG i mages neet all requirenents listed in Section 7 and reject

i mages that contain references to external data.

CAs issuing certificates with enbedded | ogotype i mages shoul d be
cautious when accepting graphics fromthe certificate requester for
inclusion in the certificate if the hash algorithmused to sign the
certificate is vulnerable to collision attacks, as described in

[ RFC6151]. In such a case, the accepted i nage nay contain data that
could help an attacker to obtain colliding certificates with
identical certificate signatures

Certification paths nay al so i npose nane constraints that are
systematically checked during certification path processing, which,
in theory, may be circunvented by | ogotypes.

Certificate path processing, as defined in [ RFC5280], does not
constrain the inclusion of |ogotype data in certificates. A parent
CA can constrain certification path validation such that subordi nate
CAs cannot issue valid certificates to end entities outside a limted
nane space or outside specific certificate policies. A malicious CA
can conply with these name and policy requirements and still include
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i nappropriate logotypes in the certificates that it issues. These
certificates will pass the certification path validation algorithm
whi ch neans the client will trust the | ogotypes in the certificates.
Since there is no technical nechanismto prevent or contro
subordinate CAs fromincluding the | ogotype certificate extension or
its contents, where appropriate, a parent CA could enmploy a | ega
agreenent to inpose a suitable restriction on the subordinate CA
This situation is not unique to the | ogotype certificate extension

When a relying party fetches renote | ogotype data, a m smatch between
the media type provided in the nediaType field of the LogotypeDetails
and the Content-Type HTTP header of the retrieved object MJST be
treated as a failure, and the fetched | ogotype data shoul d not be
presented to the user. However, if nore than one |ocation for the
renote | ogotype data is provided in the certificate extension, the
relying party MAY try to fetch the renote | ogotype data from an
alternate location to resolve the failure

VWhen a subscriber requests the inclusion of renote | ogotype data in a
certificate, the CA cannot be sure that any | ogotype data will be
avail abl e at the provided URI for the entire validity period of the
certificate. To mitigate this concern, the CA may provide the

| ogotype data froma server under its control, rather than a

subscri ber-controll ed server.

The controls available to a parent CAto protect itself fromrogue
subordi nate CAs are non-technical. They include:

* Contractual agreements of suitable behavior, including terns of
liability in case of material breach.

* Control nechanisns and procedures to nonitor and follow the
behavi or of subordinate CAs, including Certificate Transparency
[ RFCO162] .

* Use of certificate policies to declare an assurance | evel of
| ogotype data, as well as to guide applications on howto treat
and di spl ay | ogot ypes.

* Use of revocation functions to revoke any m shehavi ng CA

There is not a sinple, straightforward, and absolute technica
solution. Rather, involved parties nmust settle sone aspects of PKI
outside the scope of technical controls. As such, issuers need to
clearly identify and communi cate the associ ated ri sks.

Privacy Considerations

Certificates are commonly public objects, so the inclusion of
privacy-sensitive information in certificates should be avoided. The
nmore information that is included in a certificate, the greater the
I'ikelihood that the certificate will reveal privacy-sensitive
informati on. The inclusion of |ogotype data needs to be considered
in this context.

Logotype data might be fetched froma server when it is needed. By
wat ching activity on the network, an observer can determ ne which
clients are naking use of certificates that contain particul ar

| ogotype data. Since clients are expected to locally cache | ogotype
data, network traffic to the server containing the | ogotype data wll
not be generated every tine the certificate is used. Further, when

| ogotype data is not cached, activity on the network m ght revea
certificate usage frequency. Even when | ogotype data is cached,
regardl ess of whether direct or indirect addressing is enployed,
network traffic nmonitoring could reveal when | ogotype data is fetched
for the first tine. Inplenentations MAY encrypt fetches of | ogotype
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data using HITPS, padding the data to a common size to reduce
visibility into the data that is being fetched. Likew se, servers
MAY reduce visibility into the data that is being returned by
encrypting with HTTPS and padding to a few common si zes.

Simlarly, when fetching | ogotype data froma server, the server
operator can determne which clients are making use of certificates
that contain particular |ogotype data. As above, locally caching

| ogotype data will elimnate the need to fetch the | ogotype data each
time the certificate is used, and | ack of caching would reveal usage
frequency. Even when inplenentations cache | ogotype data, regardl ess
of whether direct or indirect addressing is enployed, the server
operator could observe when | ogotype data is fetched for the first
time.

In addition, the use of an encrypted DNS nechani sm such as DNS over

TLS (DoT) [RFC7858] or DNS over HTTPS (DoH) [RFC9230], hides the name
resolution traffic, which is usually a first step in fetching renote

| ogot ype obj ects.

When the "data" URI schene is used with direct addressing, there is
no network traffic to fetch | ogotype data, which avoids the
observations of network traffic or server operations described above.
To obtain this benefit, the certificate will be | arger than one that
contains a URL. Due to the inproved privacy posture, the "data" UR
schene with direct addressing will be the only one that is supported
by some CAs. Privacy-aware certificate subscribers MAY wish to
insist that | ogotype data is enbedded in the certificate with the
"data" URI scheme with direct addressing.

In cases where | ogotype data is cached by the relying party, the
cache index should include the hash val ues of the associ ated | ogotype
data with the goal of fetching the | ogotype data only once, even when
it is referenced by multiple URIs. The index should include hash

val ues for all supported hash algorithms. The cached data shoul d
include the nedia type as well as the | ogotype data. |Inplenentations
shoul d give preference to |ogotype data that is already in the cache
when multiple alternatives are offered in the LogotypeExtn
certificate extension.

When the "data" URI schene is used, the relying party MAY add the
enbedded | ogotype data to the | ocal cache, which could avoid the need
to fetch the | ogotype data if it is referenced by a URL in anot her
certificate.

When fetching renote | ogotype data, relying parties should use the
nmost privacy-preserving options that are available to mninize the
opportunities for servers to "fingerprint" clients. For exanple,
avoi d cooki es, ETags, and client certificates.

When a relying party encounters a new certificate, the | ack of
network traffic to fetch | ogotype data mght indicate that a
certificate with references to the sane | ogotype data has been
previ ously processed and cached.

TLS 1.3 [RFCB446] includes the ability to encrypt the server’s
certificate in the TLS handshake, which hel ps hide the server’'s
identity fromanyone that is watching activity on the network. |f
the server’s certificate includes renote |ogotype data, the client
fetching that data might disclose the otherw se protected server
identity.

| ANA Consi der ati ons

For the new ASN.1 nodule in Appendix A 2, | ANA has assigned the
following ODin the "SM Security for PKI X Mdule ldentifier"



registry (1.3.6.1.5.5.7.0):

R ey eyl Sl ————————
| Decimal | Description | References |
[ oo oo ey oo g
| 107 | id-nod-1ogotype-2022 | RFC 9399 |
F---- - - - R i R I +

Table 2

| ANA has updated the entries in the "Structure of Managenent
Information (SM) Numbers" registry that referred to [ RFC3709] or

[ RFC6170] to refer to this docunent. These entries are noted in the
t abl es bel ow.

Fromthe "SM Security for PKIX Mddule Identifier" registry
(1.3.6.1.5.5.7.0):

B oot s ety
| Decimal | Description | References |
[ ety Ll ey gy o
| 22 | id-nod-1ogotype | RFC 9399 |
Fo-m e - - I i I I T N R I +
| 68 | id-nod-1ogotype-certimge | RFC 9399 |
F---- - - - I i I R R I +

Table 3

Fromthe "SM Security for PKI X Certificate Extension" registry
(1.3.6.1.5.5.7.1):

o4 o4 oD ———=—=+4

| Decimal | Description | References |

[ b ool oo el oo

| 12 | id-pe-logotype | RFC 9399 |

I R R +
Table 4

Fromthe "SM Security for PKIX Ot her Logotype Identifiers" registry
(1.3.6.1.5.5.7.20):

[ oo oo femely oo e sy e e
| Decimal | Description | References |
[ el el ety o
| 1 | id-l1ogo-loyalty | RFC 9399 |
S Fom e S +
| 2 | id-1ogo-background | RFC 9399 |
S R o e e e R +
| 3 | id-l1ogo-certlmge | RFC 9399 |
O Fom e oo S +
Table 5
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Appendi x A, ASN. 1 Mdul es
A.1. ASN 1 Mydules with 1988 Syntax

Thi s appendi x contains two ASN. 1 nmodul es, both using the old syntax
[ OLD- ASN1] .

The first ASN. 1 nodul e provides the syntax for the | ogotype
certificate extension. Only comments have changed in the nodule from
[ RFC3709] and the | MPORTS now cone from [ RFC5280].

The second ASN. 1 nodul e provides the certificate i mage object
identifier. The nodule is unchanged from [ RFC6170].

<CCDE BEG NS>
Logot ypeCert Extn
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- | ogot ype(22) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

| MPORTS
Al gorithm dentifier FROM PKI X1Explicit88 -- RFC 5280
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- pkix1l-explicit(18) };

-- Logotype Certificate Extension O D
i d- pe-1 ogotype OBJECT IDENTIFIER ::=

{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-pe(l) 12}

-- Logotype Certificate Extension Syntax

Logot ypeExtn ::= SEQUENCE ({
communi tyLogos [0] EXPLICI T SEQUENCE OF Logotypel nfo OPTI ONAL,
i ssuer Logo [1] EXPLICIT Logotypel nfo OPTI ONAL,
subj ect Logo [2] EXPLICIT Logotypel nfo OPTI ONAL,
ot her Logos [3] EXPLICIT SEQUENCE OF O her Logot ypel nfo
OPTI ONAL }

-- Note: At |east one of the OPTI ONAL conponents MJST be present



Logotypel nfo ::= CHO CE {
direct [0] LogotypeDat a,
i ndirect [1] LogotypeReference }
Logot ypeDat a :: = SEQUENCE ({
i mage SEQUENCE OF Logot ypel mage OPTI ONAL,
audi o [ 1] SEQUENCE OF LogotypeAudi o OPTI ONAL }

-- Note: At |east one of the OPTIONAL conponents MJUST be present

Logot ypel mage ::= SEQUENCE {

i mgeDetail s Logot ypeDet ai | s,

i magel nfo Logot ypel nmagel nfo OPTI ONAL }
Logot ypeAudi o :: = SEQUENCE {

audi oDet ai |l s Logot ypeDet ai | s,

audi ol nfo Logot ypeAudi ol nf o OPTI ONAL }
LogotypeDetails ::= SEQUENCE ({
medi aType | A5String, -- Media type nane and opti onal

-- paraneters
| ogot ypeHash SEQUENCE SI ZE (1..MAX) OF HashAl gAndVal ue,

| ogot ypeURI SEQUENCE SI ZE (1..MAX) OF I A5String }
Logot ypel nagel nfo :: = SEQUENCE {

type [0] Logotypel nageType DEFAULT col or,

fileSize INTECER, -- In octets, O=unspecified

xSi ze I NTECER, -- Horizontal size in pixels

ySi ze I NTECER, -- Vertical size in pixels

resol ution Logot ypel mageResol uti on OPTI ONAL,

| anguage [4] I A5String OPTIONAL } -- RFC 5646 Language Tag
Logot ypel mageType ::= | NTEGER { grayScal e(0), color(1) }
Logot ypel mageResol ution ::= CHO CE {

nunBits [1] I NTEGER -- Resolution in bits per pixel

tabl eSi ze [2] INTEGER } -- Nunmber of colors or grey tones
Logot ypeAudi ol nfo ::= SEQUENCE {

fileSize INTECER, -- In octets, O=unspecified

pl ayTi me INTEGER, -- In nilliseconds, O=unspecified

channel s I NTECER, -- O=unspecified,

-- 1=nono, 2=stereo, 4=quad

sanpl eRat e [3] INTEGER OPTI ONAL, -- Sanples per second

| anguage [4] IA5String OPTIONAL } -- RFC 5646 Language Tag
O her Logot ypel nfo ::= SEQUENCE ({

| ogot ypeType OBJECT | DENTI FI ER,

info Logot ypel nfo }
Logot ypeRef erence ::= SEQUENCE {

ref Struct Hash SEQUENCE SI ZE (1.. MAX) OF HashAl gAndVal ue,
ref Struct URI SEQUENCE SI ZE (1..MAX) OF I A5String }
-- Places to get the same LogotypeData
-- inmage or audi o object

-- Note: The referenced LogotypeData binary file contains a
-- DER- encoded Logot ypeData type

HashAl gAndVal ue :: = SEQUENCE ({
hashAl g Al gorithmdentifier,
hashVal ue OCTET STRI NG }

-- Other logotype type O Ds



id-1ogo OBJECT IDENTIFIER ::= { iso(1l) identified-organization(3)
dod(6) internet(1) security(5) nmechanisns(5) pkix(7) 20 }

i d-1ogo-loyalty OBJECT IDENTIFIER ::={ id-logo 1}
i d-1o0go-background OBJECT IDENTIFIER ::= { id-logo 2 }
END

CERT- | MAGE- MODULE { iso(1) identified-organization(3) dod(6)
internet (1) security(5) mechani snms(5) pkix(7) id-nod(0)
i d- nod- | ogot ype-certi mage(68) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

EXPORTS ALL; -- export all itenms fromthis nodule

i d-1ogo-certlmage OBJECT IDENTIFIER ::=
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-logo(20) 3}

END
<CODE ENDS>

A.2. ASN. 1 Module with 2002 Syntax

Sone devel opers like to use the latest version of ASN. 1 standards.
Thi s appendi x provides an ASN. 1 nodule to assist in that goal. It
uses the ASN. 1 syntax defined in [ NEWASNL], and it follows the
conventions established in [ RFC5912] and [ RFC6268].

This ASN. 1 nodul e i ncorporates the nodule from[RFC3709] and the
nmodul e from [ RFC6170] .

Note that [ NEW ASN1l] was published in 2021, and all of the features
used in this nodul e are backward conpatible with the specification
that was published in 2002

<CCDE BEG NS>
Logot ypeCert Ext n- 2022
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- | ogot ype-2022(107) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

| MPORTS
EXTENSI ON
FROM PKI X- CormonTypes-2009 -- RFC 5912
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-nmod(0)
i d- mod- pki xCommon- 02(57) }

Al gorithm dentifier{}, DI GEST-ALGORI THM
FROM Al gorithm nformati on-2009
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-nmod(0)
i d-nod- al gorithm nformation-02(58) }

-- Logotype Certificate Extension

ext -1 ogotype EXTENSION :: = {



SYNTAX Logot ypeExtn
| DENTI FI ED BY i d- pe-1 ogotype }

-- Logotype Certificate Extension QD
i d- pe-1ogotype OBJECT IDENTIFIER ::=
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-pe(l) 12 }

-- Logotype Certificate Extension Syntax

Logot ypeExtn :: = SEQUENCE ({
communi tyLogos [0] EXPLICI T SEQUENCE OF Logotypel nfo OPTI ONAL,
i ssuer Logo [1] EXPLICIT Logotypel nfo OPTI ONAL,
subj ect Logo [2] EXPLICIT Logotypel nfo OPTI ONAL,
ot her Logos [3] EXPLICIT SEQUENCE OF O her Logot ypel nfo
OPTI ONAL }

-- At |east one of the OPTI ONAL conponents MJUST be present
( WTH COVPONENTS ({ , comunitylLogos PRESENT } |

W TH COMPONENTS { ..., issuerLogo PRESENT } |

W TH COVPONENTS { ..., subjectlLogo PRESENT } |

W TH COVPONENTS { , otherLogos PRESENT } )

Logotypel nfo ::= CHO CE {
direct [0] LogotypeDat a,
i ndirect [1] LogotypeReference }
Logot ypeDat a ::= SEQUENCE ({
i mge SEQUENCE OF Logot ypel mage OPTI ONAL,
audi o [ 1] SEQUENCE OF LogotypeAudi o OPTI ONAL }
-- At | east one i mage conponent MJST be present
( WTH COVPONENTS { ..., image PRESENT } )
Logot ypel mage ::= SEQUENCE {
i mgeDetails Logot ypeDet ai | s,
i magel nfo Logot ypel magel nf o OPTI ONAL }
Logot ypeAudi o :: = SEQUENCE {

audi oDetai | s Logot ypeDet ai | s,

audi ol nfo Logot ypeAudi ol nfo OPTI ONAL }
Logot ypeDetail s ::= SEQUENCE ({
medi aType | A5String, -- Media type nane and opti onal

-- paraneters
| ogot ypeHash SEQUENCE SI ZE (1..MAX) OF HashAl gAndVal ue,

| ogot ypeUR SEQUENCE SIZE (1..MAX) OF | A5String }
Logot ypel magel nfo ::= SEQUENCE {

type [0] Logotypel nageType DEFAULT col or,

fileSize INTECER, -- In octets, O=unspecified

xSi ze I NTECER, -- Horizontal size in pixels

ySi ze I NTEGER, ~-- Vertical size in pixels

resol ution Logot ypel mageResol uti on OPTI ONAL,

| anguage [4] 1 ASString OPTIONAL } -- RFC 5646 Language Tag
Logot ypel mageType ::= | NTEGER { grayScal e(0), color(1) }
Logot ypel mageResol ution ::= CHO CE {

nunmBi ts [ 1] | NTEGER, -- Resolution in bits

tabl eSi ze [2] INTEGER } -- Number of colors or grey tones
Logot ypeAudi ol nfo ::= SEQUENCE {

fileSize INTECER, -- In octets, O=unspecified

pl ayTi ne INTEGER, -- In mlliseconds, O=unspecified

channel s I NTECER, -- O=unspecified

-- 1=nono, 2=stereo, 4=quad



sanmpl eRat e [3] I NTEGER OPTI ONAL, -- Sanpl es per second

| anguage [4] I A5String OPTIONAL } -- RFC 5646 Language Tag
O her Logot ypel nfo ::= SEQUENCE ({

| ogot ypeType OBJECT | DENTI FI ER,

i nfo Logot ypel nfo }
Logot ypeRef erence :: = SEQUENCE {

ref Struct Hash SEQUENCE SI ZE (1..MAX) OF HashAl gAndVal ue,

ref Struct URI SEQUENCE SIZE (1..MAX) OF | A5String }

-- Places to get the same LogotypeData
-- inmage or audi o object

-- Note: The referenced LogotypeData binary file contains a
-- DER- encoded Logot ypeData type

HashAl gAndVal ue ::= SEQUENCE {
hashAl g Al gorithm dentifier{Dl GEST-ALGORITHM {...}},
hashVal ue OCTET STRI NG }

-- Other |ogotype type A Ds

id-1ogo OBJECT IDENTIFIER ::= { iso(l) identified-organization(3)
dod(6) internet(1) security(5) mechanisnms(5) pkix(7) 20 }

i d-1ogo-loyalty OBJECT IDENTIFIER ::={ id-logo 1 }

i d-1 ogo-background OBJECT IDENTIFIER ::= { id-logo 2 }

i d-1ogo-certlmage OBJECT IDENTIFIER ::={ id-logo 3}

END

<CODE ENDS>

Appendi x B. Exanpl es
B.1. Exanple from RFC 3709

The foll owi ng exanpl e di splays a | ogotype certificate extension
contai ning one issuer organization | ogotype using direct addressing.
The issuer organi zation |ogotype image is of the type imge/gif. The
| ogotype image is referenced through one URI, and the image is hashed
with SHA-256. This exanple is changed from[RFC3709] to use SHA-256
i nstead of SHA-1.

The values on the left are the ASN.1 tag (in hexadecimal) and the
length (in decinmal).

30 122: SEQUENCE {

06 8: OBJECT IDENTIFIER |l ogotype (1 36 1557 1 12)
04 110: OCTET STRING encapsul ates {

30 108: SEQUENCE {

Al 106: [1] {

A0 104: [0]

30 102: SEQUENCE {

30 100: SEQUENCE {

30 98: SEQUENCE {

16 9: I A5String ’inmage/gif’

30 49: SEQUENCE {

30 47: SEQUENCE {

30 11: SEQUENCE {

06 9: OBJECT | DENTI FI ER
: sha-256 (2 16 840 1 101 3 4 2 1)
: }

04 32: OCTET STRI NG

6A 58 50 2E 59 67 F9 DD D1 8A FE BD OD Bl FE 60



A5 13 1B DF OF B2 BE FO B5 73 45 50 BA 1B BF 19

}}
30 34: SEQUENCE {
16 32: | A5String "http://1ogo. exanpl e. com | ogo. gi f’
' }
}
}
}
}
}
}
}
}

B.2. Issuer Organization Logotype Exanple

The foll owi ng exanpl e di splays a | ogotype certificate extension

cont ai ni ng one issuer organization | ogotype using direct addressing.
The issuer organization | ogotype inmage is of the type inmage/jpeg.
The | ogotype inmage is referenced through one URI, and the inmage is
hashed with SHA- 256.

The values on the left are the ASN. 1 tag (in hexadecinmal) and the
length (in decimal).

30 124: SEQUENCE {

06 8: OBJECT IDENTIFIER |ogotype (1 36 1557 1 12)
04 112: COCTET STRING encapsul ates {

30 110: SEQUENCE {

Al 108: [1] {
A0 106: [0] {
30 104: SEQUENCE {
30 102: SEQUENCE ({
30 100: SEQUENCE {
16 10: | A5String 'imge/|jpeg’
30 49: SEQUENCE {
30 47: SEQUENCE {
30 11: SEQUENCE {
06 9: OBJECT | DENTI FI ER
: sha-256 (2 16 840 1 101 3 4 2 1)
: }
04 32: OCTET STRI NG
: 1E 8F 96 FD D3 50 53 EF C6 1C 9F FC FO 00 2E 53
B4 9C 24 9A 32 C5 E9 0C 2C 39 39 D3 AD 6D A9 09
}
: }
30 35: SEQUENCE {
16 33: I ABString "http://1ogo. exanpl e. com | ogo. j peg’
: }
}
}
}
}
}
}
}
}

B. 3. Enbedded | mage Exanpl e

The foll owi ng exanpl e di splays a | ogotype certificate extension

cont ai ni ng one subj ect organi zation | ogotype using direct addressing.
The subj ect organi zation | ogotype i nage uses image/svg+xnl +gzi p. The
| ogotype inmage is enbedded in the certificate extension with a
"data:" URI, and the inage is hashed by SHA-256. This technique



produces a large certificate extension but offers reduced |atency and
i mproved privacy.

The values on the left are the ASN.1 tag (in hexadecimal) and the
length (in decinmal).

30 2148: SEQUENCE {

06 8: OBJECT IDENTIFIER logotype (1 36 1557 1 12)
04 2134: COCTET STRING encapsul ates {

30 2130: SEQUENCE {

A2 2126: [2] {
A0 2122: [0] {
30 2118: SEQUENCE {
30 2114: SEQUENCE {
30 2110: SEQUENCE {
16 18: | A5String ’inmagel/ svg+xm +gzi p’
30 49: SEQUENCE {
30 47: SEQUENCE {
30 11: SEQUENCE {
06 9: OBJECT | DENTI FI ER
: sha-256 (2 16 840 1 101 3 4 2 1)
: }
04 32: OCTET STRI NG
: C5 AC 94 1A OA 25 1F B3 16 6F 97 C5 52 40 9B 49
9E 7B 92 61 5A BO A2 6C 19 BF B9 D8 09 C5 D9 E7
}
: }
30 2035: SEQUENCE {

16 2031: | A5String
: " dat a: i mage/ svg+xm +gzi p; base64, H4sl Cl Gpy2EAA2xvZ’
' 28t Y29we S5zdnt ApVbbbhs3EH3nVOy 3Lw2 QOf K2J LewHDROU
' BRo2i BXWFRR Ta2UFkypl W/5ut 7z1 B2UgF9culLl Ukt yLnf Oz’
" PD8xaf bt dyPu/ 1qu5k17sw2sp/ mm+V8vd2Ms2azbV5cnPNv X
"vi6ef Xh7W/z231/ L299e/ vzTpTRt 1/ ORLr vuldUr ef / 7j +Kt d’
' Xawset e/ 91 Yawbn6e77r j scDmeHcLbdXXdX7zpu6t 69vimxxo’
" n0OBAREARDt 7t pyWDRRSz 7+t gp2b/ ew hEKI 5\WWGoPKyW)82s8’
" SmeW 13Nz Vy M66ub6ZZk +x XH+9X4+H 9t OssWLI y3553ARpd’
"7t xP+7uxx/ 2d+Ni ej ef Vt t Z8+nNavkBj 9y O40RLb8dpvpx P8’
"Wt zuRvnO07i UP/ +Wi+20ny 9Gc W OPpf Dbj VN44YLb8dp3Wn7c’
" b3aXGNCAI CCc+a8+yLo/ Fpwf LP/ uN3dzhqdr i HSuwf bnj 9a+'’
" Uz2i / maK66ut A+zZ435uFqvZ823R38QLt 32Lw3pZqThd/ PpR
" paz502LNkocvCzal mDvr QvSpog359! Ly3myOga+e3Hp+B4l n’
" j VFPDOawdhnr GEFVBO0SI / Pnpvt a2BVxUEVxFbJ2VUFf YCO1’
" pUs+O4GK84V/ k6 CHUFy hvhi DVQF8Y5aPDbmmsr XbS74DAN g’
" UWgENZLPwW UYVTRIQgEpi LROct i W +1 g8r CvZAAr x KEXEEVWM
" JLgMALF+ggns @XgpQeomI PCVht CRycNr AWKgAl +g1Qsr 61 U
" x| omBswj ydYBEgCeVCDoRr eBj i Fj X2SdSA60BP5DgQVB3x0oP’
"1 WHbNg+egAEe Az xy NADCQz +s DEMChaG sKJdSI S6gt WML
" r QMP0egEBI hhFLoXuCIhR4ANT5RIBai LKgqgFROUEZ Yr 1i dQ0g’
" ahwCz Enk+AMILdpOFevQQ6VZ+SKOWGE O JCh1MWVj 00eB6DRA’
" 10SRpSY6i | / eFFKAM+MKSI VWNFg S04 OFn ORf wH5wJ HCMNMD QI
" DRI ¢l WEKDI gi SBhi EpBgMKOx5FdAYql 3KYewKKKkAI t TABTK’
" p5khl 86kghbOgRywEBROVGC WA f 8t 9wgvdUMSGgLAbI 0QQBCh’
' zCTt CSn/ DEhCbmt+duQai RGLmk dWHNm nHA+r 5wplLvsJbCA’
" LUKsDWANA] 43J+AD5vpf amJzJqi RIACTCWM MhQu4HnYCKai
"1 JPmM vpS80Uz Tt Aj dSr aApQZogs! gFcJHWOYy5WEXDYr / aTq’
" fxk2ghcg3z6ETQL+S18I | vHOZQvI EOVEVpzqCozE9V6JZhh/’
"1 Csl g7mUFY4AR71 | cApmgV6gz 3DCSDe56f QOSRS7el ONJWOB'
" mBnkcbyl PpalL7QUZ51 RF M dEwoJi Ep+L6i T4cdSyl p4l j Dk’
" oaZpQ@ gMoz0Apahj Ti TWZYu9v+MJqVj Y61j 2Bxr 68bPF3uS’
' 12329Ay AQDVhr 4AMRyVZq51 2QcuwgY/ oTozbgol KycH+yQxhz’
" BPJQ ne9O0TRKv YHLAe KA/ EQRt zr maYUi HUnpJOMibr eSaxZ’
"/ TVe3ZAQUKCagAJi wepRHVKBM Ba5E+SUMW 0ZNWLRf n/ x QX
" ywHXy MVHNS GBWF6gZ21 V) ANHM JQLI AJQESMIj ZHJi Ut QZAW’
" ki sDywTVW5gLkk QG2NNB3wwy aer qRGLNKpvwUChaQFi Ycqv’
"1 § vpln8WIRRz XFs9l XDxi i Dd8HU ROoAGN9+(QgTPEVUGHaN



' 6i OVPuv1SCzwyZeHWBALE] FYoAk2j J30FeJ5Gu1E+3D f 3A)°
" 70bbvmag50yKHUNnVy GPq6+EnvTua/ JUn3i adMH qUapsK2T8’
" SWCBJUF1JInEnmhuOnt Bt hJoQ@ZqunsBk5mALhRcOLR5ZFer dj
" ksaCgt 31 UNKc XWL6V b 6xdW HL TgCaKXWKUKKLK Op9HK5B3EL’
" j SdXbOl 0B5RYt SO1L6h9y TPWb1Whgwgosr 51 927aw6401+Yf’
" whr i a4WO QNAAA=="

B.4. Enbedded Certificate | nage Exanple

The foll owi ng exanpl e di splays a | ogotype certificate extension
containing one certificate i mage | ogotype using direct addressing.
The certificate i nage | ogotype uses inmage/svg+xm +gzip. The | ogotype
imge is enbedded in the certificate extension with a "data:" URI,
and the inage is hashed by SHA-256. This exanple contains the inage
from Appendi x B of [RFC6170]; however, the nmedia type used here is
explicit about the use of &ZI P conpression [ RFC1952].

The values on the left are the ASN. 1 tag (in hexadecinmal) and the
length (in decinal).

30 2902: SEQUENCE {

06 8: OBJECT IDENTIFIER logotype (1 36 1557 1 12)
04 2888: COCTET STRING encapsul ates {

30 2884: SEQUENCE {

A3 2880: [3] {
30 2876: SEQUENCE {
30 2872: SEQUENCE {
06 8: OBJECT IDENTIFIER "1 3 6 1 55 7 20 3
A0 2858: [0] {
30 2854: SEQUENCE {
30 2850: SEQUENCE {
30 2846: SEQUENCE {
16 18: | A5String 'image/ svg+xm +gzi p’
30 49: SEQUENCE {
30 47 SEQUENCE {
30 11: SEQUENCE {
06 9: OBJECT | DENTI FI ER
: sha-256 (2 16 840 1 101 3 4 2 1)
: }
04 32 OCTET STRI NG
: 83 14 B3 26 9B D3 8B OB 2A E6 6E 42 74 E2 A7 57
7TA 40 B7 E1 2E 53 42 44 CC 7C AE 14 68 1B OE B6
}
: }
30 2771: SEQUENCE {

16 2767: | A5String
: " dat a: i mage/ svg+xm +gzi p; base64, H4sl CLXut UOAAONI ¢’
" nRIbWFNZURI bV\Buc3ZnANVaV2/ bOBZ+n19BqgBi gwdoS7xK9j '’
" meapBOEVHQHz ez2WZZoR1t ZM @Bj vvr 95CSL7d 1EnBC9d9i
" ERSPQd85+06EB3+9j hLOYMuyi TPLh3i Ygf pLM j JJt eOv/ 66’
" 1M cFBZhVkcpnml50sd34b/ Tl sH6Yoi S+dallUySSJIwkqj 2’
" 1k41Q6CDbNy UMSTS+e+quYDz 1sul +6SuXkx9YhSysPUo7QPK'
"/ r1 KgvCx35Wrnmu+a/ uGYowlEG ghOQuvr/ LHSwej j Dj G GHQO'
" 14n0/ sKI M 4Vinct k7i 6X7/ sGEYANASL/ WeRT51 UDKnSbLVWN
" 002¢cgNCh1XyoKN8Nsuz0i gwWWB (b 1f OFOVgp+Pl 06nme6awgP’
" el Szxn9goYz XYVxW UWpf W.CMarc GoLpgy83n8wz GkbRAG ef ’
" ENnmVBz nC7 DEr oKpOBpMBl W/gPEY& A+BvoM S2E5uF1Wju7’



B. 5.

" R6FLvVNFEel WReNol pi V3I 2VpGnt MA@nk 6RKdf 0+9Br Fr MaeV
" uWht zbHvMR6U obPyVpBW XBk7si x2vH5nOwWY6nXCo5xb7Yu’
' svVFVPqCOCGh16f SxSxgl nPkScLf vnDDnCAFI Dc1lwov8l F2Wzh'
"N VungEPR! i i nDD3PhGPy TQUUMC6! KgKAj xapt qlboUJvQFs’
Vi +LAJyxZk PE/ vOMHuAMXnDj 1Aar nRBat zgkbv7cK5Ls20Rf
wM vs 0GBl URZgXx OnDXPKZw5t 5) VzI hFKOOB6D6hARSXDR6F’
zqq7H7meJAOCQ USPVFI r UHOF uui 3zr FI 5dYVeAnpcCc Ghou’
' 63vLj aedkYX4yRi f YPr Ta2SI M gYdO+c EWeGADMLZLHI96 SH4’
" ROXRYApl 6g3Y02f +Nz| RAl +¢cZSKhB6qSI Va80f sqvhWogZJp’
" me XWAPoy Na@5uNl GasKPwhxGzQzOXzM | zBKabnLli | 470z’
f S) Ww+kvpvLQg1ll 3yRI c8gukzOuysEcakcDf y3KMk+l 0SO
Xl Copl t IL7EPt Ul zZf P4t nM70k8xkKCy St 92Mnf | XPoTeOpn’
ud4dYbp7hJd/ kxWSNOeyOo/ 1gbi CsxDXJMWW37Qek Bc AUFPS'
" GkPCnUJF5wwBacDK5cd Ep4BC21 YoJcr NNGVe 7Dzl gx T4CKs'
"Pl r AGnL8whRej i Q9EM m Aoz3sds9NxP4RZEzugqzb7c¢3Q
" 89u3WKY9aeghsA/ AUIB/ bJs6pf Jt 9BHFEUKS5DW TzOH5uZS'
ThLUsDj @GGE6RMsYi hMraQLf A6BI i AQVAhnHHN1sd61W UhD
VJi uhkr dBXd740+hLB9VMLH Qed4ywl OBLWOVM y QAXNB8s D’
Gx2qdGgGkMBWY8alf qgHAdf nnr Ve +pPr E/ Z/ nZ0s8CLCkb’
" 2/ ggwLdx| DC1D6DFPZDD98t xv8x (¥ 5TECc7Ax6ZyabDf 6BCASY’
"1 WKCWt i zp80+UMchATal 63gHqOMBZTs83Ch/ XO6LYsFzpGY’
" Y5+ LxdWwY+NaKoR/ 0i JI XL3dBj T2hGrwO+NXnb3XSt Shle’
ogf eoj V35BTCaqgh/ cnmPUe2Mip91pQp2G WOO2k7Canmhj ULHB'
3DLG66N6i aj z4bgn2ol CMNFxDR/ x2nC5s+r Khl kUA3Ne 3P8’
| gP0qJf j f Quvu+HWKSF FwiNoHAuqGUnTadYM Oc7yj EEd9EUR’
" KWEECCc DSHKQ+Yy hnSvUYRH8mM Qo2FK5TC WZZGWKB8i HPud 16’
"WApnCvTQzj | FA] 9TQdCxa+ddOTi zaalxJvDOgM Kx+Ydaj 6i
" WJQR0vaSd YW Tv4AHWRAP3Z6 0N QJunEl eKRVithuj pA2-+wPmi
QROVWFQAFhh9b Gz FEXX+WWONnXq8pV35P2Acdn0pGebcMy7Qy’
QKaEdOKEAKFI k/ 9HUEKGBVWUcc4Aj nJ/ LBYUOShVWWYLFOHI °
BUC2I byl uYF5808p+adMwUt 9YAoX/ | wRt ACONADBAy GUEB3V
" R59u8/ TGYx9/ Xj z8bPB/ Z/ FOBOSghBK+4xxf i wt r 0GXECged’
" QQOPRVPEAQ+26M dbGSnPmBRWRzc Qs T17EPSnoor H3+av4Jc’
") 780 vl p/ uzMEKHKAE6/ F7VHHS] 8HddRO@y nc GZf RVj wf nO
nNn3GuUWR+FzhcPnPqgi pt HcayacT28T8] 3Cs0/ LQOW06J2i Yx’
P4R58Asobj FegusoJhuq7VNS2evRPcqASv ki +gbk BYWETNP’
t/ 1A2pT6UEr Rl1zMz Ul TZRvF5Lp5basOLf k2U4aBSj kj i 8quL’
" 3cDyWr Tpl 3unxezMc STNnNQIhf pGet KgKN2Ano7/ 7ShSev4oX
" i cPSYS+6GkCmDalQM3VEChCUA+z5HE TchGhK6F14YFUp+Yn7'
" WInewpZCDf 5DDi XT9B7U6RAHAHpdb71 gnLVj qZSLnTWs1zj Q
7/ G/D3hnmBE846uTDZoNMADNLI n71 i eXf Ut ulUS9TeNGUHi
bEONv/ / 2) RIGZf QvK3v7ykJJOv 1l Xj Bs DCPpngWhpe6sHxR3’
KVS@Kgp+W qamudbt gkxZmvHr y40S/ 9pLhdCXKq8uROR+LD
" EQCKRxqc5VXdvPvI P+ggwRORKY Bf O9i KZvr WGAKVdz 31cuoc’
"voQ gentTl FMYEFEH70l +vpkek4s4bCvBqK+5mHQUI DpE/ oyl
" py+2/ 6pVWKK31PEYagP04epV1cES50UMy 61 QZeQW+A 74Z+eH
"f pHNc7Q f f Q HeVOX8BopoDk GEKAAA='

Full Certificate Exanple

The foll owi ng exanple contains a certificate for Alice; it is
essentially a renewal of the certificate that appears in [RFC9216].

O course,
addi tion,
ext ensi on.

the serial nunber and issue dates are different. In
Alice’s certificate now has a | ogotype certificate
The extension contains URLs for two conmunity | ogotype



i mges, both at fictional URLs. The extension also contains URLs for
two subj ect organi zation | ogotype i mages, both at fictional URLs. An
i mpl ementation would display at nost three of these images, both of
the conmunity | ogotype inages and one of the subject organization

| ogotype images. Direct addressing is used for all of the images,
and the inages are hashed by SHA- 256.

————— BEG N CERTI FI CATE- - - - -

M | FpTCCBI 2gAwW BAgl TNOEFeel1f OKpol w69Phqzpgx1zANBgkghki GOWOBAQF
ADBVYMOWCWYDVQRKEWR] RVRGVREWDWY DVQQL Ewh MQU1 QUY BXRz Ex MC8 GA1 UEAX Mo
U2Ft cGxl | ExBTVBTI FITQSBDZXJ0aWZpY2F0aVWul EF1dGhveni 0eTAgFwWOy M A2
MT Ux ODE4MThaGA8y MDUy MDky Nz A2 NT Qx OFowOz ENVIAs GA1 UEChMESUVUR] ERMABG
ALUECXM TEFNUFMgVOcxFz AVBgNVBAMIDk FsaWNl | Exvdns YWNI M | Bl j ANBgkq
hki GCOWOBAQEFAACCA@BAM | BCgKCAQEAL PSJ6Fg4Fj 5SNrm9Pkr YoOj Tkf Cv4TF A/
pdQ KLpZbJOAEr Osl 7A] aO7B1GUMJUFJeSTul amNf QwDc Dk Y63PQW +DI Ls 7Gx VX
ur hydzl avshcUgVAckPvedDBc/ 3r z4D/ esFf s+E7QVFt nd+K04s+A8TCNOL2DRVB
DpbP4JFD9hsc8pr Dt pGrFk7r d0g8ggnhxBW2RZAeLqzJOVay CQt ws 1q7kt kNBR2w
ZX51 G ecF1YJFhX4j r nHwp/ i ELGggaNXd3/ YOpG7 QFecN78361 PPdf TMSI PR+peC
r hJZwL SewbWKLJe3VM/bv @ oBMEYI aJBUI KkO1zQLPq90nj | sJLOM DAQABo4I C
hDCCA0 AWDAYDVROTAQH BAI wADAXBg NVHSAEEDAOVAWGCTCGSAFI AWM BMAEWHg YD
VRORBBcWFYET YW pY2VAC 21 pbWJuZXhhbXBs ZTATBgNVHSUEDDAKBggr BgEFBQc D
BDAOBgNVHQBBAf 8EBAMCBs AWHQYDVROOBBYEFLV 2z LI t HQYSHI euKWQENMyZnZz
VB8 GALUdI wQYMBaAFJEwj nwHFWyn8QkoZTYaZxxodvRZM | BOAYI KwYBBQUHAQWE
ggHCM | BvqCB4z CB4KBv M30waz BpFgppbWFnZS9qc GvnVDEW.z ALBgl ghkgBZQVE
AgEEI K/ 8EBZGy1YI t JI 95Yk+rj gEb1oCO04LW207U7vh8vR3t MCgW mhOdHA6LY 93
d3cuzZXhhbXBsZS5uZXQvaWLhZ2VzL2xvZ28uanBno®waz BpMcWCW t YWl L2dp
Zj AxXMCBWCWYJ Yl ZI AWUDBAI BBCCI kI GBr f t nri O9nDEngTY6g7E60ZElI 4W ZKvyyL
OunpZzj AnFi VodHRWO 8vd3d3LnvVAYWLwhGUub3JnL2xvZ28t aWwlhZz2UuZ2l nooHV
ol HSM HPMGUWYx YJaWLhZ2UvZ2] mVvDEW.z ALBgl ghkgBZQVEAgEEI GpYUC5ZZ/ nd
0Yr +v@x/ md Exvf D7K+8LVz RVC6G78ZMCMN Wh0dHA6LY93d3cuc21pbWJuZXhh
bXBsZS9sb2dvLndpzj BriviGQACT t YW L2 pwZWewMTr Av MAs GOWCGSAFI AWQCAQY
vct 7dXJtj BszpCzer H y2kr Z8nnEC hYas4vAoDgl6UwM x YhaHROcDovL3d3dy5z
bWt 2S5l eGFt cGx| L2xvZ28uanBnMAOGCSqGS| b3 DQEBDQUAA4AI BAQBbj dCNVFA/
emCc5uKX5WEPr dvRFZSs57SEhEOodxvhTr Os 13VMBONMDTXhNJOPI 6d9CIdbUxt Fw
SSnSu9f nghDO7QZDInPi | YLNY5eTTzY6sx85mde9TLaBTE7RZf OWZNVOhqgDgcf M+
9HNQ UATt PSvt PS5rr 5SvgkaMvDk89bpbkgZl h9HH14+x+Dl eTOdLyt hi XJvkVod
qEf yZTcdpl QHAszWO71 sj nmvHr Ul bS1t dAJnah8AZRZf gi JEFei UpO6hv AWMPC 3y
1TMWYI 8onf wPl VzyT6YLgj i TEPULWSB/ wt | hl +vW dI NaHdot egj awL.m 3j Z+ceN
t u39FvbVOuKJ

----- END CERTI FI CATE- - - - -

The foll owi ng displays the | ogotype certificate extension from
Alice’s certificate. The values on the left are the ASN.1 tag (in
hexadeci mal) and the length (in decimal).

30 464: SEQUENCE {

06 8  OBJECT IDENTIFIER |l ogotype (1 36 1557 1 12)
04 450: COCTET STRING encapsul ates {

30 446: SEQUENCE {

A0 227: [0] {

30 224: SEQUENCE {

A0 111: [0] {

30 109: SEQUENCE {

30 107: SEQUENCE {

30 105: SEQUENCE {

16 10: | ABString 'imge/|jpeg’

30 49: SEQUENCE {

30 47: SEQUENCE {

30 11: SEQUENCE {

06 9: OBJECT | DENTI FI ER
: sha-256 (2 16 840 1 101 3 4 2 1)
: }

04 32: OCTET STRI NG

AF FC 10 16 46 CB 56 25 B4 99 7D ES 89 3E AE 3A
84 6F 5A 02 D3 82 D6 DA 8E D4 EE F8 7C BD 1D ED

}



1 }
30 40: SEQUENCE {

16 38: | A5String 'http://ww. exanpl e. net/i mages/| ogo.j pg’

: }

}
}
}

: }
A0 109: [0] {
30 107: SEQUENCE {
30 105: SEQUENCE {
30 103: SEQUENCE {
16 9: I A5String 'inmage/gif’
30 49: SEQUENCE {
30 47: SEQUENCE {
30 11: SEQUENCE {

06 9: OBJECT | DENTI FI ER
: sha-256 (2 16 840 1 101 3 4 2 1)

: }
04 32: OCTET STRI NG
: 88 90 81 81 AD FB 66 AE 2F 66 DO 49 A0 4D 8E AO
EC 4E A8 64 42 38 5B 36 4A BF 2C 8B D2 E9 E9 66

}
2 }
30 309: SEQUENCE {
16 37: | ABString ' http://ww. exanpl e. org/l ogo-i nmage. gi f’
: }
}
}
}
}
}
: }
A2 213: [2] {
A0 210: [0] {
30 207: SEQUENCE ({
30 101: SEQUENCE {
30 99: SEQUENCE {
16 9: | A5String 'inmage/gif’
30 49: SEQUENCE {
30 47: SEQUENCE {
30 11: SEQUENCE ({
06 9: OBJECT | DENTI FI ER
: sha-256 (2 16 840 1 101 3 4 2 1)
: }
04 32: COCTET STRI NG
: 6A 58 50 2E 59 67 F9 DD D1 8A FE BD 0D Bl FE 60
A5 13 1B DF OF B2 BE FO B5 73 45 50 BA 1B BF 19
}
: }
30 35: SEQUENCE {
16 33: | A5String '"http://ww. sm ne. exanpl e/ | ogo. gi f’
2 }
}}
30 102: SEQUENCE {
30 100: SEQUENCE {
16 10: | A5String 'imge/|jpeg’
30 49: SEQUENCE {
30 47: SEQUENCE ({
30 11: SEQUENCE {
06 9: OBJECT | DENTI FI ER
: sha-256 (2 16 840 1 101 3 4 2 1)
: }
04 32: COCTET STRI NG

BD CB 7B 75 72 6D 8C 1B 33 A4 2C DE AC 79 72 DA



4A DO F2 79 84 OA 58 58 6A CE 2F 02 80 EA D7 A5

}
: }
30 35 SEQUENCE {
16 33: | A5String " http://ww. smi me. exanpl e/l ogo. j pg
: }
}
}
}
}
}
}
}
}
Appendi x C. Changes since RFCs 3709 and 6170
Thi s appendi x summari zes the changes since [ RFC3709]. The changes
are:

*

Conbi ne RFCs 3709 and 6170 into one docunent, and encourage

i npl ementers to support the "data" URI schene (data:...) that was
originally specified in RFC 6170. Merging RFCs 3709 and 6170 | ed
to many editorial changes throughout the docunent.

Drop SHA-1 as the nmandatory-to-inplenent hash algorithm and
encourage use of the one-way hash function that is enployed by the
certificate signature algorithm

RFC 3709 required client applications to support both direct and
indirect addressing. This requirement is changed to SHOULD
support both direct and indirect addressing to allow

i npl ementations to be nore privacy preserving.

Update the reference for |anguage tags to be RFC 5646 instead of
t he now obsol ete RFC 3066.

Update the reference for the URI Generic Syntax to be RFC 3986
i nstead of the now obsol ete RFC 2396.

Update the reference for the application/pdf nmedia type to be RFC
8118 instead of the now obsol ete RFC 3778.

No | onger require support for the FTP schenme (ftp://...) UR

Require support for the HTTP scheme (http://...) URl and the HTTPS
schene (https://...) UR

Provi de syntax of the "data" URI scheme using nodern ABNF.

Require support for the conpressed SVGinmage format with the
i mge/ svg+xm +gzi p nmedi a type.

Medi a types MUST follow the ABNF [ RFC5234] that is provided in
Section 8.3.1 of [RFC9110]. This change resolves Errata I D 2679.

Renove the requirenent that the LogotypeData file nane have a file
extension of ".LTD'. This change resolves Errata | D 2325.

Encourage, instead of requiring, each |ogotype to be represented
by at | east one inmage.

Encourage the inclusion of text-based audio data suitable for
processing by a text-to-speech software using the nedia type of
"text/pl ai n; charset =UTF- 8".



* Encourage the use of dithering if an image needs to be scal ed.

* Require that the | ogotype certificate extension not contain nore
than one certificate inmage | ogotype

* Privacy-related topics that were previously discussed in the
Security Considerations section are now covered in a separate
Privacy Considerations section. Additional topics are covered in
bot h secti ons.

* Provide ASN. 1 nmodul es for both the ol der syntax [ COLD- ASN1] and the
most recent ASN. 1 syntax [ NEW ASN1].

* Provide additional references.
* Provide additional exanples.
* Several editorial changes to inmprove clarity.

* The exanple in Appendi x B.1 was changed to use SHA-256 instead of
SHA- 1.
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