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Abst ract
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1. Introduction
Thi s docunent defines a YANG data nodel [RFC7950] for the nmanagenent
of Internet G oup Managenent Protocol (1GW) or Milticast Listener
Di scovery (M.D) Proxy devices [RFC4605]. The YANG nodule in this
docunent confornms to the Network Managenent Datastore Architecture as
defined in [ RFC8342].

1.1. Term nol ogy

The term nol ogy for describing YANG data nodels is found in [ RFC6020]
and [ RFC7950], i ncl uding:

* augnent

* data nodel
* data node
* identity
*  nodul e

The foll owi ng abbreviations are used in this docunent and in the
defined YANG dat a nodel

| GW: Internet G oup Managenent Protocol [RFC3376].
MLD: Multicast Listener Discovery [RFC3810].
PIM  Protocol Independent Milticast [RFC7761].

1.2. Tree Diagrans

Tree diagrans used in this docunent follow the notation defined in
[ RFC8340] .

1.3. Prefixes in Data Node Nanes

In this docunment, nanmes of data nodes and other data npodel objects
are often used without a prefix, as long as the context clearly

i ndi cates the YANG nodul e in which each nane is defined. O herw se,
nanes are prefixed using the standard prefix associated with the
correspondi ng YANG nodul e, as shown in Table 1.

B oo e e e st

| Prefix | YANG Mbdul e | Reference

[ gttty e ety b —p———————

| inet | ietf-inet-types | [ RFC6991]

R R I I R I +
I
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2. 1.

2.2.

2. 3.

| rt | ietf-routing | [ RFC8349]
Focmmnaaann S +
| rt-types | ietf-routing-types | [RFC8294] |
Ty I S IR +
| pimbase | ietf-pi mbase | [ RFC9128]
TS o e e e R +

Table 1. Prefixes and Correspondi ng YANG
Modul es

Desi gn of Data Mbdel

The nodel covers forwardi ng based on | GW and M.D proxyi ng [ RFC4605] .
One goal of this docunent is to define a data nodel that provides a
comon user interface for | GW/ M.D Proxy devices

Overvi ew

The nodel defined in this docunent has all the common buil di ng bl ocks
for 1 GvWP/ MLD Proxy devices and can be used to configure those
devices. The operational state data and statistics can also be
retrieved via this nodel

Opti onal Features

This nodel is designed to represent the basic capability subsets of
| GW/ MLD Proxies. The nmain design goals of this docunent are that
(1) the basic capabilities described in the nodel will be supported
by any nmajor inplementations that exist at the tinme of this witing
and (2) the configuration of all inplenentations neeting the
specifications will be easy to express through some conbination of
the optional features in the nodel and sinple vendor augnentations.

Thi s nodel declares two features representing capabilities that not
al | depl oyed devices support. One feature is called "ignp-proxy",
and the other feature is called "md-proxy". Either or both features
could be inplenented; this would provide nore choices for vendors.

Position of Address Fanmily in Hi erarchy

| GWP Proxies only support |Pv4, while M.D Proxies only support |Pv6.
The data nodel defined in this document can be used for both | Pv4 and
| Pv6 address fam i es.

Thi s docunent defines |GW Proxies and MLD Proxies in separate schema
branches in the structure. The benefits of this technique are as
fol |l ows:

* The nodel can support |GV Proxies (IPv4), MD Proxies (1Pv6), or
bot h, optionally and i ndependently. Such flexibility cannot be
achi eved cleanly with a conbi ned branch

* The structure is consistent with other YANG data nodel s such as
the model defined in [ RFC8652], which uses separate branches for
I Pv4 and | Pv6.

* Having separate branches for | GW Proxies and M.D Proxies all ows
m nor differences in their behavior to be nodel ed nore sinply and
cleanly. The two branches can better support different features
and node types.

Modul e Structure

Thi s nodel augnents the core routing data nodel specified in
[ RFC8349] .



+--rw routing
+--rw router-id?
+--rw control - pl ane-protocol s
| +--rw control-pl ane-protocol* [type nane]
| +--rw type
| +--rw name
| +--rw i gnp-proxy <= Augnented by this nodel

| +--rm1n1dlb}oxy <= Augnented by this nodel

The "ignp-proxy" container instantiates an | GW Proxy. The "m d-
proxy" container instantiates an M.D Proxy.

3.1. 1GW Proxy Configuration and Operational State

The YANG nodul e augnents /rt:routing/rt:control-plane-protocol s/
rt:control -pl ane-protocol to add the ignp-proxy container.

Al attributes related to | GW Proxies are defined in the ignp-proxy
container. The read-wite attributes represent configurable data.
The read-only attributes represent state data.

The i gnp-version paraneter represents the | GW protocol version; the
default value is 2. If the value of the "enabl ed" paraneter is
"true", it neans that the | GW Proxy is enabl ed.

The interface |ist under ignp-proxy contains upstreaminterfaces for
an 1 GW Proxy. A constraint is provided to nmake sure that the
upstreaminterface for the 1GW Proxy is not configured to use PIM

To configure a downstreaminterface for an | GW Proxy, the ability to
enable 1GW on that interface is needed. This is defined in "A YANG
Data Model for the Internet G oup Managenent Protocol (IGW) and

Mul ticast Listener Discovery (M.D)" [ RFC8652].

augnment /rt:routing/rt:control-pl ane-protocols
[rt:control-pl ane-protocol
+--rw i gnp-proxy! {ignp-proxy}?
+--rw interfaces
+--rw interface* [nane]

+--rw name if:interface-ref

+--rw i gnp-version? uint8

+--rw enabl ed? bool ean

+--rw sender - sour ce- addr ess? i net:i pv4-address-no-zone

+--1r0 group* [group-address]
+--ro0 group-address
| rt-types:ipv4-multicast-group-address
+--1r0 up-tinme? ui nt 32
+--ro filter-node enumer ati on
+--r0 source* [source-address]
+--ro0 source-address
| i net:i pv4-address- no-zone

+--1r0 up-time? ui nt 32
+--ro downstreaminterface* [name]
+--1ro0 nane if:interface-ref

3.2. M.D Proxy Configuration and Operational State

The YANG nodul e augnents /rt:routing/rt:control-plane-protocol s/
rt:control -pl ane-protocol to add the m d-proxy container

Al attributes related to M.D Proxies are defined in the md-proxy
container. The read-wite attributes represent configurable data.
The read-only attributes represent state data.
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The nml d-version parameter represents the M.D protocol version; the
default value is 2. If the value of the "enabl ed" paraneter is
"true", it neans that the M.D Proxy is enabl ed.

The interface |list under nild-proxy contains upstreaminterfaces for
an MLD Proxy. A constraint is provided to nake sure that the
upstreaminterface for the M.D Proxy is not configured to use PIM

To configure a downstreaminterface for an MLD Proxy, enable M.D on
that interface. This is defined in "A YANG Data Mdel for the

I nternet Group Managenent Protocol (IGW) and Milticast Listener

Di scovery (M.D)" [RFC8652].

augnment /rt:routing/rt:control-plane-protocols
/rt:control-pl ane-protocol
+--rw md-proxy! {md-proxy}?
+--rwinterfaces
+--rw interface* [nane]

+--rw name if:interface-ref

+--rw m d-version? uint8

+--rw enabl ed? bool ean

+--rw sender-sour ce- addr ess? i net:i pv6-address-no-zone

+--r0 group* [group-address]
+--ro0 group-address
| rt-types:ipv6-multicast-group-address
+--1r0 up-tinme? ui nt 32
+--ro filter-node enumer ation
+--r0 source* [source-address]
+--ro0 source-address
| i net:ipv6-address-no-zone

+--1r0 up-tinme? ui nt 32
+--ro downstreaminterface* [nane]
+--ro name if:interface-ref

| GW/ MLD Proxy YANG Mdul e

Thi s nodul e references [ RFC4605], [RFC6991], [RFC3294], [ RFC8343],
[ RFC8349], and [ RFC9128].

<CODE BEG NS> file "ietf-ignmp-m d-proxy@023-05-30. yang"
modul e ietf-ignp-m d-proxy {
yang-version 1.1;
nanespace "urn:ietf:paranms: xm :ns:yang:ietf-ignp-mnd-proxy";
prefix ignp-m d- proxy;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types",
}
inmport ietf-interfaces {
prefix if;
ref erence
"RFC 8343: A YANG Data Mddel for Interface Managenent";
}
inmport ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent (NVDA
Version)";
}
inmport ietf-routing-types {
prefix rt-types;
ref erence
"RFC 8294: Common YANG Data Types for the Routing Area";



import ietf-pimbase {
prefix pi mbase;
reference
"RFC 9128: YANG Data Mddel for Protocol |ndependent Milticast

(PIM™;

organi zati on
"I ETF PI M Wor ki ng Group”;

cont act
"WG Web: <https://datatracker.ietf.org/wg/pinl>
WG List: <mailto:pim@etf.org>

Editors: Hongji Zhao
<mai | t 0: hongj i . zhao@ri csson. conp

Xuf eng Liu
<mai|lto:xufeng.liu.ietf@mil.conmp

Yi song Liu
<mai | to: | i uyi song@hi nanobi | e. con»

Mani Panchanat han
<mai | t o: mapancha@i sco. conp

Mahesh Si vakumar
<mai | t 0: si vakumar . mahesh@mai | . con®";
description
"Thi s nodul e defines a collection of YANG definitions comon for
all Internet Group Managenent Protocol (IGW) and Milti cast
Li stener Di scovery (MD) Proxy devices.

Copyright (c) 2023 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9398; see the
RFC itself for full legal notices.";

revisi on 2023-05-30 {
description
"lInitial revision.";
ref erence
"RFC 9398: A YANG Data Model for Internet G oup Managenent
Protocol (I1GwW) and Miulticast Listener Discovery (M.D)
Proxy Devices";

}

/*
* Features
*/

feature ignmp-proxy {
description
"Support for the | GW Proxy protocol.";
ref erence
"RFC 4605: Internet G oup Managenent Protocol (I1GwW) /
Mul ticast Listener Discovery (MD)-Based Milticast Forwarding
(" 1Gw/ MLD Proxying' )";



feature m d-proxy {
description
"Support for the M.D Proxy protocol.";
reference
"RFC 4605: Internet G oup Managenent Protocol (1GW) /
Mul ticast Listener Discovery (MD)-Based Milticast Forwarding
("1 GwWP/ MLD Proxying )";
}

/*
* |dentities
*/

identity ignmp-proxy {
base rt:control -pl ane-protocol ;
description
"I GwW Proxy protocol.";
}

identity md-proxy {
base rt:control -pl ane-protocol ;
description
"M.D Proxy protocol.";
}

/*
* &roupi ngs
*/

groupi ng per-interface-config-attributes {

description

""config attributes as listed under an interface entry.";
| eaf enabl ed {

type bool ean;

default "true";

description

"Set the value to "true’ to enable the | GW/ M.D Proxy.";

}

} /] per-interface-config-attributes

groupi ng state-group-attributes {

description

"State group attributes.”;
| eaf up-tine {

type uint32;

units "seconds";

description

"The el apsed time for (S,G or (*,Q.";

}

| eaf filter-node {
type enuneration {
enum i ncl ude {
description
"I'n "include’ node, reception of packets sent
to the specified nmulticast address is requested
only fromthose | P source addresses listed in the
"source’ list paraneter.";
}
enum excl ude {
description
"I'n "exclude' node, reception of packets sent
to the given nulticast address is requested
fromall |IP source addresses except those
listed in the 'source’ I|ist parameter."”;



mandat ory true;
description
"Filter node for a nulticast group
May be either ’'include or ’'exclude .";

}

} /] state-group-attributes
/* augnents */

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -plane-protocol " {
when "derived-fromor-self(rt:type, "
+ "ignmp-md-proxy:ignmp-proxy’ )" {
description
"This augnentation is only valid for | GW Proxies.";
}
description
"I GW Proxy augmentation to routing control plane protoco
configuration and state.";
cont ai ner i gnp-proxy {
if-feature "ignp-proxy";
presence "I GW Proxy configuration.";
description
"I GW Proxy instance configuration."”;
contai ner interfaces {
description
"Contains a list of upstreaminterfaces.";
list interface {
key "nane";
description
"List of upstreaminterfaces.”;
| eaf nane {
type if:interface-ref;
must 'not( current() = /rt:routing
+ '/rt:control -pl ane-protocol s/ pi mbase: pi m
+ '/ pi mbase:interfaces/pi mbase:interface
+ '/ pi mbase: nane )’ {
description
"The upstreaminterface for the | GW Proxy
must not be configured to use PIM";
}
description
"The upstreaminterface nane.";
}
| eaf ignp-version {
type uint8 {

range "1..3";

}
default "2";
description
"I GVWP version.";
}
uses per-interface-config-attributes;
| eaf sender-source-address {
type inet:ipv4-address-no-zone;
description
"The sender source address of an
| GW menbership report nessage or | eave nessage.";
}
list group {
key "group-address”;
config fal se;
description
"List of the multicast groups in the menbership
dat abase built on this upstreaminterface.";



| eaf group-address {
type rt-types:ipv4-nul ticast-group-address;
description
"Mul ticast group address.";
}

uses state-group-attributes;
list source {
key "source-address";
description
"Mul ticast source information
for the nmulticast group."”;
| eaf source-address {
type inet:ipv4-address-no-zone;
description
"Mul ticast source address.";

| eaf up-tine {
type uint32;
units "seconds";
description
"The el apsed time for (S,G or (*,Q.";

list downstreaminterface {
key "nane";
description
"List of downstreaminterfaces.";
| eaf nane {
type if:interface-ref;
description
"Downstream i nterfaces
for each upstreaminterface.”;

}
}

} /] list source
Y /1 list group
} /] interface
} /] interfaces
}
}

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -plane-protocol " {
when "derived-fromor-self(rt:type,
+ "ignmp-md-proxy: md-proxy’ )" {
description
"This augnentation is only valid for M.D Proxies.";

}

description
"M.D Proxy augnentation to routing control plane protoco
configuration and state.";
contai ner md-proxy {
if-feature "m d-proxy";
presence "M.D Proxy configuration.";
description
"M.D Proxy instance configuration.";
contai ner interfaces {
description
"Contains a list of upstreaminterfaces.";
list interface {
key "nane";
description
"List of upstreaminterfaces.”;
| eaf nane {
type if:interface-ref;
must 'not( current() = /rt:routing
+ '/rt:control -pl ane-protocol s/ pi mbase: pi m



+ '/ pi mbase:interfaces/pi mbase:interface
+ '/ pi mbase: nane )’ {
description
"The upstreaminterface for the M.D Proxy
must not be configured to use PIM";
}
description
"The upstreaminterface nane.";

| eaf m d-version {

type uint8 {
range "1..2";

}

default "2";

description
"M.D version.";
}
uses per-interface-config-attributes;
| eaf sender-source-address {
type inet:ipv6-address-no-zone;
description
"The sender source address of an
M.D nmenbership report nessage or | eave nessage.";
}
list group {
key "group-address”;
config fal se;
description
"List of the multicast groups in the menbership
dat abase built on this upstreaminterface.";
| eaf group-address {
type rt-types:ipv6-nulticast-group-address;
description
"Mul ticast group address.";
}

uses state-group-attributes;
list source {
key "source-address";
description
"Mul ticast source information
for the nmulticast group."”;
| eaf source-address {
type inet:ipv6-address-no-zone;
description
"Mul ticast source address.";
}

| eaf up-tine {
type uint32;
units "seconds";
description
"The el apsed tinme for (S,G or (*,Q.";

list downstreaminterface {
key "nane";
description
"List of downstreaminterfaces.";
| eaf nane {
type if:interface-ref;
description
"Downstream i nterfaces
for each upstreaminterface.”;

} /] list source
Y /] list group
} /] interface



} /] interfaces

}
}

}
<CCDE ENDS>
Security Considerations

The YANG nodul e specified in this docunent defines a schenma for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [RFC6242]. The | owest RESTCONF | ayer
is HTTPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

Under /rt:routing/rt:control-plane-protocols/rt:control-pl ane-
protocol :/ ignp-m d-proxy:ignp-proxy:

i gnp-m d-proxy:interfaces
This subtree specifies the interface list for an | GW Proxy.
Modi fyi ng the configuration nmay cause the | GW Proxy interface to
be del eted or changed.

i gnp-m d-proxy:interfaces/interface
Thi s subtree specifies the configuration for the | GWw Proxy

attributes at the interface level. Mdifying the configuration
may cause the | GW Proxy to be del eted or changed on a specific
i nterface.

Under /rt:routing/rt:control-plane-protocols/rt:control-pl ane-
protocol :/ ignmp-mn d-proxy:nmd-proxy:

i gnp-m d- proxy:interfaces
This subtree specifies the interface list for an M.D Proxy.
Modi fyi ng the configuration may cause the MLD Proxy interface to
be del eted or changed.

i gnmp-mi d- proxy:interfaces/interface
This subtree specifies the configuration for the M.D Proxy

attributes at the interface level. Mdifying the configuration
may cause the M.D Proxy to be deleted or changed on a specific
interface.

Unaut hori zed access to any data nodes in these subtrees can adversely
af fect the | GW/ M.D Proxy subsystem of both the |ocal device and the

network. This may |lead to network mal functions, delivery of packets

to inappropriate destinations, and ot her problens.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environnments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data



nodes and their sensitivity/vulnerability:

Under
[rt:routing/rt:control-plane-protocols/rt:control-plane-protocol:/

i gnp- m d- proxy: i gnp- pr oxy
i gnp-m d- proxy: m d- proxy

Unaut hori zed access to any data nodes in these subtrees can disclose
operational state information about the | GW/ M.D Proxy on this
device. Goup information or source information may expose multicast
group nenber shi ps.

| ANA Consi der ati ons
.1. | ETF XML Registry

Thi s docunent registers the follow ng nanespace URIs in the "I ETF XM
Regi stry" [ RFC3688]:

URI: wurn:ietf:paranms: xm:ns:yang:ietf-ignp-m d-proxy
Regi strant Contact: The |ESG
XM: N A; the requested URI is an XML nanespace.

. 2. YANG Mdul e Names Registry

Thi s docunent registers the follow ng YANG nodule in the "YANG Mdul e
Nanes" registry [ RFC6020]:

Nane: ietf-ignp-md-proxy

Nanespace: urn:ietf:paranms:xm:ns:yang:ietf-ignp-md-proxy
Prefix: ignp-nd-proxy

Reference: RFC 9398
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Appendi x A. Data Tree Exanple

This section contains an exanple for the | GWw Proxy, shown in JSON
encodi ng [ RFC7951] and contai ning both configuration and state data.
In the exanple, the |GW Proxy is enabled on interface ethl/1.

The ability to enable IGW on ethl/2 and ethl/3 is al so needed. The
configuration details are omtted here because this docunent is
focused on | GvW/ M.D Proxi es.

o m e e e - +
+ Source +
+- - - - - +- - - - - +
I
_________________ o e e e e e e e e e e e e e e e e e e mm -
| ethl/1
F-m o=+
+ R1 +
+- - - - - -+
ethl/ 2 | \ ethl/3
| \
| \
| \
_______________ Fe e e e e e e e e e e e e e e e e e e e m— e — - - -
| \
| \
S - +- -+ R e +
+ Receiver 1 + + Receiver 2 +
S + S +

The configuration data for RL in the above figure could be as
fol |l ows:

{

"ietf-interfaces:interfaces": {
"interface": [

{
"name": "ethl/1",
"type": "iana-if-type:ipForward"
"ietf-ip:ripvd": {
"address": |
{
"ip": "203.0.113.1",
"prefix-length": 24
}
]
}
}
]
H

"ietf-routing:routing": {
"control -pl ane-protocol s": {

"control -plane-protocol ": [
"type": "ietf-ignmp-nm d-proxy:ignp-proxy",
"name": "proxyl",

"ietf-ignmp-md-proxy:ignp-proxy": {
"interfaces": {
"interface": |



{

"nanme": "ethl/1",
"ignp-version": 3,
"enabl ed": true

The correspondi ng operational state data for RL could be as foll ows:

{

"ietf-interfaces:interfaces": {
"interface": [
{
"name": "ethl/1",
"type": "iana-if-type:ipForward"
"adm n-status": "up",
"oper-status": "up",
"if-index": 25678136,
"statistics": {
"discontinuity-tine": "2021-05-23T10: 34: 56- 06: 00"
} i)
"ietf-ip:ipvd": {
"address": |
{
"ip": "203.0.113.1",
"prefix-length": 24

} b
"ietf-routing:routing": {
"control - pl ane-protocol s": {

"control -plane-protocol ": [
{
"type": "ietf-ignmp-nm d-proxy:ignp-proxy"”,
"name": "proxyl",

"ietf-ignmp-md-proxy:ignp-proxy": {
"interfaces": {
"interface": |
{
"nanme": "ethl/1",
"ignp-version": 3,
"enabl ed": true,

"group": [
{
"group-address”: "233.252.0.23",
"filter-nmode": "include",
"source": |

"source-address": "192.0.2.1",
"downstreaminterface": [

{

"nanme": "ethl/2"

nanme": "ethl/3"

}
{
}
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