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Abstract

A Trusted Execution Environnment (TEE) is an environnent that enforces
the follow ng: any code within the environnent cannot be tanpered
with, and any data used by such code cannot be read or tanpered with
by any code outside the environnent. This architecture docunent

di scusses the notivation for designing and standardi zing a protocol
for managing the lifecycle of Trusted Applications running inside
such a TEE.
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I nt roducti on

Applications executing in a device are exposed to nany different
attacks intended to conprom se the execution of the application or
reveal the data upon which those applications are operating. These
attacks increase with the nunber of other applications on the device,
with such other applications coming frompotentially untrustworthy
sources. The potential for attacks further increases with the
complexity of features and applications on devices and the unintended
i nteractions anong those features and applications. The risk of
attacks on a systemincreases as the sensitivity of the applications
or data on the device increases. As an exanple, exposure of emmils
froma nmail client is likely to be of concern to its owner, but a
conmprom se of a banking application raises even greater concerns.

The Trusted Execution Environment (TEE) concept is designed to |et
applications execute in a protected environnent that enforces that
any code within that environment cannot be tanpered with and that any
data used by such code cannot be read or tanpered with by any code
outside that environnment, including by a commodity operating system
(if present). 1In a systemwith rmultiple TEEs, this al so neans that
code in one TEE cannot be read or tampered with by code in another
TEE.

Thi s separation reduces the possibility of a successful attack on
appl i cation conponents and the data contained inside the TEE
Typi cal ly, application conponents are chosen to execute inside a TEE



because those application conponents perform security-sensitive
operations or operate on sensitive data. An application conponent
running inside a TEE is commonly referred to (e.g., in [GPTEE] and
[OP-TEE]) as a Trusted Application (TA), while an application running
outside any TEE, i.e., in the Rich Execution Environment (REE), is
referred to as an Untrusted Application (UA). In the exanple of a
banki ng application, code that relates to the authentication protoco
could reside in a TAwhile the application logic including HITP
protocol parsing could be contained in the Untrusted Application. In
addi tion, processing of credit card nunbers or account bal ances coul d
be done in a TA as it is sensitive data. The precise code split is
ultimately a decision of the devel oper based on the assets the person
wants to protect according to the threat nodel

TEEs are typically used in cases where software or data assets need
to be protected from unauthorized access where threat actors nay have
physical or administrative access to a device. This situation

ari ses, for example, in gam ng consol es where anti-cheat protection
is a concern, devices such as ATMs or |0oT devices placed in |ocations
where attackers m ght have physical access, cell phones or other

devi ces used for nobile paynents, and hosted cloud environnents.

Such environnents can be thought of as hybrid devices where one user
or administrator controls the REE and a different (renote) user or
adm nistrator controls a TEE in the sane physical device. 1n sone
constrained devices, it my also be the case that there is no REE
(only a TEE) and no | ocal "user" per se, but only a renote TEE

adm nistrator. For further discussion of such confidential conputing
use cases and threat nodel, see [CC- Overview and

[ CC- Techni cal - Anal ysi s] .

TEEs use hardware enforcenent conbined with software protection to
secure TAs and their data. TEEs typically offer a nore imted set
of services to TAs than what is nornally available to Untrusted
Appli cati ons.

However, not all TEEs are the same. Different vendors may have
different inplementations of TEEs with different security properties,
features, and control mechanisns to operate on TAs. Sone vendors may
market nmultiple different TEEs thenselves, with different properties
attuned to different markets. A device vendor nmay integrate one or
more TEEs into their devices dependi ng on mar ket needs.

To sinplify the life of TA devel opers interacting with TAs in a TEE
an i nteroperable protocol for nanaging TAs running in different TEEs
of various devices is needed. This software update protocol needs to
make sure that conpatible trusted and Untrusted Conponents (if any)
of an application are installed on the correct device. |In this TEE
ecosystem the need often arises for an external trusted party to
verify the identity, claimnms, and perm ssions of TA devel opers,
devices, and their TEEs. This external trusted party is the Trusted
Appl i cation Manager (TAM.

The Trusted Execution Environnment Provisioning (TEEP) protoco
addresses the follow ng probl ens:

* An installer of an Untrusted Application that depends on a given
TA wants to request installation of that TA in the device' s TEE so
that the installation of the Untrusted Application can conplete,
but the TEE needs to verify whether such a TAis actually
authorized to run in the TEE and consune potentially scarce TEE
resour ces

* A TA devel oper providing a TA whose code itself is considered
confidential wants to determ ne security-relevant information of a
device before allowing their TA to be provisioned to the TEE
within the device. An exanple is the verification of the type of



TEE included in a device and its capability of providing the
security protections required.

* A TEE in a device needs to determ ne whether an entity that wants
to manage a TA in the device is authorized to manage TAs in the
TEE and what TAs the entity is permtted to manage.

* A Device Adm nistrator wants to determne if a TA exists on a
device (i.e., isinstalled in the TEE) and, if not, install the TA
in the TEE

* A Device Admni strator wants to check whether a TAin a device's
TEE is the nost up-to-date version, and if not, update the TA in
t he TEE.

* A Device Administrator wants to renmove a TA froma device's TEE i f
the TA devel oper is no longer maintaining that TA, when the TA has
been revoked, or if the TAis not used for other reasons (e.g.,
due to an expired subscription).

For TEEs that sinmply verify and | oad signed TAs from an untrusted
filesystem classic application distribution protocols can be used

wi t hout nodification. On the other hand, the problens listed in the
bul l ets above require a new protocol -- the TEEP protocol. The TEEP
protocol is a solution for TEEs that can install and enunerate TAs in
a TEE-secured | ocation where anot her donmi n-specific protoco

standard (e.g., [GSMA] and [OTRP]) that neets the needs is not

al ready in use

Ter m nol ogy
The followi ng terns are used:

App Store: An online location fromwhich Untrusted Applications can
be downl oaded.

Devi ce: A physical piece of hardware that hosts one or nore TEEs,
often along with an REE

Devi ce Administrator: An entity that is responsible for
adm ni stration of a device, which could be the Device Owmer. A
Devi ce Administrator has privileges on the device to install and
renove Untrusted Applications and TAs, approve or reject Trust
Anchors, and approve or reject TA devel opers, anobng ot her possible
privileges on the device. A Device Adm nistrator can nanage the
list of allowed TAMs by nodifying the list of Trust Anchors on the
device. Although a Device Adm nistrator may have privil eges and
devi ce-specific controls to locally adninister a device, the
Devi ce Administrator may choose to renotely admi nister a device
through a TAM

Devi ce Omer: A device is always owned by sonmeone. |n sonme cases,
it is common for the (primary) device user to al so own the device,
maki ng the device user/owner also the Device Admnistrator. In
enterprise environnments, it is nore common for the enterprise to
own the device and for any device user to have no or linmted
adm nistration rights. In this case, the enterprise appoints a
Devi ce Administrator that is not the Device Omer.

Devi ce User: A human being that uses a device. Many devices have a
singl e device user. Some devices have a primary device user with
ot her human bei ngs as secondary device users (e.g., a parent
allowing children to use their tablet or laptop). Qher devices
are not used by a human being; hence, they have no devi ce user.

Personalization Data: A set of configuration data that is specific



to the device or user. The Personalization Data may depend on the
type of TEE, a particular TEE instance, the TA, and even the user
of the device. An exanple of Personalization Data night be a
secret synmmetric key used by a TA to comunicate with sone

servi ce.

Raw Public Key: A raw public key consists of only the al gorithm
identifier (type) of the key and the cryptographic public key
mat eri al, such as the SubjectPublicKeylnfo structure of a PKIX
certificate [ RFC5280]. Oher serialization formats that do not
rely on ASN.1 may al so be used.

Ri ch Execution Environment (REE): An environment that is provided
and governed by a typical OS (e.g., Linux, Wndows, Android, iQS),
potentially in conjunction with other supporting operating systens
and hypervisors; it is outside of the TEE(s) managed by the TEEP
protocol. This environnent and applications running on it are
consi dered untrusted (or nore precisely, less trusted than a TEE)

Trust Anchor: As defined in [RFC6024] and [ RFC9019], a Trust Anchor
"represents an authoritative entity via a public key and
associ ated data. The public key is used to verify digita
signatures, and the associated data is used to constrain the types

of information for which the trust anchor is authoritative." The
Trust Anchor may be a certificate, a raw public key, or other
structure, as appropriate. It can be a non-root certificate when

it is a certificate.

Trust Anchor Store: As defined in [ RFC6024], a "trust anchor store
is a set of one or nore trust anchors stored in a device... A
devi ce may have nore than one trust anchor store, each of which
may be used by one or nore applications.”" As noted in [RFC9019],
"a trust anchor store nust resist nodification against
unaut hori zed insertion, deletion, and nodification."

Trusted Application (TA): An application (or, in some
i mpl ement ati ons, an application component) that runs in a TEE

Trusted Application Manager (TAM: An entity that nanages Trusted
Applications and other Trusted Conponents running in TEEs of
various devi ces.

Trusted Component: A set of code and/or data in a TEE managed as a
unit by a Trusted Application Manager. Trusted Applications and
Personal i zation Data are thus managed by being included in Trusted
Conponents. Trusted OS code or trusted firmvare can al so be
expressed as Trusted Components that a Trusted Conponent depends
on.

Trust ed Conponent Devel oper: An entity that devel ops one or nore
Trust ed Conponents.

Trusted Component Signer: An entity that signs a Trusted Component
with a key that a TEE will trust. The signer mght or m ght not
be the sane entity as the Trusted Conponent Devel oper. For
exanpl e, a Trusted Conponent m ght be signed (or re-signed) by a
Devi ce Administrator if the TEE will only trust the Device
Admi ni strator. A Trusted Conponent might also be encrypted if the
code is considered confidential, for exanple, when a devel oper
wants to provide a TA without revealing its code to others.

Trust ed Execution Environment (TEE): An execution environnent that
enforces that only authorized code can execute within the TEE and
data used by that code cannot be read or tanpered with by code
outside the TEE. A TEE also generally has a uni que device
credential that cannot be cloned. There are nultiple technol ogies
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that can be used to inplement a TEE, and the | evel of security
achi eved varies accordingly. 1In addition, TEEs typically use an

i sol ation nechani sm between Trusted Applications to ensure that
one TA cannot read, nodify, or delete the data and code of another
TA.

Untrusted Application (UA): An application running in an REE. An
Untrusted Application mght depend on one or nore TAs.

Use Cases
1. Paynent
A paynent application in a nobile device requires high security and
trust in the hosting device. Paynents initiated froma nobile device
can use a Trusted Application to provide strong identification and
proof of transaction.
For a mobil e paynent application, sone bionetric identification
information could al so be stored in a TEE. The nobil e paynent
application can use such infornmation for unlocking the device and
local identification of the user
A trusted user interface (U) may be used in a nobile device or
poi nt-of -sal e device to prevent malicious software from stealing
sensitive user input data. Such an inplenmentation often relies on a
TEE for providing access to peripherals, such as PIN input or a
trusted display, so that the REE cannot observe or tanper with the
user input or output.
2. Authentication

For better security of authentication, a device may store its keys
and cryptographic libraries inside a TEE, linmting access to
cryptographic functions via a well-defined interface and thereby
reduci ng access to keying material .

3. Internet of Things

Weak security in Internet of Things (10T) devices has been posing
threats to critical infrastructure, i.e., assets that are essential
for the functioning of a society and econony. It is desirable that

| oT devices can prevent malware from mani pul ating actuators (e.g.

unl ocking a door) or stealing or nodifying sensitive data, such as
aut hentication credentials in the device. A TEE can be one of the
best ways to inplenment such |oT security functions. For exanple,

[ GPTEE] uses the term"trusted peripheral” to refer to such things
bei ng accessible only fromthe TEE, and this concept is used in sone
G obal Pl at form conpl i ant devi ces today.

4. Confidential d oud Conputing

A tenant can store sensitive data, such as customer details or credit
card numbers, in a TEE in a cloud conputing server such that only the
tenant can access the data, which prevents the cloud hosting provider
fromaccessing the data. A tenant can run TAs inside a server TEE
for secure operation and enhanced data security. This provides
benefits not only to tenants with better data security but also to

cl oud hosting providers for reduced liability and increased cl oud
adopt i on.

Architecture
1. System Conponents

Figure 1 shows the mmin conponents in a typical device with an REE



and a TEE. Full descriptions of conponents not previously defined
are provided below. Interactions of all conponents are further
explained in the foll ow ng paragraphs.
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Figure 1: Notional Architecture of TEEP

Trust ed Conponent Signer and Device Adninistrator: Trusted Conponent
Signers and Device Administrators utilize the services of a TAMto
manage TAs on devices. Trusted Conmponent Signers do not directly
interact with devices. Device Admnistrators nmay elect to use a
TAM for renpote adnministration of TAs instead of nanagi ng each
device directly.

Trusted Application Manager (TAM: A TAMis responsible for
performng |ifecycle managenment activity on Trusted Conponents on
behal f of Trusted Conponent Signers and Devi ce Admi nistrators.
This includes installation and del eti on of Trusted Conponents and
may include, for exanple, over-the-air updates to keep Trusted
Conponents up-to-date and cl ean up when Trusted Conponents shoul d
be renmoved. TAMs may provide services that nmake it easier for
Trust ed Component Signers or Device Adnministrators to use the
TAM s service to manage nmultiple devices, although that is not
required of a TAM

The TAM perforns its managenent of Trusted Conponents on the
device through interactions with a device's TEEP Broker, which
rel ays nessages between a TAM and a TEEP Agent running inside the
TEE. TEEP authentication is perforned between a TAM and a TEEP
Agent .

When the TEEP Agent runs in a user or enterprise device, network
and application firewalls normally protect user and enterprise
devices fromarbitrary connections fromexternal network entities.
In such a deploynment, a TAM outsi de that network m ght not be able
to directly contact a TEEP Agent but needs to wait for the TEEP
Broker to contact it. The architecture in Figure 1 accombpdates
this case as well as other less restrictive cases by |eaving such
details to an appropriate TEEP transport protocol (e.g.,

[ TEEP- HTTP], though other transport protocols can be defined under
the TEEP protocol for other cases).

A TAM may be publicly available for use by many Trusted Conponent
Signers, or a TAM may be private and accessible by only one or a
limted nunber of Trusted Conponent Signers. It is expected that
many enterprises, manufacturers, and network carriers will run
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their own private TAM

A Trusted Conponent Signer or Device Adm nistrator chooses a
particul ar TAM based on whether the TAMis trusted by a device or
set of devices. The TAMis trusted by a device if the TAMs
public key is, or chains up to, an authorized Trust Anchor in the
device and conforns with all constraints defined in the Trust
Anchor. A Trusted Conponent Signer or Device Adm nistrator may
run their own TAM but the devices they wish to nanage nust
include this TAMs public key or certificate, or a certificate it
chains up to, in the Trust Anchor Store.

A Trusted Component Signer or Device Administrator is free to
utilize multiple TAMs. This may be required for nmanagi ng Trusted
Conponents on multiple different types of devices fromdifferent
manuf acturers or nobile devices on different network carriers,
since the Trust Anchor Store on these different devices nmay
contain keys for different TAMs. To overcone this limtation,

Devi ce Administrator may be able to add their own TAM s public key
or certificate, or a certificate it chains up to, to the Trust
Anchor Store on all their devices.

Any entity is free to operate a TAM For a TAMto be successful

it must have its public key or certificate installed in a device's
Trust Anchor Store. A TAMmay set up a relationship with device
manufacturers or network carriers to have theminstall the TAMs
keys in their device's Trust Anchor Store. Alternatively, a TAM
may publish its certificate and all ow Device Administrators to
install the TAMs certificate in their devices as an aftermarket
action.

TEEP Broker: A TEEP Broker is an application conponent running in a
Ri ch Execution Environnent (REE) that enables the nessage protoco
exchange between a TAM and a TEE in a device. A TEEP Broker does
not process nessages on behalf of a TEE but is nmerely responsible
for relaying nessages fromthe TAMto the TEE and for returning
the TEE' s responses to the TAM In devices with no REE (e.g., a
m crocontroll er where all code runs in an environment that neets
the definition of a Trusted Execution Environnent in Section 2),
the TEEP Broker woul d be absent, and the TEEP protocol transport
woul d be inplenmented inside the TEE itself.

TEEP Agent: The TEEP Agent is a processing nodul e running inside a
TEE t hat receives TAMrequests (typically relayed via a TEEP
Broker that runs in an REE). A TEEP Agent in the TEE may parse or
forward requests to other processing nodules in a TEE, which is up
to a TEE provider’'s inplementation. A response nessage
corresponding to a TAMrequest is sent back to the TAM again
typically relayed via a TEEP Broker.

Certification Authority (CA): A CAis an entity that issues digital
certificates (especially X 509 certificates) and vouches for the
bi ndi ng between the data itens in a certificate [ RFC4949].
Certificates are then used for authenticating a device, a TAM or
a Trusted Conponent Signer, as discussed in Section 5. The CAs do
not need to be the sanme; different CAs can be chosen by each TAM
and different device CAs can be used by different device
manuf act ur ers.

Multiple TEEs in a Device

Sone devices mght inplenent nultiple TEEs. |n these cases, there

m ght be one shared TEEP Broker that interacts with all the TEEs in
the device. However, sone TEEs (for exanple, SGX [ SGX]) present

t hensel ves as separate containers within nenory without a controlling
manager within the TEE. As such, there might be nultiple TEEP



Brokers in the REE, where each TEEP Broker communi cates with one or
nmore TEEs associated with it.

It is up to the REE and the Untrusted Applications how t hey sel ect
the correct TEEP Broker. Verification that the correct TA has been
reached then becones a matter of properly verifying TA attestations,
whi ch are unforgeabl e.

The nul tiple TEEP Broker approach is shown in the diagram bel ow. For
brevity, TEEP Broker 2 is shown interacting with only one TAM
Untrusted Application, and TEE, but no such limitations are intended
to be inplied in the architecture.
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Figure 2: Notional Architecture of TEEP with nmultiple TEEs

In the di agram above, TEEP Broker 1 controls interactions with the
TAs in TEE-1, and TEEP Broker 2 controls interactions with the TAs in
TEE-2. This presents sone challenges for a TAMin conpletely
managi ng the device, since a TAM nay not interact with all the TEEP
Brokers on a particular platform |In addition, since TEEs nmay be
physically separated, with wholly different resources, there may be
no need for TEEP Brokers to share information on installed Trusted
Conponents or resource usage.

4.3. Miltiple TAMs and Relationship to TAs
As shown in Figure 2, a TEEP Broker provides comruni cati on between

one or nmore TEEP Agents and one or nore TAMs. The sel ection of which
TAMto interact with mght be nade with or without input from an



Untrusted Application but is ultimately the decision of a TEEP Agent.

For any given Trusted Conponent, a TEEP Agent is assuned to be able
to determ ne whether that Trusted Conponent is installed (or
minimally, is running) in a TEE with which the TEEP Agent is
associ at ed.

Each Trusted Conponent is digitally signed, protecting its integrity
and |inking the Trusted Conponent back to the Trusted Conponent
Signer. The Trusted Conponent Signer is often the Trusted Conponent
Devel oper but, in some cases, mght be another party such as a Device
Admi ni strator or other party to whomthe code has been licensed (in
whi ch case, the sanme code m ght be signed by nultiple |licensees and
distributed as if it were different TAs).

A Trusted Conponent Signer selects one or nore TAMs and conmuni cat es
the Trusted Conponent(s) to the TAM For exanple, the Trusted
Conponent Signer m ght choose TAMs based upon the markets into which
the TAM can provi de access. There may be TAMs that provide services
to specific types of devices, device operating systens, specific
geographi cal regions, or network carriers. A Trusted Conponent
Signer nay be notivated to utilize nmultiple TAMs in order to maxim ze
mar ket penetration and availability on nultiple types of devices.
This nmeans that the sane Trusted Conponent will often be avail abl e
through nultiple TAMs.

When t he devel oper of an Untrusted Application that depends on a
Trust ed Conponent publishes the Untrusted Application to an app store
or other app repository, the devel oper optionally binds the Untrusted
Application with a manifest that identifies what TAMs can be
contacted for the Trusted Component. |In sone situations, a Trusted
Conponent may only be available via a single TAM this is likely the
case for enterprise applications or Trusted Conponent Signers serving
a closed community. For broad public apps, there will likely be
multiple TAMs in the Untrusted Application' s mani fest, one servicing
one brand of nobile device and another servicing a different

manuf acturer, etc. Because different devices and manufacturers trust
different TAMs, the manifest can include nultiple TAMs that support
the required Trusted Component.

When a TEEP Broker receives a request (see the RequestTA APl in
Section 6.2.1) froman Untrusted Application to install a Trusted
Conponent, a list of TAMURIs may be provided for that Trusted
Conponent, and the request is passed to the TEEP Agent. |If the TEEP
Agent decides that the Trusted Conponent needs to be installed, the
TEEP Agent selects a single TAM UR that is consistent with the |ist
of trusted TAMs provisioned in the TEEP Agent, invokes the HITP
transport for TEEP to connect to the TAM URI, and begi ns a TEEP

prot ocol exchange. Wen the TEEP Agent subsequently receives the
Trust ed Conponent to install and the Trusted Conponent’s manifest

i ndi cat es dependenci es on any other Trusted Conponents, each
dependency can include a list of TAMURI s for the rel evant
dependency. |f such dependencies exist that are prerequisites to
install the Trusted Conponent, then the TEEP Agent recursively
follows the sane procedure for each dependency that needs to be
installed or updated, including selecting a TAMURI that is
consistent with the Iist of trusted TAVMs provi sioned on the device
and begi nning a TEEP exchange. |If multiple TAM URIs are consi dered
trusted, only one needs to be contacted, and they can be attenpted in
some order until one responds.

Separate fromthe Untrusted Application's manifest, this framework
relies on the use of the manifest format in [ SU T- MANI FEST] for
expressing howto install a Trusted Conponent, as well as any
dependenci es on ot her TEE conponents and versions. That is,
dependenci es from Trusted Components on other Trusted Conponents can



be expressed in a Software Update for the Internet of Things (SUT)
mani f est, includi ng dependenci es on any other TAs, trusted OS code
(if any), or trusted firmvare. Installation steps can also be
expressed in a SUT manifest.

For exanple, TEEs conpliant with d obal Pl atform [ GPTEE] nmay have a
notion of a "security domain" (which is a grouping of one or nore TAs
installed on a device that can share information within such a group)
that nust be created and into which one or nore TAs can then be
installed. It is thus up to the SUT nanifest to express a
dependency on having such a security domain existing or being created
first, as appropriate.

Updating a Trusted Conponent nmay cause conpatibility issues with any
Untrusted Applications or other conponents that depend on the updated
Trusted Conponent, just l|like updating the OS or a shared library
could inpact an Untrusted Application. Thus, an inplenmentation needs
to take such issues into account.

4.4. Untrusted Apps, Trusted Apps, and Personalization Data

In TEEP, there is an explicit relationship and dependence between an
Untrusted Application in an REE and one or nore TAs in a TEE, as
shown in Figure 2. For nost purposes, an Untrusted Application that
uses one or nore TAs in a TEE appears no different from any ot her
Untrusted Application in the REE. However, the way the Untrusted
Application and its correspondi ng TAs are packaged, delivered, and
installed on the device can vary. The variations depend on whet her
the Untrusted Application and TA are bundl ed together or provided
separately, and this has inplications to the managenent of the TAs in
a TEE. In addition to the Untrusted Application and TA(s), the TA(S)
and/ or TEE may al so require additional data to personalize the TAto
the device or a user. |Inplenentations of the TEEP protocol nust
support encryption to preserve the confidentiality of such
Personal i zation Data, which may potentially contain sensitive data.
The encryption is used to ensure that no personalization data is sent
in the clear. |Inplenentations nust also support nechani sns for
integrity protection of such Personalization Data. Oher than the
requirenent to support confidentiality and integrity protection, the
TEEP architecture places no linitations or requirenents on the

Per sonal i zati on Dat a.

There are multiple possible cases for bundling of an Untrusted
Application, TA(s), and Personalization Data. Such cases include
(possi bly anong ot hers):

1. The Untrusted Application, TA(s), and Personalization Data are
all bundl ed together in a single package by a Trusted Conponent
Signer and either provided to the TEEP Broker through the TAM or
provi ded separately (with encrypted Personalization Data), with
key material needed to decrypt and install the Personalization
Data and TA provided by a TAM

2. The Untrusted Application and the TA(s) are bundled together in a
singl e package, which a TAM or a publicly accessible app store
mai ntains, and the Personalization Data is separately provided by
the Personalization Data provider’'s TAM

3. Al components are independent packages. The Untrusted
Application is installed through sonme i ndependent or device-
speci fic nechanism and one or nore TAMs provide (directly or
indirectly by reference) the TA(s) and Personalization Data.

4. The TA(s) and Personalization Data are bundl ed together into a
package provided by a TAM while the Untrusted Application is
installed through sone independent or device-specific nechani sm



such as an app store.

5. Encrypted Personalization Data is bundled into a package
distributed with the Untrusted Application, while the TA(s) and
key material needed to decrypt and install the Personalization
Data are in a separate package provi ded by a TAM
Personal i zation Data is encrypted with a key unique to that
specific TEE, as discussed in Section 5

The TEEP protocol can treat each TA any dependenci es the TA has, and
Personal i zation Data as separate Trusted Components with separate
installation steps that are expressed in SU T nmanifests, and a SU T
mani f est m ght contain or reference nultiple binaries (see

[ SUI T- MANI FEST] for nore details). The TEEP Agent is responsible for
handling any installation steps that need to be perforned inside the
TEE, such as decryption of private TA binaries or Personalization

Dat a.

In order to better understand these cases, it is helpful to review
actual inplementations of TEEs and their application delivery
mechani sns.

4.4.1. Exanple: Application Delivery Mechanisns in Intel SGX

In Intel Software Guard Extensions (SGX), the Untrusted Application
and TA are typically bundled into the sane package (Case 2). The TA
exists in the package as a shared library (.so or .dll). The
Untrusted Application |loads the TA into an SGX encl ave when the
Untrusted Application needs the TA. This organization nakes it easy
to maintain conpatibility between the Untrusted Application and the

TA, since they are updated together. It is entirely possible to
create an Untrusted Application that |oads an external TA into an SGX
encl ave and use that TA (Cases 3-5). 1In this case, the Untrusted

Application would require a reference to an external file or downl oad
such a file dynanically, place the contents of the file into nenory,
and load that as a TA. (Cbviously, such file or downl oaded cont ent
must be properly formatted and signed for it to be accepted by the
SGX TEE.

In SGX, any Personalization Data is nornally | oaded into the SGX
enclave (the TA) after the TA has started. Although it is possible
with SGX to include the Untrusted Application in an encrypted package
along with Personalization Data (Cases 1 and 5), there are currently
no known instances of this in use, since such a construction would
require a special installation programand SGX TA (which night or

m ght not be the TEEP Agent itself based on the inplenentation) to
receive the encrypted package, decrypt it, separate it into the
different elenments, and then install each one. This installationis
compl ex because the Untrusted Application decrypted inside the TEE
must be passed out of the TEE to an installer in the REE that woul d
install the Untrusted Application. Finally, the Personalization Data
woul d need to be sent out of the TEE (encrypted in an SGX encl ave-to-
encl ave manner) to the REE' s installation app, which would pass this
data to the installed Untrusted Application, which would in turn send
this data to the SGX enclave (TA). This complexity is due to the
fact that each SGX enclave is separate and does not have direct
communi cation to other SGX encl aves.

As long as signed files (TAs and/or Personalization Data) are
installed into an untrusted filesystemand trust is verified by the
TEE at load tine, classic distribution nmechani snms can be used.
However, some uses of SGX allow a nbdel where a TA can be dynamically
installed into an SGX encl ave that provides a runtine platform The
TEEP protocol can be used in such cases, where the runtinme platform
coul d include a TEEP Agent.



4. 4.

4. 5.

2. Exanple: Application Delivery Mechanisnms in Arm Trust Zone

In Arm Trust Zone [ Trust Zone] for A-class devices, the Untrusted
Application and TA nmay or may not be bundl ed together. This differs
from SGX since in TrustZone, the TA lifetine is not inherently tied
to a specific Untrusted Application process lifetine as occurs in
SGX. A TA is loaded by a trusted OS running in the TEE, such as a
TEE conpliant with d obal Pl atform [ GPTEE], where the trusted CSis
separate fromthe OS in the REE. Thus, Cases 2-4 are equally
applicable. In addition, it is possible for TAs to communicate with
each other without involving any Untrusted Application; thus, the
complexity of Cases 1 and 5 are |lower than in the SGX exanpl e, though
still nore conpl ex than Cases 2-4.

A trusted OS running in the TEE (e.g., OP-TEE [OP-TEE]) that supports
| oadi ng and verifying signed TAs froman untrusted fil esystem can,
like SGX, use classic file distribution mechanisms. |f secure TA
storage is used (e.g., a Replay-Protected Menory Bl ock device) on the
ot her hand, the TEEP protocol can be used to manage such storage.

Entity Relations

This architecture | everages asymmetric cryptography to authenticate a
device to a TAM Additionally, a TEEP Agent in a device

aut henticates a TAM The provisioning of Trust Anchors to a device
may be different fromone use case to the other. A Device

Adm ni strator may want to have the capability to control what TAs are
all oned. A device manufacturer enabl es verification by one or nore
TAMs and by Trusted Conponent Signers; it may enbed a |ist of default
Trust Anchors into the TEEP Agent and TEE for TAMtrust verification
and TA signature verification.

(App Devel opers) (App Store) (TAM (Device with TEE) (CAs)
I

I
I | (Enbedded TEE cert) <--|

I

I

I I I I I
| <--- CGet an app cert -----------------“----“----------- - |
I
I
I

I |
<-- Gt a TAMcert --------- |

1. Build two apps:

(a) Untrusted
App - 2a. Supply -->

(b) TA -- 2b. Supply ---------- >

--- 3. Install ------ >

| 4. Messaging-->
Fi gure 3: Exanpl e Devel oper Experience

Figure 3 shows an exanpl e where the sanme devel oper builds and signs
two applications: (a) an Untrusted Application and (b) a TA that
provi des sone security functions to be run inside a TEE. This
exanpl e assunes that the devel oper, the TEE, and the TAM have
previously been provisioned with certificates.

At step 1, the devel oper authors the two applications.

At step 2, the devel oper uploads the Untrusted Application (2a) to an
Application Store. |In this exanple, the developer is also the

Trust ed Conponent Signer and thus generates a signed TA. The

devel oper can then either bundle the signed TA with the Untrusted
Application or provide a signed Trusted Conponent containing the TA



to a TAMthat will be managing the TA in various devices

At step 3, a user will go to an Application Store to downl oad the
Untrusted Application (where the arrow indicates the direction of
data transfer).

At step 4, since the Untrusted Application depends on the TA,
installing the Untrusted Application will trigger TA installation via
communi cation with a TAM The TEEP Agent will interact with the TAM
via a TEEP Broker that facilitates conmunications between the TAM and
the TEEP Agent.

Sone inplenentations that install Trusted Conponents mght ask for a
user’'s consent. In other inplenentations, a Device Adm nistrator

m ght choose the Untrusted Applications and rel ated Trusted
Conponents to be installed. A user consent flowis out of scope of
the TEEP architecture.

The main conponents of the TEEP protocol consist of a set of standard
messages created by a TAMto deliver Trusted Conponent nanagenent
commands to a device and device attestation and response nmessages
created by a TEE that responds to a TAM s nessage

It should be noted that network conmunication capability is generally
not available in TAs in today s TEE-powered devices. Consequently,
Trusted Applications generally rely on a Broker in the REE to provide
access to network functionality in the REE. A Broker does not need
to know the actual content of messages to facilitate such access.

Simlarly, since the TEEP Agent runs inside a TEE, the TEEP Agent
generally relies on a TEEP Broker in the REE to provide network
access, relay TAMrequests to the TEEP Agent, and relay the responses
back to the TAM

Keys and Certificate Types

This architecture | everages the followi ng credentials, which all ow
achi eving end-to-end security between a TAM and a TEEP Agent.

Table 1 summari zes the rel ati onshi ps between various keys and where
they are stored. Each public/private key identifies a Trusted
Conponent Signer, TAM or TEE and gets a certificate that chains up
to some Trust Anchor. A list of trusted certificates is used to
check a presented certificate against.

Different CAs can be used for different types of certificates. TEEP
messages are always signed, where the signer key is the nessage
originator’s private key, such as that of a TAMor a TEE. In
addition to the keys shown in Table 1, there may be additional keys
used for attestation or encryption. Refer to the RATS Architecture
[ RFC9334] for nore discussion

[ oo bl s oo e s
| Purpose | Cardinality & | Private | Location of |
| | Location of | Key Signs | Trust Anchor

| | Private Key | | Store |
R el Sl gl Sl —_———(—— e —(——————r———
| Authenticating | 1 per TEE | TEEP | TAM |
| TEEP Agent | | responses | |
R i R I i I +
| Authenticating | 1 per TAM | TEEP | TEEP Agent |
| TAM | | requests | |
I I T I i I I +

Code Si gni ng 1 per Trusted | TA binary | TEE

I I
| Component | | |
| Signer | | |



Table 1. Signature Keys

Note that Personalization Data is not included in the table above.
The use of Personalization Data is dependent on how TAs are used and
what their security requirenments are.

TEEP requests froma TAMto a TEEP Agent are signed with the TAM
private key (for authentication and integrity protection).
Personal i zati on Data and TA binaries can be encrypted with a key

uni que to that specific TEE. Conversely, TEEP responses froma TEEP
Agent to a TAM can be signed with the TEE private key.

The TEE key pair and certificate are thus used for authenticating the
TEE to a renote TAM and for sending private data to the TEE. Oten
the key pair is burned into the TEE by the TEE manufacturer, and the
key pair and its certificate are valid for the expected lifetine of
the TEEE. A TAM provider is responsible for configuring the TAM s
Trust Anchor Store with the manufacturer certificates or CAs that are
used to sign TEE keys. This is discussed further in Section 5. 3.
Typically, the sane TEE key pair is used for both signing and
encryption, though separate key pairs mnight also be used in the
future, as the joint security of encryption and signature with a
single key remains, to sone extent, an open question in academ c

crypt ogr aphy.

The TAM key pair and certificate are used for authenticating a TAMto
a renote TEE and for sending private data to the TAM (separate key
pairs for authentication vs. encryption could al so be used in the
future). A TAMprovider is responsible for acquiring a certificate
froma CAthat is trusted by the TEEs it nmanages. This is discussed
further in Section 5.1.

The Trusted Conponent Signer key pair and certificate are used to
sign Trusted Components that the TEE will consider authorized to
execute. TEEs must be configured with the certificates or keys that
it considers authorized to sign TAs that it will execute. This is
di scussed further in Section 5. 2.

5.1. Trust Anchors in a TEEP Agent

A TEEP Agent’s Trust Anchor Store contains a list of Trust Anchors,
which are typically CA certificates that sign various TAM
certificates. The list is usually preloaded at manufacturing tine
and can be updated using the TEEP protocol if the TEE has sonme form
of "Trust Anchor Manager TA" that has Trust Anchors in its
configuration data. Thus, Trust Anchors can be updated simlarly to
the Personalization Data for any other TA

When a Trust Anchor update is carried out, it is inperative that any
update nust nmaintain integrity where only an authentic Trust Anchor
list froma device manufacturer or a Device Administrator is
accepted. Details are out of scope of this architecture docunent and
can be addressed in a protocol docunent.

Before a TAM can begin operation in the nmarketplace to support a
device with a particular TEE, it nmust be able to get its raw public
key, its certificate, or a certificate it chains up to listed in the
Trust Anchor Store of the TEEP Agent.

5.2. Trust Anchors in a TEE
The Trust Anchor Store in a TEE contains a list of Trust Anchors (raw

public keys or certificates) that are used to determ ne whether TA
binaries are allowed to execute by checking if their signatures can



be verified. The list is typically prel oaded at manufacturing time
and can be updated using the TEEP protocol if the TEE has sone form
of "Trust Anchor Manager TA" that has Trust Anchors in its
configuration data. Thus, Trust Anchors can be updated simlarly to
the Personalization Data for any other TA, as discussed in

Section 5. 1.

5.3. Trust Anchors in a TAM

The Trust Anchor Store in a TAM consists of a list of Trust Anchors,
which are certificates that sign various device TEE certificates. A
TAM wi || accept a device for Trusted Conponent managenent if the TEE
in the device uses a TEE certificate that is chained to a certificate
or raw public key that the TAMtrusts, is contained in an allow |ist,
is not found on a block list, and/or fulfills any other policy
criteria.

5.4. Scalability

This architecture uses a PKI (including self-signed certificates).
Trust Anchors exi st on the devices to enable the TEEP Agent to

aut henticate TAMs and the TEE to authenticate Trusted Conponent
Signers, and TAMs use Trust Anchors to authenticate TEEP Agents.

VWhen a PKlI is used, many intermediate CA certificates can chain to a
root certificate, each of which can issue many certificates. This
makes the protocol highly scalable. New factories that produce TEEs
can join the ecosystem 1In this case, such a factory can get an
intermedi ate CA certificate fromone of the existing roots without
requiring that TAMs are updated with information about the new device
factory. Likewi se, new TAMs can join the ecosystem providing they
are issued a TAMcertificate that chains to an existing root whereby
existing TAs in the TEE will be allowed to be personalized by the TAM
wi thout requiring changes to the TEE itself. This enables the
ecosystemto scale and avoids the need for centralized databases of
all TEEs produced, all TAMs that exist, or all Trusted Conponent
Signers that exist.

5.5. Message Security

Messages created by a TAM are used to deliver Trusted Conponent
managenment comrands to a device, and device attestati on and nessages
are created by the device TEE to respond to TAM nessages

These nessages are signed end-to-end between a TEEP Agent and a TAM
Confidentiality is provided by encrypting sensitive payl oads (such as
Personal i zation Data and attestation evidence), rather than
encrypting the messages thenselves. Using encrypted payl oads is
inmportant to ensure that only the targeted device TEE or TAMis able
to decrypt and view the actual content.

6. TEEP Broker

A TEE and TAs often do not have the capability to directly
communi cat e outside of the hosting device. For exanple,

G obal Pl at form [ GPTEE] specifies one such architecture. This calls
for a software nodule in the REE world to handl e network

communi cation with a TAM

A TEEP Broker is an application conponent running in the REE of the
device or an SDK that facilitates communicati on between a TAM and a
TEE. It also provides interfaces for Untrusted Applications to query
and trigger installation of Trusted Conponents that the application
needs to use.

An Untrusted Application might communicate with a TEEP Broker at
runtime to trigger Trusted Component installation itself.



Al ternatively, an Untrusted Application mght sinmply have a netadata
file that describes the Trusted Conponents it depends on and the
associ ated TAMs) for each Trusted Conponent. An REE Application
Installer can inspect this application netadata file and invoke the
TEEP Broker to trigger Trusted Conmponent installation on behalf of
the Untrusted Application without requiring the Untrusted Application
to run first.

6.1. Role of the TEEP Broker

A TEEP Broker interacts with a TEEP Agent inside a TEE, relaying
messages between the TEEP Agent and the TAM and may al so interact
with one or nore Untrusted Applications (see Section 6.2.1). The
Br oker cannot parse encrypted TEEP nessages exchanged between a TAM
and a TEEP Agent but nerely relays them

When a device has nore than one TEE, one TEEP Broker per TEE coul d be
present in the REE, or a common TEEP Broker could be used by multiple
TEEs where the transport protocol (e.g., [TEEP-HTTP]) allows the TEEP
Broker to distinguish which TEE is relevant for each nmessage froma
TAM

The Broker only needs to return an error nessage to the TAMif the
TEE is not reachable for sone reason. Qher errors are represented
as TEEP response nessages returned fromthe TEE, which will then be
passed to the TAM

6.2. TEEP Broker I|nplenentation Consideration

As depicted in Figure 4, there are multiple ways in which a TEEP

Br oker can be inplemented with nore or fewer |ayers being inside the
TEE. For exanple, in nodel A (the nodel with the snallest TEE
footprint), only the TEEP i nplenentation is inside the TEE, whereas
the TEEP/ HTTP i npl enentation is in the TEEP Broker outside the TEE.

Model : A B C
TEE TEE TEE

e + I I |
| TEEP | Agent | | | Agent
| inplenentation | | | |
LT T + v | |

| | |
Hommm e + A | |
| TEEP/ HTTP | Br oker | | |
| inplenentation | | | |
T + | v |

| | |
Hemmmmmmameaaaan + | A |
| HTTP(S) | | | |
| inplenmentation | | | |
oo e + | | v

| | |
Fommmmmmameaaaaan + | | A
| TCP or QUIC | | | | Broker
| inplementation | | I I
e + I I |

REE REE REE
Figure 4: TEEP Broker Model s

In other nodels, additional |ayers are noved into the TEE, increasing
the TEE footprint, with the Broker either containing or calling the
topnost protocol |ayer outside of the TEEE An inplenentation is free
to choose any of these nodels.



TEEP Broker inplenenters should consider methods of distribution,
scope, and concurrency on devices and runtine options.

6.2.1. TEEP Broker APIs

The foll owi ng conceptual APIs exist froma TEEP Broker to a TEEP
Agent :

1. RequestTA: A notification froman REE application (e.g., an
installer or an Untrusted Application) that the application
depends on a given Trusted Component, which may or nay not
already be installed in the TEE

2. UnrequestTA: A notification froman REE application (e.g., an
installer or an Untrusted Application) that the application no
| onger depends on a given Trusted Conponent, which nay or may not
already be installed in the TEE. For exanple, if the Untrusted
Application is uninstalled, the uninstaller mght invoke this
conceptual API.

3. ProcessTeepMessage: A nessage arriving fromthe network, to be
delivered to the TEEP Agent for processing.

4. RequestPolicyCheck: A hint (e.g., based on a tinmer) that the TEEP
Agent may wish to contact the TAM for any changes wi thout the
device itself needing any particul ar change.

5. ProcessError: A notification that the TEEP Broker coul d not
deliver an outbound TEEP nessage to a TAM

For comparison, simlar APIs may exist on the TAM side, where a
Broker may or nmmy not exist, depending on whether the TAM uses a TEE
or not:

1. ProcessConnect: A notification that a new TEEP session is being
requested by a TEEP Agent.

2. ProcessTeepMessage: A nmessage arriving at an existing TEEP
session, to be delivered to the TAM for processing

For further discussion on these APls, see [ TEEP-HTTP].
6.2.2. TEEP Broker Distribution

The Broker installation is comonly carried out at device
manuf acturing time. A user nay al so dynam cally downl oad and i nst al
a Broker on denmand

7. Attestation

Attestation is the process through which one entity (an Attester)
presents "evidence" in the formof a series of clains to another
entity (a Verifier) and provides sufficient proof that the clains are
true. Different Verifiers may require different degrees of
confidence in attestation proofs, and not all attestations are
acceptable to every Verifier. A third entity (a Relying Party) can
then use "attestation results" in the formof another series of
clains froma Verifier to nmake authorization decisions. (See

[ RFC9334] for nore discussion.)

In TEEP, as depicted in Figure 5, the primary purpose of an
attestation is to allow a device (the Attester) to prove to a TAM
(the Relying Party) that a TEE in the device has particul ar
properties, was built by a particular manufacturer, and/or is
executing a particular TA. Oher clains are possible; TEEP does not
limt the claims that may appear in evidence or attestation results,



but it defines a mnimal set of attestation result clains required
for TEEP to operate properly. Extensions to these clains are
possi ble. Oher standards or groups nay define the format and
semantics of extended cl ai ns.

oo o - +
| Device A +

| +-----meee- - + | Evidence | TAM | Evi dence A +
| ] TEE [------------- > (Relying |-------------- > Verifier |
| | (Attester) | | | Party) |<-------------- | |
I + | AR + Attestation +---------- +
Fom - + Resul t

Figure 5: TEEP Attestation Rol es

At the tine of witing this specification, device and TEE
attestati ons have not been standardi zed across the market. Different
devi ces, manufacturers, and TEEs support different attestation
protocols. In order for TEEP to be inclusive, it is agnostic to the
format of evidence, allowi ng proprietary or standardi zed formats to
be used between a TEE and a Verifier (which may or nmay not be
colocated in the TAM, as long as the format supports encryption of
any information that is considered sensitive.

However, it should be recognized that not all Verifiers may be able
to process all proprietary forns of attestation evidence. Sinlarly,
the TEEP protocol is agnostic as to the format of attestation results
and the protocol (if any) used between the TAM and a Verifier, as

I ong as they convey at least the required set of clains in sone
format. Note that the respective attestation algorithnms are not
defined in the TEEP protocol itself; see [RFC9334] and [ TEEP] for
nmor e di scussi on.

Consi derati ons when appraising evidence provided by a TEE include the
fol | owi ng:

* \What security measures a manufacturer takes when provisioning keys
into devi ces/ TEEs;

* \What hardware and software conponents have access to the
attestation keys of the TEE

* The source or |ocal verification of clainse within an attestation
prior to a TEE signing a set of clains;

* The level of protection afforded to attestation keys agai nst
exfiltration, nodification, and side channel attacks;

* The limtations of use applied to TEE attestation keys;

* The processes in place to discover or detect TEE breaches; and

* The revocation and recovery process of TEE attestation keys.
Sonme TAMs may require additional clainms in order to properly
authorize a device or TEE. The specific format for these additiona
clains are outside the scope of this specification, but the TEEP
protocol allows these additional clainms to be included in the
attestati on nessages.

For nore discussion of the attestati on and apprai sal process, see the
RATS Architecture [ RFC9334].

The following information is required for TEEP attestation

* Device ldentifying Information: Attestation information may need



8.

9

to uniquely identify a device to the TAM Uni que device
identification allows the TAMto provide services to the device,
such as managing installed TAs, providing subscriptions to
services, and |ocating device-specific keying material to

conmuni cate with or authenticate the device. In some use cases,

it may be sufficient to identify only the nodel or class of the
device, for example, a DAA Issuer’s group public key ID when the
attestation uses DAA; see [RATS-DAA]. Another exanple of nodels
is the hwhodel (Hardware Mbdel) as defined in [EAT]. The security
and privacy requirements regardi ng device identification will vary
with the type of TA provisioned to the TEE

* TEE ldentifying Information: The type of TEE that generated this
attestation nust be identified. This includes version
identification information for hardware, firmmvare, and software
version of the TEE, as applicable by the TEE type. TEE
manuf acturer information for the TEE is required in order to
di sanbi guate the sane TEE type created by different manufacturers
and address considerations around manufacturer provisioning,
keyi ng, and support for the TEE

* Freshness Proof: A claimthat includes freshness information nust
be included, such as a nonce or timestanp.

Al gorithmand Attestation Agility

[ RFC7696] outlines the requirenents to mgrate fromone nandatory-to-
i mpl ement cryptographic algorithmsuite to another over time. This

feature is also known as "crypto agility". Protocol evolution is
greatly sinmplified when crypto agility is considered during the
design of the protocol. 1In the case of the TEEP protocol, the

di verse range of use cases (fromtrusted app updates for smartphones
and tabl ets to updates of code on higher-end |IoT devices) creates the
need for different mandatory-to-inplenent algorithnms fromthe start.

Crypto agility in TEEP concerns the use of symmetric as well as
asymetric algorithns. In the context of TEEP, symetric algorithns
are used for encryption and integrity protection of TA binaries and
Personal i zati on Data, whereas the asymretric algorithns are used for
si gni ng nmessages and managi ng symetric keys.

In addition to the use of cryptographic algorithms in TEEP, there is
al so the need to make use of different attestation technologies. A
devi ce must provide techniques to informa TAM about the attestation
technology it supports. For nany deploynment cases, it is nore likely
for the TAMto support one or nore attestation techni ques, whereas
the device may only support one.

Security Considerations
1. Broker Trust Model

The architecture enables the TAMto conmuni cate, via a TEEP Broker
with the device’'s TEE to manage Trusted Conponents. However, since
the TEEP Broker runs in a potentially vul nerable REE, the TEEP Broker
could be nalware or be infected by nalware. As such, all TAM
nmessages are signed and sensitive data is encrypted such that the
TEEP Broker cannot nodify or capture sensitive data, but the TEEP
Broker can still conduct DoS attacks as discussed in Section 9. 3.

A TEEP Agent in a TEE is responsible for protecting against potenti al
attacks froma conprom sed TEEP Broker or rogue nalware in the REE.
A rogue TEEP Broker mght send corrupted data to the TEEP Agent,

| aunch a DoS attack by sending a flood of TEEP protocol requests, or
sinmply drop or delay notifications to a TEE. The TEEP Agent
val i dates the signature of each TEEP protocol request and checks the



signing certificate against its Trust Anchors. To mtigate DoS
attacks, it mght also add sone protection schenme such as a threshold
on repeated requests or the nunber of TAs that can be install ed.

Due to the lack of any avail able alternative, sone inplenentations

m ght rely on the use of an untrusted timer or other event to cal

the Request Pol i cyCheck APl (Section 6.2.1), which neans that a
conprom sed REE can cause a TEE to not receive policy changes and
thus be out of date with respect to policy. The sane can potentially
be done by any other mani pulator-in-the-middle sinply by bl ocking
communi cation with a TAM U tinmately, such outdated conpliance could
be addressed by using attestation in secure conmunication, where the
attestation evidence reveals what state the TEE is in, so that

conmuni cation (other than renedi ation such as via TEEP) from an out -
of - conpl i ance TEE can be rej ected.

Similarly, in nost inplenmentations, the REE is involved in the
mechani cs of installing new TAs. However, the authority for what TAs
are running in a given TEE is between the TEEP Agent and the TAM
Wil e a TEEP Broker can, in effect, nmake suggestions as discussed in
Section 6.2.1, it cannot decide or enforce what runs where. The TEEP
Br oker can al so control which TEE a given installation request is
directed at, but a TEEP Agent will only accept TAs that are actually
applicable to it and where installation instructions are received by
a TAMthat it trusts.

The aut hori zation nodel for the Unrequest TA operation is, however,
weaker in that it expresses the removal of a dependency from an
application that was untrusted to begin with. This nmeans that a
comprom sed REE could renove a valid dependency from an Untrusted
Application on a TA. Normal REE security nechani sns shoul d be used
to protect the REE and Untrusted Applications.

9.2. Data Protection

It is the responsibility of the TAMto protect data on its servers.
Simlarly, it is the responsibility of the TEE inplenmentation to
provi de protection of data against integrity and confidentiality
attacks fromoutside the TEE. TEEs that provide isolation among TAs
within the TEE are |ikew se responsible for protecting TA data

agai nst the REE and other TAs. For exanple, this can be used to
protect the data of one user or tenant from conprom se by anot her
user or tenant, even if the attacker has TAs.

The protocol between TEEP Agents and TAMs is simlarly responsible
for securely providing integrity and confidentiality protection

agai nst adversaries between them The |layers at which to best
provi de protection agai nst network adversaries is a design choice.
As discussed in Section 6, the transport protocol and any security
mechani sm associated with it (e.g., the Transport Layer Security
protocol) under the TEEP protocol may termi nate outside a TEE. If it
does, the TEEP protocol itself nmust provide integrity and
confidentiality protection to secure data end-to-end. For exanple,
confidentiality protection for payloads nmay be provided by utilizing
encrypted TA binaries and encrypted attestation information. See

[ TEEP] for how a specific solution addresses the design question of
how to provide integrity and confidentiality protection

9.3. Conmprom sed REE

It is possible that the REE of a device is conprom sed. W have

al ready seen exanples of attacks on the public Internet with a large
nunber of conproni sed devices being used to nount DDoS attacks. A
conmprom sed REE can be used for such an attack, but it cannot tanper
with the TEE' s code or data in doing so. A conpronised REE can,
however, |aunch DoS attacks against the TEE
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The conproni sed REE may term nate the TEEP Broker such that TEEP
transacti ons cannot reach the TEE or m ght drop, replay, or delay
messages between a TAM and a TEEP Agent. However, while a DoS attack
cannot be prevented, the REE cannot access anything in the TEE if the
TEE is inplenmented correctly. Some TEEs may have sonme wat chdog
schene to observe REE state and mtigate DoS attacks against it, but
nost TEEs don’t have such a capability.

In sone other scenarios, the conproni sed REE may ask a TEEP Broker to
make repeated requests to a TEEP Agent in a TEE to install or
uninstall a Trusted Conmponent. An installation or uninstallation
request constructed by the TEEP Broker or REE will be rejected by the
TEEP Agent because the request won’'t have the correct signature from
a TAMto pass the request signature validation

This can beconme a DoS attack by exhausting resources in a TEE with
repeated requests. In general, a DoS attack threat exists when the
REE is conprom sed and a DoS attack can happen to ot her resources.
The TEEP architecture doesn’t change this.

A conprom sed REE might also request initiating the full flow of
installation of Trusted Components that are not necessary. It may

al so repeat a prior legitimte Trusted Component installation
request. A TEEP Agent inplenentation is responsible for ensuring
that it can recognize and decline such repeated requests. It is also
responsi ble for protecting the resource usage allocated for Trusted
Conponent managenent .

CA Conprom se or Expiry of CA Certificate

A root CA for TAMcertificates mght get conpromi sed, its certificate
m ght expire, or a Trust Anchor other than a root CA certificate may
al so expire or be conprom sed. TEEs are responsible for validating
the entire TAM certification path, including the TAMcertificate and
any internediate certificates up to the root certificate. See
Section 6 of [RFC5280] for details. Such validation generally

i ncludes checking for certificate revocation, but certificate status
check protocols may not scal e down to constrai ned devices that use
TEEP.

To address the above issues, a certification path update mechanismis
expected from TAM operators, so that the TAM can get a new
certification path that can be validated by a TEEP Agent. In
addition, the Trust Anchor in the TEEP Agent’s Trust Anchor Store nmay
need to be updated. To address this, a TEE Trust Anchor update
mechani smis expected from devi ce equi pnrent manufacturers (OEMs),
such as using the TEEP protocol to distribute new Trust Anchors.

Simlarly, a root CA for TEE certificates m ght get conpronised, its
certificate mght expire, or a Trust Anchor other than a root CA
certificate may also expire or be conprom sed. TAMs are responsible
for validating the entire TEE certification path, including the TEE
certificate and any internmedi ate certificates up to the root
certificate. Such validation includes checking for certificate
revocati on.

If a TEE certification path validation fails, the TEE mi ght be
rejected by a TAM subject to the TAMs policy. To address this, a
certification path update mechanismis expected from device CEMs, so
that the TEE can get a new certification path that can be vali dated
by a TAM |In addition, the Trust Anchor in the TAMs Trust Anchor
Store may need to be updated.

Conpromi sed TAM



9

9

6

7

Devi ce TEEs are responsible for validating the supplied TAM
certificates. A conpromsed TAMmay bring nultiple threats and
damage to user devices that it can nanage and thus to the Device
Omers. Information on devices that the TAM manages may be | eaked to
a bad actor. A conprom sed TAM can al so install many TAs to | aunch a
DoS attack on devices, for exanple, by filling up a device's TEE
resources reserved for TAs such that other TAs may not get resources
to be installed or properly function. It nmay also install nalicious
TAs to potentially nmany devices under the condition that it also has
a Trusted Conponent signer key that is trusted by the TEEs. This
makes TAMs hi gh-value targets. A TAM coul d be conprom sed wi t hout
inmpacting its certificate or raising concern fromthe TAM s operator.

To mitigate this threat, TEEP Agents and Devi ce Omers have severa
options for detecting and mtigating a conprom sed TAM i ncludi ng but
potentially not limted to the foll ow ng:

1. Apply an ACL to the TAM key, limiting which Trusted Conponents
the TAMis pernmitted to install or update

2. Use a transparency log to expose a TAM conproni se. TAMs publish
an out-of -band record of Trusted Conponent rel eases, allowi ng a
TEE to cross-check the Trusted Conponents delivered agai nst the
Trusted Components installed in order to detect a TAM conprom se

3. Use renpte attestation of the TAMto prove trustworthi ness
Mal i ci ous TA Renoval

It is possible that a rogue devel oper distributes a nmalicious
Untrusted Application and intends to have a malicious TA install ed.
Such a TA might be able to escape from nmal ware detection by the REE
or access trusted resources within the TEE (but could not access
other TEEs or other TAs if the TEE provides isolation between TAs).

It is the responsibility of the TAMto not install malicious TAs in
the first place. The TEEP architecture allows a TEEP Agent to decide
which TAMs it trusts via Trust Anchors and del egate the TA
authenticity check to the TAMs it trusts.

A TA that was previously considered trustworthy nmay later be found to
be buggy or conmpromised. 1In this case, the TAMcan initiate the
renoval of the TA by notifying devices to renmove the TA (and
potentially notify the REE or Device Ower to renpve any Untrusted
Application that depend on the TA). |If the TAM does not currently
have a connection to the TEEP Agent on a device, such a notification
woul d occur the next time connectivity does exist. That is, to
recover, the TEEP Agent nust be able to reach out to the TAM for
exanpl e, whenever the RequestPolicyCheck APl (Section 6.2.1) is

i nvoked by a tiner or other event.

Furthernore, the policy in the Verifier in an attestation process can
be updated so that any evidence that includes the malicious TA woul d
result in an attestation failure. There is, however, a tinme w ndow
during which a malicious TA m ght be able to operate successfully,
which is the validity tine of the previous attestation result. For
exanple, if the Verifier in Figure 5 is updated to treat a previously
valid TA as no longer trustworthy, any attestation result it
previously generated saying that the TAis valid will continue to be
used until the attestation result expires. As such, the TAMSs
Verifier should take into account the acceptable time w ndow when
generating attestation results. See [RFC9334] for further

di scussi on.

TEE Certificate Expiry and Renewa
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TEE device certificates are expected to be long-lived, |onger than
the lifetime of a device. A TAMcertificate usually has a noderate
lifetime of 1 to 5 years. A TAM should get renewed or rekeyed
certificates. The root CA certificates for a TAM which are enbedded
into the Trust Anchor Store in a device, should have long lifetines
that don’t require device Trust Anchor updates. On the other hand,

it is inperative that CEMs or device providers plan for support of a
Trust Anchor update in their shipped devices.

For those cases where TEE devices are given certificates for which no
good expiration date can be assigned, the reconmendations in
Section 4.1.2.5 of [RFC5280] are applicable.

8. Keeping Secrets fromthe TAM

In sone scenarios, it is desirable to protect the TA binary or
Personal i zation Data from being disclosed to the TAMthat distributes
them |In such a scenario, the files can be encrypted end-to-end

bet ween a Trusted Conponent Signer and a TEE. However, there nust be
sonme neans of provisioning the decryption key into the TEE and/ or
sonme neans of the Trusted Conponent Signer securely learning a public
key of the TEE that it can use to encrypt. The Trusted Component

Si gner cannot necessarily even trust the TAMto report the correct
public key of a TEE for use with encryption, since the TAM m ght

i nstead provide the public key of a TEE that it controls.

One way to solve this is for the Trusted Conponent Signer to run its
own TAMthat is only used to distribute the decryption key via the
TEEP protocol and the key file can be a dependency in the manifest of
the encrypted TA. Thus, the TEEP Agent woul d | ook at the Trusted
Conponent manifest to determine if there is a dependency with a TAM
URI of the Trusted Conponent Signer’s TAM The Agent woul d then
install the dependency and continue with the Trusted Conponent
installation steps, including decrypting the TA binary with the

rel evant key.

9. REE Privacy

The TEEP architecture is applicable to cases where devices have a TEE
that protects data and code fromthe REE admi nistrator. |In such
cases, the TAM adnini strator, not the REE administrator, controls the
TEE in the devices. Exanples include:

* A cloud hoster may be the REE adninistrator where a custoner
adm nistrator controls the TEE hosted in the cloud.

* A device manufacturer mght control the TEE in a device purchased
by a custoner.

The privacy risk is that data in the REE m ght be susceptible to

disclosure to the TEE administrator. This risk is not introduced by
the TEEP architecture, but it is inherent in nost uses of TEEs. This
risk can be mtigated by nmaking sure the REE administrator explicitly

chooses to have a TEE that is nmanaged by another party. |In the cloud
hoster exanple, this choice is nade by explicitly offering a service
to custoners to provide TEEs for themto admnister. |n the device

manuf act urer exanple, this choice is nmade by the custoner choosing to
buy a device nmade by a given manufacturer

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
I nformati ve Ref erences

[ CC- Overvi ew]



Confidential Conputing Consortium "Confidential

Conput i ng: Hardware-Based Trusted Execution for
Applications and Data", Novenber 2022,
<https://confidential conputing.i o/ wp-

cont ent/ upl oads/ si t es/ 85/ 2021/ 03/

confidential conputi ng_outreach_whitepaper-8-5x11-1. pdf >.

[ CC- Techni cal - Anal ysi s]

[ EAT]

[ GPTEE]

[ GSMA]

[ OP- TEE]

[ OTRP]

[ RATS- DAA]

[ RFC4949]

[ RFC5280]

[ RFC6024]

[ RFC7696]

[ RFC9019]

Confidential Conputing Consortium "A Technical Analysis
of Confidential Conputing", v1.3, Novenber 2022,
<https://confidential conputing.i o/ wp-

cont ent / upl oads/ si t es/ 10/ 2023/ 03/ CCC- A- Techni cal - Anal ysi s-
of - Confi denti al - Computi ng-v1. 3_unl ocked. pdf >.

Lundbl ade, L., Mandyam G, O Donoghue, J., and C
Wal | ace, "The Entity Attestation Token (EAT)", Work in
Progress, Internet-Draft, draft-ietf-rats-eat-21, 30 June
2023, <https://datatracker.ietf.org/doc/htm/draft-ietf-
rats-eat-21>.

A obal Platform "TEE System Architecture vi1. 3",

A obal Pl at f orm GPD_SPE 009, May 2022,

<https:// gl obal pl atform org/ specs-1library/tee-system
architecture/ >.

GSM Associ ation, "SGP.22 RSP Techni cal Specification",
Version 2.2.2, June 2020, <https://ww. gsma. com esi m wp-
cont ent / upl oads/ 2020/ 06/ SGP. 22-v2. 2. 2. pdf >.

Trust edFi rmnvare. org, "OP-TEE Docunentation”,
<https://optee.readt hedocs.io/en/| atest/>.

G obal Pl atform "TEE Managenent Franework: Open Trust
Protocol (OTrP) Profile vl1.1", d obal Pl atform GPD_SPE 123,
July 2020, <https://globalplatformorg/specs-library/tee-
managemnent - f r amewor k- open-t r ust - prot ocol / >.

Bi rkhol z, H., Newton, C., Chen, L., and D. Thaler, "Direct
Anonynmous Attestation for the Renpte Attestation
Procedures Architecture”, Wrk in Progress, Internet-
Draft, draft-ietf-rats-daa-03, 10 March 2023,
<https://datatracker.ietf.org/doc/htm/draft-ietf-rats-
daa- 03>.

Shirey, R, "Internet Security d ossary, Version 2",
FYl 36, RFC 4949, DO 10.17487/ RFC4949, August 2007,
<https://ww.rfc-editor.org/info/rfc4949>.

Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,
Housley, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 5280, DO 10.17487/ RFC5280, May 2008,
<https://ww.rfc-editor.org/info/rfc5280>.

Reddy, R and C. Wallace, "Trust Anchor Managenent
Requi renents", RFC 6024, DA 10.17487/ RFC6024, Cctober
2010, <https://ww.rfc-editor.org/info/rfc6024>.

Housl ey, R, "Quidelines for Cryptographic A gorithm
Agility and Sel ecti ng Mandat ory-to-1npl ement Al gorithns",
BCP 201, RFC 7696, DO 10.17487/ RFC7696, Novenber 2015,
<https://www. rfc-editor.org/info/rfc7696>.

Moran, B., Tschofenig, H, Brown, D., and M Meriac, "A
Firmvare Update Architecture for Internet of Things",
RFC 9019, DO 10. 17487/ RFC9019, April 2021,



<https://www.rfc-editor.org/info/rfc9019>.

[ RFC9334] Birkholz, H, Thaler, D., R chardson, M, Smith, N, and
W Pan, "Renpte ATtestation procedureS (RATS)
Architecture", RFC 9334, DA 10.17487/ RFC9334, January
2023, <https://ww rfc-editor.org/info/rfc9334>.

[ SGX] Intel, "Intel(R) Software Guard Extensions (Intel (R
SGX)", <https://ww.intel.conicontent/ww us/en/
archi t ect ure-and-t echnol ogy/ sof t war e- guar d-
ext ensi ons. ht m >.

[ SUI T- MANI FEST]
Moran, B., Tschofenig, H, Birkholz, H , Zandberg, K, and
O Rnningstad, "A Concise Binary Object Representation
(CBOR) - based Serialization Format for the Software Updates
for Internet of Things (SU T) Manifest", Wrk in Progress,
Internet-Draft, draft-ietf-suit-manifest-22, 27 February
2023, <https://datatracker.ietf.org/doc/htm/draft-ietf-
suit-manif est-22>.

[ TEEP] Tschofenig, H, Pei, M, Weeler, DD M, Thaler, D., and
A. Tsukanoto, "Trusted Execution Environnment Provisioning
(TEEP) Protocol", Work in Progress, Internet-Draft, draft-
ietf-teep-protocol-15, 3 July 2023,
<https://datatracker.ietf.org/doc/htm/draft-ietf-teep-
prot ocol - 15>,

[ TEEP- HTTP]
Thal er, D., "HTTP Transport for Trusted Execution
Envi ronment Provi sioning: Agent Initiated Commruni cation”,
Work in Progress, Internet-Draft, draft-ietf-teep-otrp-
over-http-15, 27 March 2023,
<https://datatracker.ietf.org/doc/htnm/draft-ietf-teep-
otrp-over-http-15>.

[ Trust Zone]
Arm "TrustZone for Cortex-A",
<https://ww. arm com t echnol ogi es/trustzone-for-cortex-a>.
Acknowl edgrent s
We would Iike to thank Nick Cook, Mnho Yoo, Brian Wtten, Tyler Kim
Alin Mitu, Juergen Schoenwael der, Nicol ae Paladi, Sorin Faibish, Ned
Smith, Russ Housley, Jereny O Donoghue, Anders Rundgren, and Brendan
Moran for their feedback.
Contributors

Andr ew Atyeo

I nt ercede

Emai | : andrew. at yeo@ nt er cede. com
Li u Dapeng

Al i baba G oup

Emai | : maxpassi on@nai | . com

Aut hors’ Addr esses

M ngl i ang Pei
Br oadcom
Emai | : mingliang. pei @roadcom com



Hannes Tschof eni g
Enmai | : hannes. t schof eni g@nx. net

Dave Thal er
M crosof t
Emai | : dthal er @n crosoft.com

Davi d Weel er
Amazon
Emai | : davewhee@nazon. com



