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I nt roducti on

"The QAuth 2.0 Authorization Framework" [RFC6749] defines the scope
paraneter that allows QAuth clients to specify the requested scope,
i.e., the limted capability, of an access token. This mechanismis
sufficient to inplenent static scenarios and coarse-grai ned

aut hori zati on requests, such as "give ne read access to the resource
owner’s profile.” However, it is not sufficient to specify fine-
grai ned authorization requirenments, such as "please let ne transfer
an anount of 45 Euros to Merchant A" or "please give ne read access
to directory A and wite access to file X"

Thi s specification introduces a new paraneter authorization_details
that allows clients to specify their fine-grained authorization
requi renents using the expressiveness of JSON [ RFC8259] data
structures.

For exanple, an authorization request for a credit transfer
(designated as "paynment initiation" in several open banking
initiatives) can be represented using a JSON object |ike this:

{
"type": "paynent _initiation",
"l ocations": [
"https://exanpl e. conl paynent s"

"instructedAnount": {
"currency": "EUR',
"amount": "123.50"

b,
"credi tor Name": "Merchant A",
"creditorAccount”: {

"bi c": " ABCl DEFFXXX",

"i ban": "DE02100100109307118603"

}

em ttancel nformati onUnstructured": "Ref Nunber Merchant"



Figure 1. Exanple of an Authorization Request for a Credit Transfer

Thi s object contains detailed infornmation about the intended paynent,
such as amount, currency, and creditor, that is required to inform
the user and obtain their consent. The authorization server (AS) and
the respective resource server (RS) (providing the paynment initiation
APl) will together enforce this consent.

For a conprehensive discussion of the challenges arising fromnew use
cases in the open banking and el ectronic signing spaces, see
[ Transacti on- Aut h] .

In addition to facilitating custom authorization requests, this
specification also introduces a set of commpn data type fields for
use across different APIs.

.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

This specification uses the terns "access token", "refresh token",
"aut hori zation server" (AS), "resource server" (RS), "authorization
endpoint", "authorization request”, "authorization response", "token
endpoint", "grant type", "access token request", "access token
response”, and "client" defined by "The QAuth 2.0 Authorization
Framewor k" [ RFC6749] .

Request Paraneter "authorization details"

The request paraneter authorization_details contains, in JSON
notation, an array of objects. Each JSON object contains the data to
specify the authorization requirements for a certain type of

resource. The type of resource or access requirenent is detern ned
by the type field, which is defined as follows:

type: An identifier for the authorization details type as a string.
The value of the type field determ nes the all owabl e contents of
the object that contains it. The value is unique for the
described APl in the context of the AS. This field is REQU RED.

An aut hori zation_details array MAY contain multiple entries of the
same type

Figure 2 shows an authorization_details of type paynment _initiation
usi ng the exanpl e data shown above:

[

"type": "paynent _initiation",
"actions": [

“initiate",

"status”,

"cancel "

]

1ocations": [
"https://exanpl e. com paynents

] i)
"instructedAnount": {

"currency": "EUR',
"anpunt": "123. 50"

b



"credi torNane": "Merchant A"
"creditorAccount": {

"i ban": "DE02100100109307118603"
}

em ttancel nformati onUnstructured": "Ref Nunmber Merchant"

Figure 2: Exanple of "authorization details" for a Credit Transfer

Figure 3 shows a comnbi ned request asking for access to account
informati on and permission to initiate a paynent:

[

"type": "account i nfornmation",
"actions": |
"l'ist_accounts",
"read_bal ances”,
"read_transactions"

]

ocations": |
"https://exanpl e.com accounts”

"type": "paynent _initiation",
"actions": |

"initiate",

"status",

"cancel "

]

,ocations": [
"https://exanpl e. conl paynent s"
] i)

"instructedAnmount": {
"currency": "EUR',
"ampunt": "123.50"

b,

"credi tor Nane": "Merchant A"

"creditorAccount": {

"i ban": "DE02100100109307118603"

}

em ttancel nf ormati onUnstructured”: "Ref Nunber Merchant”

Figure 3: Exanple of "authorization_details" for a Combi ned Request

The JSON objects with type fields of account _information and
paynent _initiation represent the different authorization details to
be used by the AS to ask for consent.

| Note: The AS will nmke this data subsequently available to the
| respective RSs (see Section 9).

2.1. Authorization Details Types

The AS controls the interpretation of the value of the type paraneter
as well as the object fields that the type paraneter all ows.

However, the value of the type parameter is also generally docunented
and i ntended to be used by devel opers. It is RECOWENDED that AP
desi gners choose type values that are easily copied w thout

anbiguity. For exanple, sone glyphs have multiple Unicode code
points for the same visual character, and a devel oper coul d
potentially type a different character than what the AS has defi ned.
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Possi bl e means of reducing potential confusion are limting the val ue
to ASCI|I [RFC0020] characters, providing a nmachi ne-readable listing
of data type values, or instructing devel opers to copy and paste
directly fromthe docunentation.

If an application or APl is expected to be depl oyed across different
servers, such as the case in an open standard, the APl designer is
RECOMVENDED to use a collision-resistant nanmespace under their
control, such as a URI that the APl designer controls.

The foll owi ng exanpl e shows how an inplenmentation could utilize the
nanespace https://schene. exanpl e.org/ to ensure collision-resistant
type val ues.

{
"type": "https://schene. exanple.org/files",
"l ocations": |
"https://exanple.comfil es"
I,
"perm ssions": |
{
"path": "/myfiles/A",
"access": |
"read"
]
H
{
"path": "/nyfiles/A X',
"access": |
"read",
"wite"
]
}
]
}
Figure 4: Exanple of "authorization_details" with a URL as Type
I dentifier
Common Data Fi el ds

Thi s specification defines a set of common data fields that are
designed to be usable across different types of APIs. This
specification does not require the use of these comon fields by an
APl definition but, instead, provides them as reusable generic
conmponents for APl designers to nake use of. The allowabl e val ues of
all fields are deternmined by the APl being protected, as defined by a
particul ar "type" val ue.

| ocations: An array of strings representing the location of the
resource or RS. These strings are typically URIs identifying the
|l ocation of the RS. This field can allow a client to specify a
particular RS, as discussed in Section 12.

actions: An array of strings representing the kinds of actions to be
taken at the resource.

datatypes: An array of strings representing the kinds of data being
requested fromthe resource.

identifier: A string identifier indicating a specific resource
avail abl e at the API.

privileges: An array of strings representing the types or |evels of
privilege being requested at the resource.



When different common data fields are used in conbination, the

perm ssions the client requests are the product of all the val ues.
The object represents a request for all actions values listed within
the object to be used at all locations values listed within the
object for all datatypes values listed within the object. 1In the
followi ng exanple, the client is requesting read and wite access to
both the contacts and photos belonging to custonmers in a
custoner_information API. If this request is granted, the client
woul d assunme it would be able to use any conbination of rights
defined by the API, such as read access to the photos and wite
access to the contacts.

[

"type": "custoner_information",
"l ocations": |
"https://exanpl e. conl cust oner s*"
]1
"actions": [
"read",
"wite"
]1
"datatypes": |
"contacts",
"phot os"

Figure 5: Exanple of "authorization_details" with Conmon Data Fields

If the client wishes to have finer control over its access, it can

send nmultiple objects. In this exanple, the client is asking for
read access to the contacts and wite access to the photos in the
same APl endpoint. If this request is granted, the client would not

be able to wite to the contacts.

[

"type": "custoner_information",

"l ocations": |
"https://exanpl e. conl cust oner s*"

] ]

"actions": |
"read"

] b

"datatypes": |
"contacts"
]

"type": "custoner_information",

"l ocations": [
"https://exanpl e. conl cust oner s*

]1

"actions": |
l'wite"

]1

"datatypes": |
"phot os"
]

Fi gure 6: Exanmple of "authorization_details" with Conmon Data
Fields in Miltiple bjects



An APl MAY define its own extensions, subject to the type of the
respective authorization object. It is anticipated that API
designers will use a conbination of conmon data fields defined in
this specification as well as fields specific to the APl itself. The
foll owi ng non-normative exanpl e shows the use of both conmon and API -
specific fields as part of two different fictitious APl type val ues.
The first access request includes the actions, |ocations, and
datatypes fields specified here as well as the APl -specific

geol ocation field, indicating access to photos taken at the given
coordi nates. The second access request includes the actions and
identifier fields specified here as well as the API-specific currency
fields.

[

"type":"photo-api",
"actions": [

"read",

"wite"

]

ocations": [
"https://server.exanpl e.net/",
"https://resource.local /other”

]

atatypes": |
"met adat a",
n I rTageS"

"éeolocation":[
{
"lat":-32. 364,
"l ng": 153. 207

"lat":-35.364,
"l ng":158. 207

o

"type":"financial -transaction”,
"actions": [

"W t hdr aw'
]

"Zdentifier":"account—14—32—32—3",
"currency": " USD'

Figure 7: Exanple of "authorization details" Using Conmon and
Ext ensi on Data Fi el ds

If this request is approved, the resulting access token's access
rights will be the union of the requested types of access for each of
the two APls, just as above.

Aut hori zati on Request

The aut horization_details authorization request paraneter can be used
to specify authorization requirenents in all places where the scope
paraneter is used for the sane purpose, exanples include:

* authorization requests as specified in [ RFC6749]

* device authorization requests as specified in [ RFC3628]



* backchannel authentication requests as defined in [ O D Cl BA]

In case of authorization requests as defined in [RFC6749],

i mpl ement ers MAY consi der using pushed authorization requests

[ RFC9126] to inprove the security, privacy, and reliability of the
flow See Sections 12, 13, and 11.4 for details.

Par anet er encoding is deternined by the respective context. |In the
context of an authorization request according to [ RFC6749], the
paraneter is encoded using the application/x-ww-formurlencoded
format of the serialized JSON as shown in Figure 8, using the exanple
fromSection 2 (line breaks for display purposes only):

GET /aut hori ze?response_t ype=code
&client id=s6BhdRkqt 3
&st at e=af Oi fj sl dkj
&redirect _uri=https¥BAYRF¥2Fcl i ent. exanpl e. or g¥2Fchb
&code_chal | enge_net hod=S256
&code_chal | enge=K2- |t c83acc4h0cIWSESC r EMIJ3bwec- uCHaoeKl1lt 8U
&aut hori zati on_det ai | s=%BB%WBY%22t ypedR2%8A%2account ¥%6Fi nf o
rmati on%22%2C%22act i onsYR2%BAYGBYR2I i st ¥bFaccount s%@22%R2CYR22
read%Fbal ances¥22%2C¥22r ead¥%bFt r ansact i ons%@22%DY2CY221 oca
ti ons%R2Y8AYGBYR2ht t psYBAWRFIR2Fexanpl e¥2Econmd@Faccount s¥%22%
5D% DR CYWr BY22t ype¥22%3A%22paynment ¥6Fi ni ti ati on%22%2C%22act
i ONSY22YBAYBBYR2i niti at e¥229%2CY22st at us¥229%2C¥%2cancel Y22%
DRCY¥22| ocat i onsYR2Y8AYGBY22ht t psYBAYRFY2Fexanpl e¥2Econt2Fp
aynment s¥%22%DY@2C¥%22i nst r uct edAnount ¥22Y8A% B¥R22cur r ency¥%22%
3AYR2EURYR 292 CY¥22anpunt ¥22%8A%R22123%R2E50%22% DY2CY%22credi t o
r Name%22%8A%22Mer chant %20AYR2%2C¥22cr edi t or Account ¥22%3A% B
%22i ban%22%3A%22DE02100100109307118603%22% D¥R2C¥22r emi t t anc
el nformati onUnst ruct ur ed%22%8A%22Ref %20Nunber ¥%20Mer chant %22
% D¥%D HTTP/ 1.1

Host: server. exanpl e.com

Figure 8: Exanple of Authorization Request with
"aut hori zation_detail s"

Based on the data provided in the authorization_details paraneter,
the AS will ask the user for consent to the requested access
per m ssi ons.

| Note: The user may al so grant a subset of the requested
| authorization details.

In Figure 9, the client wants to get access to account information
and initiate a paynent:

[

"type": "account i nfornmation",
"actions": |
"list_accounts",
"read_bal ances",
"read_transactions"”

]

ocations": |
"https://exanpl e. com accounts”

"type": "paynent _initiation",
"actions": |

"initiate",

"status",

"cancel "



]

,ocations": [
"https://exanpl e. conl paynent s"
] i)

"instructedAnount": {
"currency": "EUR',
"ampunt": "123.50"

},

"creditorNane": "Merchant A"

"creditorAccount": {

"i ban": "DE02100100109307118603"

}

em ttancel nformati onUnstructured": "Ref Nunber Merchant”

Fi gure 9: URL Decoded "authorization_details"
3.1. Relationship to the "scope" Paraneter

aut hori zation_details and scope can be used in the sane authorization
request for carrying i ndependent authorization requirenents.

Conbi ned use of authorization_details and scope is supported by this
specification in part to allow existing QAuth-based applications to
incrementally mgrate towards using authorization details
exclusively. It is RECOWENDED that a given APl use only one form of
requi renent specification

The AS MJST process both sets of requirenents in conbination with
each other for the given authorization request. The details of how
the AS conbi nes these paraneters are specific to the APIs being
protected and outside the scope of this specification

When gat hering user consent, the AS MJUST present the nerged set of
requirenents represented by the authorization request.

If the resource owner grants the client the requested access, the AS
will issue tokens to the client that are associated with the
respective authorization details (and scope values, if applicable).

3.2. Relationship to the "resource" Paraneter

The resource authorization request paraneter, as defined in

[ RFC8707], can be used to further deternine the resources where the
requested scope can be applied. The resource paraneter does not have
any inmpact on the way the AS processes the authorization_details

aut hori zati on request paraneter.

4. Authorization Response

Thi s specification does not define extensions to the authorization
response.

5. Authorization Error Response
The AS MJST refuse to process any unknown authorization details type
or authorization details not confornming to the respective type
definition. The AS MJST abort processing and respond with an error
invalid_authorization_details to the client if any of the foll ow ng
are true of the objects in the authorization_details structure:
* contains an unknown authorization details type val ue,

* is an object of known type but containing unknown fi el ds,
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* contains fields of the wong type for the authorization details
type,

* contains fields with invalid values for the authorization details
type, or

* is mssing required fields for the authorization details type.
Token Request

The authorization_details token request paraneter can be used to
specify the authorization details that a client wants the AS to
assign to an access token. The AS checks whether the underlying
grant (in case of grant types authorization_code, refresh_token,

etc.) or the client’s policy (in case of grant type

client _credentials) allows the issuance of an access token with the
requested authorization details. Qherwi se, the AS refuses the
request with the error code invalid_authorization_ details (simlar to
i nval i d_scope).

1. Conparing Authorization Details

Many actions in the QAuth protocol allow the AS and RS to make
security decisions based on whether the request is asking for "nore"
or "less" than a previous, existing request. For exanple, upon
refreshing a token, the client can ask for a new access token with
"fewer perm ssions" than had been previously authorized by the
resource owner. The requested access token will convey the reduced
per m ssions, but the resource owner’s previous authorization is
unchanged by such requests. Since the semantics of the fields in the
aut hori zation_details will be inplenentation specific to a given API
or set of APls, there is no standardi zed mechanismto conpare two
arbitrary authorization detail requests. An AS should not rely on
si mpl e obj ect conparison in nobst cases, as the intersection of sone
fields within a request could have side effects on the access rights
grant ed, dependi ng on how the APl has been desi gned and depl oyed.
This is a simlar effect to the scope values used with some APIs.

When conparing a new request to an existing request, an AS can use
the sane processing techniques as used in granting the request in the
first place to determine if a resource owner needs to authorize the
request. The details of this conparison are dependent on the
definition of the type of authorization request and outside the scope
of this specification, but commbn patterns can be appli ed.

This shall be illustrated using our running exanple. The exanple

aut hori zation request in Section 3, if approved by the user, resulted
in the i ssuance of an authorization code associated with the
privileges to:

* |jist accounts,

* access the bal ance of one or npbre accounts,

* access the transactions of one or npre accounts, and

* initiate, check the status of, and cancel a paynent.

The client could now request the AS to issue an access token assi ghed
with the privilege to just access a list of accounts as follows:

[

"type": "account i nfornmation",
"actions": |
"l'i st _accounts"



]

ocations": |
"https://exanpl e. conf account s"

Figure 10: Exanple of "authorization_details" Reduced Privileges

The exanpl e APl is designed such that each field used by the
account _information type contains additive rights, with each val ue
within the actions and |l ocations arrays specifying a different

el ement of access. To make a conparison in this instance, the AS
woul d performthe foll ow ng steps:

* wverify that the authorization code issued in the previous step
contains an authorization details object of type
account i nformation,

* verify whether the approved list of actions contains
list_accounts, and

* verify whether the | ocations value includes only previously
approved | ocati ons.

If all checks succeed, the AS would issue the requested access token
with the reduced set of access.

Note that this conparison is relevant to this specific APl type
definition. A different APl type definition could have different
processing rules. For exanple, an actions value could subsune the
rights associated with another actions value. For exanple, if a
client initially asks for a token with wite access, this inplies
both read and wite access to this AP

[

"type": "exanple_ api",
"actions": |

"write"
]

Figure 11: Exanple of "authorization details" Requesting "wite"
Access to an API

Later, that same client makes a refresh request for read access:

[

"type": "exanple_api",
"actions": |

"read"
]

Figure 12: Exanple of "authorization_details" Requesting "read"
Access to an API

The AS woul d conpare the type value and the actions value to
determne that the read access is already covered by the wite access
previously granted to the client.

This same APl coul d be designed with a possible value for privileges



of admin, used in this exanple to denote that the resulting token is
all owed to performany of the functions on the resources. |If that
client is then granted such admin privileges to the API, the

aut hori zation_details would be as foll ows:

[

{
"type": "exanple_ api",
"privileges": [
"adm n"
]
}

Figure 13: Exanple of "authorization_ details" with "adm n" Access
to an API

The AS woul d compare the type value and find that the privil eges
val ue subsunes any aspects of read or wite access that had been
granted to the client previously. Note that other APl definitions
can use privileges such that values do not subsune one anot her

The next exanple shows how the client can use the comopn data el enent
| ocations (see Section 2.2) to request the issuance of an access
token restricted to a certain RS. In our running exanple, the client
may ask for all perm ssions of the approved grant of type

paynent _initiation applicable to the RS residing at
https://exanpl e. conl paynents as foll ows:

[

{
"type": "paynent _initiation",
"l ocations": |
"https://exanpl e. conl paynent s"
]
}

Figure 14: Exanple of "authorization_details" Requesting an
Audi ence- Restricted Access Token

Token Response

In addition to the token response paraneters as defined in [ RFC6749],
the AS MUST al so return the authorization details as granted by the
resource owner and assigned to the respective access token

The authorization details assigned to the access token issued in a
token response are determ ned by the authorization_details paraneter
of the corresponding token request. |If the client does not specify
the authorization details token request paraneters, the AS deterni nes
the resulting authorization details at its discretion

The AS MAY onit values in the authorization details to the client.
For our running exanple, it would |ook like this:

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Cache-Control : no-store

{
"access_token": "2Yot nFZFEj r 1zCsi cMApAA",

"token_type": "exanple",
"expires_in": 3600,
"refresh_token": "t Gzv3JOKFOXGQXx2TI KW A"



"aut hori zation_details": [
{
"type": "paynent _initiation",
"actions": |
"initiate",
"status",
"cancel "

]

ocations": |
"https://exanpl e. conl paynent s"

]1
"instructedAnmount": {

"currency": "EUR',

"anmount": "123.50"
}1
"credi torName": "Merchant A"
"creditorAccount": {

"i ban": "DE02100100109307118603"
}

em ttancel nf ormati onUnstructured”: "Ref Nunber Merchant”

Fi gure 15: Exanpl e Token Response
.1. Enriched Authorization Details in Token Response

The aut horization details attached to the access token MAY differ
fromwhat the client requests. In addition to the user authorizing

| ess than what the client requested, there are sonme use cases where
the AS enriches the data in an authorization details object. Wether
enrichnent is allowed and specifics of howit works are necessarily
part of the definition of the respective authorization details type.

As one exanple, a client may ask for access to account informtion
but | eave the decision about the specific accounts it will be able to
access to the user. During the course of the authorization process,
the user woul d sel ect the subset of their accounts that they want to
allow the client to access. As one design option to convey the

sel ected accounts, the AS could add this information to the
respective authorization details object.

In that exanple, the requested authorization_details paraneter m ght

|l ook Iike the following. 1In this exanple, the enpty arrays serve as
pl acehol ders for where data will be added during enrichment by the
AS. This exanple is illustrative only and is not intended to suggest

a preference for designing the specifics of any authorization details
type this way.

"aut hori zation_details": [

{
"type": "account _information",
"access": {
"accounts": [],
"bal ances": [],
"transactions": []
},
"recurringlndicator":true
}

Fi gure 16: Exanple of Requested "authorization details"

The AS then woul d expand the authorization details object and add the
respective account identifiers.



HTTP/ 1.1 200 K
Cont ent - Type: application/json
Cache-Control: no-store

{
"access_t oken": " 2Yot nFZFEj r 1zCsi cMApAA",
"token_type":"exanpl e",
"expires_in": 3600,
"refresh_token":"t Gzv3JokFOXGQx2TlI KW A",
"aut hori zation_details":]|
{
"type":"account _i nformation",
"access": {
"accounts": |
"i ban":"DE2310010010123456789"
b
{
"maskedPan": " 123456xxxxxx1234"
}
1,
"bal ances": [
{
"i ban":"DE2310010010123456789"
}
1,
"transactions": |
{
"i ban":"DE2310010010123456789"
H
{
"maskedPan": " 123456xxxxxx1234"
}
]
},
"recurringlndicator”:true
}
]
}

Figure 17: Exanple of Enriched "authorization_details"

For another exanple, the client is asking for access to a nedica
record but does not know the record nunber at request tinme. |In this
exanple, the client specifies the type of access it wants but doesn’t
specify the location or identifier of that access.

{
"aut hori zation_details": [
{
"type": "nedical _record"
n Ser15" : [ n HI \/II , n ETHI , n WRTII ] ,
"actions": [ "read" ],
"datatypes”: [ "Patient", "Cbservation", "Appointment" ]
}
1}

Fi gure 18: Exanple of Requested "authorization_details"

VWhen the user interacts with the AS, they select which of the nedica
records they are responsible for giving to the client. This
informati on gets returned with the access token

{
"access_t oken": " 2Yot nFZFEj r 1zCsi cMApAA"
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"token_type":"exanpl e",
"expires_in": 3600,

"refresh_token":"t Gzv3JokFOXGQx2TI KW A",
"aut hori zation_details":]|

{
"type": "nedical _record",
"sens": [ "HV', "ETH', "MART" ],
"actions": [ "read" ],
"datatypes": [ "Patient", "Cbservation", "Appointnment" ],
"identifier": "patient-541235",
"locations": [ "https://records. exanpl e.com " ]
}

Fi gure 19: Exanple of Enriched "authorization_details"

| Note: The client needs to be aware upfront of the possibility
| that a certain authorization details object can be enriched.

| It is assumed that this property is part of the definition of
| the respective authorization details type.

Token Error Response

The Token Error Response MJST conformto the rules given in
Section 5.

Resource Servers

In order to enable the RS to enforce the authorization details as
approved in the authorization process, the AS MJST make this data
available to the RS. The AS MAY add the authorization details field
to access tokens in JSON Wb Token (JWI) format or to token

i ntrospecti on responses.

1. JW-Based Access Tokens

If the access token is a JW [RFC7519], the AS is RECOMVENDED to add
the authorization details object, filtered to the specific audi ence,
as a top-level claim

The AS will typically also add further clains to the JW that the RS
requires request processing, e.g., user ID, roles, and transaction-
specific data. What clains the particular RS requires is defined by
the RS-specific policy with the AS.

The foll owi ng shows the contents of an exanple JW for the paynent
initiation exanpl e above:

{

"iss": "https://as. exanpl e.cont,
"sub": "24400320",
"aud": "a7AfcPcsl 2",
"exp": 1311281970,
"acr": "psd2_sca",
"txn": "8b4729cc- 32e4- 4370-8cf 0-5796154d1296",
"aut hori zation_details": [
{
"type": "https://schenme. exanpl e. com paynent _initiation",
"actions": |
"initiate",
"status",
"cancel "
1,
"l ocations": [
"https://exanpl e. conl paynent s"
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"instructedAnount": {
"currency": "EUR',
"amount": "123.50"

} i)
"credi tor Name": "Merchant A",
"creditorAccount":

"i ban": "DE02100100109307118603"
}

em ttancel nfornmati onUnstructured": "Ref Nunber Merchant”

}

,ebtorAccount": {
"i ban": "DE40100100103307118608",
"user _role": "owner"

]

Fi gure 20: Exanple of "authorization_details” in JW-Based Access
Token

In this case, the AS added the followi ng exanple clains to the JW-
based access token:

sub: indicates the user for which the client is asking for paynent
initiation.

txn: transaction id used to trace the transaction across the
servi ces of provider exanple.com

debt or Account: APl -specific field containing the debtor account. In
the exanple, this account was not passed in the
aut hori zation_details but was selected by the user during the
aut hori zation process. The field user_role conveys the role the
user has with respect to this particular account. In this case,
they are the owner. This data is used for access control at the
paynment APl (the RS)

Token I ntrospection

Token introspection [ RFC7662] provides a nmeans for an RS to query the
AS to determ ne information about an access token. |If the AS

i ncludes authorization detail information for the token inits
response, the informati on MJST be conveyed with authorization details
as a top-level nmenber of the introspection response JSON object. The
aut hori zati on_details nenber MJST contain the sane structure defined
in Section 2, potentially filtered and extended for the RS naking the
i ntrospection request.

Here is an exanple introspection response for the paynent initiation
exanpl e:

{

"active": true,
"sub": "24400320",
"aud": "s6BhdRkqt3",
"exp": 1311281970,
"acr": "psd2_sca",
"txn": "8b4729cc-32e4-4370-8cf0-5796154d1296",
"aut hori zation_details": [
{
"type": "https://schene. exanpl e. com paynent _initiation",
"actions": |
"initiate",
"status",
"cancel "
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]

,ocations": [
"https://exanpl e. conl paynent s"
] i)

"instructedAnount": {
"currency": "EUR',
"ampunt": "123.50"

b,

"credi tor Nane": "Merchant 123",

"creditorAccount": {

"i ban": "DE02100100109307118603"

}

em ttancel nformati onUnstructured": "Ref Nunber Merchant”

}

’ebtorAccount": {
"iban": "DE40100100103307118608",

]

"user_role": "owner"
}
}
Fi gure 21: Exanple of "authorization_details" in Introspection
Response
Met adat a

To advertise its support for this feature, the supported |ist of
aut horization details types is included in the AS netadata response
[ RFC8414] using the nmetadata paraneter

aut hori zati on_detail s_types_supported, which is a JSON array.

This is illustrated by the foll owi ng exanpl e:

{

"aut hori zation_detail s_types_supported":[
"paynent _initiation",
"account _i nformation"

Fi gure 22: Example of Server Mt adata about the Supported
Aut hori zation Details

Clients MAY indicate the authorization details types they will use
when requesting authorization with the client registrati on netadata
paraneter authorization_details_types, which is a JSON array.

This is illustrated by the foll owi ng exanpl e:

{

"aut hori zation_details_types":[
"paynent _initiation"

Fi gure 23: Exanple of Server Metadata about Authorization Details

The registration of authorization details types with the ASis
out side the scope of this specification

I mpl enent ati on Consi derati ons

1. Using Authorization Details in a Certain Depl oynment
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Usi ng aut horization details in a certain deploynent will require the
fol |l owi ng steps:

* Define authorization details types.
* Publish authorization details types in the QAuth server mnetadata.

*  Determ ne how authorization details are shown to the user in the
user consent pronpt.

* |f needed, enrich authorization details in the user consent
process (e.g., add selected accounts or set expirations).

* |f needed, determ ne how authorization details are reflected in
access token content or introspection responses.

* Determ ne how the RSs process the authorization details or token
data derived from authorization details.

* |f needed, entitle clients to use certain authorization details
types.

2. Mnimal Inplenentation Support

General AS inplementations supporting this specification should
provide the followi ng basic functions:

* Support advertisenment of supported authorization details types in
QAut h server netadata

* Accept the authorization_details parameter in authorization
requests in conformance with this specification

* Support storage of consented authorization details as part of a
gr ant

* I mplenent default behavior for adding authorization details to
access tokens and token introspection responses in order to make
them avail able to RSs (sinmilar to scope values). This should work
with any grant type, especially authorization_code and
refresh_t oken.

Processi ng and presentation of authorization details will vary
significantly anong different authorization details types.

I mpl enent ati ons shoul d therefore support custom zation of the
respective behavior. |In particular, inplenmentations should allow
depl oynents to:

* determ ne presentation of the authorization details;

* nmodify requested authorization details in the user consent
process, e.g., adding fields; and

* nmerge requested and preexisting authorization details.

One approach to supporting such custom zation would be to have a
mechani sm al | owi ng the registration of extension nodul es, each of
them responsi bl e for rendering the respective user consent and any
transformati on needed to provide the data needed to the RS by way of
structured access tokens or token introspection responses.

3. Use of Machi ne- Readabl e Type Schenas
I mpl enent ati ons night all ow depl oynents to use nachi ne-readabl e

schema | anguages for defining authorization details types to
facilitate creating and validating authorization details objects
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agai nst such schemas. For exanple, if an authorization details type
were defined using JSON Schermas [JSON. Schema], the JSON Schema
identifier could be used as type value in the respective

aut hori zation details objects.

Not e, however, that type values are identifiers understood by the AS
and, to the extent necessary, the client and RS. This specification
makes no assunption that a type value would point to a nachine-
readabl e schema format or that any party in the system (such as the
client, AS, or RS) would dereference or process the contents of the
type field in any specific way.

4. Large Requests

Aut hori zation request URI's containing authorization details in a
request paraneter or a request object can becone very | ong.
Therefore, inplenmenters shoul d consider using the request_uri
paraneter as defined in [RFCO9101] in conbination with the pushed
request object nechanismas defined in [ RFC9126] to pass

aut horization details in a reliable and secure manner. Here is an
exanpl e of such a pushed authorization request that sends the

aut hori zation request data directly to the AS via an HTTPS- protected
connecti on:

POST /as/par HITP/ 1.1

Host: as. exanpl e.com

Cont ent - Type: application/ x-ww-form url encoded

Aut hori zation: Basic czZCaGRSa3FOMzo3RmpntDBanl xS3REUMIuZI ZkbUl 3

response_t ype=code&

client_i d=s6BhdRkqt 3

&st at e=af 0i f | sl dkj

& edirect _uri=https¥BAYRFY2Fcl i ent.exanpl e. or g¥%2Fchb
&code_chal | enge_net hod=S256

&code_chal | enge=K2-11t c83acc4hOcIWSESC r EMIJ3bwe- uCHaoeK1t 8U

&aut hori zati on_det ai | s=%6B%WBY®22t ype¥22%3A%2account _i nf or mati on%@22
%RCYR22act i ons¥R2YBAYBBYR2] i st _account s%@22%2C%22r ead_bal ances%22%2C%
22read_transacti ons%22%DYR2CY¥22| ocat i ons%2298AYGBYR2ht t psYBAWRFI2Fe
xanpl e. contRFaccount s%22% DY DY2C0a BIR2t ype¥R2Y8A¥R22paynent _initi at
i onYR22%2C¥22act i onsYR2YBAYBBYR2i niti at e¥R29%RCUR22st at usyR29%RC¥22canc
el 92296 D¥RCY22I ocat i onsY22YBAYSBYR2ht t psYBAYRFY2Fexanpl e. con@2Fpaym
ent s¥229%bDYRCY¥22i nstruct edAnount 9R2Y8A% BY22cur r ency¥22%3A%2 2 EURYR 2
%R CY¥22amount Y2298A%R22123. 50922% DYR2C¥22cr edi t or Name%22%3A%22Mer chan
t 1239%229%R2C¥22cr edi t or Account %22%3A% BY22i ban%22%3A%22DE021001001093
07118603%R22% DY2CY¥22r em tt ancel nf or mat i onUnst r uct ur ed%22%3A%22Ref 92
ONumber ¥20Mer chant %22% D¥6D

Fi gure 24: Exanple of Large Request including "authorization_details"
Security Considerations

The authorization_details paraneter is sent through the user agent in
case of an QAuth authorization request, which nakes them vul nerabl e
to nodifications by the user. |If the integrity of the

aut hori zation_details is a concern, clients MJST protect

aut hori zation_details agai nst tanpering and swapping. This can be
achi eved by signing the request using signed request objects as
defined in [ RFC9101] or using the request _uri authorization request
paraneter as defined in [RFCO9101] in conjunction with [ RFC9126] to
pass the URI of the request object to the AS.

Al'l string conparisons in an authorization_details paraneter are to
be done as defined by [RFC8259]. No additional transformation or
normalization is to be done in eval uating equival ence of string

val ues.
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The conmmon data field locations allows a client to specify where it
intends to use a certain authorization, i.e., it is possible to
unanbi guously assign permissions to RSs. |n situations with nultiple
RSs, this prevents unintended client authorizations (e.g., a read
scope val ue potentially applicable for an enail as well as a cloud
service) through audience restriction

The AS MUST properly sanitize and handle the data passed in the
aut horization_details in order to prevent injection attacks.

The Security Considerations of [RFC6749], [RFC7662], and [ RFC8414]
al so apply.

Privacy Consi derations

It is especially inportant for inplenenters to design and use
aut hori zation details in a privacy-preserving nanner.

Any sensitive personal data included in authorization_details nust be
prevented fromleaking, e.g., through referrer headers.

I npl enent ati on options include encrypted request objects as defined
in [ RFCO101] or transnission of authorization_details via end-to-end
encrypted connections between client and AS by utilizing [ RFC9126]
and the request _uri authorization request paraneter as defined in

[ RFC9101]. The latter does not require application-level encryption,
but it requires another nessage exchange between the client and the
AS.

Even if the request data is encrypted, an attacker could use the AS
to learn the user’s data by injecting the encrypted request data into
an aut horization request on a device under their control and use the
AS' s user consent screens to show the (decrypted) user data in the
clear. |Inplenentations need to consider this attack vector and
i npl ement appropriate counterneasures, e.g., by only show ng portions
of the data or, if possible, determ ning whether the assumed user
context is still the same (after user authentication).
The AS needs to take into consideration the privacy inplications when
sharing authorization details with the client or RSs. The AS should
share this data with those parties on a "need to know' basis as
determi ned by local policy.

I ANA Consi derati ons
1. QAuth Paraneters Registration

The foll owi ng paraneter has been registered in the "QAuth Paraneters”
registry [IANA QAut h. Par aneters] established by [ RFC6749].

Nane: authorization details

Par amet er Usage Location: authorization request, token request,
t oken response

Change Controller: |ETF
Ref erence: RFC 9396
2. JSON Wb Token O ains Registration

The foll owi ng val ue has been registered in the | ANA "JSON Wb Token
Clains" registry established by [ RFC7519].

Claim Nanme: authorization details

ClaimDescription: The claimauthorization_details contains a JSON
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array of JSON objects representing the rights of the access token
Each JSON object contains the data to specify the authorization
requirenents for a certain type of resource.

Change Controller: |ETF

Ref erence: Section 9.1 of RFC 9396

3. QAuth Token Introspection Response Regi stration

The foll owi ng value has been registered in the | ANA "QAuth Token
I ntrospecti on Response" registry established by [ RFC7662] .

Nane: authorization details

Description: The nenber authorization details contains a JSON array
of JSON objects representing the rights of the access token. Each
JSON obj ect contains the data to specify the authorization
requirenents for a certain type of resource

Change Controller: |ETF

Ref erence: Section 9.2 of RFC 9396

4. (QAuth Authorization Server Metadata Registration

The foll owi ng val ues have been registered in the 1 ANA "QAuth

Aut hori zation Server Metadata" registry of [|ANA QAuth. Paraneters]

establ i shed by [ RFC8414].

Met adat a Name: authorization_details_types_supported

Met adata Description: JSON array containing the authorization
details types the AS supports

Change Controller: |ETF

Reference: Section 10 of RFC 9396

5. QAuth Dynamic Cient Registration Metadata Registration

The foll owi ng val ue has been registered in the | ANA "QAuth Dynam c
Client Registration Metadata" registry of [IANA QAuth. Paranet ers]
establ i shed by [ RFC7591].

Client Metadata Nanme: authorization_ details_types

Client Metadata Description: Indicates what authorization details
types the client uses.

Change Controller: |ETF
Ref erence: Section 10 of RFC 9396
6. QAuth Extensions Error Registration

The foll owi ng val ue has been registered in the | ANA "QAut h Extensions
Error Registry" of [|ANA QAuth. Paraneters] established by [ RFC6749].

Name: invalid authorization details
Usage Location: token endpoint, authorization endpoint
Protocol Extension: QAuth 2.0 Rich Authorization Requests

Change Controller: |ETF
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Appendi x A.  Additional Exanples
A. 1. Openl D Connect

Qpenl D Connect [O DC] specifies the JSON-based cl ai ns request
paraneter that can be used to specify the clains a client (acting as
an Openl D Connect Relying Party) wishes to receive in a fine-grained
and privacy-preserving way as well as assign those clainms to certain
delivery nechanisns, i.e., |ID Token or userinfo response.

The conbi nati on of the scope val ue openid and the additional
paraneter clainms can be used beside authorization details in the sane
way as every non-O DC scope val ue.

Al ternatively, there could be an authorization details type for
Openl D Connect. This section gives an exanple of what such an
aut hori zation details type could | ook Iike, but defining this
aut hori zation details type is outside the scope of this

speci fication.

These hypothetical exanples try to encapsulate all details specific
to the Openl D Connect part of an authorization process into an

aut hori zati on JSON obj ect.

The top-level fields are based on the definitions given in [O DC:

claimsets: the nanes of predefined claimsets, replacenent for



respective scope val ues, such as profile
max_age: Maxi mum Aut henti cati on Age

acr_val ues: requested Authentication Context C ass Reference (ACR
val ues

clains: the clains JSON structure as defined in [ QO DC

This is a sinple request for some claimsets.

[

{
"type": "openid",
"l ocations": |
"https://op. exanpl e. conf useri nfo"
1,
"claimsets": [
"email ",
"profile"
]
}

Fi gure 25: Exanple of Openl D Connect Request Uilizing
"aut hori zation_detail s"

| Note: locations specifies the location of the userinfo endpoint
| since this is the only place where an access token is used by a
| client (Relying Party) in Openl D Connect to obtain clains.

A nore sophisticated exanple is shown in Figure 26

[

{
"type": "openid",
"l ocations": [
"https://op. exanpl e. conf useri nfo"
1,
"max_age": 86400,
"acr_val ues": "urn:nmace:incomon:iap:silver",
"clainms": {
"userinfo": {
"given_nane": {
"essential": true
},
"ni ckname": null,
"emai " {
"essential": true
H
"emai |l _verified": {
"essential": true
},
"picture": null,
"http://exanpl e.com cl ai ns/ groups”: nul
1
"id_token": {
"auth_tinme": {
"essential": true
}
}
}
}

Fi gure 26: Advanced Exanpl e of Openl D Connect Request Utili zing



"aut hori zati on_detail s"
A.2. Renote Electronic Signing
The foll owi ng exanple is based on the concept laid out for renote

electronic signing in ETSI TS 119 432 [ETSI] and the O oud Signature
Consortium (CSC) APl for renote signature creation [CSC

[

{
Iltypell: "Si gn"’
"l ocations": |
"https://signing. exanpl e. coni si gndoc”
]1
"credential ID': "60916d31- 932e-4820- ba82- 1f ceadlc9ea3",
"docunent Di gests": |
{
"hash": "sTOgwOm+474gFj 0q0x1i SNspKgbcse4l ei gl Dg/ HWII =",
"l abel": "Credit Contract™
}1
"hash": "HzQzznmVAI Wekf GHO/ ZKWLnsdt Oxg3HEbZYzt gsMTLWO=",
"l abel": "Contract Paynent Protection |Insurance"
| }
"hashAlgorittnﬂJ D': "2.16.840.1.101.3.4.2.1"
}

Figure 27: Exanple of Electronic Signing
The top-level fields have the foll owi ng neani ng:
credentiallD: identifier of the certificate to be used for signing

docunent Di gests: array containing the hash of every document to be
signed (hash fields). Additionally, the corresponding |abel field
identifies the respective docunent to the user, e.g., to be used
in user consent.

hashAl gorithm algorithmthat was used to cal cul ate the hash val ues

The AS is supposed to ask the user for consent for the creation of
signatures for the docunents listed in the structure. The client
uses the access token issued as a result of the process to call the
docunent signature APl at the respective signing service to actually
create the signature. This access token is bound to the client, the
user I D and the hashes (and signature al gorithn) as consented by the
user.

A. 3. Access to Tax Data

This exanple is inspired by an APl allowing third parties to access
citizen's tax declarations and i ncone statenents, for exanple, to
determine their creditworthiness.

[

"type": "tax_data",

"l ocations": |
"https://taxservice. govehub. no. exanpl e. cont

1,

"actions":"read tax_declaration",

"periods": ["2018"],

"duration_of access": 30,

"tax_payer_id": "23674185438934"



Fi gure 28: Exanple of Tax Data Access
The top-level fields have the foll owi ng neani ng:
periods: the periods the client wants to access

duration_of access: howlong the clients intend to access the data
i n days

tax_payer _id: identifier of the taxpayer (if known to the client)
A 4. eHealth

These two exanples are inspired by requirenments for APls used in the
Nor wegi an eHeal th system

In this use case, the physical therapist sits in front of their
conputer using a local Electronic Health Records (EHR) system They
want to |l ook at the electronic patient records of a certain patient,
and they also want to fetch the patient’s journal entries in another
system perhaps at another institution or a national service. Access
to this data is provided by an API

The infornmati on necessary to authorize the request at the APl is only
known by the EHR system and nust be presented to the API

In the first exanple, the authorization details object contains the
identifier of an organization. |In this case, the APl needs to know
if the given organi zation has the | awful basis for processing
personal health information to give access to sensitive data.

"aut hori zation_details": {
"type": "patient_record",
"requesting_entity": {
"type": "Practitioner",
"identifier": [
{
"systeni': "urn:oid:2.16.578.1.12.4.1.4.4",
"val ue": "1234567"
H
"practitioner_role": {
"organi zation": {
"identifier": {
"systeni: "urn:oid:2.16.578.1.12.4.1.2.101",
"type": "ENH',
"val ue": "[organizational nunber]™

Figure 29: eHealth Exanpl e

In the second example, the APl requires nore information to authorize
the request. In this case, the authorization details object contains
additional information about the health institution and the current
profession the user has at the tine of the request. The additiona

| evel of detail could be used for both authorization and data

m ni m zati on.

[



"type": "patient_record",
"l ocation": "https://fhir.exanple.conlpatient”,
"actions": |
"read"
]

atient identifier": [

"systeni: "urn:oid:2.16.578.1.12.4.1.4.1",
"val ue": "12345678901"

}
1,
"reason_for_request": "Clinical treatnent",
"requesting_entity": {
"type": "Practitioner",
"identifier": [
"systeni: "urn:oid:2.16.578.1.12.4.1.4.4",
"val ue": "1234567"
}
1,
"practitioner _role": {
"organi zation": {
"identifier": [
{
"systeni: "urn:oid:2. 16.578.1.12.4.1.2.101",
"type": "ENH',
"val ue": "<organizational nunber>"
}
1,
"type": {
"coding": [
{
"systeni:
"http://hl7.exampl e.org/fhir/org-type",
"code": "dept",
"di splay": "Hospital Departnent"”
}
]
},
"name": "Akuttnottak"
"profession": {
"coding": [
{
"systeni: "http://snonmed. exanpl e. org/sct",
"code": "36682004",
"display": "Physical therapist"”
}
]
}
}
}

Fi gure 30: Advanced eHeal th Exanpl e
Description of the fields:
patient _identifier: the identifier of the patient conposed of a
systemidentifier in OD format (nanespace) and the actual val ue
wi thin this nanespace

reason_for_request: the reason why the user wants to access a
certain API.



requesting_entity: specification of the requester by neans of
identity, role and organi zational context. This data is provided
to facilitate authorization and for auditing purposes.

In this use case, the AS authenticates the requester, who is not the
patient, and approves access based on policies.
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