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1.

I ntroduction

The depl oynent of WebRTC systens [ RFC8825] has resulted in high-
quality video conferencing seeing extrenmely wi de use. To ensure the
stability of the network in the face of this use, WbRTC systens need
to use some form of congestion control for their RTP-based medi a
traffic [ RFC2914] [ RFC8083] [ RFCB085] [RFC8834], allowing themto
adapt and adjust the nedia data they send to match changes in the
avai l abl e network capacity. |In addition to ensuring the stable
operation of the network, such adaptation is critical to ensuring a
good user experience, since it allows the sender to match the medi a
to the network capacity, rather than forcing the receiver to
conpensate for uncontroll ed packet |oss when the avail abl e capacity
i s exceeded.

To devel op such congestion control, it is necessary to understand the
sort of congestion feedback that can be provided within the framework
of RTP [ RFC3550] and the RTP Control Protocol (RTCP). It then
becones possible to determine if this is sufficient for congestion
control or if some formof RTP extension is needed.

As this memo will show, if it is desired to use RTCP in sonething
close to its current formfor congestion feedback, the nmultinmedia
congestion control algorithmneeds to be designed to work with
detail ed feedback sent every few franes, rather than per-frane
acknow edgenent, to match the constraints of RTCP

Thi s meno consi ders uni cast congestion feedback that can be sent
usi ng RTCP under the RTP/SAVPF profile [RFC5124] (the secure version
of the RTP/AVPF profile [RFC4585]). This profile was chosen because
it forms the basis for nedia transport in WbRTC [ RFC8834] systens.
However, nothing in this meno is specific to the secure version of
the profile or to WbRTC. It is also assunmed that the congestion
control feedback mechani sm described in [ RFC8888] and conmon RTCP
extensions for efficient feedback [ RFC5506] [RFC8108] [ RFC8861]

[ RFC8872] are used.

1. Term nol ogy

Nr: nunmber of franes between feedback reports

Nrs: nunber of reduced-size RTCP packets send for every conpound
RTCP packet

Na: nunber of audi o packets per report
Nv: nunmber of video packets per reports
Sc: size of a conpound RTCP packet
Srs: size of a reduced-size RTCP packet
Tf: duration of a media frame in seconds
Rf: frane rate 1/ Tf

Consi derations for RTCP Feedback

Several questions need to be answered when providi ng RTCP feedback
for congestion control purposes. These include:

* How often is feedback needed?

* How rmuch overhead is acceptabl e?



* How much and what data does each report contain?

However, the key question is as follows: how often does the receiver
need to send feedback on the reception quality it is experiencing and
hence the congestion state of the network?

Wdely used transport protocols, such as TCP, send acknow edgenents
frequently. For exanple, a TCP receiver will send an acknow edgenent
at | east once every 0.5 seconds or when new data equal to tw ce the
maxi mum segnment si ze has been received [ RFC9293]. That has
relatively | ow overhead when traffic is bidirectional and

acknow edgenents can be piggybacked onto return path data packets.

It can also be acceptable, and can have reasonabl e overhead, to send
separ at e acknow edgenent packets when t hose packets are nmuch small er
than data packets.

Frequent acknow edgenents can becone a problem however, when there
is no return traffic on which to piggyback feedback or if separate
f eedback and data packets are sent and the feedback is simlar in
size to the data being acknow edged. This can be the case for sone
forns of media traffic, especially for Voice over IP (VolP) flows,

| eading to high overhead when using a transport protocol that sends
frequent feedback. Approaches like in-network filtering of

acknow edgenents that have been proposed to reduce acknow edgenent
over heads on highly asymretric links (e.g., as nmentioned in

[ RFC3449]) can al so reduce the feedback frequency and overhead for
multimedia traffic, but this so-called "stretch-ACK' behavior is
nonst andard and not guarant eed.

Accordi ngly, when inplenmenting congestion control for RTP-based
multimedia traffic, it mght make sense to give the option of sending
congestion feedback | ess often than TCP does. For exanple, it mght
be possible to send a feedback packet once per video frame, every few
frames, or once per network round-trip tine (RTT). This could stil
give sufficiently frequent feedback for the congestion control |oop
to be stable and responsive while keeping the overhead reasonabl e
when t he feedback cannot be piggybacked onto returning data. |In this
case, it is inmportant to note that RTCP can send nuch nore detail ed
feedback than sinple acknow edgenents. For exanple, if it were
useful, it could be possible to use an RTCP extended report (XR)
packet [ RFC3611] to send feedback once per RTT; the feedback could
conmprise a bitmap of lost and received packets, with reception tinmes,
over that RTT. As long as feedback is sent frequently enough that
the control loop is stable and the sender is kept inforned when data
| eaves the network (to provide an equival ent to acknow edgenent (ACK)
clocking in TCP), it is not necessary to report on every packet at
the instant it is received. Indeed, it is unlikely that a video
codec can react instantly to a rate change, and there is little point
in providing feedback nore often than the codec can adapt. This
suggests that an RTP receiver needs to be configured to provide
feedback at a rate that natches the rate of adaptati on of the sender
In the best case, this will match the nedia frane rate but m ght

of ten be sl ower.

Reduci ng the feedback frequency conpared to TCP will reduce feedback
overhead but will lead nmultinmedia flows to adapt to congestion nore
slowy than TCP, raising concerns about inter-flow fairness. Simlar
concerns are noted in [ RFC5348], and accordingly, the congestion
control algorithmdescribed therein ains for "reasonabl e" fairness
and a sending rate that is "generally within a factor of two" of what
TCP woul d achi eve under the sane conditions. It is to be noted,
however, that TCP exhibits inter-flow unfairness when flows with
differing round-trip tinmes conpete, and stretch acknow edgenents due
to in-network traffic mani pulation are not uncommon and al so raise
fairness concerns. |Inplenmentations need to bal ance potenti al

unf ai rness agai nst feedback overhead.



3.

1.

Generating and processi ng feedback consunes resources at the sender
and receiver. The feedback packets al so incur forwardi ng costs,
contribute to link utilization, and can affect the timng of other
traffic on the network. This can affect performance on sone types of
networ ks that can be inpacted by the rate, timng, and size of

f eedback packets, as well as the overall volune of feedback bytes.

The anount of overhead due to congestion control feedback that is
consi dered acceptable has to be determ ned. RTCP feedback is sent in
separate packets to RTP data, and this has sone cost in terns of
addi ti onal header overhead conpared to protocols that piggyback

f eedback on return path data packets. The RTP standards have | ong
said that a 5% overhead for RTCP traffic is generally acceptable. Is
this still the case for congestion control feedback? |s there a
desire to provide nore responsive feedback and congestion control,
possibly with a higher overhead? O is |ower overhead wanted,
accepting that this mght reduce responsiveness of the congestion
control algorithnf

Finally, the details of how nuch and what data is to be sent in each
report will affect the frequency and/or overhead of feedback. There
is a fundanental trade-off that the nore frequently feedback packets
are sent, the less data can be included in each packet to keep the
over head constant. Does the congestion control need a high rate but
simpl e feedback (e.g., |ike TCP acknow edgenents), or is it
acceptable to send nore conpl ex feedback | ess often? 1Is it usefu
for the congestion control to receive frequent feedback, perhaps to
provide nore accurate round-trip tinme estimates, or to provide
robustness in case feedback packets are lost, even if the media
sendi ng rate cannot quickly be changed? O is |lowrate feedback,
resulting in slowy responsive changes to the sending rate,
acceptabl e? Different conbinations of the congestion contro

al gorithm and nedia codec might require different trade-offs, and the
correct trade-off for interactive, self-paced, real-time nmultinmedia
traffic m ght not be the sane as that for TCP congestion control

What Feedback is Achi evable with RTCP?

The following sections illustrate how the RTCP congestion contro
f eedback report [ RFC8888] can be used in different scenarios and
illustrate the overheads of this approach.

Scenario 1: Voice Tel ephony

In many ways, point-to-point voice tel ephony is the sinplest scenario
for congestion control, since there is only a single nedia streamto

control. It’'s conplicated, however, by severe bandwi dth constraints

on the feedback, to keep the overhead manageabl e.

Assunme a two-party, point-to-point VolP call, using RTP over UDP/IP
A rate-adaptive speech codec, such as Qpus, is used, encoded into RTP
packets in frames of a duration of Tf seconds (Tf = 0.020 s in nany
cases, but values up to 0.060 s are not uncomon). The congestion
control algorithmrequires feedback every Nr franes, i.e., every N *
Tf seconds, to ensure effective control. Both parties in the cal
send speech data or confort noise with sufficient frequency that they
are counted as senders for the purpose of the RTCP reporting interva
cal cul ati on.

RTCP feedback packets can be full (compound) RTCP feedback packets or
reduced-si ze RTCP packets [RFC5506]. A conpound RTCP packet is sent
once for every Nrs reduced-size RTCP packets.

Conpound RTCP packets contain a Sender Report (SR) packet, a Source
Description (SDES) packet, and an RTP Congesti on Control Feedback



(CCFB) packet [RFCB888]. Reduced-size RTCP packets contain only the
CCFB packet. Since each participant sends only a single RTP nedia
stream the extensions for RTCP report aggregation [ RFC8108] and
reporting group optimnmzation [ RFC8861] are not used.

Wthin each conpound RTCP packet, the SR packet will contain a sender
i nformati on bl ock (28 octets) and a single reception report block (24
octets), for a total of 52 octets. A nminimal SDES packet will
contain a header (4 octets), a single chunk containing a
synchroni zati on source (SSRC) (4 octets), and a CNAME item and if
the recomrendations for choosing the CNAMVE [ RFC7022] are foll owed,
the CNAME itemw Il comprise a 2-octet header, 16 octets of data, and
2 octets of padding, for a total SDES packet size of 28 octets. The
CCFB packets contain an RTCP header and SSRC (8 octets), a report
timestanp (4 octets), the other party’s SSRC, begi nning and endi ng
sequence nunbers (8 octets), and 2 * Nr octets of reports, for a
total of 20 + (2 * Nr) octets. The conmpound Secure RTCP ( SRTCP)
packet will include 4 octets of trailer, followed by an 80-bit
(10-octet) authentication tag i f HVAC- SHA1 aut hentication is used.

If IPv4d is used, with no | P options, the UDP/IP header will be 28
octets in size. This gives a total conpound RTCP packet size of Sc =
142 + (2 * Nr) octets.

The reduced-size RTCP packets will conprise just the CCFB packet,
SRTCP trailer and authentication tag, and a UDP/I P header. It can be
seen that these packets will be Srs = 62 + (2 * Nr) octets in size

The RTCP reporting interval calculation (Sections 6.2 and 6.3 of
[ RFC3550] and [ RFC4585]) for a two-party session where both
partici pants are senders reduces to:

Trtcp = n * Srtcp / Brtcp

where Srtcp = (Sc + Nrs * Srs) / (1 + Nrs) is the average RTCP packet
size in octets, Brtcp is the bandwidth allocated to RTCP in octets
per second, and n is the number of participants in the RTP session
(in this scenario, n = 2).

To ensure an RTCP report containing congestion control feedback is
sent after every Nr frames of audio, it is necessary to set the RTCP
reporting interval to Trtcp = Nr * Tf, which when substituted into
the previous, gives v * Tf = n * Srtcp / Brtcp. Solving this to
gi ve the RTCP bandw dth (Brtcp) and expanding the definition of Srtcp
gi ves:

Brtcp = (n * (Sc + ks * Srs)) / (Nr * Tf * (1 + Nrs))

If we assune every report is a conmpound RTCP packet (i.e., Nrs = 0),
the frame duration is Tf = 20 nms, and an RTCP report is sent for
every second frame (i.e., 25 RTCP reports per second), this gives an
RTCP feedback bandwi dth of Brtcp = 57 kbps. Increasing the frane
duration or reducing the frequency of reports will reduce the RTCP
bandwi dt h, as shown in Table 1.

B e s sty s st
| Tf (seconds) | Nr (franmes) | rtcp_bw (kbps) |
R gy Lty g —————————
| 0.020 | 2 | 57.0 |
i I I i S I A ] +
| 0.020 | 4 | 29.3 |
I i T F-- - - - - - i T +
| 0.020 | 8 | 15.4 |
I L i I I T +
| 0.020 | 16 | 8.5 |
i I I i S I A ] +
| 0.060 | 2 | 19.0 |



| 0.060 | 4 | 9.8 |
oo oo oo +
| 0.060 | 8 | 5.1 |
e e e - o e oo o e oo +
| 0.060 | 16 | 2.8 |
P o i +

Table 1. RTCP Bandw dth Needed for Vol P
Feedback (Compound Reports Only)

The final row of Table 1 (60 nms franes, reporting every 16 franes)
sends RTCP reports once per second, giving an RTCP bandw dth over head
of 2.8 kbps.

The overhead can be reduced by sending sonme reports in reduced-size
RTCP packets [ RFC5506]. For exanple, if we alternate conpound and

reduced-si ze RTCP packets, i.e., Nrs = 1, the calculation gives the
results shown in Table 2

B gl ey Sl —j—j—t———
| Tf (seconds) | Nr (frames) | rtcp_bw (kbps) |
[ oo oo e el el
| 0.020 | 2 | 41.4 |
I ] I I R I ] +
| 0.020 | 4 | 21.5 |
B I Fom - e - - - - I e I ] +
| 0.020 | 8 | 11.5 |
Fomm e e e - I I I I I +
| 0.020 | 16 | 6.5 |
I ] I I R I ] +
| 0.060 | 2 | 13.8 |
B I Fom - e - - - - I e I ] +
| 0.060 | 4 | 7.2 I
Fomm e e e - I I I I I +
| 0.060 | 8 | 3.8 |
I ] I I R I ] +
| 0.060 | 16 | 2.2 |
B I Fom - e - - - - I e I ] +

Tabl e 2: Required RTCP Bandwi dth for Vol P
Feedback (Al ternating Conpound and Reduced-
Si ze Reports)

The RTCP bandwi dt h needed for 60 ns franes, reporting every 16 franes
(once per second), can be seen to drop to 2.2 kbps. This calculation
can be repeated for other patterns of conpound and reduced-size RTCP
packets, feedback frequency, and frame duration, as needed.

| Note: To achieve the RTCP transmi ssion intervals above, the

| RTP/ SAVPF profile with T rr_interval =0 is used, since even when
| using the reduced nmininmal transm ssion interval, the RTP/ SAVP

| profile would only allow sending RTCP at nost every 0.11 s

| (every third frame of video). Using RTP/SAVPF with

| T_rr_interval =0, however, enables full utilization of the

| configured 5% RTCP bandw dth fraction

The use of IPv6 will increase the overhead by 20 octets per packet,
due to the increased size of the | Pv6 header conpared to | Pv4,
assuning no IP options in either case. This increases the size of
compound packets to Sc = 162 + (2 * Nr) octets and reduced-size
packets to Srs = 82 + (2 * Nr). Rerunning the calculations from
Table 1 with these packet sizes gives the results shown in Table 3.
As can be seen, there is a significant increase in overhead due to
the use of | Pv6.
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+=—==——=—=——-———————4—————————————4-—————————=——=—=——=—=+
| Tf (seconds) | Nr (franmes) | rtcp_bw (kbps) |
B gl ey Sl —j—j—t———
| 0.020 | 2 | 64.8 |
Fomm e e e - I I I I I +
| 0.020 | 4 | 33.2 |
B i R i Fom e - - - - +
| 0.020 | 8 | 17.4 |
B I Fom - e - - - - I e I ] +
| 0.020 | 16 | 9.5 |
Fomm e e e - I I I I I +
| 0.060 | 2 | 21.6 |
B i R i Fom e - - - - +
| 0.060 | 4 | 11.1 |
B I Fom - e - - - - I e I ] +
| 0.060 | 8 | 5.8 |
Fomm e e e - I I I I I +
| 0.060 | 16 | 3.2 |
B i R i Fom e - - - - +

Tabl e 3: RTCP Bandw dth Needed for Vol P
Feedback (Compound Reports Only) Using | Pv6

Repeating the calculations from Table 2 using | Pv6 gives the results
shown in Table 4. As can be seen, the overhead still increases with
I Pv6 when a m x of conpound and reduced-size reports is used, but the

effect is | ess pronounced than with conpound reports only.

[ oo oo e el el
| Tf (seconds) | Nr (frames) | rtcp_bw (kbps) |
B sl sy sl
| 0.020 | 2 | 49.2 |
B I Fom - e - - - - I e I ] +
| 0.020 | 4 | 25.4 I
Fomm e e e - I I I I I +
| 0.020 | 8 | 13.5 |
I ] I I R I ] +
| 0.020 | 16 | 7.5 |
B I Fom - e - - - - I e I ] +
| 0.060 | 2 | 16.4 |
Fomm e e e - I I I I I +
| 0.060 | 4 | 8.5 |
I ] I I R I ] +
| 0.060 | 8 | 4.5 |
B I Fom - e - - - - I e I ] +
| 0.060 | 16 | 2.5 |
Fomm e e e - I I I I I +

Table 4: Required RTCP Bandw dth for Vol P
Feedback (Al ternating Conpound and Reduced-
Si ze Reports) Using | Pv6
Scenario 2: Point-to-Point Video Conference

Consi der a point-to-point video call between two end systens. There

will be four RTP flows in this scenario (two audi o and two vi deo),
with all four flows being active for essentially all the tine (the
audio flows will likely use voice activity detection and confort

noi se to reduce the packet rate during silent periods, but this does
not cause the transm ssions to stop).

Assune all four flows are sent in a single RTP session, each using a
separate SSRC. The RTCP reports fromthe co-located audi o and video
SSRCs at each end point are aggregated [ RFC8108], the optim zations
in [ RFC8861] are used, and RTCP congestion control feedback is sent

[ RFC3888] .



As in Section 3.1, when all nenbers are senders, the RTCP reporting
interval calculation in Sections 6.2 and 6.3 [RFC3550] and in
[ RFC4585] reduces to:

Trtcp = n * Srtcp / Brtcp

where n is the nunber of nmenbers in the session, Srtcp is the average
RTCP packet size in octets, and Brtcp is the RTCP bandwi dth in octets
per second.

The average RTCP packet size (Srtcp) depends on the anount of

f eedback sent in each RTCP packet, the number of menbers in the
session, the size of source description (RTCP SDES) information sent,
and t he anpbunt of congestion control feedback sent in each packet.

As a baseline, each RTCP packet will be a conmpound RTCP packet that
contai ns an aggregate of a conmpound RTCP packet generated by the

vi deo SSRC and a conpound RTCP packet generated by the audi o SSRC
When the RTCP reporting group extensions are used, one of these SSRCs
will be a reporting SSRC, to which the other SSRC will have del egated
its reports. No reduced-size RTCP packets are sent.

The aggregat ed conpound RTCP packet fromthe non-reporting SSRC wil |l
contain an RTCP SR packet, an RTCP SDES packet, and an RTCP Reporting
Group Reporting Sources (RGRS) packet. The RTCP SR packet contains
the 28-octet UDP/IP header (assunming |IPv4 with no options) and sender
i nformati on but no report blocks (since the reporting is del egated).
The RTCP SDES packet will conmprise a header (4 octets), the
originating SSRC (4 octets), a CNAME chunk, a term nating chunk, and
any padding. |If the CNAME foll ows [ RFC7022] and [ RFC8834], the CNAME
chunk will be 18 octets in size and will be followed by one octet of
paddi ng and one terminating null octet to align the SDES packet to a
32-bit boundary ([ RFC3550], Section 6.5), making the SDES packet 28
octets in size. The RTCP RGRS packet will be 12 octets in size.

This gives a total of 28 + 28 + 12 = 68 octets.

The aggregat ed conpound RTCP packet fromthe reporting SSRC wl |
contain an RTCP SR packet, an RTCP SDES packet, and an RTCP
congestion control feedback packet. The RTCP SR packet will contain
two report bl ocks, one for each of the renote SSRCs (the report for
the other local SSRC is suppressed by the reporting group extension),
for atotal of 28 + (2 * 24) = 76 octets. The RTCP SDES packet wil|
conprise a header (4 octets), originating SSRC (4 octets), a CNAVE
chunk, a Reporting Goup (RGRP) chunk, a termnating chunk, and any
padding. |If the CNAME follows [ RFC7022] and [RFC8834], it will be 18
octets in size. The RGRP chunk simlarly conprises 18 octets, the
term nating chunk is conprised of 1 octet, and 3 octets of padding
are needed, for a total of 48 octets. The RTCP congestion control

f eedback (CCFB) report conprises an 8-octet RTCP header and SSRC, a
4-octet report tinestanp, and for each of the renote audi o and video
SSRCs, an 8-octet report header, 2 octets per packet reported upon,
and padding to a 4-octet boundary if needed; that is, 8 + 4 + 8 + (2
*Nv) + 8 + (2 * Na), where Nv is the nunber of video packets per
report and Na is the nunber of audi o packets per report.

The conpl ete conmpound RTCP packet contains the RTCP packets from both
the reporting and non-reporting SSRCs, an SRTCP trailer and

aut hentication tag, and a UDP/ I Pv4 header. The size of this RTCP
packet is therefore 262 + (2 * Nv) + (2 * Na) octets. Since the
aggregat e RTCP packet contains reports fromtw SSRCs, the RTCP
packet size is halved before use [ RFC8108]. Accordingly, the size of
the RTCP packets is:

Srtcp = (262 + (2 * N) + (2 * Na)) / 2



How many RTP packets does the RTCP XR congestion control feedback
packet, included in these conpound RTCP packets, report on? That is,
what are the values of Nv and Na? This depends on the RTCP reporting
interval (Trtcp), the video bit rate and frame rate (Rf), the audio
bit rate and framing interval, and whether the receiver chooses to
send congestion control feedback in each RTCP packet it sends.

To sinplify the calculation, assune it is desired to send one RTCP
report for each frame of video received (i.e., Trtcp =1/ Rf) and to
i nclude a congestion control feedback packet in each report. Assune
that video has a constant bit rate and frane rate and that each frame
of video has to fit into a 1500-octet MIU.  Further, assume that the
audi o takes negligible bandwi dth and that the audio fram ng interva
can be varied within reasonabl e bounds, so that an integral nunber of
audio franes align with video frame boundari es.

Table 5 shows the resulting values of Nv and Na (the nunber of video
and audi o packets covered by each congestion control feedback report)
for a range of data rates and video frame rates, assum ng congestion
control feedback is sent once per video frane. The table also shows
the result of inverting the RTCP reporting interval calculation to
find the correspondi ng RTCP bandwidth (Brtcp). The RTCP bandwidth is
given in kbps and as a fraction of the data rate.

It can be seen that, for exanple, with a data rate of 1024 kbps and a
vi deo sent at 30 franes per second, the RTCP congestion contro

f eedback report sent for each video frame will include reports on 3
vi deo packets and 2 audi o packets. The RTCP bandwi dth needed to
sustain this reporting rate is 127.5 kbps (12% of the data rate).
This assunes an audio franming interval of 16.67 ns, so that 2 audio
packets are sent for each video frane.

B ety Sy sl ————(—— o —p—p——_——— g —_———(————————
| Data Rate | Video | Vi deo | Audi o | Required RTCP

| (kbps) | Frane | Packets per | Packets per | Bandwi dt h:

| | Rate: Rf | Report: Nv | Report: Na | Brtcp (kbps) |
B ooty ety e s ooty et
| 100 | 8 | 1 | 6 | 34.5 (34% |
I I L i L i I i +
| 200 | 16 | 1 | 3 | 67.5 (33% |
I R I i I i I I T +
| 350 | 30 | 1 | 2 | 125.6 (35% |
F--- - - - F--- - - F-- - - - - - F-- - - - - - S I +
| 700 | 30 | 2 | 2 | 126.6 (18% |
I I L i L i I i +
| 700 | 60 | 1 | 1 | 249.4 (35% |
I R I i I i I I T +
| 1024 | 30 | 3 | 2 | 127.5 (129% |
F--- - - - F--- - - F-- - - - - - F-- - - - - - S I +
| 1400 | 60 | 2 | 1 | 251.2 (17% |
I I L i L i I i +
| 2048 | 30 | 6 | 2 | 130.3 ( 6% |
I R I i I i I I T +
| 2048 | 60 | 3 | 1 | 253.1 (129% |
F--- - - - F--- - - F-- - - - - - F-- - - - - - S I +
| 4096 | 30 | 12 | 2 | 135.9 ( 3% |
I I L i L i I i +
| 4096 | 60 | 6 | 1 | 258.8 ( 6% |
I R I i I i I I T +

Tabl e 5: Required RTCP Bandw dth, Reporting on Every Frane

Use of reduced-size RTCP [ RFC5506] would allow the SR and SDES
packets to be onmitted fromsonme reports. These reduced-size RTCP
packets woul d contain an RTCP RGRS packet fromthe non-reporting SSRC
and an RTCP SDES RGRP packet and a congestion control feedback packet



fromthe reporting SSRC. This will be 12 + 28 + 12 + 8 + (2 * Nv) +
8 + (2 * Na) octets, plus the SRTCP trailer and authentication tag
and a UDP/I P header. That is, the size of the reduced-size packets
woul d be (110 + (2 * Nv) + (2 * Na)) / 2 octets. Repeating the

anal ysi s above, but alternating conmpound and reduced-size reports,
gives the results shown in Table 6.

[ R el s el sl sy sl
| Data Rate | Video | Vi deo | Audi o | Required RTCP |
| (kbps) | Frane | Packets per | Packets per | Bandwi dt h: |
| | Rate: Rf | Report: Nv | Report: Na | Brtcp (kbps) |
[ el sl sl oo sl e °)
| 100 | 8 | 1 | 6 | 25.0 (25% |
F-- - - - F--- - - i i i i i I +
| 200 | 16 | 1 | 3 | 48.5 (24% |
I R I I I I T +
| 350 | 30 | 1 | 2 | 90.0 (25% |
R R i I I i +
| 700 | 30 | 2 | 2 | 90.9 (12% |
F-- - - - F--- - - i i i i i I +
| 700 | 60 | 1 | 1 | 178.1 (25% |
I R I I I I T +
| 1024 | 30 | 3 | 2 | 91.9 ( 8% |
R R i I I i +
| 1400 | 60 | 2 | 1 | 180.0 (129% |
F-- - - - F--- - - i i i i i I +
| 2048 | 30 | 6 | 2 | 94.7 ( 4% |
I R I I I I T +
| 2048 | 60 | 3 | 1 | 181.9 ( 8% |
R R i I I i +
| 4096 | 30 | 12 | 2 | 100.3 ( 2% |
F-- - - - F--- - - i i i i i I +
| 4096 | 60 | 6 | 1 | 187.5 ( 4% |
I R I I I I T +

Tabl e 6: Required RTCP Bandw dth, Reporting on Every Frane, with
Reduced- Si ze Reports

The use of reduced-size RTCP gives a noticeable reduction in the
needed RTCP bandwi dth and can be conbined with reporting every few
franes, rather than every frane. Overall, it is clear that the RTCP
over head can be reasonabl e across the range of data and frame rates
if RTCP is configured carefully.

As discussed in Section 3.1, the reporting overhead will increase if
I Pv6 is used, due to the increased size of the IPv6 header. Table 7
shows the overhead in this case, conpared to Table 6. As can be
seen, the increase in overhead due to I Pv6 rapidly beconmes |ess
significant as the data rate increases.

B ety Sy sl ————(—— o —p—p——_——— g —_———(————————
| Data Rate | Video | Vi deo | Audi o | Required RTCP |
| (kbps) | Frane | Packets per | Packets per | Bandwi dt h: |
| | Rate: Rf | Report: Nv | Report: Na | Brtcp (kbps) |
B ooty ety e s ooty et
| 100 | 8 | 1 | 6 | 27.5 (27% |
I I L i L i I i +
| 200 | 16 | 1 | 3 | 53.5 (26% |
I R I i I i I I T +
| 350 | 30 | 1 | 2 | 99.4 (28% |
F--- - - - F--- - - F-- - - - - - F-- - - - - - S I +
| 700 | 30 | 2 | 2 | 100.3 (14% |
I I L i L i I i +
| 700 | 60 | 1 | 1 | 196.9 (28% |
I R I i I i I I T +
| 1024 | 30 | 3 | 2 | 101.2 ( 9% |
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| 1400 | 60 | 2 | 1 | 198.8 (14% |
e e oo oo oo oo +
| 2048 | 30 | 6 | 2 | 104.1 ( 5% |
e e oo - Fome e - o e oo o e oo oo +
| 2048 | 60 | 3 | 1 | 200.6 ( 9% |
o mmeea s . o o o ee e +
| 4096 | 30 | 12 | 2 | 109.7 ( 2% |
e e oo oo oo oo +
| 4096 | 60 | 6 | 1 | 206.2 ( 5% |
e e oo - Fome e - o e oo o e oo oo +

Table 7: Required RTCP Bandw dth, Reporting on Every Frane, wth
Reduced- Si ze Reports, Using | Pv6

Di scussi on and Concl usi ons

Practical systens will generally send some non-nedia traffic on the
same path as the nedia traffic. This can include Session Traversa
Uilities for NAT (STUN) / Traversal Using Rel ays around NAT ( TURN)
packets to keep alive NAT bindi ngs [ RFC8445], WDbRTC data channe
packets [RFC8831], etc. Such traffic also needs congestion control,
but the means by which this is achieved is out of the scope of this
nmeno.

RTCP, as it is currently specified, cannot be used to send per-packet
congestion feedback w th reasonabl e overhead.

RTCP can, however, be used to send congestion feedback on each frame
of video sent, provided the session bandw dth exceeds a coupl e of
megabits per second (the exact rate depends on the nunber of session
participants, the RTCP bandwi dth fraction, what RTCP extensions are
enabl ed, and how nuch detail of feedback is needed). For lower-rate
sessions, the overhead of reporting on every frane becones hi gh but
can be reduced to sonethi ng reasonabl e by sending reports once per N
franes (e.g., every second frame) or by sending reduced-size RTCP
reports in between the regular reports. The inproved conpression of
new vi deo codecs exacerbates the reporting overhead for a given video
quality level, although this is to sonme extent countered by the use
of higher-quality video over tine.

If it is desired to use RTCP in sonething close to its current form
for congestion feedback in WebRTC, the nmultinmedi a congestion contro
al gorithm needs to be designed to work with feedback sent every few
franes, since that fits within the lintations of RTCP. The provided
feedback will be nore detailed than just an acknow edgenent, however,
and will provide a loss bitmap, relative arrival time, and received
Explicit Congestion Notification (ECN) marks for each packet sent.
This will allow congestion control that is effective, if slowy
responsive, to be inplenented (there is gui dance on providing

ef fective congestion control in Section 3.1 of [RFC8085]).

The format described in [ RFC8888] seens sufficient for the needs of
congestion control feedback. There is little point optinmizing this
format; the main overhead comes fromthe UDP/I P headers and the ot her
RTCP packets included in the conpound packets and can be | owered by
usi ng the extensions described in [ RFC5506] and sending reports |ess
frequently. The use of header conpression [ RFC2508] [ RFC3545]

[ RFC5795] can al so be benefici al

Furt her study of the scenarios of interest is needed to ensure that
the analysis presented is applicable to other nedi a topol ogi es

[ RFC7667] and to sessions with different data rates and sizes of
memnber shi p.

Security Considerations



An attacker that can nodify or spoof RTCP congestion control feedback
packets can nani pul ate the sender behavior to cause denial of

servi ce.

This can be prevented by authentication and integrity

protection of RTCP packets, for exanple, using the secure RTP profile

[ RFC3711]

[ RFC5124] or other means as discussed in [ RFC7201].

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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