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I nt roducti on

[ RFC6036] describes | Pv6 depl oynent scenarios that were adopted or
foreseen by a nunber of Internet Service Providers (ISPs) who
responded to a technical questionnaire in early 2010, and [ RFC6036]

al so provides practices and plans that were expected to take place in
the following years. Since the publication of [ RFC6036], severa

ot her docunents have contributed to the IPv6 transition discussion in
operational environnents. To nanme a few

* [ RFC6180] discusses | Pv6 depl oynent nodels and transition
mechani sns, recommendi ng those proven to be effective in
operational networKks.

* [ RFC6883] provides guidance and suggestions for Internet content
provi ders and Application Service Providers (ASPs).

* [RFC7381] introduces the guidelines of |Pv6 depl oynent for
enterpri ses.

[ RFC6540] recommends the support of IPv6 to all |P-capable nodes. It
was referenced in the 1AB statenment on IPv6 [I AB], which represented
a mpjor step in driving the I ETF and ot her Standards Devel opnent
Organi zations (SDOs) towards using IPv6 in their works.

In nmore recent times, organizations, such as ETSI, provided nore
contributions to the use of I Pv6 in operational environnents,



targeting IPv6 in different industry segnents. As a result,
[ ETSI -1 P6- Wi t ePaper] was published to provide an updated view on the
| Pv6 best practices adopted so far, in particular, in the ISP donain.

Consi dering all of the above, and after nore than ten years since the
publicati on of [ RFC6036], it is useful to assess the status of the
transition to I Pv6. Sone reasons include:

* |In some areas, the lack of |Pv4 addresses forced both carriers and
content providers to shift to IPv6 to support the introduction of
new applications, in particular, in wreless networks.

* Some governnental actions took place to encourage or even enforce
the adoption of IPv6 in certain countries.

* Looking at the global adoption of IPv6, this seens to have reached
a threshold that justifies speaking of end-to-end | Pv6
connectivity, at least at the I Pv6 service |ayer.

Thi s docunent ainms to provide a survey of the status of |Pv6

depl oynent and hi ghlight both the achi evenents and renai ni ng
obstacles in the transition to I Pv6 networks (and its coexistence
with continued | Pv4 services). The target is to give an updated view
of the practices and plans already described in [ RFC6036] to
encourage further actions and nore investigations in those areas that
are still under discussion and to present the main incentives for the
adopti on of |Pv6.

Thi s docunent is intended for a general audience interested in
under st andi ng the status of IPv6 in different industries and network
domai ns. Peopl e who provide or use network services may find it
useful for the transition to I Pv6. Also, people devel oping plans for
| Pv6 adoption in an organization or in an industry may find
informati on and references for their analysis. Attention is given to
the different stages of the transition to | Pv6 networks and services.
In particular, termnology on the use of "IPv6-only" is provided,
considering I Pv6-only networks and services as the final stage of
such transition.

The topics discussed in this docunent are organized into four main
chapters

* Section 2 reports data and anal ytics about the status of |Pv6.

* Section 3 provides a survey of |Pv6 deploynents in different
environments, including | SPs, enterprises, and universities.

* Section 4 describes the I Pv6 depl oynent approaches for Mbile
Br oadband (MBB), Fixed Broadband (FBB), and enterprises.

* Section 5 anal yzes the general challenges to be solved in the | Pv6
transition. Specific attention is given to operations,
performance, and security issues.

.1.  Term nol ogy

This section defines the term nol ogy regardi ng the usage of |Pv6-only
expressions within this docunment. The termI|Pv6-only is defined in
relation to the specific scope it is referring to. |In this regard,

it may happen that only part of a service, a network, or even a node
is in an IPv6-only scope, and the rest is not. The nost used terns
inrelation to the different scopes are |isted bel ow

| Pv6-only interface
The interface of a node is configured to forward only I1Pv6. This
denotes that just part of the node can be |IPv6-only since the rest
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of the interfaces of the sane node may work with IPv4 as well. A
Dual -Stack interface is not an IPv6-only interface

| Pv6-only node:
The node uses only IPv6. Al interfaces of the host only have
| Pv6 addresses.

| Pv6-only service
It is used if, between the host’s interface and the interface of
the content server, all packet headers of the service session are
| Pv6.

| Pv6-only overl ay:
It is used if, between the end points of the tunnels, all inner
packet headers of the tunnels are |Pv6. For exanple, |Pv6-only
overlay in a fixed network means that the encapsulation is only
| Pv6 between the interfaces of the Provider Edge (PE) nodes or
bet ween the Custoner Provider Edge (CPE) node and the Broadband
Net wor k Gat eway (BNG) .

| Pv6-only underl ay:
It is used if the data plane and control plane are |Pv6, but this
is not necessarily true for the managenent plane. For exanpl e,
I Pv6-only underlay in a fixed network means that the underl ay
network protocol is only I Pv6 between any PE nodes, but they can
be Dual -Stack in overlay. Segnent Routing over |IPv6 (SRv6) is an
exanpl e of |Pv6-only underl ay.

| Pv6-only network:
It is used if every node in this network is IPv6-only. |Pv4
should not exist in an IPv6-only network. In particular, an
| Pv6-only network’s data plane, control plane, and nmanagenent
pl ane nmust be IPv6. Al PEs nust be |IPv6-only. Therefore, if
tunnel s exi st anong PEs, both inner and outer headers must be
| Pv6. For exanple, an I Pv6-only access network nmeans that every
node in this access network nust be IPv6-only, and simlarly, an
| Pv6-only backbone network means that every node in this backbone
networ k nust be | Pv6-only.

| Pv4- as-a- Service (| Pv4aaS):
| Pv4 service support is provided by neans of a transition
mechani sm therefore, there is a conbination of encapsul ation/
translation + I Pv6-only underlay + decapsul ation/translation. For
an | Pv6-only network, connectivity to legacy IPv4 is either non-
exi stent or provided by |Pv4aaS nechani sns.

Note that I Pv6-only definitions are al so discussed in
[ 1 Pv6- ONLY- DEF] .

| Pv6: The dobal Picture

This section deals with sonme key questions related to | Pv6, nanely:
(1) the status of |Pv4 exhaustion, often considered as one of the
triggers to switch to IPv6, (2) the nunmber of |IPv6 end users, a
primary measure to sense | Pv6 adoption, (3) the percentage of

websi tes reachabl e over 1 Pv6, and (4) a report on |IPv6 public actions
and poli ci es.

These paraneters are nonitored by the Regional Internet Registries
(RIRs) and other institutions worldw de, as they provide a first-
order indication on the adoption of |Pv6.

| Pv4 Address Exhaustion

According to [CAIR], there will be 29.3 billion networked devi ces by
2023, up from18.4 billion in 2018. This poses the question about



whet her the | Pv4 address space can sustain such a nunmber of

al | ocations and, consequently, if this may affect the process of its
exhaustion. The answer is not straightforward, as nany aspects have
to be consi dered.

On one hand, the RIRs are reporting scarcity of available and still-
reserved addresses. Table 3 of [POTAROOL] (January 2022) shows that
the avail abl e pool of the five RIRs at the end of 2021 counted 5.2
mllion | Pv4 addresses, while the reserved pool included another 12.1
mllion, for a total of 17.3 million | Pv4 addresses (-5.5% year over
year, conparing 2021 agai nst 2020). Table 1 of [POTAROOL] shows that
the total IPv4 allocated pool equaled 3.685 billion addresses
(+0.027% year over year). The ratio between the avail abl e addresses
and the total allocated was brought to 0.469% of the remaining | Pv4
address space (from0.474% at the end of 2020).

On the other hand, [POTAROOL] again highlights the role of both
address transfer and Network Address Translation (NAT) to counter the
| Pv4 exhaustion. The transfer of |Pv4 addresses can be done under
the control or registration of an RIR or on the so-called grey

mar ket, where third parties operate to enable the buying/selling of

| Pv4 addresses. In all cases, a set of |Pv4 addresses is
"transferred" to a different hol der that has the need to expand their
address range. As an exanple, [IGP-GIl and [NRQ show the anount of
transfers to recipient organizations in the different regions. d oud
Service Providers (CSPs) appear to be the npbst active in buying |Pv4
addresses to satisfy their need of providing | Pv4 connectivity to
their tenants. NAT systens provide a neans to absorb at |least a
portion of the demand of public |IPv4 addresses, as they enable the
use of private addressing in internal networks while limting the use
of public addresses on their WAN-facing side. |In the case of NAT,
architectural and operational issues renmain. Private address space
cannot provi de an adequate address span, especially for |arge

organi zations, and the reuse of addresses may nake the network nore
complex. In addition, multiple levels of address translation may
coexist in a network, e.g., Carrier-Gade NAT (CA\) [RFC6264], based
on two stages of translation. This conmes with an econom ¢ and
operational burden, as discussed later in this docunent.

2.1.1. |1Pv4d Addresses per Capita and | Pv6 Status

The |1 Pv4 addresses per capita ratio measures the quantity of |Pv4
addresses allocated to a given country divided by the popul ati on of

that country. It provides an indication of the inbal anced
distribution of the IPv4 addresses worldwide. It clearly derives
fromthe allocation of addresses nmade in the early days of the

I nternet.

The sources for nmeasuring the | Pv4 addresses per capita ratio are the
al | ocati ons done by the RIRs and the statistics about the world
popul ation. In this regard, [POTAROQ2] provides distribution files.
The next tables conpare the nunber of |IPv4 addresses avail abl e per
person in a certain country (lIPv4 address per capita) against the
rel ati ve adoption of I1Pv6 in the same country (expressed as the
nunber of |Pv6-capable users in the considered country). The table
shows just a subset of the data available from[POTAROX2]. In
particular, the following table provides the data for the 25 nost
popul ated countries in the world. The table is ordered based on the
| Pv4 addresses per capita ratio, and the data refer to 1 January
2022.



| United Kingdom | 1.65 | 33.2% |

o e e e e e e e e e o e e e e oo o e e e e oo +
| Japan | 1.50 | 36. 7% |
o e e e e e e e i e o e e oo o e e oo +
| Germany | 1.48 | 53.0% |
o e e e e e e e e m e e o e e e e oo - o e e e e oo - +
| France | 1.27 | 42. 1% |
o e e e e e e e e e o e e e e oo o e e e e oo +
| Italy | 0.91 | 4. 7% |
o e e e e e e e i e o e e oo o e e oo +
| South Africa | 0.46 | 2.4% |
o e e e e e e e e m e e o e e e e oo - o e e e e oo - +
| Brazil | 0.41 | 38. 7% |
o e e e e e e e e e o e e e e oo o e e e e oo +
| Russian Federation | 0.31 | 9. 7% |
o e e e e e e e i e o e e oo o e e oo +
| China | 0.24 | 60. 19 *) |
o e e e e e e e e m e e o e e e e oo - o e e e e oo - +
| Egypt | 0.24 | 4.3% |
o e e e e e e e e e o e e e e oo o e e e e oo +
| Mexico | 0.23 | 41. 8% |
o e e e e e e e i e o e e oo o e e oo +
| Turkey | 0.20 | 0.2% |
o e e e e e e e e m e e o e e e e oo - o e e e e oo - +
| Vietnam | 0.17 | 48. 0% |
o e e e e e e e e e o e e e e oo o e e e e oo +
| Iran (Islamc Republic) | 0.15 | 0.1% |
o e e e e e e e i e o e e oo o e e oo +
| Thail and | 0.13 | 40. 8% |
o e e e e e e e e m e e o e e e e oo - o e e e e oo - +
| I'ndonesia | 0.07 | 5.0% |
o e e e e e e e e e o e e e e oo o e e e e oo +
| Philippines | 0.05 | 13. 8% |
o e e e e e e e i e o e e oo o e e oo +
| I'ndia | 0.03 | 76. 9% |
o e e e e e e e e m e e o e e e e oo - o e e e e oo - +
| Paki stan | 0.03 | 2.1% |
o e e e e e e e e e o e e e e oo o e e e e oo +
| United Republic of Tanzania | 0.02 | 0.0% |
o e e e e e e e i e o e e oo o e e oo +
| Nigeria | 0.02 | 0.2% |
o e e e e e e e e m e e o e e e e oo - o e e e e oo - +
| Bangl adesh | 0.01 | 0.3% |
o e e e e e e e e e o e e e e oo o e e e e oo +
| Ethiopia | 0.00 | 0.0% |
o e e e e e e e i e o e e oo o e e oo +
| Denocratic Republic of Congo | 0.00 | 0.1% |
o e e e e e e e e m e e o e e e e oo - o e e e e oo - +

Table 1: 1 Pv4 per Capita and | Pv6 Depl oynent for the Top 25 Most
Popul ated Countries in the Wrld (as of January 2022)

(*) The 1 Pv6 deploynment information in China is derived from
[CN-1 PvE] .

A direct correlation between | ow | Pv4 per capita and high | Pv6
adoption is not inmediate, yet some indications energe. For exanple,
sone countries, such as Brazil, China, and India, have clearly noved
towards | Pv6 adoption. As discussed |ater, this appears related to
several factors in addition to the |ack of |1Pv4 addresses, including
| ocal regulation and market-driven actions. The 5 countries at the
top of the table, with relative high availability of |Pv4 addresses,

have al so shown a good | evel of |IPv6 adoption. |n other cases, a
relative scarcity of |Pv4 addresses has not neant a cl ear nove
towards | Pv6, as several countries listed in the table still have | ow

or very low | Pv6 adopti on.



2

2

2

3.

| Pv6 Users

The count of the IPv6 users is the key paraneter to get an i mediate
under st andi ng of the adoption of |Pv6. Sone organizations constantly
track the usage of |1Pv6 by aggregating data from several sources. As
an exanple, the Internet Society constantly monitors the vol une of
IPv6 traffic for the networks that joined the World I Pv6 Launch
initiative [WPv6L]. The nmeasurenent aggregates statistics from
organi zations, such as [Akmstats], that provide data down to the
single network | evel, neasuring the nunber of hits to their content
delivery platform For the scope of this docunment, the approach used
by APNIC to quantify the adoption of 1Pv6 by nmeans of a script that
runs on a user’s device [CAIDA] is considered. To give a rough
estimation of the relative growth of IPv6, the next table aggregates
the total nunber of estimated |Pv6-capable users as of 1 January 2022
and conpares it against the total Internet users, as neasured by

[ POTAROC?] .

[ i et et e, e, e ety o
| | Jan 2018 | Jan 2019 | Jan 2020 | Jan 2021 | Jan 2022 | CAGR

bl S oo el s s el e pe e b peep
| 1Pv6 | 513.07 | 574.02 | 989.25 | 1,136.28 | 1,207.61 |23.9%
R i R i R i R i R i +----- +
| World| 3,410.27 | 3,470.36 | 4,065.00 | 4,091.62 | 4,093.69 | 4.7%
+----- F--- - - F--- - - F--- - - F--- - - F--- - - +----- +
| Rati of 15. 0% | 16. 5% | 24.3% | 27.8% | 29.5% | 18. 4%
+----- R R R R R +----- +

Tabl e 2: 1 Pv6-Capabl e Users agai nst Total Users (in MIlions) as
of January 2022

Two figures appear: first, the IPv6 Internet population is grow ng
with a two-digit Conpound Annual Growth Rate (CAGR), and second, the
ratio I Pv6 over total is also growi ng steadily.

| Pv6 Wb Cont ent

[ WBTechs] keeps track of the use of several technical conponents of
websites worl dwi de through different analytical engines. The
utilization of IPv6 for websites is shown in the next table, where
the percentages refer to the websites that are accessi bl e over |Pv6.

[ R ety ety gl ety ety sfes ety el
| Worldwi de | Jan | Jan | Jan | Jan | Jan | CAGR |
| Websites | 2018 | 2019 | 2020 | 2021 | 2022 | |
[ bbb Cemsfems e pe et S poes e e e =g gt Sl pu e peget S peje g
| %of IPv6 | 11.4%| 13.3%| 15.0%| 17.5%| 20.6% | 15.9% |
F--- - - - +------- +------- +------- +------- +------- +------- +

Table 3: Usage of IPv6 in Wbsites (as of January 2022)

Looking at the growth rate, it nmay not appear particularly high. It
has to be noted, though, that not all websites are equal. The

| argest content providers, which already support |IPv6, generate a |ot
nore content than small websites. At the beginning of January 2022,
[ Csc6l ab] neasured that out of the world s top 500 sites, 203 are

| Pv6 enabled (+3.6% from January 2021 to January 2022). |If we
consider that the big content providers (such as Google, Facebook,
and Netflix) generate nore than 50% of the total mobile traffic

[ SNDVN], and in sone cases even nmore up to 65%[1SOCl] [HxBld], the
percentage of content accessible over IPv6 is clearly nore rel evant
than the nunber of enabled | Pv6 websites. O that 50% of all nobile
traffic, it would be interesting to know what percentage is |Pv6.
Unfortunately, this information is not avail able.
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Rel ated to that, a question that sometines arises is whether the
content stored by content providers would be all accessible on | Pv6
in the hypothetical case of a sudden |IPv4 switch off. Even if this
is pure specul ation, the nunbers above may bring to state that this
is likely the case. This would reinforce the common thought that, in
quantitative terms, nmost of the content is accessible via |Pv6.

4. | Pv6 Public Actions and Policies

As previously noted, the worldw de depl oynent of IPv6 is not uniform
[Gstats] [APNICL]. It is worth noticing that, in some cases, higher
| Pv6 adoption in certain countries has been achi eved as a consequence
of actions taken by the |ocal governments through regul ation or
incentive to the market. Looking at the European Union area, sone
countries, such as Belgium France, and Gernany, are well ahead in
ternms of | Pv6 adoption.

In the case of Belgium the Belgian Institute for Postal services and
Tel econmmuni cations (BIPT) acted to nediate an agreenent between the

|l ocal ISPs and the governnent to |limt the use of Carrier-Gade NAT
(CaA\) systens and of public |IPv4 addresses for |awful investigations
in 2012 [BIPT]. The agreenent linited the use of one |Pv4 address
per 16 customers behind NAT. The econom ¢ burden sustained by the

I SPs for the unoptim zed use of NAT induced the shift to IPv6 and its
i ncreased adoption in the | atest years.

In France, the National Regulator (Autorite de regulation des
communi cati ons el ectroni ques, or Arcep) introduced an obligation for
the mobile carriers awarded with a license to use 5G frequencies
(3.4-3.8 GHz) in Metropolitan France to be | Pv6 conpatible [ ARCEP].
As stated in [ ARCEP] (translated from French),

| The goal is to ensure that services are interoperable and to
| renove obstacles to using services that are only available in
| [IPv6, as the nunber of devices in use continues to soar, and
| because the RIPE NCC has run out of |Pv4 addresses.

A sl ow adoption of IPv6 could prevent new Internet services from
spreading widely or create a barrier to entry for newconers to the
mar ket. Per [ARCEP] (translated from French), "IPv6 can help to

i ncrease conpetition in the telecomindustry, and help to
industrialize a country for specific vertical sectors"

I ncreased | Pv6 adoption in Germany depended on a mix of industry and
public actions. Specifically, the Federal Ofice for Informtion
Technol ogy (under the Federal Mnistry of the Interior) issued over
the years a few recommendati ons on the use of IPv6 in the German
public adm nistration. The latest guideline in 2019 constitutes a
hi gh-1 evel road map for mandatory I Pv6 introduction in the federa
adm ni stration networks [ GFA]

In the United States, the O fice of Managenent and Budget is al so
calling for IPv6 adoption [US-FR] [US-Cl Q. These docunents define a
pl an to have 80% of the US federal |P-capable networks based on

I Pv6-only by the year 2025. China is another exanple of a governnent

that is supporting a country-wi de |Pv6 adoption [CN]. |In India, the
hi gh adoption of IPv6 took origin fromthe decision of Reliance Jio
to nove to IPv6 in their networks [RelJio]. In addition, the

Department of Tel ecomuni cations (under the Mnistry of

Conmuni cati ons and I nformation Technol ogy) issued guidelines for the
progressive adoption of I1Pv6 in public and private networks. The

| at est one dates 2021 [IDT] and fosters further noves to | Pv6
connecti on servi ces.

A Survey on | Pv6 Depl oynents



This section discusses the status of |Pv6 adoption in service
provi der and enterprise networks.

.1. |1Pve Allocations

RIRs are responsible for allocating | Pv6 address bl ocks to | SPs,

Local Internet Registries (LIRs), and enterprises or other

organi zations. An ISP/LIRw Il use the allocated block to assign
addresses to their end users. The follow ng table shows the anount
of individual allocations, per RIR, in the time period from 2017-2021
[ APNI C2] .

B S ety e Sl ety e ety e, e pems ey Clefes g o
| Registry |Dec | Dec | Dec | Dec | Dec | Cunul ated | CAGR
| 2017 | 2018 | 2019 | 2020 | 2021 | | |
B el e pu gt S pu e b s pojes s pee e e pe g s pu gt S pu e pe e gy Cjeje gt
| AFRRNIC | 112 110 | 115| 109 | 136 | 582 | 51%
R i +----- +------- +------- +------- +------- R +----+
| APNIC |1,369| 1,474 | 1,484 | 1,498 | 1,392 | 7,217 | 52%
F--- - - +----- +------- +------- +------- +------- F-- - - - +----+
| ARIN | 684 659 | 605 | 644 | 671 | 3,263 | 48%
R +----- +------- +------- +------- +------- I +----+
| LACONNIC |1,549| 1,448 | 1,614 | 1,801 | 730 | 7,142 | 47%
R i +----- +------- +------- +------- +------- R +----+
| RIPE NCC |2,051| 2,620 | 3,104 | 1,403 | 2,542 | 11,720 | 55%
F--- - - +----- +------- +------- +------- +------- F-- - - - +----+
| Total | 5,765 6,311 | 6,922 | 5,455 | 5,471 | 29,924 | 51%
R +----- +------- +------- +------- +------- I +----+

Table 4: 1 Pv6 Allocations Wrldw de (as of January 2022)

The trend shows the steady progress of |Pv6. The decline of |Pv6
al l ocations in 2020 and 2021 may be due to the COVID 19 pandemc. It
al so happened to I Pv4 allocations.

[ APNI C2] al so conpares the nunber of allocations for both address
famlies. The CAGR |looks quite simlar in 2021 but a little higher
for the IPv4 allocations in conparison to the IPv6 allocations (53.6%
versus 50.9%.

L oo s fum e e pue oo s oo e oo e ool oo e e
| Address |Dec |Dec | Dec | Dec | Dec | Curul ated | CAGR |
| family [2017 |2018 | 2019 | 2020 | 2021 | | |
[ R ety gl ety s ety Ll pemepe el el ey o
| 1Pv6 | 5,765 6,311] 6,922 | 5,455 | 5,471 | 29,924 | 50.9% |
R +----- +----- F----- - - +------- +------- I +------- +
| IPva | 8,091| 9, 707| 13,112 | 6,263 | 7,829 | 45,002 | 53.6% |
I +----- +----- +-------- +------- +------- R +------- +

Table 5: Allocations per Address Fanily (as of January 2022)

The reason may be that the I1Pv4 allocations in 2021 included many
al l ocations of small address ranges (e.g., /24) [APNIC2]. On the
contrary, a single IPv6 allocation is |arge enough to cope with the
need of an operator for long period. After an operator receives an
IPv6 /30 or /32 allocation, it is unlikely that a new request of
addresses is repeated in the short term

The next table is based on [ APNI C3] and [ APNI C4] and shows the

per cent age of Autononbus Systens (ASes) supporting |Pv6 conpared to
the total ASes worl dwi de. The number of |Pv6-capabl e ASes increased
from24.3%in January 2018 to 38.7%in January 2022. This equals to
18% of the CAGR for |Pv6-enabled networks. [In conparison, the CAGR
for the total of IPv6 and | Pv4 networks is just 5%

[ el sl ool s el ool oo ool oot °)



| Advertised | Jan | Jan | Jan | Jan | Jan | CAGR
| ASN | 2018 | 2019 | 2020 | 2021 | 2022 | |
B ey S —p—— b ————— plp——————(— e —_——— j{—p——_———(— pl—p——(———
| 1Pv6-capable | 14,500 | 16,470 | 18,650 | 21,400 | 28,140 | 18%]|
i I I I I I I +------ +
| Total ASN | 59,700 | 63,100 | 66,800 | 70,400 | 72,800 | 5%)|
I i T +---- - - - +---- - - - +---- - - - +---- - - - +---- - - - +------ +
| Ratio | 24.3% | 26.1% | 27.9% | 30.4% | 38.7% | |
I F-------- F-------- F-------- F-------- F-------- +------ +

Tabl e 6: Percentage of |Pv6-Capable ASes (as of January 2022)

The tabl es above provide an aggregated view of the allocations
dynanmi c. The next subsections will zoominto each specific domain to
highlight its relative status.

3.2. 1Pv6 anong Internet Service Providers

A survey was submitted to a group of service providers in Europe
during the third quarter of 2020 (see Appendix A for the conplete
poll) to understand their plans about IPv6 and their technica
preferences regarding its adoption. Although this poll does not give
an exhaustive view on the |Pv6 status, it provides sone insights that
are relevant to the discussion

The poll revealed that the majority of |1SPs interviewed had pl ans
concerning IPv6 (79%9. O them 60% had ongoing activities already,
whil e 33% were expected to start activities in a 12-nonth ti nmefrane.
The transition to I Pv6 involved all business segnents: nobile (63%,
fixed (63%, and enterprise (509 .

The reasons to nove to I Pv6 varied. dobal |Pv4 address depletion
and the run out of private address space recomended in [ RFC1918]
were reported as the inportant drivers for |Pv6 deploynment (48%. In
a few cases, respondents cited the requirenment of national |Pv6
policies and the |l aunch of 5G as the reasons (13%. Enterprise
customer demand was al so a reason to introduce |Pv6 (13%.

From a technical preference standpoint, Dual-Stack [ RFC4213] was the
nmost adopted solution in both wireline (599 and cellul ar networks
(39%9. In wireline, the second nost adopted mechani sm was Dual - St ack
Lite (DS-Lite) [RFC6333] (19%. In cellular networks, the second
preference was 464XLAT [ RFC6877] (219% .

More details about the answers received can be found in Appendi x A
3.3. I Pv6 anpbng Enterprises

As described in [ RFC7381], enterprises face different challenges than
ISPs. Publicly available reports show how the enterprise depl oynent
of IPv6 |ags behind | SP depl oynent [cnpw].

[ NST_1] provides estinmations on the depl oynent status of |Pv6 for
domai ns such as exanpl e.com exanple.net, or exanple.org in the
United States. The nmeasurenment enconpasses nmany industries,

i ncluding tel ecommunications, so the term"enterprises" is a bit

| cose in this context. |In any case, it provides a first indication
of IPv6 adoption in several US industry sectors. The analysis tries
to infer whether 1 Pv6 is supported by | ooking from"outside" a
company’s network. It takes into consideration the support of |Pv6
to external services, such as Domain Nane System (DNS), mmil, and
websites. [BGR 1] has sinmlar data for China, while [ CNLABS 1]
provi des the status in India.

[ ety ey Lty gl Lty
| Country | Dormains analyzed | DNS | Miil | Wbsite



[ e ———— L ——————————————— L p———_ Ll—p————— Llpp—p—p—————

| China | 478 | 74.7% | 0.0% | 19. 7% |
S S S R S R S +
| I'ndia | 104 | 51.9%| 15.4% | 16. 3% |
. . - - - +
| United States | 1070 | 66.8% | 21.2% | 6. 3% |
| of America | | | | |
R oo o - E E R S —— +

Table 7: 1 Pv6 Support for External -Facing Services across
Enterprises (as of January 2022)

A poll submitted to a group of large enterprises in North Arerica in
early 2021 (see Appendi x B) shows that the operational issues are
even nore critical than for | SPs.

Looking at current inplenentations, alnost one third has dual - stacked
net wor ks, whil e 20% decl ares that portions of their networks are

I Pv6-only. Additionally, 35%of the enterprises did not inplenent
IPv6 at all or are stuck at the training phase. In no case is the
network fully based on | Pv6.

Speaki ng of training, the nmost critical needs are in the field of

I Pv6 security and | Pv6 troubl eshooting (both highlighted by the two
thirds of respondents), followed by address planning / network
configurations (57.41%.

Coning to inplenentation, the three areas of concern are |Pv6
security (31.48%, training (27.78%, and application conversion
(25.93%, and 33.33% of respondents think that all three areas are
all sinultaneously of concern

The full poll is reported in Appendix B
3.3.1. CGovernnent and Universities

This section focuses specifically on the adoption of IPv6 in
governnents and acadeni a

As far as governnmental agencies are concerned, [NST_2] provides

anal ytics on the degree of |IPv6 support for DNS, mail, and websites
across second-| evel donains associated with US federal agencies.
These domains are in the form of exanple.gov or exanple.fed. The
script used by [NST_2] has al so been enpl oyed to neasure the sane
anal ytics in other countries, e.g., China [BGR 2], India [CNLABS 2],
and t he European Union [IPv6Foruni. For this latter analytic, sone
post -processing is necessary to filter out the non-European donains.

44— ——————=———=—+4=-=-——=—=——=—+4=-="=-——=—=——4+=-=—=—=—=—====+
| Country | Domains analyzed | DNS | Mail | Wbsite

B ety ety plpp—p—t——— pljj—j—t—(—t— e jfp—t— o
| China | 52 | 0.0%| 0.0%|  98.1%|
o e e e e e a - I I I F---- - F---- - F--- - - - - +
| European Union (*) | 19 | 47.4% | 0.0% | 21. 1% |
R i e I R i e I I +------- +------- L +
| India | 618 | 7.6%| 6.5%| 7.1% |
R I R I I F------- F------- L +
| United States of | 1283 | 87.1% | 14.0% | 51. 7% |
| Anerica I I I I I
I i I I I +------- +------- F--- - - - - +

Table 8: I Pv6 Support for External-Facing Services across
Governmental Institutions (as of January 2022)

(*) Both EU and country-specific domains are considered.



| Pv6 support in the US is higher than other countries. This is
likely due to the IPv6 nandate set by [USSCIQ. 1In the case of

I ndia, the degree of support seens still quite low. This is also
true for China, with the notabl e exception of a high percentage of
| Pv6- enabl ed websites for government-rel ated organi zati ons.

Simlar statistics are also available for higher education. [NST_3]
measures the data from second-1evel dommins of universities in the
US, such as exanple.edu. [BGR 3] |ooks at Chinese education-rel ated
domai ns. [CNLABS_ 1] anal yzes domains in India (nostly third |evel),
while [I Pv6Forun] lists universities in the European Union (second

| evel ), again after filtering the non- European domains.

[§ et et s sy ol e pj—p—j—p Cjojfopj—p—j——r o
| Country | Dormmins analyzed | DNS | Miil | Wbsite
[ ool e sl el e pes e pugent b pees e pe e o
| China | 111 | 36.9%| 0.0%| 77.5% |
oo o - Fom e e e oo N N B +
| European Union | 118 | 83.9% | 43.2%| 35.6% |
S o e e e e oo oo AR, AR, R +
| I'ndia | 100 | 31.0% | 54.0%| 5.0% |
T T L L S I +
| United States | 346 | 49.1% | 19.4% | 21. 7% |
| of America | | | | |
o e o e e e e oo oo R, R, S R +
Table 9: I Pv6 Support for External -Facing Services across
Universities (as of January 2022)
Overall, the universities have w der support of |Pv6-based services

conmpared to the other sectors. Apart froma couple of exceptions
(e.g., the support of IPv6 mail in China and | Pv6 websites in India),
the nunbers shown in the table above indicate good support of IPv6 in
academ a.

| Pv6 Depl oyment Scenari os

The scope of this section is to discuss the network and service
scenarios applicable for the transition to I Pv6. Mst of the related
definitions have been provided in Section 1.1. This clause is

i ntended to focus on the technical and operational characteristics.
The sequence of scenarios described here does not necessarily have to
be intended as a road map for the I1Pv6 transition. Depending on
their specific plans and requirenents, service providers may either
adopt the scenarios proposed in a sequence or junp directly to a
speci fic one.

1. Dual - St ack

Based on the poll answers provided by network operators (Appendix A),
Dual - Stack [ RFC4213] appears to be currently the nost widely depl oyed
| Pv6 sol ution (about 50% see both Appendix A and the statistics
reported in [ ETSI -1 P6-WhitePaper]).

Wth Dual - Stack, 1Pv6 can be introduced together with other network
upgrades, and many parts of network nanagenment and | T systens can
still work in IPv4. This avoids a nmajor upgrade of such systens to
support | Pv6, which is possibly the nost difficult task in the |Pv6
transition. The cost and effort on the network managenment and I T
systens upgrade are noderate. The benefits are to start using | Pv6
and save NAT costs.

Al t hough Dual - Stack nmay provi de advantages in the introductory stage,
it does have a few di sadvantages in the long run, like the
duplication of the network resources and states. It also requires
more | Pv4 addresses, thus increasing both Capital Expenses (CAPEX)



and Operating Expenses (OPEX). For exanple, even if private
addresses are used with Carrier-Gade NAT (CGN\), there is extra
investrment in the CCGN devices, |ogs storage, and hel p desk to track
CGN\-rel ated i ssues.

For this reason, when | Pv6 usage exceeds a certain threshold, it may
be advantageous to start a transition to the next scenario. For
exanple, the process may start with the | Pv4aaS stage, as descri bed

hereinafter. It is difficult to establish the criterion for
switching (e.g., to properly identify the upper bound of the |Pv4
decrease or the | ower bound of the IPv6 increase). |In addition to

the technical factors, the switch to the next scenarios may al so
cause a loss of custonmers. Based on the feedback of network
operators participating in the Wrld IPv6 Launch [WPv6L] in June
2021, 108 out of 346 operators exceed 50% of |IPv6 traffic vol une
(31.29%, 72 exceed 60% (20.8%, and 37 exceed 75% (10.7% . The
consensus to nove to | Pv6-only might be reasonable when IPv6 traffic
vol une is between 50% and 60%

4.2. 1Pv6-Only Overl ay

As defined in Section 1.1, IPv6-only is generally associated with a
scope, e.g., |Pv6-only overlay or |IPv6-only underl ay.

The 1 Pv6-only overlay denotes that the overlay tunnel between the end
points of a network is based only on IPv6. Tunneling provides a way
to use an existing IPv4 infrastructure to carry IPv6 traffic. |Pv6
or 1 Pv4 hosts and routers can tunnel |Pv6 packets over |Pv4 regions
by encapsul ating themwi thin | Pv4 packets. The approach with

| Pv6-only overlay helps to maintain conpatibility with the existing
base of I1Pv4, but it is not a long-termsolution.

As a matter of fact, IPv4 reachability nust be provided for a |ong
time to come over IPv6 for |Pv6-only hosts. Mst |ISPs are |everaging
CGN to extend the life of IPv4 instead of going with | Pv6-only

sol utions.

4.3. |1Pv6-Only Underl ay

The 1 Pv6-only underlay network uses | Pv6 as the network protocol for
all traffic delivery. Both the control and data planes are based on
I Pv6. The definition of IPv6-only underlay needs to be associ ated
with a scope in order to identify the domain where it is applicable,
such as the IPv6-only access network or |Pv6-only backbone network

When both enterprises and service providers begin to transition from
an | Pv4/ MPLS backbone to introduce IPv6 in the underlay, they do not
necessarily need to Dual -Stack the underlay. Forwarding plane
complexity on the Provider (P) nodes of the ISP core should be kept
sinple as a backbone with a single protocol. Hence, when operators
decide to transition to an | Pv6 underlay, the |ISP backbone should be
| Pv6-only because Dual -Stack is not the best choice. The underl ay
could be IPv6-only and all ow | Pv4 packets to be tunnel ed using a VPN
over an | Pv6-only backbone whil e | everagi ng [ RFC8950], which
specifies the extensions necessary to allow advertising | Pv4d Network
Layer Reachability Information (NLRI) with an | Pv6 next hop

| Pv6-only underlay network deploynment for access and backbone
networ ks seens to not be the first option, and the current trend is
to keep the | Pv4/ MPLS data plane and run | Pv4/1Pv6 Dual - Stack to edge
nodes.

As ISPs do the transition in the future to an | Pv6-only access
networ k or backbone network, e.g., Segnent Routing over |Pv6 (SRv6)
data plane, they start the elinination of |Pv4 fromthe underlay
transport network while continuing to provide |Pv4 services.



Basically, as al so shown by the poll anong network operators, froma
network architecture perspective, it is not recommended to apply
Dual -Stack to the transport network per reasons nentioned above
related to the forwardi ng pl ane conpl exities.

4.4, | Pv4- as- a- Servi ce

| Pv4aaS can be used to ensure | Pv4 support, and it can be a conpl ex
deci sion that depends on several factors, such as econom c aspects,
policy, and government regul ation

[ RFC9313] conpares the nerits of the mpbst conmon transition solutions
for IPvdaaS, i.e., 464XLAT [RFC6877], DS-Lite [RFC6333], Lightweight
4over6 (lwdo6) [RFC7596], Mapping of Address and Port with
Encapsul ati on (MAP-E) [RFC7597], and Mappi ng of Address and Port
usi ng Translation (MAP-T) [RFC7599], but does not provide an explicit
recomrendati on. However, the poll in Appendix A indicates that the
most wi dely deployed 1 Pv6 transition solution in the Mbile Broadband
(MBB) domain is 464XLAT, while in the Fi xed Broadband (FBB) domain,

it is DS-Lite.

Both are | Pvd4aaS solutions that | everage | Pv6-only underlay. |Pv4aaS
of fers Dual - Stack service to users and allows an ISP to run | Pv6-only
in the network, typically the access networKk.

Wiile it may not al ways be the case, IPv6-only transition
technol ogi es, such as 464XLAT, require far fewer |Pv4 addresses

[ RFC9313], because they are nore efficient and do not restrict the
nunber of ports per subscriber. This helps to reduce troubl eshooting
costs and to rempve sone operational issues related to permanent

bl ock listing of IPv4 address bl ocks when used via CGN in some

servi ces

| Pv4aaS may be facilitated by the natural upgrade or replacenent of
CPEs because of newer technol ogies (triple-play, higher bandw dth WAN
links, better W-Fi technologies, etc.). The CAPEX and OPEX of other
parts of the network may be | owered (for exanple, CGN and associ ated

| ogs) due to the operational sinplification of the network

For deploynments with a | arge nunber of users (e.g., large nobile
operators) or a large nunber of hosts (e.g., large Data Centers
(DCs)), even the full private address space [ RFC1918] is not enough.
Al so, Dual-Stack will likely |lead to duplication of network resources

and operations to support both IPv6 and | Pv4, which increases the
anmount of state information in the network. This suggests that, for
scenarios such as MBB or |arge DCs, |Pv4aaS could be nore efficient
fromthe start of the IPv6 introduction

So, in general, when the Dual - Stack di sadvant ages outwei gh the

| Pv6-only conplexity, it makes sense to transition to |Pv4aaS. Sone
networ k operators have already started this process, as in the case
of [TMus], [RelJio], and [EEF].

4.5. |1Pv6-Only
I Pv6-only is the final stage of the IPv6 transition, and it happens
when a conpl ete network, end to end, no | onger has I Pv4d. No |Pv4
address is configured for network nmanagement or anything el se.

Since | Pv6-only nmeans that both underlay networks and overl ay
services are only I1Pv6, it will take longer to happen

5. Common | Pv6 Chal | enges

This section lists comon | Pv6 chal | enges, which have been vali dated
and di scussed during several neetings and public events. The scope



is to encourage nore investigations. Despite that |Pv6 has already
been well proven in production, there are sone challenges to
consider. In this regard, it is worth noting that [ETSI-GR-|PE-001]
al so discusses gaps that still exist in |Pv6-related use cases.

5.1. Transition Choices

A service provider, an enterprise, or a CSP may perceive quite a
conplex task with the transition to | Pv6 due to the many technica
alternatives avail abl e and the changes required in nanagenent and
operations. Moreover, the choice of the nethod to support the
transition is an inportant chall enge and may depend on factors
specific to the context, such as the IPv6 network design that fits
the service requirenents, the network operations, and the depl oynent
strat egy.

The subsections bel ow briefly highlight the approaches that the
different parties may take and the rel ated chal |l enges.

5.1.1. Service Providers: Fixed and Mobile Operators

For fixed operators, the nmassive software upgrade of CPEs to support
Dual - St ack already started in npost of the service provider networks.
On average, |ooking at the global statistics, the IPv6 traffic
percentage is currently around 40%[G stats]. As highlighted in
Section 3.2, all major content providers have al ready inpl enented
Dual - St ack access to their services, and nost of them have

i npl emrented | Pv6-only in their Data Centers. This aspect could

af fect the decision on the | Pv6 adoption for an operator, but there
are also other factors, like the current |Pv4 address shortage, CPE
costs, COCN costs, and so on.

* Fixed operators with a Dual -Stack architecture can start defining
and applying a new strategy when reaching the Iimt in terns of
the nunmber of |Pv4 addresses available. This may be done through
CGN or with an | Pv4aaS approach.

* NMbst of the fixed operators remain attached to a Dual - Stack

architecture, and nmany have already enployed CGN. 1In this case,
it is likely that CON boosts their ability to supply |Pv4d
connectivity to CPEs for nore years to conme. Indeed, only few

fi xed operators have chosen to nove to an | Pv6-only scenari o.

For nobile operators, the situation is quite different, since in sone
cases, nobile operators are already stretching their |Pv4 address
space. The reason is that CGN translation Iimts have been reached
and no nore | Pv4 public pool addresses are avail able.

* Some nobile operators choose to inplenent Dual -Stack as a first
and i mediate mtigation solution

* Oher nobile operators prefer to nove to | Pvd4aaS solutions (e.qg.,
464XLAT) since Dual-Stack only mitigates and does not solve the
| Pv4 address scarcity issue conpletely.

For both fixed and nobile operators, the approach for the transition
is not unique, and this brings different challenges in relation to
the network architecture and related costs; therefore, each operator
needs to do their own evaluations for the transition based on the
speci fic situation.

5.1.2. Enterprises
At present, the usage of IPv6 for enterprises often relies on

upstream servi ce providers, since the enterprise connectivity depends
on the services provided by their upstream provider. Regarding the



enterprises’ internal infrastructures, IPv6 shows its advantages in
the case of a nmerger and acquisition, because it can be avoi ded by
the overl appi ng of the two address spaces, which is compn in case of
| Pv4 private addresses. |In addition, since several governnents are
introducing I Pv6 policies, all the enterprises providing consulting
services to governments are also required to support |Pv6.

However, enterprises face sone challenges. They are shielded from

| Pv4 address depletion issues due to their preval ent use of proxy and
private addressing [ RFC1918]; thus, they do not have the business
requi renent or technical justification to transition to |Pv6.
Enterprises need to find a business case and a strong notivation to
transition to IPv6 to justify additional CAPEX and OPEX. Al so, since
I nformati on and Conmuni cati on Technol ogies (I CTs) are not the core
busi ness for nobst of the enterprises, the I CT budget is often
constrai ned and cannot expand considerably. However, there are
exanpl es of big enterprises that are considering |IPv6 to achieve

busi ness targets through a nore efficient 1Pv6 network and to

i ntroduce newer services that require I Pv6 network architecture.

Enterprises worldwide, in particular small- and nedi um sized
enterprises, are quite late to adopt |Pv6, especially on interna
networks. | n nost cases, the enterprise engineers and technicians do

not have a great experience with IPv6, and the problem of application
porting to I Pv6 | ooks quite difficult. As highlighted in the

rel evant poll, the technicians may need to be trained, but the
managenent does not see a business need for adoption. This creates
an unfortunate cycle where the perceived conplexity of the |IPv6
protocol and concerns about security and nanageability conbine with
the lack of urgent business needs to prevent adoption of IPv6. In
2019 and 2020, there has been a concerted effort by sone ARI N and
APNIC initiatives to provide training [ARRNNCE [ISIF-ASIA-G.

5.1. 3. I ndustrial |nternet

In an industrial environment, Operational Technology (OT) refers to
the systenms used to nonitor and control processes within a factory or
production environment, while Information Technology (I T) refers to
anything related to conputer technol ogy and networking connectivity.
IPv6 is frequently mentioned in relation to Industry 4.0 and the
Internet of Things (l10oT), affecting the evolution of both O and IT.

There are potential advantages for using IPv6 for the Industrial
Internet of Things (I10T), in particular, the large | Pv6 address
space, the automatic | Pv6 address configuration, and resource

di scovery. However, its industrial adoption, in particular, in snart
manuf acturi ng systens, has been much sl ower than expected. There are
still many obstacles and chall enges that prevent its pervasive use.
The key problens identified are the inconplete or underdevel oped too
support, the dependency on manual configuration, and the poor

know edge of the I Pv6 protocols. To pronpte the use of |Pv6 for
smart manufacturing systens and | 10T applications, a generic approach
to remove these pain points is highly desirable. Indeed, as for
enterprises, it is inportant to provide an easy way to famliarize
system architects and software devel opers with the | Pv6 protocol

Advances in cl oud-based platfornms and devel opnents in artificial
intelligence (Al) and machine learning (M) allow OT and I T systens
to integrate and migrate to a centralized anal ytical, processing, and
integrated platform which nmust act in real tine. The linmtation is
that manufacturing conpani es have diverse corporate cultures, and the
adoption of new technologies may lag as a result.

For Industrial Internet and related I10oT applications, it would be
desirable to | everage the configurationl ess characteristic of I1Pv6 to
aut omati cal ly manage and control the |oT devices. |In addition, it



could be interesting to have the ability to use |P-based

conmuni cati on and standard application protocols at every point in
the production process and further reduce the use of specialized
conmuni cati on syst ens.

5.1.4. Content and Cl oud Service Providers

The hi gh nunber of addresses required to connect the virtual and
physical elenents in a Data Center and the necessity to overcone the
limtation posed by [RFC1918] have been the drivers to the adoption
of IPv6 in several CSP networks

Most CSPs have adopted IPv6 in their internal infrastructure but are
al so active in gathering |IPv4 addresses on the transfer narket to
serve the current business needs of |Pv4 connectivity. As noted in
the previous section, npst enterprises do not consider the transition
to IPv6 as a priority. To this extent, the use of |Pv4-based network
services by the CSPs will |ast.

Several public references, as reported hereinafter, discuss how nost
of the major players find thenselves at different stages in the
transition to IPv6-only in their Data Center (DC) infrastructure. In
some cases, the transition already happened and the DC infrastructure
of these hyperscalers is conpletely based on | Pv6.

It is interesting to ook at how nmuch traffic in a network is going
to Caches and Content Delivery Networks (CDNs). The response is
expected to be a high percentage, at |east higher than 50%in npost of
the cases, since all the key Caches and CDNs are ready for |Pv6
[Adflr] [Ggl] [MfIx] [Amen] [Mrsft]. So the percentage of traffic
going to the key Caches/CDNs is a good approxi mati on of the potentia
IPv6 traffic in a network

The chall enges for CSPs are mainly related to the continuous support
of IPv4 to be guaranteed, since nost CSPs al ready conpl eted the
transition to IPv6-only. If, in the next years, the scarcity of |Pv4
addresses becones nore evident, it is likely that the cost of buying
an | Pv4 address by a CSP could be charged to their custoners.

5.1.5. CPEs and User Devices

It can be noted that nobst of the user devices (e.g., smartphones)
have been | Pv6 enabl ed for many years. But there are exceptions, for
exanple, for the past few years, smart TVs have typically had | Pv6
support; however, not all the econonies replace themat the sane
pace.

As already nentioned, |1SPs who historically provided public |Pv4
addresses to their custoners generally still have those |Pv4
addresses (unless they chose to transfer them. Sone have chosen to
put new customers on CGN but w thout touching existing custoners.
Because of the extrenely snmall nunber of custonmers who notice that

I Pv4 is done via NAT444 (i.e., the preferred CGN solution for
carriers), it could be less likely to run out of |Pv4 addresses and
private | Pv4d space. But as IPv4-only devices and traffic reduce, the
need to support private and public IPv4 | essens. So to have CPEs
conpl etely support |Pv6 serves as an inportant chall enge and
incentive to choose | Pv4aaS solutions [ANSI] over Dual - Stack

5.1.6. Software Applications

The transition to I Pv6 requires that the application software is
adapted for use in | Pv6-based networks ([ ARIN-SW provides an

exanmpl e). The use of transition nmechanisns |ike 464XLAT is essentia
to support IPv4-only applications while they evolve to | Pv6.
Dependi ng on the transition mechani sm enpl oyed, sone issues nay
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remain. For exanple, in the case of NAT64/DNS64, the use of litera
| Pv4 addresses, instead of DNS names, will fail unless mechani sns
such as Application Level Gateways (ALGs) are used. This issue is
not present in 464XLAT (see [ RFC8683]).

It is worth mentioni ng Happy Eyeballs [ RFC8305] as a rel evant aspect
of application transition to |Pv6.

Net wor k Managenent and Operations

There are inportant |1 Pv6 conplenmentary solutions related to
Qperations, Adm nistration, and M ntenance (QAM that | ook |ess

mat ure conpared to I Pv4. A Network Managenment System (NMS) has a
central role in the nodern networks for both network operators and
enterprises, and its transition is a fundanental issue. This is
because sone | Pv6 products are not as field proven as |IPv4 products,
even if conventional protocols (e.g., SNWP and RADI US) already
support IPv6. In addition, an inconpatible vendor road map for the
devel opment of new NVS features affects the confidence of network
operators or enterprises.

An inmportant factor is represented by the need for training the

net wor k operations workforce. Deploying |IPv6 requires that policies
and procedures have to be adjusted in order to successfully plan and
complete an IPv6 transition. Staff has to be aware of the best
practices for managing IPv4 and | Pv6 assets. In addition to network
nodes, network nanagenent applications and equi pnment need to be
properly configured and, in sone cases, also replaced. This may

i ntroduce nore conplexity and costs for the transition.

Avail ability of both systems and training is necessary in areas such
as | Pv6 addressing. |Pv6 addresses can be assigned to an interface
through different neans, such as Statel ess Auto-Configuration (SLAAC
[ RFC4862], or by using the stateful Dynami c Host Configuration
Protocol (DHCP) [RFC8415]. |P Address Managenent (I PAM systens nay
contribute by handling the technical differences and automati ng sone
of the configuration tasks, such as the address assignment or the
managenent of DHCP servi ces.

Per f or mance

Peopl e tend to conpare the performance of |IPv6 versus |Pv4 to argue
or notivate the IPv6 transition. |In some cases, |Pv6 behaving
"worse" than | Pv4 may be used as an argunent for avoiding the ful
adoption of IPv6. However, there are sone aspects where | Pv6 has
already filled (or is filling) the gap to IPv4. This position is
supported when | ooking at avail able analytics on two critica
paraneters: packet |oss and | atency. These paraneters have been
constantly nonitored over time, but only a few conprehensive

measur enent canpai gns are providing up-to-date information. Wile
performance i s undoubtedly an inportant issue to consider and worth
further investigation, the reality is that a definitive answer cannot
be found on what |P version performs better. Depending on the
specific use case and application, IPv6 is better; in others, the
same applies to | Pv4.

1. | Pve Packet Loss and Latency

[ APNI C5] provides a neasurenment of both the failure rate and Round-
Trip Time (RTT) of IPv6 conpared agai nst |1 Pv4. Both neasures are
based on scripts that enploy the three-way handshake of TCP. As
such, the neasurenent of the failure rate does not provide a direct
measur enent of packet |oss (which would need an Internet-w de
measur enent canpaign). That said, despite that IPv4d is stil
performng better, the difference seens to have decreased in recent
years. Two reports, namely [RI PE1l] and [ APRI COT], discussed the



associ ated trend, showi ng how t he average worl dwi de failure rate of
IPv6 is still a bit worse than I Pv4. Reasons for this effect may be
found in endpoints with an unreachable |Pv6 address, routing
instability, or firewall behavior. Yet, this worsening effect may
appear as disturbing for a plain transition to | Pv6.

[ APNI C5] al so conpares the |latency of both address famlies.
Currently, the worldwi de average is slightly in favor of |Pv6.

Zoomi ng at the country or even at the operator level, it is possible
to get nore detailed informati on and appreci ate that cases exi st
where I1Pv6 is faster than IPv4. Regions (e.g., Wstern Europe,

Nort hern Anerica, and Southern Asia) and countries (e.g., US, India,
and Germany) with an advanced depl oyment of IPv6 (e.g., greater than
459 are showing that | Pv6 has better performance than | Pv4

[ APRI COT] hi ghlights how when a difference in perfornmance exists, it
is often related to asymetric routing issues. Oher possible
explanations for a relative latency difference relate to the
specificity of the | Pv6 header, which all ows packet fragnentation

In turn, this means that hardware needs to spend cycles to anal yze
all of the header sections, and when it is not capable of handling
one of them it drops the packet. A few neasurenent canpai gns on the
behavior of I1Pv6 in CDNs are al so available [ MAPRG [INFOCOM. The
TCP connection tine is still higher for IPv6 in both cases, even if
the gap has reduced over the analysis tine w ndow.

5.3.2. Custoner Experience

It is not totally clear if the custoner experience is in sonme way
perceived as better when IPv6 is used instead of IPv4. In sone
cases, it has been publicly reported by I Pv6 content providers that
users have a better experience when using |IPv6-only conpared to | Pv4
[1SOC2]. This could be expl ai ned because, in the case of an |Pv6
user connecting to an application hosted in an |Pv6-only Data Center,
the connection is end to end, without translations. Instead, when
using I Pv4, there is a NAT translation either in the CPE or in the
service provider’s network, in addition to IPv4 to I Pv6 (and back to
I Pv4) translation in the IPv6-only content provider Data Center.
[1SOC2] and [FB] provide reasons in favor of IPv6. In other cases,
the result seens to be still slightly in favor of |Pv4 [ NFOCOM

[ MAPRG , even if the difference between | Pv4 and | Pv6 tends to vani sh
over tine.

5.4. 1Pv6 Security and Privacy

An inportant point that is sonetines considered as a chall enge when
di scussing the transition to IPv6 is related to the security and
privacy. [RFC9099] analyzes the operational security issues in
several places of a network (enterprises, service providers, and
residential users). It is also worth considering the additiona
security issues brought by the applied IPv6 transition technol ogies
used to inplement |Pv4aaS (e.g., 464XLAT and DS-Lite) [ Conput Secur].

The security aspects have to be considered to keep at |east the sane,
or even a better, level of security as it exists nowadays in an |Pv4
networ k environnent. The autoconfiguration features of [Pv6 will
require sonme nore attention. Router discovery and address

aut oconfiguration may produce unexpected results and security hol es.

| Psec protects IPv6 traffic at |east as well as it does |IPv4, and the
security protocols for constrained devices (l10oT) are designed for

| Pv6 operati on.

I Pv6 was designed to restore the end-to-end nodel of conmunications
with all nodes on networks using globally unique addresses. But
considering this, IPv6 may inply privacy concerns due to greater
visibility on the Internet. |Pv6 nodes can (and typically do) use
privacy extensions [RFC8981] to prevent any tracking of their burned-



in Media Access Control (MAC) address(es), which are easily readable
in the original nodified 64-bit Extended Unique Identifier (EU -64)
interface identifier format. On the other hand, stable | Pv6
interface identifiers [ RFC8064] were devel oped, and this can al so

af fect privacy.

As reported in [I1SOC3], in conparing |IPv6 and | Pv4 at the protoco

| evel, one may probably conclude that the increased conplexity of
IPv6 will result in an increased nunber of attack vectors that inply
nmore possi ble ways to performdifferent types of attacks. However, a
nmore interesting and practical question is how | Pv6 depl oynments
compare to | Pv4 deploynents in ternms of security. In that sense,
there are a nunber of aspects to consider

Most security vulnerabilities related to network protocols are based
on inplenmentation flaws. Typically, security researchers find

vul nerabilities in protocol inplenmentations, which eventually are
"patched" to mitigate such vulnerabilities. Over time, this process
of finding and patching vulnerabilities results in nore robust

i npl ementations. For obvious reasons, the | Pv4 protocols have
benefited fromthe work of security researchers for much | onger, and
thus I Pv4 inplenentations are generally nore robust than | Pv6.
However, with nore | Pv6 depl oynment, IPv6 will also benefit fromthis
process in the long run. It is also worth nmentioning that nost

vul nerabilities nowadays are caused by human beings and are in the
application layer, not the IP | ayer

Besides the intrinsic properties of the protocols, the security |evel
of the resulting deploynments is closely related to the |evel of
expertise of network and security engineers. In that sense, there is
obvi ously much more experience and confidence with depl oying and
operating | Pvd networks than with depl oying and operating | Pv6

net wor ks.

5.4.1. Protocols’ Security |ssues

In general, there are security concerns related to | Pv6 that can be
classified as foll ows:

* Basic |Pv6 protocol (basic header, extension headers, addressing)
* | Pv6-associ ated protocols (I CwPv6, NDP, M.D, DNS, DHCPvG6)

* Internet-wide |IPv6 security (filtering, DDoS, transition
mechani sns)

ICMPv6 is an integral part of |IPve and performs error reporting and
di agnostic functions. The Nei ghbor Discovery Protocol (NDP) is a
node di scovery protocol in IPv6, which replaces and enhances
functions of ARP. Milticast Listener D scovery (M.D) is used by |Pv6
routers for discovering nmulticast listeners on a directly attached
link, much like how the Internet G oup Managenent Protocol (IGW) is
used in | Pv4.

These | Pv6-associ ated protocols, |ike |ICvPv6, NDP, and M.D, are
sonet hing new conpared to | Pv4, so they add new security threats and
the related solutions are still under discussion today. NDP has

vul nerabilities [ RFC3756] [ RFC6583]. [RFC3756] says to use | Psec,
but it is inpractical and not used; on the other hand, SEcure

Nei ghbor Di scovery (SEND) [ RFC3971] is not widely available. It is
worth nentioning that applying host isolation may address nany of
these concerns, as described in [ ND- CONSI DERATI ONS] .

[ RIPE2] describes the nost inportant threats and sol utions regarding
| Pv6 security.



5.4.1.1. 1Pv6 Extension Headers and Fragnentation

8.

| Pv6 extension headers provide a hook for interesting new features to
be added and are nore flexible than I Pv4 options. This does add sone
complexity. In particular, sone security mechanisns nmay require
processing the full chain of headers, and some firewalls may require
filtering packets based on their extension headers. Additionally,
packets with | Pv6 extension headers may be dropped in the public
Internet [RFC7872]. Sone docunents, e.g., [HBH PROCESSI NG,

[ HBH OPT- HDR], and [ | Pv6- EXT-HDR], anal yze and provi de gui dance
regardi ng the processi ng procedures of |Pv6 extension headers.

Def ense agai nst possi bl e attacks through extension headers is
necessary. For exanple, the original |IPv6 Routing Header type O
(RHO) was deprecated because of possible renote traffic anplification
[RFC5095]. In addition, it is worth mentioning that the unrecogni zed
Hop- by- Hop Opti ons Header and Destination Options Header will not be
considered by the nodes if they are not configured to deal with it

[ RFC8200]. O her attacks based on extension headers may be based on
| Pv6 header chains and fragnentation that coul d be used to bypass
filtering. To mtigate this effect, the initial |Pv6 header, the

ext ensi on headers, and the upper-layer header must all be in the
first fragment [RFC8200]. Also, the use of the IPv6 fragnent header
is forbidden in all Neighbor D scovery nessages [RFC6980].

The fragment header is used by the I Pv6 source node to send a packet
bi gger than the path MIU, and the destinati on host processes fragnent
headers. There are several threats related to fragnentation to pay
attention to, e.g., overlapping fragments (not all owed), resource
consunption while waiting for the last fragnent (to discard), and
atom c fragnents (to be isol ated).

The operational inplications of | Pv6 packets with extension headers
are further discussed in [ RFC9098].

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

Thi s docunent has no inpact on the security properties of specific
I Pv6 protocols or transition tools. 1In addition to the discussion
above in Section 5.4, the security considerations relating to the
protocols and transition tools are described in the rel evant
document s.
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Appendi x A, Summary of Questionnaire and Replies for Network Operators
A survey was proposed to nore than 50 service providers in the
Eur opean region during the third quarter of 2020 to ask for their
pl ans on I Pv6 and the status of |Pv6 depl oynent.

In this survey, 40 people, representing 38 organizations, provided
responses. This appendi x sumrarizes the results obtained.

Respondent s’ busi ness:

B el ety femsfemfems et
| Convergent | Mbile | Fixed

B ety gty pjp—p—j—_—_——
| 82% | 8% | 11% |
I I +----- - +

Tabl e 10: Type of Operators

Question 1. Do you have plans to nove nore fixed, nobile, or
enterprise users to IPv6 in the next 2 years?

A If so, fixed, nobile, or enterprise?

B. What are the reasons to do so?

C. Wen to start: already ongoing, in 12 nonths, or after 12 nonths?
D.

VWi ch transition solution will you use: Dual -Stack, DS-Lite,
464XLAT, or MAP-T/E?

Answers for 1. A (38 respondents)

=== =====+4
| Yes | No |
+===—==4=m====+
| 79% | 21% |
+----- +----- +

Table 11: Plan to Mve
to |Pv6 within 2 Years

[ R ety S ety Ll
| Mobile | Fixed | Enterprise | No Response

[ e pe el —bemjems s el e e sl oo oo
| 63% | 63% | 50% | 3% |
+-------- +------- R I +

Tabl e 12: Busi ness Segnent
Answers for 1.B (29 respondents)

Even though this was an open question, some compn answers can be
found.

* 14 respondents (48% highlighted issues related to | Pv4 depletion
The reason to nove to IPv6 is to avoid private and/or overl apping
addr esses.



* 6 respondents (20% stated that 5@ 10T is a business incentive to
i ntroduce | Pv6.

* 4 respondents (13% highlighted that there is a national
regul ati on request to associate and enable IPv6 with the | aunch of
5G

* 4 respondents (13% considered IPv6 as a part of their innovation
strategy or an enabler for new services.

* 4 respondents (13% introduced | Pv6 because of enterprise custoner
demand.

Answers for 1.C (30 respondents)

[ oo e oo s s el e e e
| Ongoing | In 12 nonths | After 12 nonths | No Response |
b e e el s sl sl
| 60% | 33% | 0% | 7% |
+---- - - - F-- - - - - - I i T i i +

Tabl e 13: Ti nmefrane

Answers for 1.D (28 respondents for cellular, 27 for wireline)

+oooooooo-ooo4 oo+ -4 o= =+
| Dual -Stack | 464XLAT | MAP-T | No Response |
[ b el el el s e e =)
| 39% | 21% | 4% | 36% |
R I +------- I +

Table 14: Transition in Use: Cellular

B oo el el ey s oo o1
| Dual-Stack | DS-Lite | 6RD/6VPE | No Response |
[ ool oo el e el sl
| 59% | 19% | 4% | 19% |
I i +---- - - - F--- - - i i +

Tabl e 15: Transition in Use: Wreline

Question 2. Do you need to change network devices for the above
goal ?

A. If yes, what kind of devices: CPE, BNG nobile core, or NAT?

B. WIIl you start the transition of your netro, backbone, or
backhaul network to support |Pv6?

Answers for 2. A (30 respondents)

[ bl S fefnl e pus e e e e
| Yes | No | No Response |
B el ool oo oo oo ]
| 43%| 33%| 23% |
+----- +----- i i +

Tabl e 16: Need to Change

[ oot oo b ool oo ool oo oo e
| CPEs | Routers | BNG| CGN | Mbile core |
B Rl Clete gl ettty e ety o
| 47% | 27% | 20% | 33%| 27% |
+------ R +----- +----- I +

Table 17: What to Change



Answers for 2.B (22 respondents)

bt e peje e pee e pejet o
| Yes | Future | No

=== === ===
| 9% | 9% | 82% |
+----- +-------- +----- +

Tabl e 18: Pl ans for
Transition

Appendi x B. Summary of Questionnaire and Replies for Enterprises
The I ndustry Network Technol ogy Council (INTC) devel oped the
following poll to verify the need or willingness of mediumto-Iarge
US- based enterprises for training and consultancy on | Pv6
<https://industrynetcouncil.org/> in early 2021

54 organi zati ons provi ded answers.

Question 1. How nuch IPv6 inplenentation have you done at your
organi zation? (54 respondents)

o m e e e e e e e e e e e e e e e e e e e e e e mem o Fomm oo +
| None | 16.67% |
. S I +
| Some peopl e have gotten sone training | 16.67% |
T Fommmaa - +
| Many peopl e have gotten sone training | 1.85%|
o m e e e e e e e e e e e e e e e e e e e e e e mem o Fomm oo +
| Website is | Pv6 enabl ed | 7.41% |
. S I +
| Most equi prent is dual -stacked | 31.48% |
e Fommmaa - +
| Have an IPv6 transition plan for entire network | 5.56% |
o m e e e e e e e e e e e e e e e e e e e e e e mem o Fomm oo +
| Running I Pv6-only in nmany pl aces | 20.37% |
. S I +
| Entire network is |IPv6-only | 0.00% |
T e Fommmaa - +

Table 19: 1Pv6 I nplementation

Question 2. Wat kind of help or classes would you like to see INTC
do? (54 respondents)

| Glassesiiabs on IPv6 security | 66.67%
| Glassesiiabs on IPv6 fundamenials | 55.56%
| Gl asses/i abs on address pl anni ng/ netvor k conf. | 57 41% |
| Glassesiiabs on IPv6 troubl eshooting | 66.67%
| Gasses/iabs on appiication conversion | 35.10%]
Caner T |14 81%|
Fo m o e e e oo S R +

Tabl e 20: Hel p/ Cl asses from | NTC

Question 3. As you begin to think about the inplenentation of |Pv6
at your organization, what areas do you feel are of concern? (54
respondent s)



| Security | 31.48% |
o mm e e e e e e e i T +
| Application conversion | 25.93% |
o e e e e e e e ememao - Fomm e - o - +
| Training | 27.78% |
oo e e e e e e e e oo - - S SRR +
| Al the above | 33.33% |
o mm e e e e e e e i T +
| Don't know enough to answer | 14.81% |
o e e e e e e e ememao - Fomm e - o - +
| O her |  9.26% |
oo e e e e e e e e oo - - S SRR +

Tabl e 21: Areas of Concern for |Pv6
| mpl enent ati on
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