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(BFD)

Abst r act

The Bidirectional Forwarding Detection (BFD) protocol (RFC 5880) is
used to detect [oss of connectivity between two forwardi ng engines,
typically with low latency. BFD is |everaged by routing protocols,
i ncluding the Border Gateway Protocol (BGP), to bring down routing

protocol connections nore quickly than the original protocol tiners.

Thi s docunment defines a subcode for the BGP Cease NOTI FI CATI ON
message (Section 6.7 of RFC 4271) for use when a BGP connection is
bei ng cl osed due to a BFD sessi on goi ng down.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,
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https://ww.rfc-editor.org/info/rfc9384
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Aut hor’ s Addr ess
I ntroduction

The Bidirectional Forwardi ng Detection (BFD) protocol [RFC5880] is
used to detect |oss of connectivity between two forwardi ng engines,
typically with low latency. BFD is utilized as a service for various
clients, including routing protocols, to provide an advisory

mechani sm for those clients to take appropriate actions when a BFD
session goes down [RFC5882]. This is typically used by the clients
to trigger closure of their connections nore quickly than the
original protocol timers night allow

Border Gateway Protocol version 4 (BGP-4) [RFC4271] ternminates its
connections upon Hold Tinmer expiration when the speaker does not
receive a BGP nessage within the negotiated Hold Tine interval. As
per Sections 4.2 and 4.4 of [RFC4271], the minimum Hold Tinme interval
is at least three seconds, unless KEEPALI VE processi ng has been

di sabl ed by negotiating the distinguished Hold Tinme of zero.

If a BGP speaker desires to have its connections term nate nore

qui ckly than the negotiated BGP Hold Timer can accommodate upon | 0ss
of connectivity with a neighbor, the BFD protocol can be relied upon
by BGP speakers to supply that faster detection. Wen the BFD
session state changes to Down, the BGP speaker term nates the
connection with a Cease NOTI FI CATI ON nessage sent to the neighbor, if
possi bl e, and then closes the TCP connection for the session.

Thi s docunent defines a subcode, "BFD Down", to be sent with the
Cease NOTI FI CATI ON nessage that indicates the reason for this type of
connection term nation.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here.

BFD Cease NOTI FI CATI ON Subcode

The val ue 10 has been allocated by | ANA for the "BFD Down" Cease
NOTI FI CATI ON nessage subcode.

When a BGP connection is termnated due to a BFD session going into
the Down state, the BGP speaker SHOULD send a NOTI FI CATI ON nessage
with the error code "Cease" and the error subcode "BFD Down".

Qper ational Considerations

A BFD session may go into the Down state when there is only a parti al
| oss of connectivity between two BCGP speakers. Operators using BFD
for their BGP connections make choi ces regarding what BFD tinmers are
used based upon a variety of criteria -- for exanple, stability vs.
fast failure.

In the event of a BGP connection being terninated due to a "BFD Down"
event frompartial |oss of connectivity as detected by BFD, the
renote BGP speaker might be able to receive a BGP Cease NOTI FI CATI ON
message with the "BFD Down" subcode. The receiving BGP speaker will
then have an understanding that the connection is being tern nated
because of a BFD-detected issue and not an issue with the BGP
speaker .

When there is a total |oss of connectivity between two BGP speakers,



it may not have been possible for the Cease NOTI FI CATI ON nmessage to

have been sent. Even so, BGP speakers SHOULD provide this reason as
part of their operational state. Exanples include bgpPeerlLastError

per the BGP M B [ RFC4273] and "l ast-error" per [BGP-YANG .

When the procedures in [RFC8538] for sending a NOTIFI CATI ON nessage
with a "Cease" code and "Hard Reset" subcode are required, and the
BGP connection is being term nated because BFD has gone into the Down
state, the "BFD Down" subcode SHOULD be encapsul ated in the Hard
Reset’s data portion of the NOTIFI CATI ON nessage.

5. Security Considerations

Simlar to [ RFC4486], this docunent defines a subcode for the BGP
Cease NOTI FI CATI ON nessage that provides information to aid network
operators in correlating network events and di agnosi ng BGP peeri ng
i ssues. This subcode is purely informational and has no inmpact on
the BGP Finite State Machi ne beyond that al ready documented by

[ RFC4271], Sections 6.6 and 6.7.

6. | ANA Consi derations

I ANA has assigned the value 10 fromthe "BGP Cease NOTI FI CATI ON
message subcodes" registry (https://wwmv. i ana. or g/ assi gnment s/ bgp-
paraneters/), with the nane "BFD Down" and a reference to this
docunent .
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