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I nt roducti on

A Verifiable Random Function (VRF) [MRV99] is the public key version
of a keyed cryptographic hash. Only the holder of the VRF secret key
can conpute the hash, but anyone with the correspondi ng public key
can verify the correctness of the hash.

A key application of the VRF is to provide privacy against offline
dictionary attacks (al so known as enuneration attacks) on data stored
in a hash-based data structure. In this application, a Prover holds
the VRF secret key and uses the VRF hashing to construct a hash-based
data structure on the input data.

Due to the nature of the VRF, only the Prover can answer queries



about whether or not some data is stored in the data structure.
Anyone who knows the VRF public key can verify that the Prover has
answered the queries correctly. However, no offline inferences
(i.e., inferences wthout querying the Prover) can be nade about the
data stored in the data structure.

Thi s docunent defines VRFs based on RSA and elliptic curves. The
choices of VRFs for inclusion in this docunent were based, in part,
on synergy with existing RFCs and commonly avail abl e i npl enent ati ons
of individual conponents that are used within the VRFs.

The particul ar choice of the VRF for a given application depends on
the desired security properties, the availability of
cryptographically strong inplenentations, efficiency constraints, and
the trust one places in RSA and elliptic curve Diffie-Hellnman
assunptions (and the trust in a particular choice of curve in the
case of elliptic curves). Differences in the security properties
provided by the different options are discussed in Sections 3 and 7

Thi s docunent represents the consensus of the Crypto Forum Research
G oup (CFRG.

1.1. Requirements
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

1.2. Term nol ogy
The followi ng ternmi nology is used throughout this docunent:

SK:  The secret key for the VRF. (Note: The secret key is also
sometines called a "private key".)

PK:  The public key for the VRF.

al pha or al pha_string: The input to be hashed by the VRF.
beta or beta_string: The VRF hash output.

pi or pi_string: The VRF proof.

Prover: Holds the VRF secret key SK and public key PK
Verifier: Holds the VRF public key PK

Adversary: Potential attacker; often used to define a security
property.

Malicious (or adversarial): Perforned by an adversary.
2. VRF Al gorithns

A VRF cones with a key generation algorithmthat generates a VRF
public key PK and secret key SK

The Prover hashes an input al pha using the VRF secret key SK to
obtain a VRF hash out put beta:

beta = VRF_hash(SK, al pha)

The VRF_hash algorithmis deterministic, in the sense that it always
produces the sane output beta, given the sane pair of inputs (SK



al pha) .

The Prover also uses the secret key SK to construct a proof pi that
beta is the correct hash output:

pi = VRF_prove(SK, al pha)
The VRFs defined in this docunent allow anyone to determnistically
obtain the VRF hash output beta directly fromthe proof value pi by
usi ng the function VRF_proof _to_hash:
beta = VRF_proof to_hash(pi)
Thus, for the VRFs defined in this docunent, VRF_hash is defined as
VRF_hash(SK, al pha) = VRF _proof to _hash(VRF_prove(SK, alpha)),

and therefore this document will specify VRF _prove and
VRF_proof _to_hash rather than VRF_hash

The proof pi allows a Verifier holding the public key PK to verify

that beta is the correct VRF hash of input al pha under key PK. Thus,

the VRFs defined in this docunent also cone with an algorithm
VRF_verify(PK, alpha, pi)

that outputs ("VALID', beta = VRF _proof _to_hash(pi)) if pi is valid,
and "1 NVALI D' ot herwi se.

3. VRF Security Properties
VRFs are designed to ensure the following security properties:
uni queness (full or trusted), collision resistance (full or trusted),
and pseudorandommess (full or selective). Sonme are designed to also
ensure unpredictability under nalicious key generation. W now
descri be these properties.

3.1. Full Uniqueness
Uni queness neans that, for any fixed VRF public key and for any input
alpha, it is infeasible to find proofs for nore than one VRF output
bet a.
More precisely, "full uniqueness" neans that an adversary cannot find
* a VRF public key PK
* a VRF input al pha, and
* two proofs pil and pi2
such t hat
* VRF_verify(PK, alpha, pil) outputs ("VALID', betal),
* VRF_verify(PK, alpha, pi2) outputs ("VALID', beta2), and
* betal is not equal to beta2

3.2. Full Collision Resistance
Li ke cryptographic hash functions, VRFs are collision resistant.
Col l'ision resistance nmeans that it is infeasible to find two

different inputs al phal and al pha2 with the sane output beta.

More precisely, "full collision resistance" neans that an adversary
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cannot find
* a VRF public key PK

* two VRF inputs al phal and al pha2 that are not equal to each other,
and

* two proofs pil and pi2

such t hat

* VRF_verify(PK, al phal, pil) outputs ("VALID', betal),

*  VRF_verify(PK, alpha2, pi2) outputs ("VALI D', beta2), and
* betal is equal to beta2

Trust ed Uni queness and Trusted Col lision Resistance

Ful I uni queness and full collision resistance hold even if the VRF
keys are generated naliciously. For some applications, it is
sufficient for a VRF to possess weaker security properties than ful
uni queness and full collision resistance. These properties are
called "trusted uni queness" and "trusted collision resistance"; they
are the same as full uniqueness and full collision resistance,
respectively, but are not guaranteed to hold if the adversary gets to
choose the VRF public key PK. Instead, they are guaranteed to hold
only if the VRF keys PK and SK are generated as specified by the VRF
key generation algorithmand then given to the adversary. In other
words, they are guaranteed to hold even if the adversary has

know edge of SK and PK but are not guaranteed to hold if the
adversary has the ability to choose SK and PK

As further discussed in Section 7.1.1, sone of the VRFs specified in
this docunment satisfy only trusted uni queness and trusted collision
resistance. VRFs in this docunent that satisfy only trusted

uni queness and trusted collision resistance MUST NOT be used in
applications that need protection agai nst adversarial VRF key
gener ati on.

Ful | Pseudorandommess or Sel ecti ve Pseudor andomess

Pseudor andommess ensures that when someone who does not know SK sees
a VRF hash output beta without its corresponding VRF proof pi, beta
i s indistinguishable froma random val ue.

More precisely, suppose that the public and secret VRF keys (PK, SK)
were generated correctly. Pseudorandomess ensures that the VRF hash
out put beta (without its corresponding VRF proof pi) on any
adversarially chosen "target” VRF input al pha | ooks indistinguishable
fromrandom for any adversary who does not know the VRF secret key
SK.  This holds even if the adversary sees VRF hash outputs beta’ and
proofs pi’ for nultiple other inputs alpha (and even if those other

i nputs al pha’ are chosen by the adversary).

The "full pseudorandomess” security property holds even agai nst an
adversary who is allowed to choose the target VRF input al pha at any
time, even after it observes VRF outputs beta’ and proofs pi’ on a
variety of chosen inputs al pha’

"Sel ective pseudorandommess” is a weaker security property that
suffices in many applications. This security property hol ds agai nst
an adversary who chooses the target VRF input alpha first, before it

| earns the VRF public key PK and obtains VRF outputs beta’ and proofs
pi’ on other inputs alpha of its choice.



As further discussed in Section 7.3, the VRFs specified in this
docunent satisfy both full pseudorandommess and sel ective
pseudor andomess, but their quantitative security against the
sel ecti ve pseudorandomess attack is stronger

It is inportant to renenber that the VRF output beta is al ways

di stingui shable fromrandom by the Prover or by any other party that
knows the VRF secret key SK. Such a party can easily distinguish
beta froma random val ue by conparing beta to the result of
VRF_hash(SK, alpha). |In particular, if the key is generated

mal i ci ously, even parties other than the Prover may know SK, and thus
pseudor andomess cannot be guar ant eed.

Simlarly, the VRF output beta is al ways distinguishable fromrandom
by any party that knows a valid VRF proof pi corresponding to the VRF
i nput al pha, even if this party does not know the VRF secret key SK
Such a party can easily distinguish beta froma random val ue by
checking to see whether VRF_verify(PK, alpha, pi) returns ("VALID',
bet a) .

Additionally, the VRF output beta may be distingui shable from random
if VRF key generation was not done correctly (for exanple, if VRF
keys were generated wi th bad randomess).

.5. Unpredictability under Malicious Key Generation

As explained in Section 3.4, pseudorandommess cannot hol d agai nst
mal i ci ous key generation. For instance, if an adversary outputs VRF
keys that are deterministically generated (or hard-coded and publicly
known), then the outputs are easily derived by anyone and are

t heref ore not pseudorandom

There is, however, a different type of unpredictability that is
desirable in certain VRF applications (such as |eader selection in
the consensus protocols of [GHWZ17] and [ DGKR18]), called
"unpredictability under malicious key generation". This property is
simlar to the unpredictability achieved by an (ordinary, unkeyed)
crypt ographi ¢ hash function: if the input has enough entropy (i.e.,
cannot be predicted), then the correct output is indistinguishable
fromuniformy random no matter how the VRF keys are generated.

A formal definition of this property appears in Section 3.2 of

[ DGKR18]. As further discussed in Section 7.1.3, only sone of the
VRFs specified in this docunent satisfy this property.

RSA Full Domai n Hash VRF ( RSA- FDH VRF)

The RSA Full Domain Hash VRF (RSA-FDH VRF) is a VRF that, for

sui tabl e key lengths, satisfies the "trusted uni queness”, "trusted
collision resistance", and "full pseudorandomess"” properties defined
in Section 3, as further discussed in Section 7. |Its security

follows fromthe standard RSA assunption in the random oracl e nodel
Formal security proofs are provided in [ PAHVNRGL7] .

The VRF computes the proof pi as a determnistic RSA signhature on

i nput al pha using the RSA Full Domain Hashing al gorithm[RFC38017]
paraneterized with the sel ected hash algorithm RSA signature
verification is used to verify the correctness of the proof. The VRF
hash output beta is sinply obtained by hashing the proof pi with the
sel ected hash al gorithm

The key pair for the RSA-FDH VRF MJST satisfy the conditions
specified in Section 3 of [RFC8017].

In this section, the notation from[RFC8017] is used.



Par amet er s used:
(n, e): RSA public key

K: RSA private key (its representation is inplenentation
dependent)

k: length, in octets, of the RSA nodulus n (k nmust be | ess than
2732)

Fi xed options (specified in Section 4.4):
Hash: cryptographi c hash function
hLen: output length, in octets, of hash function Hash

suite_string: an octet string specifying the RSA-FDH VRF
ci phersuite, which determ nes the above options

Primtives used:

| 20SP: Conversion of a non-negative integer to an octet string as
defined in Section 4.1 of [RFC8017] (given an integer and a
length (in octets), produces a big-endian representation of the
i nteger, zero-padded to the desired | ength)

OS2l P: Conversion of an octet string to a non-negative integer as
defined in Section 4.2 of [RFC8017] (given a big-endian
encodi ng of an integer, produces the integer)

RSASP1: RSA signature primtive as defined in Section 5.2.1 of
[ RFC8017] (given a private key and an input, raises the input
to the private RSA exponent nodul o n)

RSAVP1: RSA verification prinmtive as defined in Section 5.2.2 of
[ RFC8017] (given a public key and an input, raises the input to
the public RSA exponent nodul o n)

MaF1: Mask generation function based on the hash function Hash as
defined in Appendix B.2.1 of [RFC8017] (given an input,
produces a random oracl e-1ike output of desired |ength)

|]: octet string concatenation

4.1. RSA-FDH VRF Proving
RSAFDHVRF_prove(K, al pha_string[, M3 _salt])
I nput :
K:  RSA private key
al pha_string: VRF hash input, an octet string
Optional input:

MaF salt: a public octet string used as a hash function salt;
this input is not used when M3~ _salt is specified as part of
the ciphersuite

CQut put :
pi _string: proof, an octet string of length k

St eps:



1. ngf_domai n_separator = 0x01

2. EM= MEF1l(suite_string || nof_donain_separator || M3 _salt |
al pha_string, k - 1)

3. m= OS2I P(EM

4., s

RSASP1(K, m
5. pi_string = 120SP(s, k)
6. CQutput pi_string
4.2. RSA-FDH VRF Proof to Hash
RSAFDHVRF_pr oof _t o_hash(pi _string)
| nput :
pi _string: proof, an octet string of length k
Qut put :
beta_string: VRF hash output, an octet string of |length hLen
| nportant note:
RSAFDHVRF_pr oof _to_hash should be run only on a pi_string val ue
that is known to have been produced by RSAFDHVRF_prove, or from
wi t hi n RSAFDHVRF_verify as specified in Section 4. 3.
St eps:
1. proof to hash _domain_separator = 0x02

2. beta_string = Hash(suite_string |
proof to_hash_domai n_separator || pi_string)

3. Qutput beta_string

4.3. RSA-FDH VRF Verifying
RSAFDHVRF _verify((n, e), alpha_string, pi_string[, M3 _salt])
I nput :

(n, e): RSA public key

al pha_string: VRF hash input, an octet string

pi _string: proof to be verified, an octet string of length k

Optional input:

M3 salt: a public octet string used as a hash function salt;
this input is not used when MG~ _salt is specified as part of
the ciphersuite

Qut put :

("VALI D', beta_string), where beta_string is the VRF hash out put,
an octet string of length hLen, or

"1 NVALI D"

St eps:



4. 4.

1. s = OS2I P(pi_string)

2. m= RSAVP1((n, e), s); if RSAVPl returns "signature

repre
3. ngf_d
4. EM =
al pha
5. m =
6. If m

sentative out of range", output "INVALID' and stop
omai n_separator = 0x01

MaF1(suite_string || ngf_dommi n_separator || M3F_salt |

_string, k - 1)

0S21 P(EM )

and ni are equal, output ("VALID',

RSAFDHVRF _proof to_hash(pi _string)); else output "INVALID"
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RSA- FDH VRF Ci phersuites

ment defi nes RSA- FDH VRF- SHA256 as fol | ows:
string = 0x01.

sh function Hash is SHA-256 as specified in [ RFC6234], with
32.

It = 120SP(k, 4) || 120SP(n, k).
ment defines RSA- FDH VRF- SHA384 as fol | ows:
string = 0x02.

sh function Hash is SHA-384 as specified in [ RFC6234], with
48.

It = 1208P(k, 4) || 120SP(n, k).
ment defi nes RSA- FDH VRF- SHA512 as fol | ows:
string = 0x03.

sh function Hash is SHA-512 as specified in [ RFC6234], with
64.

It = 120SP(k, 4) || 120sP(n, k).
Curve VRF ( ECVRF)

tic Curve Verifiable Random Function (ECVRF) is a VRF that,
bl e parameter choices, satisfies the "full uniqueness”,

collision resistance", and "full pseudorandomess"”

s defined in Section 3. |If the validate key parameter given

verify is TRUE, then the ECVRF additionally satisfies "ful
resi stance" and "unpredictability under malicious key

n". See Section 7 for further discussion. Formal security

e provided in [ PWHVNRGL7] .

used:

ic curve operations are witten in additive notation, with
noting point addition and x*P denoting scalar nultiplication
oint P by a scalar x

X raised to the power y

x multiplied by y



s || t: concatenation of octet strings s and t
OXMN (where M and N are hexadecimal digits): a single octet with
val ue Mr16+N; equivalently, int_to_string(M16+N, 1), where
int_to_string is as defined bel ow
Fi xed options (specified in Section 5.5):
F: finite field

fLen: length, in octets, of an elenent in F encoded as an oct et
string

E: elliptic curve (EC) defined over F

ptLen: length, in octets, of a point on E encoded as an oct et
string

G  subgroup of E of large prine order
q: prime order of group G

gLen: length of g, in octets, i.e., the smallest integer such
that 27(8gLen) > ¢

cLen: length, in octets, of a challenge value used by the VRF
(note that in the typical case, cLen is gqLen/2 or close to it)

cofactor: nunber of points on E divided by ¢
B: generator of group G
Hash: cryptographi c hash function

hLen: output length, in octets, of Hash (hLen nust be at |east
cLen; in the typical case, it is at |east qlLen)

ECVRF_encode to _curve: a function that hashes strings to points
on E

ECVRF_nonce_generation: a function that derives a pseudorandom
nonce from SK and the input as part of ECVRF proving

suite_string: an octet string specifying the ECVRF ciphersuite,
whi ch deternines the above options as well as type conversions
and paraneter generation

Type conversions (specified in Section 5.5):

int_to string(a, len): conversion of non-negative integer ato
octet string of length I en

string_to_int(a_string): conversion of an octet string a_string
to a non-negative integer

point _to string: conversion of a point on Eto a ptlLen-octet
string

string_to_point: conversion of a ptLen-octet string to a point on
E. string_to_point returns "INVALID" if the octet string does
not convert to a valid EC point on the curve E

Note that with certain software libraries (for big integer and
elliptic curve arithmetic), the int_to_string and point_to_string
conversi ons are not needed when the libraries encode integers and
EC points in the same way as required by the ciphersuites. For



.1

exanpl e, in sone inplenentations, EC point operations will take
octet strings as inputs and produce octet strings as outputs,
wi t hout introducing a separate elliptic curve point type.

Par amet ers used (the generation of these paranmeters is specified
in Section 5.5):

SK:  VRF secret key

x: VRF secret scalar, an integer. Note: Depending on the
ci phersuite used, the VRF secret scalar nmay be equal to SK
else it is derived from SK

Y = x*B:  VRF public key, a point on E

PK string = point _to string(Y): VRF public key represented as an
octet string

encode_to_curve_salt: a public value used as a hash function salt
ECVRF Provi ng
ECVRF_prove(SK, al pha_string[, encode_to_curve_salt])
I nput :
SK:  VRF secret key
al pha_string: input alpha, an octet string
Optional input:
encode to curve salt: a public salt value, an octet string; this
i nput is not used when encode to curve salt is specified as
part of the ciphersuite
CQut put :
pi _string: VRF proof, an octet string of |ength ptLen+cLen+glLen
St eps:

1. Use SKto derive the VRF secret scalar x and the VRF public key Y
= X*B
(this derivation depends on the ciphersuite, as per Section 5.5;
t hese val ues can be cached, for exanple, after key generation,
and need not be rederived each tine)

2. H = ECVRF _encode_to_curve(encode to curve salt, al pha_string)
(see Section 5.4.1)

3. h_string = point_to_string(H)
4. Gamma = x*H
5. k = ECVRF_nonce_generation(SK, h_string) (see Section 5.4.2)

6. ¢ = ECVRF_chal |l enge_generation(Y, H Gamma, k*B, k*H) (see
Section 5.4.3)

7. s = (k +c*x) nod q

8. pi_string = point_to string(Gammma) || int_to_string(c, cLen) |
int_to_string(s, qlLen)
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5.2.

Qut put pi_string

ECVRF Proof to Hash

ECVRF_proof _to_hash(pi _string)

I nput :

pi _string: VRF proof, an octet string of |ength ptLen+cLen+glLen

Qut put :

"I NVALI D', or

beta string: VRF hash output, an octet string of |length hLen

| nportant note:

ECVRF_proof _to_hash should be run only on a pi_string val ue that
is known to have been produced by ECVRF prove, or fromwthin
ECVRF _verify as specified in Section 5. 3.

St eps:
1. D = ECVRF_decode_proof (pi _string) (see Section 5.4.4)
2. If Dis "INVALID', output "INVALID' and stop
3. (Gamm, c, s) =D
4. proof_to_hash_domai n_separator_front = 0x03
5. proof to_hash_domai n_separat or_back = 0x00
6. beta_string = Hash(suite_string |
proof to_hash_domai n_separator_front || point_to_string(cofactor
* Gamma) || proof _to_hash_domai n_separ at or _back)
7. CQutput beta_string
ECVRF Verifying

5.3.

ECVRF_verify(PK string, alpha_string, pi_string[,
encode_to _curve_salt, validate_key])

I nput :

PK string: public key, an octet string
al pha_string: VRF input, an octet string

pi _string: VRF proof, an octet string of |ength ptLen+cLen+glLen

Optional input:

encode to curve salt: a public salt value, an octet string; this
i nput is not used when encode to curve_salt is specified as
part of the ciphersuite

val i date_key: a boolean. An inplenmentation MAY support only the
option of validate_key = TRUE, or only the option of
val idate_key = FALSE, in which case this input is not needed.
If an inplementation supports only one option, it MJST specify
which option it supports

CQut put :



("VALI D', beta_string), where beta_string is the VRF hash out put,
an octet string of length hLen, or

"1 NVALI D"
St eps:
1. Y = string _to_point(PK string)
2. If Yis "INVALID', output "INVALID' and stop

3. If validate_key, run ECVRF_validate_key(Y) (Section 5.4.5); if
it outputs "INVALID', output "INVALID' and stop

4. D = ECVRF_decode_proof (pi _string) (see Section 5.4.4)
5. If Dis "INVALID', output "INVALID' and stop
6. (Gnmm, c, s) =D

7. H = ECVRF_encode_to_curve(encode _to curve salt, al pha_string)
(see Section 5.4.1)

8. U=5s*B - c*Y
9. V = s*H - c*Gamm

10. ¢’ = ECVRF_chall enge_generation(Y, H Gamm, U, V) (see
Section 5.4.3)

11. If c and ¢’ are equal, output ("VALID',
ECVRF_proof to _hash(pi_string)); else output "INVALID'

Note that the first three steps need to be perfornmed only once for a
gi ven public key.

5.4. ECVRF Auxiliary Functions
5.4.1. ECVRF Encode to Curve
The ECVRF_encode_to_curve algorithmtakes a public salt (see
Section 7.9) and the VRF input al pha and converts it to H, an EC
point in G This algorithmis the only place the VRF input alpha is
used for proving and verifying. See Section 7.7 for further
di scussi on.
Thi s section specifies a nunber of such algorithns; these algorithns
are not compatible with each other and are intended for use with the
various ciphersuites specified in Section 5.5.
I nput :
encode_to_curve_salt: public salt value, an octet string
al pha_string: value to be hashed, an octet string
Qut put :
H:  hashed value, a point in G
5.4.1.1. ECVRF_encode to_curve_try and_increnent
The ECVRF_encode to _curve try and_increnent(encode to curve_salt,

al pha_string) algorithminplements ECVRF_encode_to_curve in a sinple
and generic way that works for any elliptic curve. To use this



al gorithm hLen MJUST be at |east flLen

The running tine of this algorithmdepends on al pha_string. For the
ci phersuites specified in Section 5.5, this algorithmis expected to
find a valid curve point after approximately two attenpts (i.e., when
ctr = 1) on average.

However, because the algorithnis running tinme depends on

al pha_string, this algorithm SHOULD be avoided in applications where
it is inportant that the VRF input al pha remain secret.

ECVRF_encode_to_curve_try_and_increnment (encode_to_curve_salt,
al pha_string)

Fi xed option (specified in Section 5.5):
i nterpret_hash_value_as_a_point: a function that attenpts to

convert a cryptographic hash value to a point on E; may output
"I NVALI D'

St eps:

1. ctr =0

2. encode_to_curve_domai n_separator_front = 0x01

3. encode_to_curve_donai n_separat or _back = 0x00

4. H = "INVALID

5. While His "INVALID' or His the identity elenent of the elliptic
curve group:

a. ctr_string =int_to_string(ctr, 1)

b. hash_string = Hash(suite_string |
encode_t o_curve_domnai n_separator_front |
encode_to_curve_salt || alpha_string || ctr_string |
encode_to_curve_donmi n_separ at or _back)

c. H=interpret_hash_val ue_as_a_poi nt (hash_string)
d. If His not "INVALID' and cofactor > 1, set H = cofactor * H
e. ctr =ctr +1
6. CQutput H
Note that even though the loop is infinite as witten and
int_ to string(ctr, 1) may fail when ctr reaches 256, each of the
options for the interpret_hash _value_as a point function specified in
Section 5.5 will succeed on roughly half hash_string values. Thus,
the loop is expected to stop after two iterations, and ctr is
overwhel mingly unlikely (probability about 27-256) to reach 256
5.4.1.2. ECVRF_encode to_curve_h2c_suite
The ECVRF_encode to_curve_h2c_suite(encode to curve_ salt,
al pha_string) algorithminplements ECVRF_encode_to_curve using one of
the several hash-to-curve options defined in [RFC9380]. The specific
choi ce of the hash-to-curve option (called the Suite ID in [RFC9380])
is given by the h2c_suite I D string paraneter.
ECVRF_encode to_curve_h2c_suite(encode to curve_salt, al pha_string)

Fi xed option (specified in Section 5.5):



h2c_suite ID string: a hash-to-curve Suite ID, encoded in ASClI
(see di scussion bel ow)

St eps:
1. string_to_be_hashed = encode_to_curve_salt || al pha_string
2. H = encode(string to _be hashed)
(the encode function is discussed bel ow)

3. Qutput H
The encode function is provided by the hash-to-curve suite (as
specified in Section 8 of [ RFC9380]) whose IDis h2c_suite_I D string.
The donmain separation tag DST, a paraneter in the hash-to-curve
suite, SHALL be set to

"ECVRF_" || h2c_suite_ID string || suite_string

where "ECVRF " is represented as a 6-byte ASCI| encoding (in
hexadeci mal , octets 45 43 56 52 46 5F).

5.4.2. ECVRF Nonce Ceneration
The followi ng al gorithns generate the nonce value k in a
determ ni stic pseudorandom fashi on. This section specifies a nunber
of such algorithms; these algorithnms are not conpatible with each
other. The choice of a particular algorithmfromthe options
specified in this section depends on the ciphersuite, as specified in
Section 5.5.
5.4.2.1. ECVRF Nonce Generation from RFC 6979
ECVRF_nonce_gener ati on_RFC6979( SK, h_string)
I nput :
SK:  an ECVRF secret key
h_string: an octet string
CQut put :

k: an integer nonce between 1 and g-1

The ECVRF_nonce_generation function is inplemented according to the
process specified in Section 3.2 of [RFC6979], where

* |nput mis set equal to h_string.

* The "suitable for DSA or ECDSA' check in Step h.3 is omtted.

* The hash function His Hash, and its output length hlen (in bits)
is set as hLen*8 (note that hlen is not to be confused with hLen,
which is used in this docunent to represent the I ength of the
out put of Hash in octets).

* The secret key x is set equal to the VRF secret scal ar x.

* The prinme q is the sane as in this specification

* glenis the binary length of g, i.e., the smallest integer such

that 2”glen > q (this glen is not to be confused with gLen, which
is used in this docunent to represent the length of g in octets).



* Al the other values and prinmtives are as defined in [ RFC6979].
5.4.2.2. ECVRF Nonce Generation from RFC 8032

The following is derived fromSteps 2 and 3 in Section 5.1.6 of
[ RFC8032]. To use this algorithm hLen MJST be at |east 64.

ECVRF_nonce_generati on_RFC8032(SK, h_string)
I nput :
SK:  an ECVRF secret key
h string: an octet string
Qut put :
k: an integer nonce between 0 and g-1
St eps:
1. hashed_sk_string = Hash(SK)

2. truncated_hashed_sk_string =
hashed sk _string[32]...hashed sk _string[63]

3. k_string = Hash(truncated_hashed_sk_string || h_string)
4. k = string_to_int(k_string) nod g
5.4.3. ECVRF Chall enge Generation
ECVRF_chal | enge_generation(Pl, P2, P3, P4, P5)
I nput :
P1, P2, P3, P4, P5: EC points
Qut put :
c: challenge value, an integer between 0 and 2*(8*clLen)-1
St eps:
1. challenge_generation_domai n_separator_front = 0x02

2. Initialize str = suite_string |
chal | enge_gener ati on_domai n_separ at or _front

3. For PJin [Pl1, P2, P3, P4, P5]:
str = str || point_to_string(PJ)
4. chal l enge_generati on_donmai n_separ at or _back = 0x00
5. str = str || challenge_generation_donmai n_separator_back
6. c_string = Hash(str)
7. truncated_c_string = c_string[0]...c_string[cLen-1]
8. c = string_to_int(truncated c_string)

9. CQutput c



5.4.4. ECVRF Decode Proof
ECVRF_decode_pr oof (pi _string)
I nput :
pi _string: VRF proof, an octet string (ptLen+cLen+qlLen octets)
Qut put :
"I NVALI D', or
Ganma: a point on E
c: an integer between 0 and 2"(8*cLen)-1
S: an integer between 0 and g-1
St eps:
1. gamma_string = pi _string[0]...pi_string[ptLen-1]

2. c_string = pi_string[ptLen]...pi_string[ptLen+cLen-1]

3. s_string pi _string[ ptLen+cLen]...pi_string[ptLen+tcLen+glLen-1]
4. Gamma = string_to_point(ganma_string)

5. If Ganmma = "I NVALI D', output "INVALID' and stop

6. ¢ string_to_int(c_string)

7. s string_to_int(s_string)

8. If s >=q, output "INVALI D' and stop
9. CQutput Gamma, c, and s
5.4.5. ECVRF Validate Key
ECVRF_val i date_key(Y)
I nput :
Y: public key, a point on E
Qut put :
"VALI D' or "INVALID'
| nportant note:

The public key Y provided as input to this procedure MJST be a
valid point on E.

St eps:
1. Let Y = cofactor*Y

2. If Y is the identity element of the elliptic curve group, output
"I NVALI D' and stop

3. CQutput "VALID'

Note that if the cofactor = 1, then Step 1 sinply sets Y =Y. In
particular, for the P-256 curve, ECVRF_validate_key sinply ensures



that Y is not the point at infinity.
Any algorithmw th identical input-output behavior MAY be used in
pl ace of the above steps. For exanple, if the total nunber of Y
val ues that could cause Step 2 to output "INVALID' is small, it may
be nore efficient to sinply check Y against a fixed list of such
val ues. For exanple, the follow ng algorithm MAY be used for the
edwar ds25519 curve
1. PK_string = point_to_string(y)
2. oneTwent ySeven_string = Ox7F
3. y_string[31] = y_string[31] & oneTwentySeven_string

(this step clears the high-order bit of octet 31)

4. bad_pk][ 0]

int_to_string(0, 32)
5. bad pk[1l] = int_to_string(1l, 32)

6. bad_y2 = 2707385501144840649318225287225658788936804267575313519
463743609750303402022

7. bad_pk][ 2] int_to_string(bad_y2, 32)

8. bad_pk][ 3] int_to string(p-bad_y2, 32)

9. bad_pk[ 4] int_to_string(p-1, 32)

10. bad_pk[ 5]

int_to_string(p, 32)

11. bad_pk][ 6] int_to string(p+l, 32)

12. If y_string is in the list [bad_pk[O],...,bad pk[6]], output
"I NVALI D' and stop

13. CQutput "VALID

(This algorithmworks for the followi ng reason. Note that there are
ei ght bad points -- nanely, the points whose order is 1, 2, 4, or 8
-- on the edwards25519 curve. Their y-coordi nates happen to be 0
(two points of order 4), 1 (one point of order 1), bad_y2 (two points
of order 8), p-bad y2 (two points of order 8), and p-1 (one point of
order 2). They can be obtained by converting the points specified in
[ X25519] to Edwards coordi nates. Thus, bad pk[O0] (of order 4),
bad_pk[2] (of order 8), and bad_pk[3] (of order 8) each match two bad
poi nts, depending on the sign of the x-coordinate. This signis
cleared in Step 3 in order to nake sure that it does not affect the
conparison. bad _pk[1l] (of order 1) and bad _pk[4] (of order 2) each
mat ch one bad point, because the x-coordinate is 0 for these two
points. Note that the first five list el ements cover the eight bad
points. However, to cover the case when the y-coordinate of the
public key Y has not been nmodul ar reduced by p, the list also

i ncl udes bad_pk[5] and bad_pk[6], which are sinply bad_pk[0] and

bad pk[1l] shifted by p. There is no need to shift the other bad_pk
val ues by p (or any bad _pk values by a larger nmultiple of p), because
their y-coordinates woul d exceed 27255, and the al gorithm ensures
that y_string corresponds to an integer less than 27255 in Step 3.)

.5.  ECVRF Ci phersuites
Thi s docunent defi nes ECVRF- P256- SHA256- TAl as fol | ows:

* suite_string = 0xO1.



* The EC group Gis the NIST P-256 elliptic curve, with the finite
field and curve paraneters as specified in Section 3.2.1.3 of
[ SP-800- 186] and Section 2.6 of [RFC5114]. For this group, flLen =
gLen = 32 and cofactor = 1.

* cLen = 16.

* The key pair generation prinmtive is specified in Section 3.2.1 of
[ SECGL] (g, B, SK, and Y in this docunent correspond to n, G d,
and Qin Section 3.2.1 of [SECGL]). |In this ciphersuite, the
secret scalar x is equal to the secret key SK

* encode_to_curve_salt = PK string.

* The ECVRF_nonce_generation function is as specified in
Section 5.4.2.1.

* The int_to_string function is the |120SP function specified in
Section 4.1 of [RFC8017]. (This is big-endian representation.)

* The string to_int function is the OS2I P function specified in
Section 4.2 of [RFC8017]. (This is big-endian representation.)

* The point_to_string function converts a point on E to an octet
string according to the encoding specified in Section 2.3.3 of
[ SECGL] with point conpression on. This inplies that ptLen = flLen
+ 1 =33. (Note that certain software inplenentati ons do not
i ntroduce a separate elliptic curve point type and instead
directly treat the EC point as an octet string per the above
encodi ng. When using such an inplenentation, the point_to_string
function can be treated as the identity function.)

* The string to _point function converts an octet string to a point
on E according to the encoding specified in Section 2.3.4 of
[ SECGL]. This function MJST output "INVALID'" if the octet string
does not decode to a point on the curve E

* The hash function Hash is SHA-256 as specified in [ RFC6234], with
hLen = 32.

* The ECVRF_encode_to_curve function is as specified in
Section 5.4.1.1, with interpret_hash_value_as_a point(s) =
string_to_point(0x02 || s).

Thi s docunent defi nes ECVRF- P256- SHA256- SSWJ as identical to ECVRF-
P256- SHA256- TAl, except that

* suite_string = 0x02.

* The ECVRF_encode_to _curve function is as specified in
Section 5.4.1.2, with h2c_suite ID string = P256_XMD: SHA-
256_SSWJ NU_ (the suite is defined in Section 8.2 of [RFC9380]).

Thi s docunent defi nes ECVRF- EDWARDS25519- SHA512- TAl as fol | ows:

* suite_string = 0x03.

* The EC group Gis the edwards25519 elliptic curve, with the finite
field and curve paraneters as defined in Table 1 in Section 5.1 of
[ RFC8032]. For this group, fLen = gLen = 32 and cofactor = 8.

* clLen = 16.

* The secret key and generation of the secret scalar and the public
key are specified in Section 5.1.5 of [RFC8032].



* encode_to_curve_salt = PK string.

* The ECVRF_nonce_generation function is as specified in
Section 5.4.2.2.

* The int_to_string function is inplemented as specified in the
first paragraph of Section 5.1.2 of [RFC38032]. (This is little-
endi an representation.)

* The string to_ int function interprets the string as an integer in
little-endian representation.

* The point_to_string function converts a point on E to an octet
string according to the encoding specified in Section 5.1.2 of
[ RFC8032]. This inplies that ptLen = fLen = 32. (Note that
certain software inplenentations do not introduce a separate
elliptic curve point type and instead directly treat the EC point
as an octet string per the above encoding. Wen using such an
i npl ementation, the point_to_string function can be treated as the
identity function.)

* The string_to_point function converts an octet string to a point
on E according to the encoding specified in Section 5.1.3 of
[ RFC8032]. This function MJST output "INVALID' if the octet
string does not decode to a point on the curve E

* The hash function Hash is SHA-512 as specified in [ RFC6234], with
hLen = 64.

* The ECVRF_encode_to_curve function is as specified in
Section 5.4.1.1, with interpret_hash_value_as_a point(s) =
string_to_point(s[0]...s[31]).

Thi s docunent defi nes ECVRF- EDWARDS25519- SHA512-ELL2 as identical to
ECVRF- EDWARDS25519- SHA512- TAI, except that

* suite_string = 0x04.

*  The ECVRF_encode_to_curve function is as specified in
Section 5.4.1.2, with h2c_suite |ID string = edwards25519 XMD: SHA-
512 ELL2 NU_(the suite is defined in Section 8.5 of [RFC9380]).

6. | ANA Consi derations

Thi s docunment has no | ANA acti ons.
7. Security Considerations
7.1. Key Generation

I mpl enent ati ons of the VRFs defined in this docunment MJST ensure that
they generate VRF keys correctly and use good randommess. However,
in some applications, keys may be generated by an adversary who does
not necessarily inplement this docunment. We now discuss the
inplications of this possibility.

7.1.1. Uniqueness and Col |l ision Resistance under Malicious Key
Generati on

See Section 3 for definitions of uniqueness and collision resistance
properties.

The RSA-FDH VRF satisfies only the "trusted" variants of uni queness
and collision resistance. Thus, for the RSA-FDH VRF, uniqueness and
collision resistance may not hold if the keys are generated
adversarially (specifically, if the RSA function specified in the



public key is not bijective because the nmodulus n or the exponent e
are chosen without conplying with [RFC8017]); thus, the RSA- FDH VRF
as defined in this docunent does not have "full uni queness" and "ful
collision resistance". Therefore, if malicious key generation is a
concern, the RSA-FDH VRF has to be enhanced by additiona

crypt ographi ¢ checks (such as zero-know edge proofs) to ensure that
its public key has the right form These enhancenents are left for
future specifications.

For the ECVRF, the Verifier MJST obtain E and B froma trusted
source, such as a ciphersuite specification, rather than fromthe

Prover. |If the Verifier does so, then the ECVRF satisfies "ful
uni queness", ensuring uni queness even under malicious key generation
The ECVRF al so satisfies "trusted collision resistance". It

additionally satisfies "full collision resistance" if the

val i date_key parameter given to ECVRF verify is TRUE. This setting
of ECVRF_verify ensures collision resistance under malicious key
gener ati on.

7.1.2. Pseudorandomess under Malicious Key Generation

Wt hout good randomess, the "pseudorandomess" properties of the VRF
(defined in Section 3.4) may not hold. Note that it is not possible
to guar ant ee pseudorandommess in the face of adversarially generated
VRF keys. This is because an adversary can al ways use bad randomess
to generate the VRF keys, and thus the VRF output nay not be

pseudor andom

7.1.3. Unpredictability under Malicious Key Generation

Unpredictability under malicious key generation (defined in

Section 3.5) does not hold for the RSA-FDH VRF. (Specifically, the
VRF out put nay be predictable if the RSA function specified in the
public key is far frombijective because the nodulus n or the
exponent e are chosen wi thout conplying with [RFC8017].) |If
unpredictability under malicious key generation is desired, the RSA-
FDH VRF has to be enhanced by additional cryptographic checks (such
as zero-know edge proofs) to ensure that its public key has the right
form These enhancenents are left for future specifications.

Unpredictability under malicious key generation holds for the ECVRF
if the validate_key paranmeter given to ECVRF verify is TRUE.

7.2. Security Levels

As shown in [ PMHVYNRGL7], the RSA-FDH VRF satisfies the trusted

uni queness property unconditionally. The security |evel of the RSA-
FDH VRF, mneasured in bits, for the other two properties is as follows
(in the random oracle nodel for the functions M31 and Hash):

For trusted collision resistance: approxinmately 8*m n(k/2, hLen/2)
(as shown in [ PAHVNRGL7]).

For sel ective pseudorandomess: approximately as strong as the
security, in bits, of the RSA problemfor the key (n, e) (as shown
in [ GNPRVZ15]).

As shown in [ PMHVNRGL7], the security level of the ECVRF, neasured in
bits, is as follows (in the random oracl e nodel for the functions
Hash and ECVRF_encode_to_curve):

For uni queness (both trusted and full): approximtely 8*m n(qgLen,
cLen).

For collision resistance (trusted or full, depending on whether
validation is performed as explained in Section 7.1.1):



approxi mately 8*m n(gLen/ 2, hLen/2).

For sel ective pseudorandomess: approximately as strong as the
security, in bits, of the decisional Diffie-Hellman problemin the
group G (which is at nost 8*glLen/2).

See Section 3 for the definitions of these security properties and
Section 7.3 for the discussion of full pseudorandommess.

7.3. Selective vs. Full Pseudorandomess

[ PMHVNRGL7] presents cryptographic reductions to an underlying hard
probl em (nanely, the RSA problemfor the RSA-FDH VRF and the
decisional Diffie-Hellnman problemfor the ECVRF) to prove that the
VRFs specified in this docunment possess not only selective

pseudor andomess but al so full pseudorandomess (see Section 3.4 for
an expl anation of these notions). However, the cryptographic
reductions are tighter for selective pseudorandomess than for ful
pseudor andommess. Specifically, the approxi mate provable security
| evel, neasured in bits, for full pseudorandommess nmay be obt ai ned
fromthe provable security level for selective pseudorandonness
(given in Section 7.2) by subtracting the binary |ogarithm of the
nunber of proofs produced for a given secret key. This holds for
bot h the RSA- FDH VRF and the ECVRF.

Wil e no known attacks against full pseudorandommess are stronger
than sinmlar attacks agai nst sel ective pseudorandomess, sone
appl i cations may be concerned about tightness of cryptographic
reductions to ensure specific levels of provable security. Such
applications may consider the followi ng three options:

* They may Iimt the nunber of proofs produced for a given secret
key, to reduce the loss in the provable security |evel

* They may work to ensure that sel ective pseudorandommess is
sufficient for the application. That is, they may design the
application such that pseudorandommess of outputs matters only for
i nputs that are chosen independently of the VRF key.

* They may increase security paranmeters to nmake up for |ossy
security reductions. For the RSA-FDH VRF, this means increasing
the RSA key length. For the ECVRF, this nmeans increasing the
cryptographic strength of the EC group G by specifying a new
ci phersuite.

7.4. Proper Pseudorandom Nonce for the ECVRF

The security of the ECVRF defined in this docunent relies on the fact
that the nonce k used in the ECVRF_prove algorithmis chosen
uniformy and pseudorandomy nodulo g and is unknown to the
adversary. Oherw se, an adversary nmay be able to recover the VRF
secret scalar x (and thus break pseudorandommess of the VRF) after
observing several valid VRF proofs pi, using, for exanple, techniques
described in [BreHen19]. The nonce generation methods specified in
the ECVRF ci phersuites of Section 5.5 are designed with this

requi renent in mnd.

7.5. Side-Channel Attacks

Si de- channel attacks on cryptographic prinitives are an inportant
issue. Inplementers should take care to avoid side-channel attacks
that leak information about the VRF secret key SK (and the nonce k
used in the ECVRF), which is used in VRF prove. In nost
applications, the VRF_proof _to_hash and VRF_verify algorithms take
only inputs that are public, and thus side-channel attacks are
typically not a concern for these al gorithns.



The VRF input al pha may al so be a sensitive input to VRF_prove and
may need to be protected agai nst side-channel attacks. Below, we

di scuss one particular class of such attacks: timng attacks that can
be used to leak information about the VRF input al pha.

The ECVRF_encode to_curve_try_and_increnment algorithm (defined in
Section 5.4.1.1) SHOULD NOT be used in applications where the VRF

i nput al pha is secret and is hashed by the VRF on the fly. This is
because the algorithm s running time depends on the VRF input al pha
and thus creates a timng channel that can be used to learn

i nformati on about al pha. That said, for nost inputs, the anount of

i nformati on obtained fromsuch a timng attack is likely to be smal
(1 bit, on average), since the algorithmis expected to find a valid
curve point after only two attenpts. However, there m ght be inputs
that cause the algorithmto nmake many attenpts before it finds a
valid curve point; for such inputs, the information |eaked in a
timng attack will be nmore than 1 bit.

ECVRF- P256- SHA256- SSWJ and ECVRF- EDWARDS25519- SHA512- ELL2 can be nmde
torun in tinme that is independent of al pha, follow ng
recomendati ons in [ RFC9380].

7.6. Proofs Provide No Secrecy for the VRF Input

The VRF proof pi is not designed to provide secrecy and, in general,
may reveal the VRF input al pha. Anyone who knows PK and pi is able
to performan offline dictionary attack to search for al pha, by

veri fying guesses for alpha using VRF_verify. This is in contrast to
the VRF hash output beta, which, wthout the proof, is pseudorandom
and thus is designed to reveal no infornmation about al pha.

7.7. Prehashing

The VRFs specified in this docunment allow for read-once access to the
i nput al pha for both signing and verifying. Thus, additiona
prehashi ng of al pha (as specified, for exanple, in [ RFC8032] for
Edwar ds-curve Digital Signature Al gorithm (EdDSA) signatures) is not
needed, even for applications that need to handle | ong al pha or to
support the Initialize-Update-Finalize (IUF) interface (in such an
interface, alpha is not supplied all at once, but rather in pieces by
a sequence of calls to Update). The ECVRF, in particular, uses al pha
only in ECVRF _encode_to _curve. The curve point H becones the
representative of al pha thereafter

7.8. Hash Function Domai n Separation

Hashing is used for different purposes in the tw VRFs.

Specifically, in the RSA-FDH VRF, hashing is used in M1 and in
proof to _hash; in the ECVRF, hashing is used in encode_to_curve,
nonce_generation, challenge _generation, and proof to hash. The
theoretical analysis treats each of these functions as a separate
hash function, nodel ed as a randomoracle. This analysis still holds
even if the sane hash function is used, as long as the inputs given
to the hash function for a given SK and al pha are overwhel ningly
unlikely to be equal to each other or to any inputs given to the hash
function for the sane SK and different alpha. This is indeed the
case for the RSA-FDH VRF defined in this document, because the second
octets of the inputs to the hash function used in M3F1 and in

proof _to_hash are different.

This is also the case for the ECVRF ciphersuites defined in this
docunent, because

* Inputs to the hash function used in nonce_generation are unlikely
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to equal inputs used in encode_to_curve, proof_to_hash, and

chal | enge_generation. This follows, since nonce_generation inputs
a secret to the hash function that is not used by honest parties
as input to any other hash function and is not available to the
adversary.

* The second octets of the inputs to the hash function used in
proof to _hash, challenge_generation, and
encode_to_curve_try and increnment are all different.

* The last octet of the inputs to the hash function used in
proof to_hash, chall enge_generation, and
encode_to_curve_try_and_increnment is always zero and is therefore
different fromthe last octet of the input to the hash function
used in ECVRF _encode_to_curve_h2c_suite, which is set equal to the
nonzero | ength of the domain separation tag per [RFC9380].

9. Hash Function Salting

If a hash collision is found, in order to nmake it nore difficult for
the adversary to exploit such a collision, the Ma1 function for the
RSA- FDH VRF and t he ECVRF _encode to_curve function for the ECVRF use
a public value in addition to al pha (as a so-called salt). This
value is determ ned by the ciphersuite. For the ciphersuites defined
in this docunent, it is set equal to the string representation of the
RSA nodul us and EC public key, respectively. |Inplenentations that do
not use one of the ciphersuites (see Section 7.10) MAY use a
different salt. For exanple, if a group of public keys shares the
sane salt, then the hash of the VRF input al pha will be the sane for
the entire group of public keys; this can be hel pful for some
protocol s that use the VRF

10. Futureproofing

If future designs need to specify variants (e.g., additiona

ci phersuites) of the RSA-FDH VRF or the ECVRF as defined in this
docunent, then, to avoid the possibility that an adversary can obtain
a VRF output under one variant and then claimit was obtai ned under
anot her variant, they should specify a different suite_string
constant. The suite string constants discussed in this docunment are
all single octets; if a future suite_string constant is |onger than
one octet, then it should start with a different octet than the
suite_string constants discussed in this docunent. Then, for the
RSA- FDH VRF, the inputs to the hash function used in M&1 and
proof to hash will be different fromother ciphersuites. For the
ECVRF, the inputs to the ECVRF _encode_to_curve hash function used in
producing H are then guaranteed to be different from other

ci phersuites; since all the other hashing done by the Prover depends
on H, inputs to all the hash functions used by the Prover will also
be different fromother ciphersuites as |ong as ECVRF _encode to_curve
is collision resistant.

Ref er ences
1. Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www.rfc-editor.org/info/rfc2119>

[ RFC5114] Lepinski, M and S. Kent, "Additional Diffie-Hellnman
Groups for Use with | ETF Standards", RFC 5114,
DA 10.17487/ RFC5114, January 2008,
<https://ww.rfc-editor.org/info/rfc5114>



[ RFC6234]

[ RFC6979]

[ RFC8017]

[ RFC8032]

[ RFC8174]

[ RFC9380]

[ SECGL]

East| ake 3rd, D. and T. Hansen, "US Secure Hash Al gorithns
(SHA and SHA-based HVAC and HKDF) ", RFC 6234,

DO 10. 17487/ RFC6234, May 2011,

<https://www. rfc-editor.org/info/rfc6234>.

Pornin, T., "Determnistic Usage of the Digital Signature
Al gorithm (DSA) and Elliptic Curve Digital Signature

Al gorithm (ECDSA) ", RFC 6979, DO 10. 17487/ RFC6979, August
2013, <https://ww.rfc-editor.org/info/rfc6979>.

Moriarty, K, Ed., Kaliski, B., Jonsson, J., and A Rusch,
"PKCS #1: RSA Cryptography Specifications Version 2.2",
RFC 8017, DO 10.17487/ RFC8017, Novenber 2016,
<https://ww.rfc-editor.org/info/rfc8017>.

Josefsson, S. and |. Liusvaara, "Edwards-Curve Digital
Signature Al gorithm (EJDSA)", RFC 8032,

DO 10.17487/ RFC8032, January 2017,
<https://www.rfc-editor.org/info/rfc8032>.

Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Faz- Her nandez, A., Scott, S., Sullivan, N., Wahby, R S.,
and C. A Wod, "Hashing to Elliptic Curves", RFC 9380,
DO 10.17487/ RFC9380, August 2023,

<https://ww. rfc-editor.org/info/rfc9380>.

Standards for Efficient Cryptography G oup (SECG, "SEC 1:
Elliptic Curve Cryptography”, Version 2.0, My 2009,
<https://ww. secq. org/ secl-v2. pdf >.

[ SP- 800- 186]

National Institute for Standards and Technol ogy (N ST),
"Recommendati ons for Discrete Logarithm based
Cryptography: Elliptic Curve Domain Paraneters”, N ST SP
800- 186, DA 10.6028/ NI ST. SP. 800- 186, February 2023,

<htt ps://nvl pubs. ni st. gov/ ni st pubs/ Speci al Publ i cati ons/
NI ST. SP. 800- 186. pdf >.

8. 2. I nformati ve References

[ ANSI . X9- 62- 2005]

[ BreHen19]

[ DGKR18]

[ GHWZ17]

Ameri can National Standards Institute (ANSI), "Public Key
Cryptography for the Financial Services Industry: the
Elliptic Curve Digital Signature Al gorithm (ECDSA)", ANSI
X9. 62, November 2005,

<https://standards. gl obal spec. com std/ 1955141/

ANS| %20X9. 62>.

Breitner, J. and N. Heninger, "Biased Nonce Sense: Lattice
Attacks agai nst Wak ECDSA Signatures in

Cryptocurrenci es", Cryptology ePrint Archive, Paper

2019/ 023, April 2019, <https://eprint.iacr.org/2019/023>.

David, B., Gai, P., Kiayias, A, and A Russell,
"Quroboros Praos: An adaptivel y-secure, sem -synchronous
pr oof - of - st ake bl ockchain", Cryptol ogy ePrint Archive,
Paper 2017/573, April 2023,
<https://eprint.iacr.org/2017/573>.

Glad, Y., Heno, R, Mcali, S., Machos, G, and N
Zel dovi ch, "Al gorand: Scaling Byzantine Agreenents for
Cryptocurrenci es", Cryptology ePrint Archive, Paper
2017/ 454, Septenber 2017,



<https://eprint.iacr.org/2017/ 454>

[ GNPRVZ15] CGol dberg, S., Naor, M, Papadopoul os, D., Reyzin, L.
Vasant, S., and A Ziv, "NSEC5: Provably Preventing DNSSEC
Zone Enuneration", Cryptology ePrint Archive, Paper
2014/ 582, Decenber 2014,
<https://eprint.iacr.org/2014/582>

[ MRVI9] Mcali, S., Rabin, M, and S. Vadhan, "Verifiable Random
Functions", FOCS '99: Proceedi ngs of the 40th Annua
Synposi um on Foundati ons of Conputer Science, pp. 120-130,
DA 10. 1109/ SFFCS. 1999. 814584, Cctober 1999,
<htt ps://dash. harvard. edu/ handl e/ 1/ 5028196>

[ PMHVNRGL7]
Papadopoul os, D., Wssels, D., Huque, S., Naor, M,
Vel k, J., Reyzin, L., and S. CGol dberg, "Maki ng NSEC5
Practical for DNSSEC', Cryptology ePrint Archive, Paper
2017/ 099, August 2022, <https://eprint.iacr.org/2017/099>

[ X25519] Bernstein, D.J., "How do | validate Curve25519 public
keys?", 2006, <https://cr.yp.to/ecdh. htm #val i date>

Appendi x A.  Test Vectors for the RSA-FDH VRF Ci phersuites

The test vectors in this section were generated using code provided
at <https://github.comreyzin/rsa-fdh-vrf>.

There are three keys used in the nine exanples below. First, we
provi de the keys. They are shown in hexadeci mal big-endi an notation

2048-bit key:

p = ef b52a568f a3038f f f b853e2183791c6bc81lceee86d20e8f 9b6401dc79a8f 1
f 6248d3a25f db3f 99245f ce41667da038f 59745b87cclaed8b4a9c1d74e7d5c16¢c
f 7343f 2b12f 1b5055337369bf 018f a07adc0d16f 2164a516e80d2b4734f 0c6563d
6eeb6d4a9elab54e300cf e9eeb79af c3d14al52df b49b6ct b208bbf 921f 764af

q = ecbca5ee88bbc635d8263aaba84f 6502f db2b4998a40f 7¢149133d840b6b1lb
d9a972f e2a981c770272b78f da213f 76a062dd865dd116d4c8980975ee9347f eOf
500567e51d78dbee4a34e626051cf 018d7f eb72f 19189525d4f 70b6467d0cef 514
633ab08a9e7a9ec632064b7b5e3e82128f e563757a614092f c5¢cf 624d10elb

n = ddaba77202baf b796b85bcec98958aa58ae2d117chc66a6e75c4c2af 983985
a3064eaef 93e2b03393256d94d75d6a6656b2956524ed8711898a0c3abae84371d
a0283bc5f 433f ¢384d810a3c118ed302c0b03dalbbee70b80ba3480e7accleb358
b3f 20f be90cc4c8a7e2ba9e28b2a3800a5ef baa3c264f 79b231f 7cdc9577818df 1
bac60ef 7a3f 78a44f 046f d29b0689556da7a7f 61eef e67427f 3f 691aeeladblef e
2ee2e0e6091143ebb7d69254c9d8ab01f f 5e0ad7329f 566082f 9251e64f 436¢547
e68de75351ea3a09746ceb7ef ed2d234121088aaed01696583c172ec88bc173a0d
4d8ec43f 4dcc18ff 8379317e83ef 9685536283368c9c6deb783075

e = 010001

d = d5c5ceab929a841e2a654536de4788f 7f 0a2a086d44bbb245f 8aab3df 00db9
24e8d644c3b502820f 4cce98adacf 09e73bc0e9762b50ae2b697aaa24914f a08b5
1758f 59¢c07cf 827341bb2a0597e126f 9¢69db031d60692c9cadf 62842444696f 08
223154a1b0be752a325725748644e6d12935b1c66f 983379773bcc8c65d06262e9
3b5bb774dd2784265c23e9a7f c5e8871eb6bcc9968a6bc360a98874b623ec59f 41
af 0a9ecec6af 095ch7e5acall472363950dchbbf cf 678f e003358b4f f 0060a391da
a45al1bd81c166b6221f b07e4f 5da75e27d8d5f dbbf 87ecbd7f 5a4d804597070f aa
ed22f 197511b218788816689375245ddf 7f a12337f 3e7e898f b9d9

3072-bit key:

p = eeb5adea28491084e6635bd73f d95649915a11da410d3f 361c8eccc90a4b834
25146da7b9e9d3994f d37d5f ad7f b759ae451eb99b1102d4671ead23a2925133d1
9df 49c¢f 9d7e9dcb69f d7555¢ca095338d0d2a84abb6825050eaf 5f f f aef f 17ccb08
33¢c6079081df cbhd98ced36a593557d29d64b0e0253ce2ee4e07f e2a06269df eb5ca
230f ad221a593a69d9534b2521c1b41dl16caf dee02106228f f 41433605453e237



777626953e79b46a84f 50069e25b4f 50496a928708abce30559eb183cf

g = fb585bbc12f 5695951f 70a25e27682dc568acf 56115ad749709b2a6e915cdd
66df a06db09b390c00b7c7ebeea00845f 73¢999d8ea9352b1128bdf 10113c7500b
76a03f 6b38d0920b5589961549be3d841ccc306f 3edd600a53b4b9d4f al249af 87
af 58df b3ed694289477e853f 7d062f 58911f 7bdb98033b001ee90f 11b78f 031cf f
ac2b5a07ellb0la2a6clcda059a728f 8253a5f f 87267623253f c022d3993b27e2f
344b99eb6072f f 7c7ee160724f 8f bca562bed49247f f ae42b55ea79dad5

n = ea055cef 495dec2d8f b3aef 519ca87bd1575f aDael15dd433f 4a5f 6c40d34ed
6ba2388172ab7d2183ed970a669d427dc2774ced66a3f 082b8e23e94e7de7532f 4
f 30bb4a5bbf 2e1db2cba0752858a7c7a9bb892c5d6af 7e90a7cee8f 0097d14498¢c
8b482f 86348640af 61b66640538e834f 23ba8f 906048db0e57b6f dc162ba2a8ale
aedd5423f 23d8f 89413223d89f 473029cballa21lleb59e41f b8f Ob8ddc651d115d
9f 07ac30296485a9adbd71cc5d9e4a448bd6d70785e838a978b2e66513eh897¢c96
2e85f 00a36cc0a3a613183d8bd1572f 895901eb8155af 9797dbd4aald726f 41571
2bf 0eb29f a0a9e938cf 5325def 05d3af 7€686227456d903233e316¢8cc50341615
e59b665f 0ad4a2c32cf ccbf 9469bdf 89564481f b7af c27a7127741f 79424e0a35cd
c466dd33ef 5a2067f 75c86e06af 9c03c68c6e78be5f 1adf 49ea03569cd9f 74c3al
ff 290cadce2c2f a5b770ef 8032b26a517¢c257b7b1c424622c5c04cf 20f 2290a268
939e0cc79df bac71842f 94727b07bf af aded7db6c7f 13b

e = 010001

d = 6e68e957dbf d7¢1862dc1b87780b9dcf Of f 9016770bc9c09873b66194941d7
6218bf 2013cle4df 9326dd4402f 5df 110656d2ec8eaB87a28b2alcb74e590872aeb
765f e772ea21c57d6ab4ba0f ad019189273f 05c061719af d14af 02277dd28d67¢c5
ef 50b75b521ca51819b9bch44ch7c82be66776a45f 490050dc0171e77374f 1ed00
d06f 8beb09b711a9682107d8840d4a23edf 6ac25441f dbf 2b584df a6a67cee2leb
51c484f 09416e11914e774713f 1a17600f b9e4e99f bbd83f dcba4b09145dd98094
49a1713777161¢912d5d595362314b0ea9d1199e97780e8b3293a39af 4019f cc74
6aaf 78dbb7db06852¢c3358a9ed02ab1d15831a148b27b932¢c117445a4a6f 5114ed
fa3ccc9a9862df 714b78a5362aab5e30501b4a729af 73e3cdcabel9aac4928hb668
969780ad33d9df 206d904b978a055f 4abbc64987744526856e16ef 55962453e3ed
7a8055b0d79d051¢c50c94584ec7501dbd4856d7a21e43f 25d8749e683cca2f 53f 5
75af 1d80f 39d8e6932f f df 201d179cbf 98314c4048c6¢cl

4096-bit key:

p = ac803464c8b2082153e15d5a0698d0a2990397f a0lcledd6171a5315e743c9
9f eb7acd31c37529d4f 83405e657c390488d19f 7da9ef 9d9of 9cf f 4b460d2a26eb1l
0f 90cf 4aaf 55a19e21dc3bb697723a673e12bbc6580adc7bb72adaddf 4682d656f
f 5b992e62379bc7b0ac977f 2bf bcf ac634e04ed597ef 302684be72c6bf 7db10b80
f452d412d09e63e017acha378ccc6eab8e683e5641d1e72248f 3201a5632f 4af 75
25e91f 9e0733731d264f e36802f 416cb3e182b21e67al2e3bf ba9a9cf 40a45f f 32
addf ae78063933120238ac61f bb995300a8602aa84f 993bed375d6ccha86ad0c8e
f abf 0950aa2c92779f ebce9d05f a7alf 0d6e5c0d785de93¢108297

q = feb39bb6ee78adf a524e9c0821f 60c20d3cf f 74f 8b49731d67ea27d218bcb2
0c87498d30df d398bc23daf f 7b33dc330db93e6c0e5e6196e035446c6db7cf db98
68b9518d94670b31f 9c4d2109cf 32c9cc8ac2f c4a6¢c2e1078510522¢c81610a81a7
07997933ee24030b572a76ee51aa683312ecaa51d8558b3b19cccf 65f c867354ae
193f d5c4f 5d5a7180c5cale90f cc42f 6915df f 69a3d1e49046f 6¢c3ef 841b262ba8
9ddcf de2ed3caeb5bd594181a76f 6f 1ce01f c65c6f 925f 6d5b77037c2cbf 7b6047
e19f 7b9c846¢c80238f 1¢8284c¢33bf d90c79de91381bb883b0de568aaf 4b4a3c3f 9
c98f 92e9f 6a51f 010bccldacf d72bf df da29f 527d7f 4913153bef 7

n = aba03a8d8527bf cOcbealcb9al00f 4ee7870aedd74a6406f 108f 7a07f 37433
6025357e256d655b342d73369102d03c7dcf 3c14ed70aac7ebb62498c570068f 71
f 1f 165e14527f 96d946ba839412252eaceab604e7d6f d47a0bb9de776679f a9ad64
85a076f da04a2015322626dcd2eb91d6b6248802e6d453eb4cbf 5elbf ebed02d6a
b36cf e3dd1e8b9749d4853a029940a0bed3aa3128f d8e2e6¢cd1115db15405bb383
7012f 56bdc5a6895ec5cc6bcab2f 7952¢cf e3¢7d5d81d4d3d1c9a29a429eeedf bf 5
8da0a5b17480875b8071f 49eb568f c8d8c023c83b3ed870c3775aaf 0578485d757
b4ab18d8e5f db30c2b5586047e6203ab1636e376f 1¢7031f 171e2807a2058ece89
Occ8f ae29ba819df 76b45ddb514caee63dblc5e7a3af 7468f ebf f 82bf e2eb79e3c
5d1383b7ebee86f 02e9cc1853f Of 4486f 7eb8f ee23a2f 794317f f d1c39471086df
bf cO0e3cO0f 412f 917225f 5¢551557f 38¢c11f 172eca257e4b5908a571ed4daa7c7434
903701f 21937df 87d10de9b50ada97e65855d5e786db8f 3f 86248b55d999ec3153
8bd1a409f 3e13ded46dccc05325774e89016708f 8a96240aelc16641e8b12ab0725
7e88aa50d3546e7a91073d85ed601775a3c08e9b7¢c242d20664df d4e70a05218d9
f 2c7d760f ab3cd772d9362527917cf 5b51817e8c2aef 51cb3b0dd8chb838097e513



537f 1d9c3c4708f 44ed270db963c7d72cf 11b1l

e = 010001

d = lef d8dd524282b4deb04592f 83cd226d353e53b5156d37d15652321cel6f 28
1f c258487105b1f 9a81054ef 937bc89243bd7a01e56624d078d5a9021514c77a7b
7eceb230dd45f c9a36e4c1b9a4f 347b9b29af 3e3d14466f cb5242¢c398b389f 70f 9
e7cf 33ed54564e38¢c597720909e513ae8bb149060d1c6612e506e13d78e087c2ch
b39e88c22cf 73315¢c598dbd0ddf 1276743ed04a943644c84949ef 32d5e4702¢c 805
81le54a7f b18879be28b21008dc63182b45f 2c190f 1b748cd322ef ¢39f 2807c64b4
d06023ch49583418e7b6acOf 447eb2abf 48e2ad335583chc8df f 2760c2ccel4623
46326708336f 7€374253ed213e990044927¢c52d29591f 414571e509af c2396a6af
9843303a19673bcdec1e3f c7c0d6c3f 43b4bf 88ce83e2bdcf b5e39069f €32800cf
3f 6f 6d9917b8083a66ce23a9ab5b0c95bbcc6df c21d38dadecc20725b13ce2954b
albd45ec151a8877f ed317cac60b2af aa96c826df 6d1c48e7¢10649dccc75bdf 90
5¢362c6934da06c3ce30f 5bef clcf 776d7f da673625147b1108ecb5473f 7f 58827
9533eb184d748230443694b9761b01532ba707563f f a4962321e44f db710025e8a
6e00d29bf 01ea040618ee111b5d79ac860083f 91aa614777cc99d739458f 7¢c53d6
3cea7155b118068e0b30b35ed6d0cf c75672f 18d075157a3ed31bf alce2cea2343
57ec76117¢cc687¢c274636077abc437cb70a029

A. 1. RSA- FDH VRF- SHA256
Exanmpl e 1, using the 2048-bit key above:

al pha = (the enpty string)

EM = 092ea69ca4f 5630d4bd1012805ad23528a5f 44c040829b4a0208491913ee3
9711889bce5347765072ef bOb7f 8ad9798c830085d9babel10c29f 1a649dbb9a64c
93a8cdaa325d37814f aal5a1071ba81c39275f 3cd66ce70f d21ee3acc7acl127c5d
e8f 2a816b05af f 19e4e63451cf e51f ef 059b2547302387449b4df 1ab8eaabbf c84
dbbc5edf 3b07eb8f e3f €2a93858bd0d55d6f 0686f 2eb449ed4c609b3083de04b49
d409a425509d89d282de806a6ce66892edc30337f 780b15¢c7695b26383516f 1fcl
8f 7eab52557c654467600e2e272ef 41e7e4a060b42f 7533bae603a7f a50f 497a64
a1508b93826d99643a2001d1c958a7a06da0370668634d678a5de

pi = 14234ff8a9487e1b36a23086e258135h8a8a7f f 2e23f 19c0df ecaOc0a943f
119ebd336f dc292ef 67b56e32ba06f 9941893754a8b97¢82f 68974b2b34c17f 6d4
3bf d55eb110cd7ea3452d59a24e4ddb8d4cdf 040c814e22e3537ca09c2e2dc5dd8
ea281e6492ad335378f 9f 437eed30c51eeeeeb6ef 14ef b4000c75¢c802e9c5a6bb8
039¢c0258d4347981159d0ef 6990b5e9c8ac2f b03915d7f f 1f f a0626e2e11714a63
342e59124c1f cea8e2816¢c1d9a7751f eaaab6cf 6¢82cd3c58f f de66460d98246ab
358cc33baef ae4df b0d191e9b6d6c0e3f 92¢35200408925dc8bef 39b78d1259f 81
63a5003a693555f 05290ef 2e68345f 27c6e2a8847¢5¢919d92e7505

beta =

79f 0615d4677f b72571889453644013f 1a31b08d222e3cee349d64celc41045a

Exampl e 2, using the 3072-bit key above:

al pha = 74657374 (4 bytes; ASCI| "test")

EM = 20a059b7f 7034d0d7696c63328cbbd4b40f 7¢c656a632b4129915018f e6¢5d
ee8b5bdeb8ec2a5a78b1ca8483386e3alalf a07b4d329ea55f acc3145¢663ca90d
f 5ae46¢c903211a21bf 908dc9a33bd09410cc09c7b4de5f bc79de3413bc80bccf 2d
3aca2f c9c60c776619849ed3e704057ac3d5deact f 845d5bc8084ac730c19a1466
8e53b5b8b90446b2272eaf 59cdf 985a7804c7b91cealce2582099b7b0f 20163b11
d23110939dd62081b5aa46c62db76b2ac28473d2488970d480bdd8bef 8cae9e812
74f e3f 9925b012c1b55chba8c4291ec7433223ch872e422bb9e0d3775670d587e40
3660f f 440a9c11al8a488abc716ae36840b2ef 5b0db4a90d88f 91d79536¢cef 378b
f 8e76d173288e26241df 522a3cf 6bece49c960e43a2d93e7bed10b90580c5b3af f
056507b4ef 27368579832ch4aeecc99c2d8ba402117457df 5ae0ed28068ef 8b2e0
d4582f 8edacf cad02c83bf ab778460b979e9e984827bbef e2b544c0f 3ed715dde6
dc1d7f c7cOf 1f 87d78aed8e148004b9f 62e0321214c7c

pi = 69f 6042d400df ad4bdb9974f b73d12ec7823c6632df 6b0a97ebc14d8a443f
74elebla99b37204ba5c7e53bdaf 7e3e3f ae9ef e47cc01d0b061585¢c8d757ecf 00
663b3e1bd447d55b6ebd066b814a8d9c4434b224e9cb053alf d038a58f 3bf 6b0c7
5b6f 48f 3c¢8d1ca398a730c133f 86f 244655f 24c445324f dacd291d6d907f 93ef b2
4b59e509f 2f 370392f 5e262f ¢106292792352d93800f 0ale3a389786619a622f 60
05cab78ea5f Ob5b7ca9lad2a9c6c34f c4a3f 9b0332b99e907f f a7f 750cdc8342e1l
2da78f 13ad49953bael751c983ce3cd3335288ac856f 85057a7f 05acbha6465alc6
901ba30bc65b79f b7a847c42a5b4942d600ef 316030f 2ccaf bec6f 2elf f 0b46f b5c



8517cd98c93f 8lacf 370cf dab559bb4270d07db5466e2342d56¢c476089f 4738404
34cbcdbd1853b487a6df 346208d12c17a48f e50b73b96f 640a9761f 570a516f 615
7432b83dd18ald05cc27b6f 283a02f cf dal47cf 1471772e469961004bde7f a1585
7e7bf 97b5a83¢c33f ddbd9of 4b2e2488f 4ed5f 7463c93f 30b

beta =

bf e966f 3f abde6f 38a2792ad59bc836bbca39debef f 64f 15a42886def f 6df cc5

Exampl e 3, using the 4096-bit key above:

al pha = 73616d706c65 (6 bytes; ASCI | "sanple")

EM = 17524f a1710b2f 8a04e55da403b9b287b99a47af e9b81d3421482e3959b73
b4d4d4f 4b52243f f 2bf d2d29b1f 030b521d0699065f aa2b8903cca2b24cf f 42956
1234f cbd7bcccdac61b7dcb7bc61cd857287b4b42357adbd2f c83ecf c0d5bc199e
1f 6e298b5e470bf c540bc85e933b02035792d65d861096dc03f 048cae51c9adc6e
lec09e7f 5e595681b3d3976d94bala65c83c7e82503db5478d3d91b2e00a0f 24e7
ffeelf aed68aa62ad7bad4b2912ceb636064766f 0535d3cal369760d8edebc3c8d7
f 5b4de784b644b59e44e24e436298cc33a3cd0f 676d6f aOb76ca3b9bl11aa68e078
9e83bd27b3af 08518b9a5eb5f 34f 4953a79dc25¢1285b20f a73e558dd99638eb51
bf 89¢c80d7989f 6e925d8ca5ed1d3f 29cc1e1065400e4abbdbcf 898791bel2c5ae?
5661bf 7de58a4cb6608c9a4dcc18150638068bb6452b25589ae0a943a67f 024dd4
b5d9e7940c01886f 798316156e5771¢c19457f 9104618e271ae7863b65f dO7f 87f ¢
d7862690115ce2d963eeac60f 78b47¢c037d6ed3000b43d8149cee08df 10a97158e
eldaaf 0a3963d23f b6ab0615891734e3039417d8ce03bf c18920c832a40385de95
d99b546b4bd24ecbf b2e75e9158ae1769bcf f 444990f 54aa40e6ald4eOaca52df 00
062af bf 81f 6ce8193c53f 8d26ac71324f c1db878379178abd695cf 04a0f ae3432d
lef f f a73bbal5b4e81f baf 598146a0c3edaf c

pi = 745cc4b6cb75b925194374cdf 91b498e8d687c5d9caeleb5352446c554c2¢
43ac4aa3e2db5cf 5e366df 635cel56a277ebdbe78c5598588¢c98257069253127e5
7c9735b498f 2939f 14e1d019795cbd74cee2693acda2666624f 174e8f 666494aal
2641bce0677acd20e5552d2690117bddb38678al18acdc380bd9d93f 3b10960f 9be
0c141f c14f 5f 30da324f f 14020cb5b8aed9f bca3f c44b4973d8e5527bd81f 5ae5d
ab67e5cc995abd1f 7f 9cdd3f a89b243f d4d5d5086ddb4eed77a2851f dald4463f 5e
e037a4015aa40c420c2e609d5d0dadef 4a1622131022bdd9¢c9dc26d177b392663€
a42050ef 485f e9d53a8d28d84b82a21101bed5b213c82b578ce7c9c6f 7c1bf 9eca
3c248ace9f 8835f 3850158749111cela3bdf 5766add72a95a47¢8866a4817c42c5
cbd85d7bef 52af ab567e564f 6625be9e04be6f 7da0l2af 68e6623cedf 29c692bal
b5f 7665bb435a2168bd3b88aae0c6168bb87ea6977f 35bb5ad833d96dd14d340f 2
a67b241b01f d8caf 415842f d0a9dd5f 4ccf 4e70f 15ef db85332el1df 2bb186bel5f
7195176435e01bf d00592710023c3a88ac0eea7189b32296f 865a310375111a5f 1
1b74d0c74b98df e4c41lcche695ea801ba47f 37b878cledOf f f 8302705b63¢c89120
9eab3def a892969e015a86d97945189444524e5f b660f 2b9d1dce337a12e0d003e
a6262ca3194515cc3aalO0bla03ac9dd6995b54d

beta =

b663c5f 90dalc12cd5d0e6d049679459e6f 79f 9f e16bc8b8e7e4d64d66500bd9

A. 2. RSA- FDH VRF- SHA384
Exanmpl e 4, using the 2048-bit key above:

al pha = (the enpty string)

EM = 1f a5c0079423d46edb63a833abb2e6ecf d5f 39d1f 2bd68f c666274d9e8ed8
eaB8al3411126861167a4bald014d5ae213372de6bb4227b12e68e16e13cel08536
achb25f 7219c49388f 757219716f cb74eb0245b826c7e47ca793864885684b7673e
2f 8579f 26e78d63a940each23bf 7619290cb5cd20859482c410f bd6d83a61f 8940
866f 512be7ac041f c23c3ee71d918ec994f 3ef a62f 4f 1f 44eaa29f 5b37ale93e24
73d8677f chec312838379a3e05899ce44227c0c428f bd7d4f 2d0b46cf de7254e39
67b220f 8661f 5df bce7a3bf 19364f 522914478cead3ef f Of 0e02d166¢c251319bcf
86701af 1c48436f 49ceac990f 52940f 7dabac6f 5f daf abc55dc77

pi = cffe6067bd9al1285dc1e8e543e8582¢1250407cbf bcb2d01c4ddbc0d4ech5
edeb721f b33147cf 95f 3084f 7ce611f 9877814770b14b8a671abc7f f 085cf 5¢cbe9
1e72d17f 076d62db478d4758412a4e4b77a5591dc32b764a501d27e34e56189ba7
347a96f 141ed1290f 8ef 7c4ce4009a9aba0715cbd0148721ea72bce00a22e59460
421a2l1e4d121f cOb4eda62479d93724af ae7556abe66326487be38cf b795ac1968
¢33a3890f 2d8c0f 7df be88bc76f 16cbf d2b0f 7ee8663abf d7b789caa5f 6¢c77dd1c
a991c9a9cc532f 7550ad6184c8ecel2cadbea7e67f 32405416al1f 83245b09d06e7
b4214157f b444bel2a2eddc4381678f 2b862f b240f cedd2da7f f cb3



beta = dc37e83f 8de0e990abada5096a05ca74754cf e7f e8e46b831e241009194
15415dcd5a305f 5f b8195713cebc78649c8d1

Exanmpl e 5, using the 3072-bit key above:

al pha = 74657374 (4 bytes; ASCII "test")

EM = fa2fd7¢735c961b43b01c005f aef c4e39505ede3914076d4deed0d52acf 72
7del1782386ad6e9e07f af 7666c8f 45f de93b024d97¢c40651b957cf cccc42b8596a
68a5495c02313ed9echbb705ab0689c38b9e57af 035189e377ad50b4704004c2a97
3d9f 7554204b03e8b925a973d41a9c3432246eb2eab2f 729f 03d3a63¢c9c38c0cc?2
baa440ed5e2d61644405e4b5clacaac85d8de75a4de00419a478e6c44a97b3e898
75¢c318400ce8d75b84c416f f d501ba78dd3203f 21¢c6610f caa4d8f c94f 45e80dc6
5b7e48967199e7acdb18d82413b7018192a6f a2da5d6838adb8e6139f 8d12abcce
7d5f d20cf a031c4971e563d4863d498591dc652a937db5e0bf d68535e3¢c9db9611
8874287c2291a5d3b29aal42795e60f 1ade2c8c4d627ee678b652f 5f ded61f 9a60
d2f a9cf 5f b5e6a7f d63d81c91ea2269388f 0a96f ae77da0957695779385¢c757489
56972ablcb5e19ad3cc6a357b9f f d368ca985dd9c0e53dd42af f 5985f 7a234af 96
ad9e34e459a958b808e858f 6d7be2e964c33cef ad9660

pi = 22c9278e7171183cf 6a3cel08f 0400e308a9177¢c39al71f 77777c106c966e
b041824ce43f a56¢c5¢c77576646dd110e0b5d7f 838bd5b1d1bf 2c1f eb1520397dd5
2d3ceabdbb49d786aa3bf 3f 5235e7692e583d290c7192102a6e0cb64f 5229a326d
4d00267f d75aae9687167ea0d3d450b2d63519ad605e64¢c77438728a190a129b11
63939a5b7b0721b8d81ef bf 99a96944f 63bf 80ecc932f e40402d67¢3e099a317cd
1d13ac6947096308050ea6dad18f db0958ae565d07d29e619673798f 52b8d1df db
f 29b4641324ea6db5b9f 35870acde7bf 68e0829534d1c1f 43ca%9al6861lef d82f b8
83e35d581f 613d2df bc89d01a84f df 081a3a850f 2e865188cd995857222160c547
80dc310a6ec100b9bac30f 3af 92e641360cad8dc255b56f a28e88f f cbef 8ebe6ba
8557e4ec44a7d0ebef 882ade36db0d89be7lecaa2b35026¢c9d328d2384b54ae68d
e2ea70160ddde9aced5a8d896590f c185b408732cc04a249ef f 27501594902bf 3a
f 4a3743c4da50c5d62a74746007dedb8358ecf ef 78c75ab

beta = 5bdf 742667ad10080f 4ca573ec66f 751e82e4077d0db1b281df 421af 68d
39412e70362dc5101b4b46ele453eea7e0989

Exanpl e 6, using the 4096-bit key above:

al pha = 73616d706c65 (6 bytes; ASCI | "sanple")

EM = 1b1d2f 330ee20b9b1754f 5e6ee4126¢cf 03ea2c7f 4e8c52d96111da7f 99509
042428ec2f 2eaf df 41716c04a9976a26df 77b3d4cea8b10b216e7786f b49e923d9
84a2ee13ad82b95783b68f cf 3444b65d1353619602ae06e392dc030bel05d4cebc
6f f 8a647b79115357833bd5312b9d3f 0df 1a307e782f f 4db8de0eb16259d6bf f 2f
57b3dd60a57693d607c42013chcf c140a77d4a651492854af bacca377ed6729d1c
be72999a62a96190f b630e5abc54d5¢chbe93254426df 4e2315dbc777360f f b2401b
3dedbedlacacf 4b3a63b5f f 8e5ab6c0f 8f f d9e2a34f f f d68a8a593c64de2660dce
daaabl3cd42ebf 5720d49f 3120b01f 45f 29d1f 465e995b148c9266aa97793a9da2
f 38831d00f 95f 9688b1c50b52a4cbcc14f 8287db822381cdddf 609¢c9c178286b1lb
c2f 94d7ef 4d5ceb1293dd7b0f ac16d1b3a8b2a7f cc454e52ef d2de5a799397f d55
a909641f a775463f 4808b520c3ebe0f 94e2765f 8538d91a4f 53bb746e7d5eaf 55b
3876503760f 5c015f 9e52bc54bdf c9632028db5e88b7dc0b1e9f 1661d0a9b3574e
46311de8ef 6278c4c14f 68375763e5df 0d4cf 221a4c3e84493ed0c36984¢c172d87
b513857af 4b6c10174dea9db6464e2bab210aa492987f 0255d2¢5588b1c79769da
03b62f 691d5c4e5f ac65505¢c317bf 96b4f 70e97¢c002aa0a032b02e48ee3aead570
3bde3186¢cel138f 29ba36219f d3558af 417945

pi = 89d801e364f d48c3bh8672e7d7abd8a2ale5bd36bble38af 5aaef a2f 01cdeb
86f a2e33f 88f dcc8eb3babcf 1c66chbf 7dcddb614041813990787be5f eabe86bbe
c373d2chf 7c080caale37a339d5deld1455de28f 9bef 76cd72500c669e9cab4599
b55dc155d9dd5810174c170f 646d3b0b459347¢c17347¢c0281eecf 5055cf 887d6bd
0a2c962c77d5f f 9355a53ceab4c34ea0888110ec4eb32da69022e293a8843d4c06
c9d6e020c594335720467a8337¢c6a939f b2c5d710f 7bdab48a52f 4e7483dae062c
1b9f 66f 7¢c9038ba9ceef 3d61ch4cc004319¢c94a267a2425b5f 042cd7f 1a17922d6
596a88a6f ef aef 41f c87742f 2badee7d7613179589b4d02611ac8f d7895d926f 48
4f 79542cdf 7f 034dd536¢c9596da2f 588ac9840f 6bb05875bd17107e7458cc5ea36
8a7699f d60c35b54253a718c26¢f 518712be9d86213b2c6bddd0b7dd169f 9240e7
7bf c44223675454f 9c5596ad2e6e607ea65011a72lecbf a993172ae372ae874377
9b33278d25ell1ced77b14bc481f ce60e4f c10a8a211d8b359906509d6830c653d9
1c1a86865219db43f 62c70ac6780644d2bd73c5¢c256527a3eaef aebaf 1f 2207324
17e17dbf 598636616f 70f 2088969ac796a853dc8a5f 270al1c505797e83d1675e4f



40b59¢c150ca06c49bb0967a2e0c7e74ef f 9e182d0f 7bb6f 54f 68f e788b89d2191c¢
87bbf 7f 3927978449c2174baa581dc64a9c58ed

beta = 8ec4d150788513c85eea3490dlaleelb7a397602d3f 9c8b467527f 09f ab
5252e539f 82e8002825608295ebbbal19644dd

A 3. RSA- FDH VRF- SHA512
Exampl e 7, using the 2048-bit key above:

al pha = (the enpty string)

EM = 7b08a7f f f 4e5d8f d4978ac5a0ddf 48537a2bb3f 952dcdc00af f b25d747b40
85c29c68dddaa87378db32396219ce784acebe70699286318f 42794927f 546de5d
85bbef d80a02c3aa714f c17090baa0dof 7f b504elaf 0b79ea02d41dcObf 576b8f 2
1472dd4c55f 96bd64772d3ebd0347abe74b9f df 35b754d0405e42ceb0e290f dd91
ef 766a3e27f f 59cd86572d15274f 6f d49400ec4d126145f 3cae200d67d5d108999
61658ece7dcbf 41f 1cca63f 8b50399955416alf 55e0af 116f ac2a9f d1f 2dc0085e
6ad6clc4bc12d9308d9a030c3e2ea7f 037d1c98beb23d43d67a97e5bf 52382b8e8
90c5967ab42f 2010cac985d3a52f e726045746d4f f ef 901127646

pi = a280db108df 5ad6aclbed67ef bc5c6f c6da0d301b9c0b41d26e379cd223c6
13c59d52c987e4baaabde4de2103284ddd56aa0b662df e8f aa8f 6a503b83b7c81f
481e23a08761d49al51adald9daal32138bbd6f 80204c7f a87716b120df 957224f
92b32a3a0f 96¢c3b209080c408618a92382ab5575f 10a57c24ee0f f d01d6b822dc3
6b27600bf 36aaf adf 0a0le65aa6a0f 2f c1a9dcd207d9bf 5181a9¢ca69120e154108
00a26ef d3ce619349592eef f 7b1851737bd033a83f 88744ddd3d3e782ef b6d2438
ff da22ddcaa32¢c821c6730a05d5bdab88c354809d615884744f f 10276496bee70b
62f eb6ed07a3948823e9ee2a453dbcd4450192c9de0128adf c7e147

beta = 808calf 8f 66a48118aach011394bd4e5f 0011¢c89¢ca913943d467b81cc5c
43086e588abdde061c3ee30f 4c15b2a6b51ad0ada42c0737f d7b2206f b43d35c8e
d22

Exampl e 8, using the 3072-bit key above:

al pha = 74657374 (4 bytes; ASCI| "test")

EM = 803b6618f 0ad47da2db309b1f 57807a286500020c9e2b1427ebd9f f f 1104e
3aa8a69210441cd58344bd810c4900825¢c84b1e5e36825f 1e397df 54c4419f 8525
d9a09a49e7f edc18b8d906chd9ea831c55f 2aaa0461e19ddd6ec9dl4daf alf cf 49
b77458a65427b7f 060bc7425538e5d3af 1813752cb452d0b098514110399734d1f
55870c65ea3e799e6d9024a9e2f b95883e580578811a8c7d34b18f 8f abc6c05f b9
697335f cf 2cb1b7576ee7a39dcf f 129el1f 142106c45f 30a8ae62370f 576d1d1d8c
6307f ccf e25¢ch431f 348dea81b6b7e6307bbef da2a0b23036653a612226392a573
b7d62e28f 9f ecc7f 4be0Obf 0a3049ce8ed276b34130f aa943aeeedf 962b42a3f c6¢c
881bbf 9a62039e9¢c0850f 1393a2a02c6848d06c3520e086541d8af 99ea3ef 9f 9da
2e3b2bd3172682a47e5965899bc576b66e29a0b8dcf 06871202alade7f 2f f 19bdd
9eac2241129a73d7d01303b80372ac62a0d5b6bf d1d7119e561ace229cd53d2¢c99
63d6127b9adel6dce4b07d1cd89247f f c438811dc8b3c

pi = l1laa828e0a751074f ed2f a776f d29336a84987c064eeebcd3a8129f b688b47
eb7109987d01db0c3624ba7cc75e2f 1ad60f 5e204a250a329048bc34df 34d41bf e
eab6651774d249f f 9f c29aeabdf 524400527aalc4100blaf 86b2dcc2e7aecc77f 38
6b80f 29ccd807cb705b5057431832daf e56733ale7bf cbhald052a26d1a8512f 297
b5abad5af d64f bcf 21b57531a9b2¢8217c0d9f 1¢875¢c196d998f 61e8017f 6b6ebe
7317545ed390e18305bc96abb1514ec271963d02bed91ccf 029d022189f 84bac8c
fa216da54e39919118348df eabf 4f 6532b49da7820ee2a21f 42b762e107722ad0a
bf 62271e0640d6b1c4d1a39b94ebd74b4283de2d6550cbdbl1f 29cac51671e9c8f ¢
OeaOf dbb082a14a221e0531615f 2bcf ba0d70e99e4997cb00f 81f cab2b95566322
0234a5e90f 29bd08e6f a50dd92770d9e514e0f 9eb27aee634877bceab681f f d7da2
b5be2f 80c1ddel243b17ac726401cf 961c5ce06640eb93352402c1ebc59¢c92188c¢c
511b375d63124846b46017f e36dc13f c2d34dbd80b312e0

beta = 9202b6715b7921c5eb35572ed9ebb85848d3345ef add665049ce889be46
322586d4177864c9179468473518c6b6ac2e9c85ae5ee5f cd3c0d8e6d4d8f 18beb
238

Exampl e 9, using the 4096-bit key above:
al pha = 73616d706c65 (6 bytes; ASCI | "sanple")

EM = 289607894786¢ccf 223b1e758232f 3402aa50cd48bca3d2bd64b2eadb4a69d
c91756a42b2c1f eaaa777763b9b7c91888c580433ac85f 5f bb360f 129ecee739f 6



9b560657687d38f 7d43c84f 6605005¢c38f 56¢91310ef f 27bae49b14d8a36542d69
b70ef ca8637b845be0f 029c085a7b6aad6caleb65f f f df 8d55d9538d3b54044ebb
c26e092b2f 3ddaece7aa5b4b234ec848bf dc72ad4ecdc10c66f b845cf c5ad39756¢€
7f 26007cealebf 1e878636f 4€39308f e7a317a9b7e90051536ac028bcla2ec200a
5dad0e3b74717bd9e7ea620919e315799e0f ea7b0895f cbc0b95686b2495dc23e3
cd56a16652b0df 0dbd3ca8a6c96b13973a0c31a5541e211229da8a56e588a616¢7
21baab8e2d30313008c2374887f 147598468b378bf 8949ab1165b9348245d0a6a5
f 795918f ce05f 0d072f 81f 78c7224e7f 1c4684877d714f 231d5775¢c88759086121
2eae2d174761158ac7d653b18f 0d4b71362c0eb8a67bedlad48ad4e7dc739b2b4469
4514cae7f 192d236af blab2409f 24df a94a2d705d0087860d844ba04564bb6733¢
a20089417d74eaed86d7e68ced681e9d88a9¢3d7e6a33927592820ch9a38d45393
32e509296489e54cd6b8495f 100c36debelf 719578b15e8a99cc8f ebc3212e8147
8aecab616a5230ae84e7079f 52aef b2ec2a97157f b5d60elddcf 03b134be2¢c93ff b
a41d5d068750adc8df 07e5a264640f 7e586bd

pi = 17d7635cac33b0b72ealcOaf b1f 681d1a96c5073ed9f 88ed8bb54eb428d7b
2db4ee3355eee512ddc7af 50694b37f d389f 990278e22095b2582¢c78c4ed6070b0
c7382b0308b6d546141a9b0d6ebb3af 97abd93c16a5d34a2d805d8aa444f ed2297
d017571a693d221f da094d40500ab9b203d397a7543e72b26b06e561d49696e01d
eebf ed58b46611dd5a346e227d7519f 8f f d1dc76al172c9f 7f 355c3e7e5ee7773ed
ab00a22af 5¢39367f 3779da68ce6da9f 8a594f 5f 6149012501181653572f e5549a
9c2bf 36148b3bdc94f eaedd600727f e5¢c11b7dcbf d73002ae08061ch4b84bad7f 1
bf 8c5d46bc2acbh7cbh4964a6dca7eedc396e663a64121d93dade8b83ceal9d76653
ccala8d20d6b7323a890651dc575025balbe02d08c5946f 50cde438339b06e8633
198da0d467d2cac7d98ae62dd71353f 6f b19aa9daac851d0ce237b21db93b91e51
8d5clac36¢cdf 874975deb7aab3942acc3980f 221f 33ad1254eb8ac3138e087d045
c4746e0b7eedcaf 2alal73559783eba8691555c1b0e468f 8ef €e6501679b760038e
d6f c9cebaabae24b3f 1178713793c8e5ee96035a2f 0ee02e2d10ac098613358d3c
ff 10f 4df f 3437f 2a48252c5d6805288f bd7ee05356f 80db12aaeabf 663867 7abf 5
b8eb2376f b76861cf 1b817d5a0b878daebbeac44f 078f 37d982d941a77582a7778
4f abd632e28d664d9f 705f 31e24d1ca623df ac7

bet a = 6026f 6def af 534cc79ce7c1b0370f b53e4825d2d44f 549f 696e06d693c3
9e852e21a5e3b6f f093618dd277b40678957e1b90e8e6ca742ef ed30dc309b3b24
2b8

Appendi x B. Test Vectors for the ECVRF Ci phersuites

The test vectors in this section were generated using code provided
at <https://github.comreyzin/ecvrf>.

B.1. ECVRF-P256- SHA256- TAI

The exampl e secret keys and messages in Exanples 10 and 11 are taken
from Appendi x A 2.5 of [RFC6979].

Exampl e 10:

SK=x =

c9af a9d845ba75166b5c215767b1d6934e50c3dbh36e89b127b8a622h120f 6721
PK =

0360f ed4ba255a9d31c961eb74c6356d68c049b8923b61f a6ce669622e60f 29f b6
al pha = 73616d706c65 (6 bytes; ASCI | "sanple")

try_and_i ncrenment succeeded on ctr =1

H =
0272a877532e9ac193af f 4401234266f 59900a4a9e3f c3cf c6adb7e467a15d06d4
k =
0d90591273453d2dc67312d39914e3a93e194ab47a58cd598886897076986f 77
U= k*B =

02bb6a034f 67643c6183c10f 8b41dc4babf 88bf f 154b674e377d90bde009¢c21672
V = k*H =

02893ebee7af 9a0f aa6da810da8a91f 9d50e1dc071240c9706726820f f 919e8394
pi = 035b5c726e8c0e2c488a107c600578ee75¢ch702343c153cbhleb8dec77f 4b5
071b4a53f 0a46f 018bc2c56e58d383f 2305e0975972c26f eealeb122f €7893c15a
f 376b33edf 7del7c6ea056d4d82debbc02f

beta =

a3ad7b0ef 73d8f c6655053ea22f 9bede8c743f 08bbed3d38821f 0e16474b505e



Exampl e 11:

SK = x =

c9af a9d845ba75166b5c215767b1d6934e50c3dbh36e89b127b8a622b120f 6721
PK =

0360f ed4ba255a9d31c961eb74c6356d68c049b8923b61f a6ce669622e60f 29f b6
al pha = 74657374 (4 bytes; ASCII "test")

try_and_increnent succeeded on ctr = 3

H =

02173119b4f f f 5e6f 8af ed4868a29f €8920f 1b54c2cf 89cc7b301d0d473de6b974
k =
5852353a868bdce26938cdel1826723e58bf 8cb06dd2f ed475213eabf 3b12e961

U=k*B =
022779a2caf ch65414c4a04a4b4d2adf 4c50395f 57995e89e6de823250d91bc48e
V = k*H =

033b4a14731672e82339f 03b45f f 6b5b13dee7ada38c9bf 1d6f 8f 61e2ce5921119
pi = 034dac60aba508ba0c0l1aa9be80377ebd7562c4a52d74722e0abae7dc3080
ddb56¢19e067b15a8a8174905b13617804534214f 935b94¢c2287f 797e393eb0816
969d864f 37625b443f 30f 1a5a33f 2b3c854

beta =

a284f 94ceec2f f 4b3794629da7cbaf a49121972671b466cab4cel70aa365f 26d

The exanpl e secret key in Exanple 12 is taken from Appendi x L. 4.2 of
[ ANSI . X9- 62- 2005] .

Exampl e 12:

SK = x =
2cal411a41b17b24cc8c3b089cf d033f 1920202a6c0de8abb97df 1498d50d2c8
PK =
03596375e6c¢ce57e0f 20294f c46bdf cf d19a39f 8161b58695b3ec5b3d16427¢c274d
al pha = 4578616d706c65207573696€67204543445341206b65792066726f 6d20
417070656e646978204c2e342e32206f 6620414e53492e58392d36322d32303035
(62 bytes; ASCI|I "Exanple using ECDSA key from Appendi x L. 4.2 of
ANS| . X9- 62- 2005")

try_and_i ncrenent succeeded on ctr =1

H =
0258055¢c26¢c4b01d01c00f b57567955f 7d39cd6f 6e85f d37¢c58f 696cc6b7aa761d
k =
5689e2e08e1110b4dda293ac21667eac6db5de4a46a519c73d533f 69be2f 4da3
U= k*B =

020f 465cdOec74d2e23af Dabde4c07e866ae4e5138bded5dd1196b8843f 380db84
V = k*H =

036¢ch6f 811428f c4904370b86c488f 60c280f a5b496d2f 34f f 8772f 60ed24b2d1d
pi = 03d03398bf 53aa23831d7d1b2937e005f b0062cbhef a06796579f 2alf c7e7b
8c667d091c00b0f 5¢3619d10ecead44363b5a599cadc5b2957e223f ec62e81f 7b48
25f c799a771a3d7334b9186bdbee87316b1

beta =
90871e06dabcaa39a3c61578ebb844de8635e27ac0b13e829997d0d95dd98c19

B. 2. ECVRF- P256- SHA256- SSWJ

The exanpl e secret keys and nmessages in Exanples 13 and 14 are taken
from Appendi x A 2.5 of [RFC6979].

Exanpl e 13:

SK =x =

c9af a9d845ba75166b5¢c215767b1d6934e50c3dbh36e89b127b8a622h120f 6721
PK =

0360f ed4ba255a9d31c961eb74c6356d68c049b8923b61f a6ce669622e60f 29f b6
al pha = 73616d706c65 (6 bytes; ASCI | "sanple")

In SSWJ uniformbytes = 5024e98d6067dec313af 09f f Ocbe78218324a645c¢c
2a4b0aae2453f 6f e91aa3bd9471f 7b4a5f bf 128e4b53f 0c59603f 7e

In SSWJ u =

df 565615a2372e8b31b8771f 7503baf c144e48b05688b97958cc27ce29a8d810



In SSWJ: x1 =
e7e39eb8a4c982426f cf f 629e55a3e13516¢f eb62c02¢c369b1e750316f 5e94eb
In SSWJ gx1 is a nonsquare

H =
02b31973e872d4a097e2cf ae9f 37af 9f 9d73428f de74ac537dda93b5f 18dbc5842
k =

€92820035a0a8af e132826¢c6312662b6ea733f c1a0d33737945016de54d02dd8
U= k*B =

031490f 49d0355f f cdf 66e40df 788bee93861917ee713acf f 79be40d20cc91a30a
V = k*H =

03701df 0228138f a3d16612c0d720389326b3265151bc7ac696ea4d0591cd053e3
pi = 0331d984ca8f ece9cbb9al44c0d53df 3c4c7a33080c1e02ddb1la96a365394
c7888782f f f de7b842c38c20c08debec6c2e7027a97000f 2c9f a4425d5¢c03e639f
b48f de58114d755985498d7eb234cf 4aed9

beta =

21e66dc9747430f 17ed9ef eda054cf 4a264b097b9e8956a1787526ed00dc664b

Exampl e 14:

SK = x =

c9af a9d845ba75166b5¢c215767b1d6934e50c3db36e89b127b8a622b120f 6721
PK =

0360f ed4ba255a9d31¢c961eb74c6356d68c049b8923b61f a6ce669622e60f 29f b6
al pha = 74657374 (4 bytes; ASCII "test")

In SSWJ uniformbytes = 910cc66d84a57985a1d15843dad83f d9138a109af
b243b7f a5d64d766ec9ca3894f dcf 46ebeb21a3972eb452a4232f d3

In SSWJ: u =

d8b0107f 7e7aa36390240d834852f 8703a6dc407019d6196bda5861b8f c00181
In SSWJ: x1 =

ccc747f a7318b9486¢ce4044adbbecaal084c27be6eda88eb7b7f 3d688f d0968c7
In SSWJ gx1 is a square

H =

03ccc747f a7318b9486ced4044adbbecaa084c27be6eda88eb7b7f 3d688f d0968c7
k =

f ebc3451ea7639f de2cf 41f f d03f 463124ecb3b5a79913dbl1led069147c8a7dea
U= k*B =

031200f 9900e96f 811d1247d353573f 47e0d9da601f c992566234f c1a5b37749ae
V = k*H =

02d3715dcf eel36¢c7ae50e95f f ca76f 4cabc29ddf b92a39c31a0d48e75¢c6605cdl
pi = 03f814c0455d32dbc75ad3aeal08c7e2db31748e12802db23640203aebf 1f a
8db2743aad348a3006dclcaad7da28687320740bf 7dd78f €13¢c298867321ce3b36
b79ec3093b7083ac5e4daf 3465f 9f 43¢c627

beta =

8e7185d2b420e4f 4681f 44ce313a26d05613323837da09a69f 00491a83ad25dd

The exanpl e secret key in Exanple 15 is taken from Appendi x L. 4.2 of
[ ANSI . X9-62-2005] .

Exampl e 15:

SK = x =
2cald4lla4lbl7b24cc8c3b089cf d033f 1920202a6c0de8abb97df 1498d50d2c8
PK =
03596375e6c¢ce57e0f 20294f c46bdf cf d19a39f 8161b58695b3ec5b3d16427¢c274d
al pha = 4578616d706c65207573696€67204543445341206b65792066726f 6d20
417070656e646978204c2e342e32206f 6620414e53492e58392d36322d32303035
(62 bytes; ASCI| "Exanple using ECDSA key from Appendi x L. 4.2 of
ANSI . X9- 62- 2005")

In SSWJ uni formbytes = 9b81d55a242d3e8438d3bcf blbee985a87f d14480
2c9268cf 9adeeel60e6e9f f 765569797a0f 701cb4316018de2e7dd4

In SSWJ: u =

e43c98c2ae06d13839f edb0303e5ee815896beda39be83f b11325b97976ef dce
In SSWJ x1 =

be9e195a50f 175d3563aed8dc2d9f 513a5536¢c1e9aeel757d86c08d32d582a86
In SSWJ gx1 is a nonsquare

H =



022dd5150e5a2a24c66f eab2f 68532be1486e28e07f 1b9a055cf 38ccc16f 6595f f
k =

8e29221f 33564f 3f 66f 858ba2b0c14766e1057adbd422¢c3e7d0d99d5e142b613
U= k*B =

03a8823f f 9f d16bf 879261c740b9c7792b77f ee0830f 21314117e441784667958d
V = k*H =

02d48f bb45921¢c755b73b25be2f 23379e3ce69294f 6cee9279815f 57f 4b422659d
pi = 039f8d9cdc162c89be2871chcb1435144739431db7f ab437ab7bc4e2651a9
€99d5488405alla6c¢c7f c8def ddd9el1573a563b7333aab4ef f e73ae9803274174c6
59269f d39b53e133dcd9e0d24f 01288de9a

beta =

Af badf 33b42a5f 42f 23a6f 89952d2e634a6e3810f 15878b46ef 1bb85a04f e95a

B. 3. ECVRF- EDWARDS25519- SHA512- TAI

The exanpl e secret keys and nmessages in Exanples 16, 17, and 18 are
taken from Section 7.1 of [RFC8032].

Exampl e 16:

SK =

9d61b19def f d5a60ba844af 492ec2cc44449¢5697b326919703bac031cae7f 60
PK =

d75a980182b10ab7d54bf ed3c964073a0eel72f 3daa62325af 021a68f 707511a
al pha = (the enpty string)

X =
307c83864f 2833ch427a2ef 1c00a013cf df f 2768d980c0a3a520f 006904de94f
try_and_i ncrenment succeeded on ctr = 0

H =

91bbed02a99461df 1ad4c6564a5f 5d829d0b90cf c7903e7a5797bd658abf 3318
k_string = 7100f 3d9eadb6dc4743b029736f f 283f 5be494128df 128df 2817106
f 345b8594b6d6da2d6f bOb4c0257eb337675d96eab49cf 39e66cc2c9547c2bf 8b2
a6af ae4

k =
8a49edhd1492a8ee09766bef e50a7d563051bf 3406chf f c20a88def 030730f Of
U= k*B =

aef 27c725be964c6a9bf 4c45ca8e35df 258¢1878b838f 37d9975523f 09034071
V = k*H =

5016572f 71466c646c119443455d6cb9h952f 07d060ec8286d678615d55f 954f

pi = 8657106690b5526245a92b003bb079ccd1a92130477671f 6f cOlad16f 26f 7
23f 26f 8a57ccaed74eelb190bed1f 479d9727d2d0f 9b005a6e456a35d4f bOdaabl
268a1b0db10836d9826a528ca76567805

beta = 90cf 1df 3b703cce59e2a35b925d411164068269d7b2d29f 3301c03dd757
876f f 66b71dda49d2de59d03450451af 026798e8f 81cd2e333de5cdf 4f 3e140f dd
8ae

Exampl e 17:

SK =

4ccd089b28f f 96da9db6c346ec114e0f 5b8a319f 35aba624da8cf 6ed4f b8a6f b
PK =
3d4017c3e843895a92b70aa74d1b7ebc9c982ccf 2ec4968cc0cd55f 12af 4660c¢
al pha = 72 (1 byte)

X =
68bd9ed75882d52815a97585caf 4790a7f 6¢c6b3b7f 821c5e259a24b02e502e51
try_and_increnent succeeded on ctr =1

H =

5b659f c3d4e9263f d9ad4ed1d022d75eaacc20df 5e09f 9ea937502396598dc551
k_string = 42589bbf 0c485c3c91c1621bb4bf e04aed7be76ee48f 9b00793b234
2acb9c167cab856f 9f 9d4f ebc311330c20b0a8af d3743d05433e8be8d32522ecdc
16cc5ce

k =

d8c3a66921444cb3427d5d989f 9b315aa8ca3375e9ec4d52207711alf db44107
U= k*B =
1dcb0a4821a2c48bf 53548228b7f 170962988f 6d12f 5439f 31987ef 41f 034ab3
V = k*H =



B. 4.

f d03cO0bf 498c752161bae4719105a074630a2aa5f 200f f 7b3995f 7bf b1513423
pi = f3141cd382dc42909d19ec5110469e4f eael18300e94f 304590abdced48aed
5933bf 0864a62558b3ed7f 2f ea45¢c92a465301b3bbf 5e3e54ddf 2d935be3b67926
da3ef 39226bbc355bdc9850112¢c8f 4b02

beta = eb4440665d3891d668e7e0f caf 587f 1b4bd7f bf e99d0eb2211ccec90496
310eb5e33821bc613ef b94db5e5b54c70a848a0bef 4553a41bef c57663b56373a5
031

Exampl e 18:

SK =

c5aa8df 43f 9f 837bedb7442f 31dcb7b166d38535076f 094b85ce3a2e0b4458f 7
PK =

fc51cd8e6218ala38dad47ed00230f 0580816ed13ba3303ac5deb911548908025
al pha = af 82 (2 bytes)

X =
909a8b755ed902849023a55b15¢c23d11ba4d7f 4ec5¢c2f 51b1325a181991ea95c¢c
try_and_i ncrement succeeded on ctr = 0

H =

bf 4339376f 5542811de615e3313d2b36f 6f 53cOacf ebb482159711201192576a
k_string = 38b868c335ccda94a088428chf 3ec8bc7955bf af f elf 3bd2aa2c59f
c31a0f ebc59d0elaf 3715773cellb3bbdd7aba8e3505d4b9debf 7e4a96e67e0d6b
b6d6c3a

k =

5f f dbc72135d936014e8ab708585f da379405542b07e3bd2c0bd48437f bac60a
U= k*B =

2bae73e15a64042f cebf 062abe7e432b2eca6744f 3e8265bc38e009cd577ecd5
V = k*H =

88cbhalch0d4f 9b649d9a86026b69de076724a93a65¢c349¢c988954f 0961¢c5d506
pi = 9bcO0f 79119cc5604bf 02d23b4caede71393cedf bb191434dd016d30177cch
f 8096bb474e53895c362d8628ee9f 9ea3c0e52c7a5¢c691b6¢c18c9979866568add7
a2d41b00b05081ed0f 58ee5e31b3a970e

beta = 645427e5d00c62a23f b703732f a5d892940935942101e456ecca7bb217c
61c452118f ec1219202a0edcf 038bb6373241578be7217ba85a2687f 7a0310b2df
19f

ECVRF- EDWARDS25519- SHA512- ELL2

The exanpl e secret keys and nmessages in Exanples 19, 20, and 21 are
taken from Section 7.1 of [RFC8032].

Exampl e 19:

SK =

9d61b19def f d5a60ba844af 492ec2cc44449¢5697b326919703bac031cae7f 60
PK =

d75a980182b10ab7d54bf ed3c964073a0eel72f 3daa62325af 021a68f 707511a
al pha = (the enpty string)

X =

307c83864f 2833ch427a2ef 1c00a013cf df f 2768d980c0a3a520f 006904de94f
In Elligator2: uniformbytes = d620782a206d9de584b74e23ae5eeldb5ca
5298b3f c527c4867f 049dee6dd419b3674967bd614890f 621c128d72269ae

In Elligator2: u =

30f 037b9745a57a9a2b8a68da81f 397¢39d46dee9d047f 86c427¢53f 8b29a55¢
In Elligator2: gxl1 =

8cb66318f b2cea01672d6c27a5abh662ae33220961607f 69276080a56477b4a08
In Elligator2: gx1 is a square

H =

b8066ebbb706c72b64390324e4a3276f 129569eab100c26b9f 05011200c1bad9
k_string = b5682049f ee54f e2d519c9af f f 73bbf ad724e69a82d5051496a4245
8f 817bed7a386f 96b1a78e5736756192aeb1818a20ef b336a205f f ede351cf e88d
ab8d41c

k =

55cbb247af 9b8372259a97b2cf ec656d78868deb33b203d51b9961c364522400
U= k*B =

762f 5¢178b68f 0Ocddcc1157918edf 45ec334ac8e8286601a3256¢c3bbf 858edd9



V = k*H =

4652ebalc4612e6f ce762977a59420b451e12964adbedf becd58a7aef f 5860af

pi = 7d9c633f feee27349264cf5¢c667579f c583b4bda63ab71d001f 89¢10003ab
46f 14adf 9a3cd8b8412d9038531e865c341caf a73589b023d14311¢c331a9ad15f f
2f b37831e00f Dacaa6d73bc9997b06501

beta = 9d574bf 9b8302ec0f c1le21c3ec5368269527b87b462ce36dab2dl4ccf 80
c53cccf 6758f 058¢c5b1¢c856b116388152bbe509ee3b9ecf €63d93c3b4346¢1f bch
cb4

Exanpl e 20:

SK =

4ccd089b28f f 96da9db6c346ec114e0f 5b8a319f 35aba624da8cf 6ed4f b8a6f b
PK =
3d4017c3e843895a92b70aa74d1b7ebc9c982ccf 2ec4968cc0cd55f 12af 4660c¢
al pha = 72 (1 byte)

X =
68bd9ed75882d52815a97585caf 4790a7f 6¢c6b3b7f 821c5e259a24b02e502e51
In Elligator2: uniformbytes = 04ae20a9ad2a2330f b33318e376a2448bd7
7bb99e81d126f 47952bh156590444a9225b84128b66a2f 15b41294f a2f 2f 6d

In Elligator2: u =

3092f 033b16d4d5f 74a3f 7dc7091f e434b449065152b95476f 121de899bb773d
In Elligator2: gx1l =

25d7f e7f 82456e7078e99f db24ef 2582b4608357cdba9c39a8d535a3f d98464d
In Elligator2: gx1 is a nonsquare

H =
76ac3cchb86158a9104df f 819b1ca293426d305f d76b39b13¢c9356d9h58¢c08e57
k_string = 88bf479281f d29a6¢cbdf f d67e2c5ec0024d92f 14eaed58f 43f 22f 37
c4c37f 1d41e65c036f bf 01f 9f bal1d554c07494d0c02e7e5c9d64be88ef 78cab75
44e444d

k =

9565956daeedf 376cad61b829b2a4d21balb52e9b3e2457477a64630a9711003
U= k*B =
8ec26e77b8ch3114dd2265f el564adef b40d109aa3312536d93df e3d8d80a061
V = k*H =

f e799eb5770b4e3a5a27d22518bb631db183c8316bb552155f 442c62a47d1c8b
pi = 47b327393f f 2dd81336f 8a2ef 10339112401253b3c714eeda879f 12c¢50907
2ef 055b48372bb82ef bdce8e10c8ch9a2f 9d60e93908f 93df 1623ad78a86a028d6
bc064dbf c75a6a57379ef 855dc6733801

beta = 38561d6b77b71d30eb97a062168ael2b667ce5c28caccdf 76bc88e093e4
635987cd96814ce55b4689b3dd2947f 80e59aac7b7675f 8083865b46¢c89b2ce9cc
735

Exanpl e 21:

SK =

c5aa8df 43f 9f 837bedb7442f 31dcb7b166d38535076f 094b85ce3a2e0b4458f 7
PK =

fc51cd8e6218ala38dad47ed00230f 0580816ed13ba3303ac5deb911548908025
al pha = af 82 (2 bytes)

X =
909a8hb755ed902849023a55b15c23d11bad4d7f 4ec5c2f 51b1325a181991ea95c¢c
In Elligator2: uniformbytes = beOaed556e36cdf ddf 8f leeddbb7356a24f
ad64cf 95a922a098038f 215588b216beabbf e6acf 20256188e883292b7a3a

In Elligator2: u =

f6675dc6d17f c790d4b3f 1c6acf 689a13d8b5815f 23880092a925af 94cd6f a24
In Elligator2: gxl =
a63d48e3247c903e22f df b88f d9295e396712a5f e576af 335dbel6f 99f Oaf 26¢
In Elligator2: gx1l is a square

H = 13d2a8b5ca32db7e98094a61f 656a08c6c964344e058879a386a947a4e189%edl
k_string = a7ddd74a3a7d165d511b02f a268710ddbb3b939282d276f a2ef cf ab
aaf 79cf 576087299ca9234aacd7cd674d912deba00f 4e291733ef 189a51e36c861
b3d683b

k =

1f da4077f 737098b3f 361c33a36cccaf d7e9e9b720elf 84011254e25f 37eed02
U= k*B =



a012f 35433df 219a88ab0f 9481f 4e0065d00422¢3285f 3d34a8b0202f 20bac60
V = k*H =
fb613986d171b3e98319c7cad4dc44c5dd8314a6e5616cla4df 16¢ce72bd7a0c25a
pi = 926e895d308f 5e328e7aal59c06eddbe56d06846abf 5d98c2512235eaa57f
dce35b46edf c655bc828d44ad09d1150f 31374e7ef 73027e14760d42e77341f e05
467bb286cc2c9d7f de29120a0b2320d04

beta = 121b7f 9b9aaaa29099f c04a94ba52784d44eac976ddla3ccad58733be5c
d090a7b5f bd148444f 17f 8daf 1f b55cb04blae85a626e30a54b4b0f 8abf 4a43314
ab8
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