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I ntroduction

In situ Operations, Adnministration, and Maintenance (1 OAM collects
OAM i nformation within the packet while the packet traverses a
particul ar network domain. The term"in situ" refers to the fact
that the OAM data is added to the data packets rather than being sent
wi thin packets specifically dedicated to GAM | OAM conpl enent s
mechani snms such as Ping, Traceroute, or other active probing

mechanisnms. In terns of "active" or "passive' OAM | QOAM can be
considered a hybrid OAMtype. |In situ mechanisnms do not require
extra packets to be sent. |10OAM adds information to the already

avai |l abl e data packets and, therefore, cannot be consi dered passive.
In ternms of the classification given in [RFC7799], | OAM coul d be
portrayed as Hybrid Type I. | OQAM nechani sns can be | everaged where
mechani sms using, e.g., |ICMP do not apply or do not offer the desired
results. These situations could include:

* proving that a certain traffic flow takes a predefined path,

* wverifying the Service Level Agreement (SLA) verification for the
live data traffic,

* providing detailed statistics on traffic distribution paths in
networ ks that distribute traffic across multiple paths, or

* providing scenarios in which probe traffic is potentially handl ed
differently fromregular data traffic by the network devices.

Conventi ons

Abbrevi ati ons used in this docunent:

Bl ER: Bit Index Explicit Replication [ RFC8279]

Geneve: Generic Network Virtualization Encapsul ati on [ RFC3926]
GRE: Generi ¢ Routing Encapsul ati on [ RFC2784]

| OAM In situ Operations, Adninistration, and Mi ntenance

MTU: Maxi mum Transm ssi on Unit



NSH: Net wor k Servi ce Header [ RFC8300]
OAM Qperations, Adm nistration, and M ntenance
POT: Proof of Transit

VXLAN- GPE: Virtual eXtensible Local Area Network - Generic Protocol
Ext ensi on [ VXLAN- GPE]

| OAM Depl oynent: Donmi ns and Nodes

[ RFC9197] defines the scope of IOAM as well as the different types of
| OAM nodes. For inproved readability, this section provides a brief
overvi ew of where | OAM applies, along with explaining the main roles
of nodes that enmploy |OAM Pl ease refer to [RFC9197] for further
detail s.

ICAM i s focused on "limted domai ns”, as defined in [RFC8799]. | OAM
is not targeted for a deploynent on the global Internet. The part of
the network that enploys 1OAMis referred to as the "1 OQAM Domai n".
For exanpl e, an | OAM Donmi n can include an enterprise canpus using
physi cal connections between devices or an overlay network using
virtual connections or tunnels for connectivity between said devices.
An | OAM Dormain is defined by its perineter or edge. The operator of
an | OAM Donmai n is expected to put provisions in place to ensure that
packets that contain |OAM data fiel ds do not |eak beyond the edge of
an | OAM Donmai n, e.g., using packet filtering nethods. The operator
shoul d consi der the potential operational inpact of | OQAM on

mechani sms such as ECMP | oad- bal anci ng schenes (e.g., |oad-bal ancing
schenes based on packet |ength could be inpacted by the increased
packet size due to |OAM), path MIU (i.e., ensure that the MU of all
links within a domain is sufficiently |arge enough to support the

i ncreased packet size due to | CAM, and | CMP nessage handl i ng.

An | OAM Dormai n consi sts of "1 OAM encapsul ati ng nodes”, "1 QAM
decapsul ati ng nodes”, and "IOAM transit nodes”". The role of a node
(i.e., encapsulating, transit, decapsulating) is defined within an
| OAM Nanespace (see below). A node can have different roles in

di fferent | OAM Nanespaces.

An | OAM encapsul ati ng node i ncorporates one or nore | OAM Opti on- Types
into packets that 10AMis enabled for. If IOAMis enabled for a

sel ected subset of the traffic, the | OAM encapsul ati ng node is
responsi ble for applying the 1OAM functionality to the sel ected
subset .

An |OAM transit node updates one or nore of the |OAM Data-Fields. |If
both the Pre-allocated and the Increnental Trace Option-Types are
present in the packet, each I1OAMtransit node will update at npbst one
of these Option-Types. Note that in case both Trace Option-Types are
present in a packet, it is up to the | OAM data processing systens
(see Section 6) to integrate the data fromthe two Trace Option-Types
to forma view of the entire journey of the packet. A transit node
does not add new | OAM Opti on- Types to a packet and does not change
the | OAM Dat a- Fi el ds of an | OAM Edge-t o- Edge (E2E) Opti on- Type.

An | OAM decapsul ati ng node renoves any | OAM Opti on- Types from
packets.

The role of an |1 OAM encapsul ating, IOAMtransit, or | QAM

decapsul ati ng node is always perforned within a specific | CAM
Nanespace. This nmeans that an | OAM node that is, e.g., an | OAM
decapsul ati ng node for | OAM Nanespace "A" but not for | QAM Nanespace
"B" will only remove the | QAM Opti on- Types for | OAM Nanmespace "A"
fromthe packet. An | OAM decapsul ating node situated at the edge of



an | OAM Domai n renoves all | OAM Opti on- Types and associ at ed
encapsul ati on headers for all | OAM Nanespaces fromthe packet.

| OAM Nanespaces al |l ow for a nanmespace-specific definition and
interpretation of |OAM Data-Fields. Please refer to Section 7.1 for
a di scussi on of | OAM Namespaces.

Export of Export of Export of Export of
| OAM dat a | OAM dat a | OAM dat a | OAM dat a
(optional) (optional) (optional) (optional)
N N N N
I I I I
| | | |
User +---4+----+ +---4+----+ +---4+----+ +---4+----+
packets | Encapsu- | | Transit| | Transit| | Decapsu- |
———————— >l lating |====>| Node | ====>| Node | ====>|lating |-->
| Node | | A | | B | | Node |
Fomm e - o - + Fomm e - o - + Fomm e - o - + Fomm e - o - +

Figure 1: Rol es of | OAM Nodes

| OAM nodes that add or renove the | OAM Dat a- Fi el ds can al so update
the |OAM Data-Fields at the same time. O, in other words, | OAM
encapsul ati ng or decapsul ati ng nodes can al so serve as |OAM transit
nodes at the sane tine. Note that not every node in an | OGAM Domai n
needs to be an 1OAMtransit node. For exanple, a deploynent m ght
require that packets traverse a set of firewalls that support | OAM
In that case, only the set of firewall nodes would be |OAM transit
nodes rather than all nodes.

Types of | GAM

| OAM supports different nodes of operation. These npdes are
differentiated by the type of 1OAM data fields that are being carried
in the packet, the data being collected, the type of nodes that

coll ect or update data, and if and how nodes export | QAM i nformati on.

Per-hop tracing: QOAM information about each | OAM node a packet
traverses is collected and stored within the user data packet as
t he packet progresses through the | OAM Domain. Potential uses of
| OAM per - hop tracing incl ude:

* Understanding the different paths that different packets
traverse between an | OAM encapsul ati ng node and an | OAM
decapsul ati ng node in a network that uses |oad bal anci ng, such
as Equal Cost Multi-Path (ECMP). This information could be
used to tune the algorithmfor ECMP for optimzed network
resour ce usage.

* Wth regard to operations and troubl eshooting, understandi ng
which path a particul ar packet or set of packets take as well
as what anpunt of jitter and delay different | OAM nodes in the
path contribute to the overall delay and jitter between the
| OAM encapsul ati ng node and the | OQAM decapsul ati ng node.

Proof of Transit: Information that a verifier node can use to verify
whet her a packet has traversed all nodes that it is supposed to
traverse is stored within the user data packet. For exanple,

Proof of Transit could be used to verify that a packet indeed
passes through all services of a service function chain (e.g.,
verify whether a packet indeed traversed the set of firewalls that
it is expected to traverse) or whether a packet indeed took the
expect ed path.

Edge-to- Edge (E2E): OAMinformation that is specific to the edges of
an |OAM Donain is collected and stored within the user data
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packet. E2E OAM coul d be used to gather operational information
about a particular network domain, such as the delay and jitter
incurred by that network dormain or the traffic matrix of the

net wor k dormai n.

Direct Export: OAMIinformation about each | OAM node a packet
traverses is collected and i medi ately exported to a collector.
Direct Export could be used in situations where per-hop tracing
information is desired, but gathering the information within the
packet -- as with per-hop tracing -- is not feasible. Rather than
automatically correlating the per-hop tracing information, as done
with per-hop tracing, Direct Export requires a collector to
correlate the information fromthe individual nodes. 1In addition,
all nodes enabled for Direct Export need to be capabl e of
exporting the IOAMinformation to the coll ector.

Per - Hop Tracing | OAM

"IOAM tracing data" is expected to be collected at every 1OAM transit
node that a packet traverses to ensure visibility into the entire
path that a packet takes within an | OAM Domain. In other words, in a
typical deploynent, all nodes in an | OAM Donmai n woul d participate in
| OAM and, thus, be I0OAMtransit nodes, | QAM encapsul ati ng nodes, or

| OAM decapsul ati ng nodes. |If not all nodes within a domain are | OAM
capable, 1OAMtracing information (i.e., node data, see below) wll
only be collected on those nodes that are | OAM capable. Nodes that
are not | OAM capable will forward the packet without any changes to
the | OAM Dat a- Fi el ds. The maxi nrum nunber of hops and the mini mum
path MruU of the | OAM Donmai n are assuned to be known.

| OAM of fers two different Trace Option-Types: the "lIncrenmental” Trace
Option-Type and the "Pre-all ocated" Trace Option-Type. For a

di scussi on about which of the two option types is the nbst suitable
for an inplenmentation and/ or depl oynment, see Section 7.3.

Every node data entry holds information for a particular |OAMtransit
node that is traversed by a packet. The | QAM decapsul ati ng node
renoves any | OAM Opti on- Types and processes and/or exports the

associ ated data. Al 10AM Data-Fields are defined in the context of
an | OAM Nanespace.

ICAM traci ng can, for exanple, collect the follow ng types of
i nformation:

* ldentification of the | OAM node. An | OAM node identifier can
match to a device identifier or a particular control point or
subsystem wi t hin a device.

* ldentification of the interface that a packet was received on,
i.e., ingress interface.

* |dentification of the interface that a packet was sent out on,
i.e., egress interface.

* Time of day when the packet was processed by the node as well as
the transit delay. Different definitions of processing tine are
feasi bl e and expected, though it is inportant that all devices of
an | OAM Donai n foll ow the same definition.

* Ceneric data, which is format-free informati on, where the syntax
and semantics of the information are defined by the operator in a
specific deploynment. For a specific | OAM Nanespace, all | OAM
nodes should interpret the generic data the sane way. Exanples
for generic | OAM data i nclude geol ocation information (location of
the node at the time the packet was processed), buffer queue fill
| evel or cache fill level at the time the packet was processed, or



even a battery charge |evel.

* |Information to detect whether 1OAMtrace data was added at every
hop or whether certain hops in the domain weren't |OAM transit
nodes.

* Data that relates to how the packet traversed a node (transit
del ay, buffer occupancy in case the packet was buffered, and queue
depth in case the packet was queued).

The I ncrenental Trace Option-Type and Pre-allocated Trace Option-Type
are defined in [ RFC9197].

4.2. Proof of Transit | OAM

The | OAM Proof of Transit Option-Type is to support path or service
function chain [ RFC7665] verification use cases. Proof of transit
coul d use nmet hods |ike nested hashing or nested encryption of the

| OAM dat a.

The |1 OAM Proof of Transit Option-Type consists of a fixed-size "I OAM
Proof of Transit Option header" and "1 QAM Proof of Transit Option
data fields". For details, see [RFC9197].

4.3. E2E | OAM
The |1 OAM E2E Option-Type is to carry the data that is added by the
| OAM encapsul ati ng node and interpreted by | OAM decapsul ati ng node.
The 10AM transit nodes may process the data but nust not nodify it.
The |1 CAM E2E Option- Type consists of a fixed-size "I QAM Edge-t o- Edge
Opti on- Type header" and "I OAM Edge-t o- Edge Opti on-Type data fiel ds".
For details, see [RFC9197].

4.4. Direct Export | OAM
Direct Export is an | OAM node of operation within which | OAM data are
to be directly exported to a collector rather than be collected
within the data packets. The |IOAM Direct Export Option-Type consists
of a fixed-size "IOAM direct export option header". Direct Export
for IOAMis defined in [ RFC9326].

5. | OAM Encapsul ati ons
| OAM data fields and associated data types for 10OAM are defined in
[ RFC9197]. The IOCAM data field can be transported by a variety of
transport protocols, including NSH Segnent Routing, Geneve, BlIER,
| Pv6, etc.

5.1. |Pv6

| OAM encapsul ation for IPv6 is defined in [| OAM | PV6- OPTI ONS], whi ch
al so di scusses | OAM depl oynent consi derations for |Pv6 networKks.

5.2. NSH

| OAM encapsul ation for NSH is defined in [ QAM NSH] .
5.3. BIER

| OAM encapsul ation for BIER is defined in [BlI ER-1 CAM .
5.4. GRE

| OAM encapsul ation for GRE is outlined as part of the "EtherType
Protocol ldentification of In-situ OQAM Data" in [| OAM ETH] .
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Geneve

| OAM encapsul ation for CGeneve is defined in [ QAM GENEVE] .
Segnment Routi ng

| OAM encapsul ation for Segnent Routing is defined in [ MPLS-1 OAM .
Segnment Routing for |Pv6

| OAM encapsul ation for Segnent Routing over IPv6 is defined in
[ 1 OAM SRv6] .

VXLAN- GPE
| OAM encapsul ation for VXLAN-GPE is defined in [| OAM VXLAN- GPE] .
| OAM Dat a Export

| OAM nodes col l ect information for packets traversing a domain that
supports | OAM | OAM decapsul ati ng nodes, as well as |OAM transit
nodes, can choose to retrieve |OAMinformation fromthe packet,
process the information further, and export the information using,
e.g., IP Flow Information Export (IPFIX).

Raw data export of IOAM data using IPFI X is discussed in

[ 1 OAM RAVEXPORT] . "Raw export of I OAM data" refers to a node of
operation where a node exports the IOAM data as it is received in the
packet. The exporting node does not interpret, aggregate, or
reformat the 1 OAM data before it is exported. Raw export of | OAM
data is to support an operational nodel where the processing and
interpretation of 10AM data is decoupled fromthe operation of
encapsul ati ng/ updati ng/ decapsul ati ng | OAM data, which is al so
referred to as "1 OAM dat a- pl ane operation". Figure 2 shows the
separati on of concerns for | OAM export. Exporting |OQAM data is
performed by the "1 QAM node", which performnms | OAM dat a- pl ane
operation, whereas the interpretation of 10OAM data is perforned by
one or several | OAM data processing systens. The separation of
concerns is to offload interpretation, aggregation, and formatting of
| OAM data fromthe node that perforns data-plane operations. In
other words, a node that is focused on data-pl ane operations, i.e.,
forwardi ng of packets and handling 1 OAM data, will not be tasked to
also interpret the IOAM data. |Instead, that node can | eave this task
to another systemor a set of systens. For scalability reasons, a
single 1 OAM node coul d choose to export | OAM data to several systens
that process |OAM data. Simlarly, several nonitoring systens or
anal ytics systems can be used to further process the data received
fromthe |1 OAM preprocessing systems. Figure 2 shows an overview of

| OAM export, including | OAM data processi ng systens and nonitoring
and anal ytics systens.

e +
o e e e e oo o + |
| Monitoring/ | |
| Anal ytics | |
| systen(s) |-+
- +

N

| Processed/interpreted/
| aggregated | OAM dat a

I

| 10AM data |
| processing | |
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o e e - R, R o e e - +
I I I I
I I I I
User I SRR I SRR I SRR g
packets | Encapsu- | | Transit| | Transit| | Decapsu- |
-------- >l lating |====>| Node | ====>| Node | ====>|lating |-->
| Node | | A | | B | | Node |
S SRR + S SRR + S SRR + S SRR +

Figure 2: |1 OAM Franmework with Data Export
7. |1 OAM Depl oynent Consi derati ons

This section describes several concepts of |1 OAM and provi des
considerations that need to be taken into account when inpl enenting
IOAM in a network domain. This includes concepts |ike | CAM
Nanespaces, | OAM Layering, traffic-sets that 1OAMis applied to, and
| OAM Loopback. For a definition of | OAM Namespaces and | GAM
Layering, please refer to [ RFC9197]. | OAM Loopback is defined in

[ RFC9322] .

7.1. | OAM Nanmespaces

| OAM Nanmespaces add further context to | QAM Opti on- Types and

associ ated | OAM Dat a- Fi el ds. | OAM Nanespaces are defined in

Section 4.3 of [RFC9197]. The Nanespace-I1D is part of the | OAM
Option-Type definition. See Section 4.4 of [RFC9197] for | OAM Trace
Opti on-Types or Section 4.6 of [RFC9197] for the | OAM E2E Opti on-
Type. | OAM Nanespaces support several uses:

* | OAM Namespaces can be used by an operator to distinguish between
different operational domains. Devices at domain edges can filter
on Nanespace-|1Ds to provide for proper | OAM Domain isol ation.

* | OAM Namespaces provi de additional context for | QAM Dat a- Fi el ds;
thus, they ensure that | OAM Dat a-Fi el ds are uni que and can be
interpreted properly by managenent stations or network
controllers. Wile, for exanple, the node identifier field does
not need to be unique in a deploynent (e.g., an operator nay w sh
to use different node identifiers for different | OAM | ayers, even
within the sane device; or node identifiers mght not be unique
for other organizational reasons, such as after a nerger of two
fornmerly separated organizations), the conbination of node_id and
Nanmespace- |1 D shoul d al ways be unique. Simlarly, |OAM Nanespaces
can be used to define how certain | OAM Dat a-Fi el ds are

interpreted. |IOAMoffers three different timestanp format
options. The Namespace-ID can be used to determine the tinestanp
format. |1 OAM Data-Fields (e.g., buffer occupancy) that do not

have a unit associated are to be interpreted within the context of
an | OAM Nanespace. The Nanespace-|D could al so be used to

di stingui sh between different types of interfaces. An interface-
idcould, for exanple, point to a physical interface (e.g., to
under st and whi ch physical interface of an aggregated link is used
when receiving or transmitting a packet). Wereas, in another
case, an interface-id could refer to a logical interface (e.g., in
case of tunnels). Nanespace-|IDs could be used to distinguish
between the different types of interfaces.

* | OAM Namespaces can be used to identify different sets of devices
(e.g., different types of devices) in a deploynent. I|f an



operator desires to insert different | OAM Dat a-Fi el ds based on the
devi ce, the devices could be grouped into nmultiple | CAM
Nanespaces. This could be due to the fact that the | OAM feature
set differs between different sets of devices, or it could be for
reasons of optim zed space usage in the packet header. It could
al so stem from hardware or operational limtations on the size of
the trace data that can be added and processed, preventing
collection of a full trace for a flow

- Assigning different | OAM Nanespace-1Ds to different sets of
nodes or network partitions and using the Namespace-1D as a
sel ector at the | OAM encapsul ating node, a full trace for a
flow could be collected and constructed via partial traces in
different packets of the sane flow. For exanple, an operator
coul d choose to group the devices of a domain into two | CAM
Nanmespaces in a way that, on average, only every second hop
woul d be recorded by any device. To retrieve a full view of
the depl oynment, the captured | OAM Dat a-Fi el ds of the two | CAM
Nanespaces need to be correl at ed.

- Assigning different | OAM Nanespace-I1Ds to different sets of
nodes or network partitions and using a separate instance of an
| OAM Opti on- Type for each Nanespace-1D, a full trace for a flow
could be collected and constructed via partial traces from each
| OAM Opti on-Type in each of the packets in the flow For
exanpl e, an operator could choose to group the devices of a
domain into two | OAM Nanespaces in a way that each | CAM
Nanespace is represented by one of two | OAM Opti on-Types in the
packet. Each node would record data only for the | CAM
Nanespace that it belongs to, ignoring the other | OAM Opti on-
Type with an | OAM Nanmespace it doesn’'t belong to. To retrieve
a full view of the deploynent, the captured | OAM Dat a- Fi el ds of
the two | OAM Nanespaces need to be correl ated.

.2. | OAM Layering

If several encapsul ation protocols (e.g., in case of tunneling) are
stacked on top of each other, | OAM Dat a-Fields could be present in
different protocol fields at different layers. Layering allows
operators to instrunent the protocol |ayer they want to neasure. The
behavi or foll ows the ships-in-the-night nodel, i.e., | OAM Dat a-Fi el ds
in one |ayer are independent of | OAM Data-Fields in another |ayer.

O in other words, even though the term "l ayering" often inplies
there is sone formof hierarchy and relationship, in IOAM |ayers are
i ndependent of each other and don’t assune any rel ationship anong
them The different |ayers could, but do not have to, share the sane
| OAM encapsul ati on mechanisnms. Sinilarly, the semantics of the | CAM
Dat a- Fi el ds can, but do not have to, be associated to cross different
| ayers. For exanple, a node that inserts node-id information into
two different |ayers could use "node-id=10" for one |ayer and "node-
i d=1000" for the second |ayer.

Figure 3 shows an exanple of |1 OAM Layering. The figure shows a
Geneve tunnel carried over |Pv6, which starts at node A and ends at
node D. ITOAMinformation is encapsulated in IPv6 as well as in
Geneve. At the IPv6 |layer, node Ais the | OAM encapsul ati ng node
(into I Pv6), node Dis the | OAM decapsul ati ng node, and nodes B and C
are |OAMtransit nodes. At the CGeneve layer, node Ais the | OAM
encapsul ati ng node (into Geneve), and node Dis the | OAM

decapsul ati ng node (from Geneve). The use of IQAM at both | ayers, as
shown in the exanple here, could be used to reveal which nodes of an
underlay (here the IPv6 network) are traversed by a tunnel ed packet
in an overlay (here the Geneve network) -- which assunes that the

| OAM i nformati on encapsul ated by nodes A and D into Geneve and | Pv6
is associated to each other.
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Figure 3: | OAM Layering Exampl e
7.3. |1 OAM Trace Option-Types

| OAM of fers two different | OAM Opti on- Types for tracing:
"Increnental " Trace Option-Type and "Pre-allocated" Trace Option-
Type. "Increnmental” refers to a node of operation where the packet

i s expanded at every | OAM node that adds | OAM Data-Fields. "Pre-

al | ocat ed" descri bes a node of operation where the | QAM encapsul ati ng
node allocates roomfor all 1CAM Data-Fields in the entire | OAM
Domain. More specifically:

Pre-all ocated Trace Option: This trace option is defined as a
contai ner of node data fields with pre-all ocated space for each
node to populate its information. This option is useful for
i npl ementations where it is efficient to allocate the space once
and index into the array to populate the data during transit
(e.g., software forwarders often fall into this class).

Increnental Trace Option: This trace option is defined as a
contai ner of node data fields where each node allocates and pushes
its node data inmmediately followi ng the option header

VWi ch 1 QAM Trace Option-Types can be supported is not only a function
of operator-defined configuration but nmay also be limted by protoco
constraints unique to a given encapsul ating protocol. For
encapsul ati ng protocols that support both | OAM Trace Opti on- Types,
the operator decides, by neans of configuration, which Trace Option-
Type(s) will be used for a particular domain. |In this case,

depl oynents can m x devices that include either the Increnmental Trace
Option-Type or the Pre-allocated Trace Option-Type. For example, if
different types of packet forwarders and associated different types
of TOAM inplenentations exist in a deploynent and the encapsul ating
protocol supports both | OAM Trace Option-Types, a depl oynent can m x
devices that include either the Incremental Trace Option-Type or the
Pre-all ocated Trace Option-Type. As a result, both Option-Types can
be present in a packet. | OAM decapsul ating nodes renove both types
of Trace Option-Types fromthe packet.

The two different Option-Types cater to different packet-forwarding
infrastructures and allow an optinized inplementation of | OAM
tracing:

Pre-all ocated Trace Option: For sone inplenentations of packet
forwarders, it is efficient to allocate the space for the naximum
number of nodes that | OAM Trace Dat a-Fi el ds shoul d be col | ected
fromand insert/update information in the packet at flexible
| ocati ons based on a pointer retrieved froma field in the packet.
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The |1 OAM encapsul ati ng node all ocates an array of the size of the
maxi mum nunber of nodes that | OAM Trace Dat a- Fi el ds shoul d be
collected from I1OAMtransit nodes index into the array to

popul ate the data during transit. Software forwarders often fal
into this class of packet-forwarder inplenentations. The maxi mum
nunber of nodes that 1 OAM informati on could be collected fromis
configured by the operator on the | OAM encapsul ati ng node. The
operator has to ensure that the packet with the pre-all ocated
array that carries the | OAM Dat a- Fi el ds does not exceed the MIU of
any of the links in the | OAM Donai n

Increnental Trace Option: Looking up a pointer contained in the
packet and inserting/updating information at a flexible |location
in the packet as a result of the pointer |ookup is costly for sone
forwardi ng i nfrastructures. Hardware-based packet-forwardi ng
infrastructures often fall into this category. Consequently,
har dwar e- based packet forwarders could choose to support the | OAM
Increnental Trace Option-Type. The |IOAM Increnental Trace Option-
Type elimnates the need for the IOAMtransit nodes to read the
full array in the Trace Option-Type and al |l ows packets to grow to
the size of the MIU of the | OAM Domain. |1OAMtransit nodes will
expand the packet and insert the | OAM Data-Fields as |long as there
is space available in the packet, i.e., as long as the size of the
packet stays within the bounds of the MIU of the Iinks in the
| OAM Domain.  There is no need for the operator to configure the
| OAM encapsul ati on node with the maxi rum nunber of nodes that | OAM
informati on could be collected from The operator has to ensure
that the mninum MU of the links in the | OAM Domain is known to
all 10OAMtransit nodes.

4. Traffic-Sets That 1OAM Is Applied To

| OAM can be deployed on all or only on subsets of the live user
traffic, e.g., per interface, based on an access control list or flow
specification defining a specific set of traffic, etc.

5. Loopback Fl ag

| OAM Loopback is used to trigger each transit device along the path
of a packet to send a copy of the data packet back to the source.
Loopback all ows an | OAM encapsul ati ng node to trace the path to a

gi ven destination and to receive per-hop data about both the forward
and the return path. Loopback is enabled by the encapsul ati ng node
setting the Loopback flag. Looped-back packets use the source
address of the original packet as a destination address and the
address of the node that perforns the Loopback operation as source
address. Nodes that |oop back a packet clear the Loopback flag

bef ore sending the copy back towards the source. Loopack applies to
| OAM depl oynment s where the encapsul ating node is either a host or the
start of a tunnel. For details on | OAM Loopback, please refer to

[ RFC9322] .

6. Active Flag

The Active flag indicates that a packet is an active OAM packet as
opposed to regul ar user data traffic. Active flag is expected to be
used for active neasurenent using |OAM For details on the Active
flag, please refer to [ RFC9322].

Exanpl e use cases for the Active flag include:

Endpoi nt detail ed active nmeasurenent: Synthetic probe packets are
sent between the source and destination. These probe packets
include a Trace Option-Type (i.e., either increnmental or pre-
all ocated). Since the probe packets are sent between the
endpoi nts, these packets are treated as data packets by the | OAM
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Domain and do not require special treatnent at the | QAM | ayer.
The source, which is also the | OAM encapsul ati ng node, can choose
to set the Active flag, providing an explicit indication that
these probe packets are neant for telenetry collection.

| OAM acti ve measurement using probe packets: Probe packets are
generated and transmtted by an | OAM encapsul ati ng node towards a
destination that is also the | OAM decapsul ati ng node. Probe
packets include a Trace Option-Type (i.e., either increnental or
pre-allocated) that has its Active flag set.

| OAM active measurement using replicated data packets: Probe packets
are created by an | OAM encapsul ati ng node by sel ecting sone or all
of the en route data packets and replicating them A selected
data packet that is replicated and its (possibly truncated) copy
are forwarded with one or nore | OAM options, while the original
packet is forwarded, normally, w thout |1OQAM options. To the
extent possible, the original data packet and its replica are
forwarded through the sane path. The replica includes a Trace
Option-Type that has its Active flag set, indicating that the | OAM
decapsul ati ng node should terminate it. 1In this case, the | OAM
Active flag ensures that the replicated traffic is not forwarded
beyond t he | QAM Donai n.

Brown Field Depl oynents: | OAM Unaware Nodes

A network can consist of a nmix of | CAM aware and | OAM unawar e nodes.
The encapsul ation of |OAM Data-Fields into different protocols (see
al so Section 5) are defined such that data packets that include | CAM
Dat a- Fi el ds do not get dropped by | QAM unaware nodes. For exanpl e,
packets that contain the | OAM Trace Option-Types in | Pv6 Hop-by-Hop
ext ensi on headers are defined with bits to indicate "00 - skip over
this option and continue processing the header". This will ensure
that when an | OAM unawar e node recei ves a packet with | OAM Dat a-
Fields included, it does not drop the packet.

Depl oyments that | everage the | OAM Trace Option-Type(s) could benefit
fromthe ability to detect the presence of | QAM unaware nodes, i.e.,
nodes that forward the packet but do not update or add | OAM Dat a-
Fields in | OAM Trace Option-Types. The node data that is defined as
part of the | OAM Trace Option-Type(s) includes a Hop_Limfield
associated to the node identifier to detect mi ssed nodes, i.e.,
"holes” in the trace. Monitoring/Analytics systems could utilize
this information to account for the presence of | OAM unaware nodes in
t he networ k.

| OAM Manageabi lity

The YANG nodel for configuring 1 OAMin network nodes that support
IOAM i s defined in [| OAM YANG .

A depl oynent can |l everage |OAM profiles to lint the scope of | OAM
features, allowi ng sinpler inplenentation, verification, and
interoperability testing in the context of specific use cases that do
not require the full functionality of ITOAM An | OAM profile defines
a use case or a set of use cases for | OAM and an associ ated set of
rules that restrict the scope and features of the | OAM specificati on,
thereby limting it to a subset of the full functionality. | OAM
profiles are defined in [| OAM PROFI LES] .

For depl oynents where the | OAM capabilities of a node are unknown,
[ RFC9359] coul d be used to discover the enabled | OAM capabilities of
nodes.

| ANA Consi der ati ons
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Thi s docunent has no | ANA acti ons.
Security Considerations

As discussed in [ RFC7276], a successful attack on an OAM protocol in
general and, specifically, on | OAM can prevent the detection of
failures or anonmalies or can create a false illusion of nonexistent
ones.

The Proof of Transit Option-Type (Section 4.2) is used for verifying
the path of data packets. The security considerations of POT are
further discussed in [ PROOF- OF- TRANSI T] .

Security considerations related to the use of | OAM fl ags,
particularly the Loopback flag, are found in [ RFC9322].

| OAM dat a can be subject to eavesdropping. Al though the
confidentiality of the user data is not at risk in this context, the
| OAM dat a el enents can be used for network reconnai ssance, allow ng
attackers to collect information about network paths, perfornance,
queue states, buffer occupancy, and other information. Recon is an

i nprobabl e security threat in an | OAM depl oynment that is within a
confined physical domain. However, in deploynments that are not
confined to a single LAN but span multiple interconnected sites (for
exanpl e, using an overlay network), the inter-site |inks are expected
to be secured (e.g., by IPsec) in order to avoid externa
eavesdroppi ng and introduction of malicious or false data. Another
possible nitigation approach is to use "Direct Exporting" [RFC9326].
In this case, the |OAMrel ated trace informati on woul d not be

avail able in the custoner data packets but would trigger the
exporting of (secured) packet-related I1CQAMinformation at every node.
| OAM dat a export and securing | OAM data export is outside the scope
of this docunent.

| OAM can be used as a neans for inplementing or anplifying Denial -of -
Service (DoS) attacks. For exanple, a malicious attacker can add an
| OAM header to packets or nodify an | OAM header in en route packets
in order to consune the resources of network devices that take part
in |OAM or collectors that anal yze the 1 OAM data. Another exanple is
a packet-length attack, in which an attacker pushes headers
associated with | OAM Opti on-Types into data packets, causing these
packets to be increased beyond the MIU size, resulting in
fragmentation or in packet drops. Such DoS attacks can be mtigated
by deploying 1OAMin confined adm nistrative domains and by liniting
the rate and/or the percentage of packets that an | OAM encapsul ati ng
node adds IOAM information to as well as limiting rate and/or
percent age of packets that an IOAM transit or an | QAM decapsul ati ng
node creates to export 1QAMinformation extracted fromthe data
packets that carry | OAM information

Even t hough | OAM focused on limted domai ns [ RFC8799], there night be
depl oynents for which it is inmportant for |OAMtransit nodes and | OAM
decapsul ati ng nodes to know that the data received haven't been
tanpered with. In those cases, the | OAM data should be integrity
protected. Integrity protection of 10OAM data fields is described in
[1 OAM DATA- I NTEGRITY]. In addition, since | OAM options may i nclude
timestanps, if network devices use synchroni zation protocols, then
any attack on the time protocol [RFC7384] can conpronise the
integrity of the tinestamp-related data fields. Synchronization
attacks can be mtigated by conbining a secured time distribution
schene, e.g., [RFC8915], and by using redundant cl ock sources

[ RFC5905] and/or redundant network paths for the tinme distribution
protocol [ RFC8039].

At the managenent plane, attacks may be inpl enented by m sconfiguring
or by maliciously configuring | OAM enabl ed nodes in a way that
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enabl es other attacks. Thus, |1 OAM configuration should be secured in
a way that authenticates authorized users and verifies the integrity
of configuration procedures.

Notably, 10AMis expected to be deployed in |limited netwrk domains
[ RFC8799], thus, confining the potential attack vectors within the
limted domain. Indeed, in order to limt the scope of threats
within the current network domain, the network operator is expected
to enforce policies that prevent 1OAMtraffic from |l eaking outside
the | OAM Donai n and prevent an attacker fromintroducing nalicious or
false 10OAM data to be processed and used wi thin the | OAM Domai n.

| OAM dat a | eakage could lead to privacy issues. Consider an | QAM
encapsul ati ng node that is a honme gateway in an operator’s network.
A hone gateway is often identified with an individual. Revealing

| OAM data, such as "I OAM node identifier" or geolocation information
outside of the Iimted domain, could be harnful for that user. Note
that Direct Exporting [RFC9326] can mitigate the potential threat of
| OAM dat a | eaki ng t hrough data packets.
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