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I nt roducti on

Drone Renote I D Protocol (DRIP) Requirenents [RFC9153] describe an
Unmanned Aircraft System Renote ID (UAS I D) as unique (I1D-4), non-
spoofable (ID-5), and identify a registry where the IDis listed
(ID-2); all within a 19-character identifier (1D 1).

This RFC is a foundati onal document of DRIP, as it describes the use
of Hierarchical Host ldentity Tags (HHI Ts) (Section 3) as self-
asserting | Pv6 addresses and thereby a trustable identifier for use
as the UAS Renote ID (see Section 3 of [DRIP-ARCH]). Al other DRI P-
rel ated technol ogies will enable or use HH Ts as nul ti purpose renote
identifiers. HH Ts add explicit hierarchy to the 128-bit H Ts,
enabling DNS HHI T queries (Host ID for authentication, e.g.,

[DRI P-AUTH]) and use with a Differentiated Access Control (e.g.,
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2. 1.

2.2.

2. 3.

Regi stration Data Access Protocol (RDAP) [ RFC9224]) for 3rd-party
identification endorsenent (e.g., [DRIP-AUTH).

The addition of hierarchy to H Ts is an extension to [ RFC7401] and
requires an update to [RFC7343]. As this docunent al so adds EdDSA
(Section 3.4) for Host ldentities (H's), a number of Host ldentity
Protocol (H P) parameters in [RFC7401] are updated, but these should
not be needed in a DRIP inplenentation that does not use HP

HH Ts as used within the context of UAS are | abeled as DRIP Entity
Tags (DETs). Throughout this docunment, HHI T and DET will be used
appropriately. HH T will be used when covering the technol ogy, and
DET will be used in the context of UAS RID.

HH Ts provide self-clains of the HHIT registry. A HH T can only be
inasingle registry within a registry system (e.g., DNS).

HH Ts are valid, though non-routable, |Pv6 addresses [RFC8200]. As
such, they fit in many ways w thin various |IETF technol ogi es.

HH T Statistical Uniqueness Different fromUU D or X 509 Subject

HH Ts are statistically unique through the cryptographic hash feature
of second-prei nage resistance. The cryptographically bound addition
of the hierarchy and a HHI T regi stration process [DRI P-REG provide
conpl ete, global HH T uniqueness. |If the HH Ts cannot be | ooked up
with services provided by the DRIP Identity Managenent Entity (Dl ME)
identified via the enbedded hierarchical information or its
registration validated by registrati on endorsenent nessages

[DRI P-AUTH], then the HHIT is either fraudul ent or revoked/ expired.

I n-depth di scussion of these processes are out of scope for this
docunent .

This contrasts with using general identifiers (e.g., Universally

Uni que IDentifiers (UU Ds) [RFC4122] or device serial nunbers) as the
subject in an X 509 [ RFC5280] certificate. |In either case, there can
be no uni que proof of ownership/registration

For exanple, in a multi-Certificate Authority (multi-CA) PK
alternative to HH Ts, a Renote ID as the Subject (Section 4.1.2.6 of
[ RFC5280]) can occur in multiple CAs, possibly fraudulently. CAs
within the PKI would need to inplenent an approach to enforce
assurance of the uni queness achieved with HH Ts.

Terms and Definitions

Requi renent s Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "NOT RECOMMVENDED', "MAY", and "OPTIONAL" in
this docunment are to be interpreted as described in BCP 14 [ RFC2119]
[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.
The docunent includes a set of algorithms and recomends the ones
that shoul d be supported by inplenentations. The following termis
used for that purpose: RECOVVENDED.
Not at i on

| Signifies concatenation of information, e.g., X | Y is the
concatenation of X and Y.

Definitions

Thi s docunent uses the terns defined in Section 2.2 of [RFC9153] and



in Section 2 of [DRIP-ARCH. The following ternms are used in the
docunent :

CSHAKE (The custom zabl e SHAKE function [N ST. SP. 800- 185] ) :
Ext ends the SHAKE schenme [N ST. FIPS. 202] to allow users to
custom ze their use of the SHAKE function

HDA (HH T Dormai n Aut hority):
The 14-bit field that identifies the HHI T Donmain Authority under a
Regi stered Assigning Authority (RAA). See Figure 1.

HH T (H erarchical Host ldentity Tag):
AHTwth extra hierarchical information not found in a standard
H T [ RFC7401] .

H (Host ldentity):
The public key portion of an asymretric key pair as defined in
[ RFC9063] .

H D (H erarchy ID):
The 28-bit field providing the HT H erarchy ID. See Figure 1.

H P (Host Identity Protocol):
The origin of H, HT, and HH T [ RFC7401].

H T (Host Identity Tag):
A 128-bit handle on the H. H Ts are valid | Pv6 addresses.

Keccak (KECCAK Message Aut hentication Code):
The fam |y of all sponge functions with a KECCAK-f pernutation as
the underlying function and nmulti-rate paddi ng as the paddi ng
rule. In particular, it refers to all the functions referenced
from[N ST. FI PS. 202] and [ NI ST. SP. 800- 185] .

KMAC ( KECCAK Message Aut henticati on Code [N ST. SP. 800-185]):
A Pseudo Random Function (PRF) and keyed hash function based on
KECCAK.

RAA (Regi stered Assigning Authority):
The 14-bit field identifying the business or organization that
manages a registry of HDAs. See Figure 1.

RVS (Rendezvous Server)
A Rendezvous Server such as the H P Rendezvous Server for enabling
mobility, as defined in [ RFC8004].

SHAKE (Secure Hash Al gorithm KECCAK [ NI ST. FI PS. 202] ) :
A secure hash that allows for an arbitrary output |ength.

XOF (eXtendabl e-Qut put Function [N ST. FI PS. 202] ) :
A function on bit strings (also called nessages) in which the
out put can be extended to any desired | ength.

The Hierarchical Host ldentity Tag (HHIT)

The HHIT is a small but inportant enhancenment over the flat Host
Identity Tag (H T) space, constructed as an Overlay Routable

Crypt ographic Hash IDentifier (ORCH D) [ RFC7343]. By adding two

| evel s of hierarchical adm nistration control, the HH T provides for
devi ce registration/ownership, thereby enhancing the trust framework
for H Ts.

The 128-bit HH Ts represent the H in only a 64-bit hash, rather than
the 96 bits in HTs. 4 of these 32 freed up bits expand the Suite ID
to 8 bits, and the other 28 bits are used to create a hierarchica
adm ni stration organi zation for H'T domains. HH T construction is
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defined in Section 3.5. The input values for the encoding rules are
described in Section 3.5.1.

AHHT is built fromthe following fields (Figure 1):
* p =an IPv6 prefix (max 28 bit)

* 28-bit H D which provides the structure to organize H Ts into
adm ni strative donains. H Ds are further divided into two fields:

- 14-bit Registered Assigning Authority (RAA) (Section 3.3.1)
- 14-bit HHT Domain Authority (HDA) (Section 3.3.2)
* 8-bit HHIT Suite ID (HHSI)

* ORCH D hash (92 - prefix length, e.g., 64) See Section 3.5 for
nore details.

14 bits| 14 bits 8 bits
Fomm o - Fomm o - + oo s +
| RAA | HDA | |HHIT Suite 1D |
S S + o e e o - +
\ | / /
\ \ !
\ \/ /
| p bits | 28 bhits | 8bits]| 0=92-p bits |
oo s Fom e e o - +o-m o - e e e e e oo +
| 1Pv6 Prefix | HI D | HHSI | ORCHI D hash |
S Fomm e oo - Fomm - - o e e e e e a oo +

Figure 1: HH T Format
The Context ID (generated with openssl rand) for the ORCH D hash is:
Context ID := 0x00B5 A69C 795D F5D5 FO08 7F56 843F 2C40

Context IDs are allocated out of the namespace introduced for
Cryptographical ly Generated Addresses (CGA) Type Tags [ RFC3972].

HH T Prefix for RI D Purposes

The 1Pv6 HHI T prefix MJIST be distinct fromthat used in the flat-
space HIT as allocated in [RFC7343]. Wthout this distinct prefix,
the first 4 bits of the RAA would be interpreted as the HT Suite ID
per H Pv2 [ RFC7401].

Initially, the IPv6 prefix listed in Table 1 is assigned for DET use.
It has been registered in the "I ANA | Pv6 Speci al - Purpose Address
Regi stry" [ RFC6890].

E e el ool e e e e -1
| HHIT Use | Bits | Value |
b ettty ety Sty
| DET | 28 | 2001:30::/28

F--- - - +------ F-- - - - - - +

Table 1: Initial DET | Pv6 Prefix

O her prefixes may be added in the future either for DET use or other
applications of HHI Ts. For a prefix to be added to the registry in
Section 8.2, its usage and H D allocation process have to be publicly
avai | abl e.

HHI T Suite IDs



The HHIT Suite IDs specify the H and hash algorithns. These are a
superset of the 4-bit and 8-bit H T Suite IDs as defined in
Section 5.2.10 of [RFC7401].

The HHIT values 1 - 15 map to the basic 4-bit HT Suite IDs. HHT
values 17 - 31 map to the extended 8-bit H T Suite IDs. HH T val ues
unique to HHHT will start with value 32.

As HH T introduces a new Suite | D, EJDSA/ cSHAKE128, and because this
is of value to HHPv2, it will be allocated out of the 4-bit H T space
and result in an update to HIT Suite IDs. Future HHIT Suite |IDs may
be allocated sinmlarly, or they may cone out of the additional space
made avail abl e by going to 8 bits.

The following HHI T Suite I Ds are defined:

B ool oo
| HH'T Suite | Val ue |
. e e e s ety
| RESERVED | 0 |
I L i +
| RSA, DSA/ SHA-256 | 1 [ RFC7401] |
I i IR I i +
| ECDSA/ SHA-384 | 2 [RFC7401] |
I e I T F-- - - - - - +
| ECDSA LOWSHA-1 | 3 [RFC7401] |
I L i +
| EJDSA/ cSHAKE128 | 5 |
I i IR I i +

Table 2: Initial HHIT Suite | Ds
3.2.1. HDA Custom H T Suite |Ds

Support for 8-bit HH T Suite IDs allows for HDA customH T Suite |IDs
(see Table 3).

+o——ooooo—-o—o—————o——4-———=—=—=+
| HHIT Suite | Vvalue |
[ e et e e pe
| HDA Private Use 1 | 254 |
F- - e m - - - +------- +
| HDA Private Use 2 | 255 |
i I I S +------- +

Table 3: HDA CustomH T
Suite | Ds

These custom H T Suite I1Ds, for exanple, may be used for |arge-scale
experinmentation with post-quantum conputing hashes or sinilar domain-
specific needs. Note that currently there is no support for donain-
specific H algorithns.
They should not be used to create a "de facto standardi zation".
Section 8.2 states that additional Suite |IDs can be made through | ETF
Revi ew.

3.3. The H erarchy ID (H D

The H D provides the structure to organize H Ts into administrative
domains. HIDs are further divided into two fields:

* 14-bit Registered Assigning Authority (RAA)

* 14-bit HH T Domain Authority (HDA)



The rationale for splitting the HHD into two 14-bit domains is
described in Appendi x B

The two |l evels of hierarchy allow for Cvil Aviation Authorities
(CAAs) to have it least one RAA for their National Air Space (NAS).
Wthin its RAAs, the CAAs can del egate HDAs as needed. There may be
other RAAs allowed to operate within a given NAS; this is a policy
deci sion of each CAA

3.3.1. The Registered Assigning Authority (RAA)

An RAA is a business or organization that nanages a registry of HDAs.
For exanple, the Federal Aviation Authority (FAA) or Japan Civi
Avi ation Bureau (JCAB) coul d be RAAs.

The RAA is a 14-bit field (16,384 RAAs). Managenent of this space is
further described in [DRIP-REG. An RAA MJST provide a set of
services to allocate HDAs to organizations. It SHOULD have a public
policy on what is necessary to obtain an HDA. The RAA need not

mai ntain any H P-related services. At mininum it MJST maintain a
DNS zone for the HDA zone del egation for discovering H P RVS servers
[ RFC8004] for the HI D. Zone delegation is covered in [DRI P-REQG .

As DETs under adm nistrative control nmay be used in many different
domains (e.g., commercial, recreation, mlitary), RAAs should be

all ocated in blocks (e.g., 16-19) with consideration of the likely
size of a particular usage. Alternatively, different prefixes can be
used to separate different dommi ns of use of HHITs.

The RAA DNS zone within the UAS DNS tree may be a PTR for its RAA

It may be a zone in a HH T-specific DNS zone. Assune that the RAAis
deci mal 100. The PTR record could be constructed as foll ows (where
20010030 is the DET prefix):

100. 20010030. hhi t . ar pa. I'N PTR raa. exanpl e. com

Note that if the zone 20010030. hhit.arpa is ultimately used, a
registrar will need to manage this for all HH T applications. Thus,
further thought will be needed in the actual DNS zone tree and

regi stration process [DRI P-REQF .

3.3.2. The HH T Domain Authority (HDA)

An HDA nmay be an Internet Service Provider (ISP), UAS Service
Supplier (USS), or any third party that takes on the business to
provi de UAS servi ces managenent, H P RVSs or other needed services
such as those required for HHI T and/or HI P-enabl ed devi ces.

The HDA is a 14-bit field (16,384 HDAs per RAA) assigned by an RAA
and is further described in [DRIP-REG. An HDA nust maintain public
and private UAS registration information and shoul d nmaintain a set of
RVS servers for UAS clients that may use HHP. How this is done and
scales to the potentially mllions of custoners are outside the scope
of this docunment; they are covered in [DRIP-REG. This service
shoul d be di scoverabl e through the DNS zone nai ntai ned by the HDA s
RAA,

An RAA nmay assign a block of values to an individual organization
This is conpletely up to the individual RAA s published policy for
del egation. Such a policy is out of scope for this docunent.

3.4. Edwards-Curve Digital Signature Algorithmfor HH Ts

The Edwards-Curve Digital Signature Al gorithm (EJDSA) [ RFC8032] is
specified here for use as H's per H Pv2 [ RFC7401].



The intent in this document is to add EADSA as a H al gorithmfor
DETs, but doing so inpacts the H P paraneters used in a H P exchange.
Sections 3.4.1 through 3.4.2 describe the required updates to H P
paraneters. Qher than the H P DNS RR (Resource Record) [RFC8005],
these should not be needed in a DRIP inplenentation that does not use
HI P.

See Section 3.2 for use of the HHT Suite in the context of DRIP.
3.4.1. HOST.ID
The HOST_I D paraneter specifies the public key algorithm and for

elliptic curves, a name. The HOST_ID paraneter is defined in
Section 5.2.9 of [RFC7401]. Table 4 adds a new H Al gorithm

[ ool e e e e
| Algorithmprofile | Value | Reference |
B e el el el ]
| EdDSA | 13 | [RFC8032] |
i I I S +------- F-- - - - +

Tabl e 4. New EdDSA Host |ID
3.4.1.1. HP Paraneter support for EdJDSA

The addition of EADSA as a H algorithmrequires a subfield in the
H P HOST_ I D paraneter (Section 5.2.9 of [RFC7401]) as was done for
ECDSA when used in a H P exchange.

For HI P hosts that inplement EADSA as the algorithm the follow ng
EdDSA curves are represented by the fields in Figure 2.

0 1 2 3

01234567890123456789012345678901
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| EdDSA Curve | NULL I
B i s T T i i o S o T Ji I
| Publ i c Key |
R e s T o T S R El ok i R e e S S e o o s

Fi gure 2: EdDSA Curves Fields
EdDSA Curve: Curve | abel
Public Key: Represented in Cctet-string format [RFC8032]

For hosts that inplenent EADSA as a HI P algorithm the follow ng
EdDSA curves are defined. Recomrended curves are tagged accordingly:

[} et fumsfeet sy e s U
| Algorithm| Curve | Val ues |
| EdDSA | RESERVED | O |
N S Tt +
| EdJDSA | EJDSA25519 | 1 [RFC8032] (RECOMVENDED) |
S R o e e e e e e e oo +
| EJDSA | EdDSA25519ph | 2 [ RFC8032] |
Fom e oo oo s o e e e e e e eie oo n +
| EJDSA | EdDSA448 | 3 [ RFC8032] ( RECOMMENDED) |
N S Tt +
| EdJDSA | EdDSA448ph | 4 [ RFC8032] |
S R o e e e e e e e oo +

Tabl e 5: EdDSA Curves

3.4.1.2. H P DNS RR support for EdJDSA



The HHP DNS RR is defined in [RFC8005]. It uses the val ues defined
for the "Algorithm Type' of the | PSECKEY RR [ RFC4025] for its PK
Al gorithmfield.

The ' Al gorithm Type’ value and EdDSA H encodi ng are assi gned per
[ RFC9373] .

3.4.2. HT_SUTELIST

3.5.

The HI T_SUI TE_LI ST parameter contains a list of the HT suite IDs
that the H P Responder supports. The H T _SUTE LIST allows the HP
Initiator to determ ne which source HI'T Suite IDs are supported by
the Responder. The HI T _SU TE LI ST paraneter is defined in

Section 5.2.10 of [RFC7401].

The following HI'T Suite IDis defined:

B ety el
| HT Suite | Val ue |
[ ety e p——p—_——
| EdDSA/ cSHAKE128 | 5 |
I i IR +----- - +

Table 6: HT Suite ID
Table 7 provides nore detail on the above H T Suite conbination
The output of cSHAKE128 is variable per the needs of a specific

ORCHI D construction. It is at nost 96 bits long and is directly used
in the ORCH D (w thout truncation).

[ ettty el gl —p—p—j—_ jp—p—j—_———(———— syl o
| I'ndex | Hash | HVAC | Signature | Description |
| | function | | algorithm | |
I I I | famly I I
B ool st sl s oo st
| 5 | cSHAKE128 | KMAC128 | EdDSA | EdDSA H hashed |
| | | | | with cSHAKE128, |
| | | | | output is variable |
+----- - I Fo-m e - - I R I I R +

Table 7: H'T Suites
ORCHI Ds for HH Ts
This section inproves on ORCH Dv2 [RFC7343] with three enhancenents:

* the inclusion of an optional "Info" field between the Prefix and
ORCHI D Generation Algorithm (0O&) |D.

* an increase in flexibility on the length of each conponent in the
ORCHI D construction, provided the resulting ORCHID is 128 bits.

* the use of cSHAKE [ NI ST. SP. 800-185] for the hashing function

The cSHAKE XOF hash function based on Keccak [Keccak] is a variable
output | ength hash function. As such, it does not use the truncation
operation that other hashes need. The invocation of cSHAKE specifies
the desired nunber of bits in the hash output. Further, cSHAKE has a
paraneter 'S as a customization bit string. This paranmeter will be
used for including the ORCH D Context Identifier in a standard

f ashi on.

This ORCHI D construction includes the fields in the ORCH D in the
hash to protect them agai nst substitution attacks. It also provides
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for inclusion of additional information (in particular, the

hi erarchical bits of the HHIT) in the ORCH D generation. This should
be viewed as an update to ORCH Dv2 [RFC7343], as it can produce

ORCHI Dv2 out put .

The foll owi ng subsections define the new general ORCH D construct
with the specific application for HHITs. Thus itens |ike the hash
size are only discussed in terns of how they inpact the HHHT' s 64-bit
hash. O her hash sizes should be discussed for other specific uses
of this new ORCHI D construct.
5.1. Adding Additional Information to the ORCH D

ORCHI Dv2 [RFC7343] is defined as consisting of three conponents:
ORCHI D = Prefix | OGA ID| Encode_96( Hash )

wher e:

Prefi x
A constant 28-bit-long bitstring value (I1Pv6 prefix)

CGA ID
A 4-bit-long identifier for the Hash function in use within the
speci fic usage context. Wen used for H T generation, this is the
HT Suite I D

Encode_ 96( )
An extraction function in which output is obtained by extracting
the mddle 96-bit-long bitstring fromthe argument bitstring.
The new ORCHI D function is as foll ows:
ORCHI D = Prefix (p) | Info (n) | CGAID (o) | Hash (m
wher e:

Prefix (p)
An I Pv6 prefix of length p (max 28 bits long).

Info (n)
n bits of information that define a use of the ORCHI D.
zero, which nmeans no additional infornmation

n’ can be

OGA ID (o)
A 4- or 8-bit long identifier for the Hash_function in use within
the specific usage context. Wen used for H T generation, this is
the HT Suite ID[IANA-H P]. Wen used for HHI T generation, this
is the HHIT Suite ID [HHSI].

Hash (m
An extraction function in which output is 'm bits.

Sizeof(p + n + 0 +mM = 128 bits

The ORCHI D | ength MJUST be 128 bits. For HH Ts with a 28-hbit |Pv6
prefix, there are 100 bits renmaining to be divided in any manner
between the additional information ("Info"), OGA ID, and the hash
output. Consideration nmust be given to the size of the hash portion,
taking into account risks like pre-imge attacks. 64 bits, as used
here for HHI Ts, may be as small as is acceptable. The size of 'n’,
for the HHD, is then determned as what is left; in the case of the
8-bit OGA used for HHIT, this is 28 bits.

5.2. ORCHI D Encodi ng



Thi s update adds a different encoding process to that currently used
in ORCH Dv2. The input to the hash function explicitly includes al
the header content plus the Context ID. The header content consists
of the Prefix, the Additional Information ("Info"), and the OGA | D
(H'T Suite ID). Secondly, the Iength of the resulting hash is set by
the sumof the length of the ORCH D header fields. For example, a
28-bit prefix with 28 bits for the HHD and 8 bits for the OGA ID

| eaves 64 bits for the hash | ength.

To achieve the variable length output in a consistent manner, the
CSHAKE hash is used. For this purpose, cSHAKE128 is appropriate.
The cSHAKE function call is:

CSHAKE128( I nput, L, "", Context |D)

I nput
L

= Prefix | Additional Information | OGA ID | HOST_ID
= Length in bits of the hash portion of ORCH D

For full Suite ID support (those that use fixed | ength hashes |ike
SHA256), the follow ng hashing can be used (Note: this does not
produce output identical to ORCH Dv2 for a /28 prefix and Additiona
Information of zero |ength):

Hash[ L] (Context 1D | Input)

I nput = Prefix | Additional Information | OGA ID| HOST_ID
L = Length in bits of the hash portion of ORCH D
Hash[ L] = An extraction function in which output is obtained

by extracting the nmddle L-bit-long bitstring
fromthe argunment bitstring

The nmiddle L-bits are those bits fromthe source nunber where either
there is an equal nunber of bits before and after these bits, or
there is one nore bit prior (when the difference between hash size
and L is odd).

HH Ts use the Context |ID defined in Section 3.
3.5.2.1. Encoding ORCH Ds for H Pv2

Thi s section discusses how to provide backwards conpatibility for
ORCHI Dv2 [ RFC7343] as used in H Pv2 [ RFC7401].

For HI Pv2, the Prefix is 2001:20::/28 (Section 6 of [RFC7343]).
"Info’ is zero-length (i.e., not included), and OGA IDis 4-bit.
Thus, the H Hash is 96 bits in length. Further, the Prefix and OGA
ID are not included in the hash calculation. Thus, the follow ng
ORCHI D cal cul ations for fixed output |ength hashes are used:

Hash[ L] (Context ID | Input)

I nput = HOST_ID

L = 96

Context ID := OxFOEF FO2F BFF4 3DOF E793 0C3C 6E61 74EA

Hash[ L] = An extraction function in which output is obtained

by extracting the mddle L-bit-long bitstring
fromthe argunment bitstring

For variabl e output |ength hashes use:
Hash[ L] (Context 1D | Input)

| nput
L

HOST | D
96



Context ID := OxFOEF FO2F BFF4 3DOF E793 0C3C 6E61 74EA
Hash[ L] := The L-bit output fromthe hash function
Then, the ORCHI D is constructed as foll ows:
Prefix | OGA ID | Hash CQutput
3.5.3. ORCHI D Decodi ng

Wth this update, the decoding of an ORCH D is determ ned by the
Prefix and OGA ID. ORCH Dv2 [RFC7343] decoding is selected when the
Prefix is: 2001:20::/28.

For HHI Ts, the decoding is determ ned by the presence of the HHI T
Prefix as specified in Section 8. 2.

3.5.4. Decoding ORCH Ds for HI Pv2

This section is included to provide backwards conpatibility for
ORCHI Dv2 [ RFC7343] as used for H Pv2 [ RFC7401].

H Ts are identified by a Prefix of 2001:20::/28. The next 4 bits are
the OGA ID. The remaining 96 bits are the H Hash.

4., HH Ts as DRIP Entity Tags

HHI Ts for UAS ID (call ed, DETs) use the new EdDSA/ SHAKE128 HI T suite
defined in Section 3.4 (GEN-2 in [RFC9153]). This hierarchy,
cryptographically bound within the HHI T, provides the information for
finding the UA's HHIT registry (I1D-3 in [RFC9153]).

The ASTM St andard Specification for Renote I D and Tracking
[ F3411-22a] adds support for DETs. This is only available via the
new UAS I D type 4, "Specific Session ID (SSI)".

This new SSI uses the first byte of the 20-byte UAS ID for the SSI
Type, thus restricting the UAS ID of this type to a nmaxi numof 19
bytes. The SSI Types initially assigned are:
SSI 1: |1ETF - DRIP Drone Renmote ID Protocol (DRIP) entity ID.
SSI 2: 3GPP - | EEE 1609. 2-2016 Hashedl D8

4.1. Nontransferablity of DETs

A H and its DET SHOULD NOT be transferabl e between UAs or even

bet ween repl acenent el ectronics (e.g., replacenent of damaged
controller CPU) for a UA. The private key for the H SHOULD be held
in a cryptographically secure conmponent.

4.2. Encoding HH Ts in CTA 2063-A Serial Numbers
In sone cases, it is advantageous to encode HH Ts as a CTA 2063-A
Serial Number [CTA2063A]. For example, the FAA Rempte ID Rul es
[FAA RID] state that a Renpte ID Mbdule (i.e., not integrated with UA
controller) nust only use "the serial nunber of the unnmanned
aircraft"; CTA 2063-A neets this requirenent.

Encoding a HHHT within the CTA 2063-A format is not sinple. The CTA
2063-A format is defined as foll ows:

Serial Number := MR Code | Length Code | MFR SN

wher e:



MFR Code
4 character code assigned by I CAO (International Cvil Aviation
Organi zation, a UN Agency).

Lengt h Code
1 character Hex encoding of MFR SN length (1-F).

MFR SN
US- ASCl | al phanuneric code (0-9, A-Z except Oand I). Maximum
I ength of 15 characters.

There is no place for the H D, there will need to be a mapping
service from Manufacturer Code to HHD. The HHIT Suite ID and ORCH D
hash will take the full 15 characters (as described bel ow) of the MFR
SN fi el d.

A character in a CTA 2063-A Serial Nunber "shall include any

combi nation of digits and uppercase letters, except the letters O and
I, but my include all digits". This would allow for a Base34
encoding of the binary HHIT Suite ID and ORCH D hash in 15
characters. Al though, programmatically, such a conversion is not
hard, other technologies (e.g., credit card paynent systens) that
have used such odd base encodi ng have had performance chal |l enges.
Thus, here a Base32 encoding will be used by al so excluding the
letters Z and S (because they are too simlar to the digits 2 and 5,
respectively). See Appendix C for the encodi ng schene.

The loworder 72 bits (HHIT Suite ID| ORCH D hash) of the HH T SHALL
be left-padded with 3 bits of zeros. This 75-bit nunber will be
encoded into the 15-character MFR SN field using the digit/letters as
descri bed above. The manufacturer MJST use a Length Code of F (15).

Not e: The manufacturer MAY use the sanme Manufacturer Code with a
Length Code of 1 - E (1 - 14) for other types of serial nunbers.

Using the sanple DET from Section 5 that is for HDA=20 under RAA=10
and havi ng the |1 CAO CTA MFR Code of 8653, the 20-character CTA 2063-A
Serial Number woul d be:

8653F02T7B8RA85D19LX

A mappi ng service (e.g., DNS) MJST provide a trusted (e.g., via
DNSSEC [ RFC4034]) conversion of the 4-character Manufacturer Code to
hi gh-order 58 bits (Prefix | HHD) of the HHHT. That is, given a
Manuf acturer Code, a returned Prefix|H D value is reliable.
Definition of this mapping service is out of scope of this document.

It should be noted that this encoding would only be used in the Basic
I D Message (Section 2.2 of [RFC9153]). The DET is used in the

Aut hentication Messages (i.e., the messages that provide fram ng for
aut hentication data only).

4.3. Renote |ID DET as one Class of HHI Ts

UAS Renmpte | D DET nmay be one of a nunber of uses of HH Ts. However,
it is out of the scope of the docunent to el aborate on other uses of
HH Ts. As such these foll owon uses need to be considered in

all ocating the RAAs (Section 3.3.1) or HHI T prefix assignnments
(Section 8).

4.4. H erarchy in ORCH D Generation

ORCHI DS, as defined in [RFC7343], do not cryptographically bind an
I Pv6 prefix or the OGA ID (the HI'T Suite ID) to the hash of the H
At the time ORCH D was bei ng devel oped, the rationale was attacks

agai nst these fields are Denial -of-Service (DoS) attacks agai nst



protocols using ORCHI Ds and thus it was up to those protocols to
address the issue.

HH Ts, as defined in Section 3.5, cryptographically bind all content
in the ORCH D through the hashing function. A recipient of a DET
that has the underlying H can directly trust and act on all content
inthe HHHT. This provides a strong, self-claimfor using the

hi erarchy to find the DET Registry based on the H D (Section 4.5).

4.5. DRIP Entity Tag (DET) Registry

DETs are registered to HDAs. The registration process defined in
[ DRI P-REG ensures DET gl obal uni queness (ID-4 in Section 4.2.1 of
[ RFC9153]). It also allows the mechanismto create UAS public/
private data that are associated with the DET (REG 1 and REG 2 in
Section 4.4.1 of [RFC9153]).

4.6. Renote |ID Authentication Using DETs

The EdDSA25519 HI (Section 3.4) underlying the DET can be used in an
88-byte sel f-proof evidence (tinestanps, HH T, and signature of
these) to provide proof to Observers of Renpte ID ownership (GEN-1 in
Section 4.1.1 of [RFC9153]). |In practice, the Wapper and Mani f est
aut hentication formats (Sections 6.3.3 and 6.3.4 of [DRI P-AUTH])
inmplicitly provide this self-proof evidence. A |ookup service like
DNS can provide the H and registration proof (GEN-3 in [RFC9153]).

Simlarly, for Cbservers without |Internet access, a 200-byte offline
sel f-endorsenent (Section 3.1.2 of [DRIP-AUTH]) could provide the
same Renmote | D ownership proof. This endorsenment would contain the
HDA's signing of the UNs HHIT, itself signed by the UAs H. Only a
smal | cache (also Section 3.1.2 of [DRIP-AUTH]) that contains the
HDA's HI/HHI T and HDA neta-data is needed by the Cbserver. However,
such an object would just fit in the ASTM Aut henti cati on Message
(Section 2.2 of [RFC9153]) with no roomfor growh. |n practice,

[ DRI P- AUTH] provides this offline self-endorsenment in two

aut henti cati on messages: the HDA' s endorsenment of the UA's HHI T
registration in a Link authenticati on nessage whose hash is sent in a
Mani f est aut henti cati on nmessage.

Hashes of any previously sent ASTM nessages can be placed in a
Mani f est aut hentication nmessage (CGEN-2 in [ RFC9153]). Wen a

Locati on/ Vector Message (i.e., a nessage that provides UA | ocati on,

al titude, heading, speed, and status) hash along with the hash of the
HDA's UA HH T endorsenment are sent in a Mnifest authentication
message and the Cbserver can visually see a UA at the clained

| ocation, the Cbserver has very strong proof of the UA's Renote ID.

Thi s behavi or and how to nmix these authentication nmessages into the
fl ow of UA operation nessages are detailed in [DRI P-AUTH] .

5. DRIP Entity Tags (DETs) in DNS

There are two approaches for storing and retrieving DETs using DNS.
The foll owi ng are exanples of how this may be done. This serves as
gui dance to the actual deploynment of DETs in DNS. However, this

docunent does not provide a recomendati on about which approach to
use. Further DNS-rel ated considerations are covered in [DRI P-REG.

* As FQDNs, for exanple, "20010030. hhit.arpa.".
* Reverse DNS | ookups as | Pv6 addresses per [ RFC8005].
A DET can be used to construct an FQDN that points to the USS that

has the public/private information for the UA (REG 1 and REG 2 in
Section 4.4.1 of [RFC9153]). For exanple, the USS for the HH T coul d



be found via the follow ng: assunme the RAA is decimal 100 and the HDA
is decimal 50. The PTR record is constructed as foll ows:

100. 50. 20010030. hhi t . ar pa. I'N PTR f 0o. uss. exanpl e. or g.

The HDA SHOULD provide DNS service for its zone and provide the HH' T
detail response

The DET reverse | ookup can be a standard | Pv6 reverse | ook up, or it
can |l everage off the HHIT structure. Using the allocated prefix for
HH Ts 2001: 30::/28 (see Section 3.1), the RAA is decimal 10 and the
HDA is decimal 20, the DET is:

2001: 30: 280: 1405: a3ad: 1952: ad0: a69e

See Appendix B.1 for how the upper 64 bits, above, are constructed.
A DET reverse | ookup coul d be:

a69e. 0ad0. 1952. a3ad. 1405. 0280. 20. 10. 20010030. hhi t. ar pa.
or:
a3ad19520ad0a69e. 5. 20. 10. 20010030. hhi t . ar pa.

A 'standard’ ip6.arpa RR has the advantage of only one Registry
servi ce supported.

$ORIGAN 5.0.4.1.0.8.2.0.0.3.0.0.1.0.0.2.ip6.arpa
e.9.6.a.0.d.a.0.2.5.9.1.d.a.3.a IN PTR
a3ad1952ad0a69e. 20. 10. 20010030. hhi t . ar pa.

This DNS entry for the DET can al so provide a revocation service

For exanple, instead of returning the HH RR it nay return sone record
showi ng that the H (and thus DET) has been revoked. Guidance on
revocation service will be provided in [DRI P-REG.

O her UAS Traffic Managenent (UTM Uses of HH Ts Beyond DET

HH Ts will be used within the UTM architecture beyond DET (and USS in
UA ID registration and authentication), for exanple, as a G ound
Control Station (GCS) HHIT ID. Some GCS will use its HH T for
securing its Network Rempte ID (to USS HHI T) and Conmand and Contro
(C2, Section 2.2.2 of [RFC9153]) transports.

observers nmay have their own HH Ts to facilitate UAS infornmation
retrieval (e.g., for authorization to private UAS data). They could
al so use their HHI T for establishing a H P connection with the UA
Pilot for direct communications per authorization. Details about
such issues are out of the scope of this docunent.

Sunmary of Addressed DRI P Requirenents

Thi s docunent provides the details to solutions for GEN1 - 3, ID 1 -
5 and REG1 - 2 requirenments that are described in [ RFC9153].

I ANA Consi derations

.1. New Well-Known | Pv6 Prefix for DETs

Since the DET format is not conpatible with [ RFC7343], |ANA has

all ocated the following prefix per this tenplate for the "I ANA | Pv6
Speci al - Pur pose Address Registry" [I|Pv6-SPECI AL].

Addr ess Bl ock:
2001: 30::/28
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8.

8.

2.

2.

2.

Name:
Drone Renote ID Protocol Entity Tags (DETs) Prefix

Ref er ence
Thi s docunent

Al | ocati on Date:

2022-12

Term nati on Dat e:
N A

Sour ce:
True

Desti nati on:
True

For war dabl e:
True

G obal |y Reachabl e:
True

Reser ved- by- Pr ot ocol
Fal se

New | ANA DRI P Regi stry

| ANA has created the "Drone Renote I D Protocol"” registry. The
followi ng two subregistries have been created within the "Drone
Renote | D Protocol" group

1. HH T Prefixes

Initially, for DET use, one 28-bit prefix has been assigned out of
the 1 ANA | Pv6 Speci al Purpose Address Bl ock, nanely 2001::/23, as per
[ RFC6890]. Future additions to this subregistry are to be made
through Expert Review (Section 4.5 of [RFC8126]). Entries with

net wor k-specific prefixes may be present in the registry.

B e el sl e ool e 1}
| HHIT Use | Bits | Value | Reference

B ety sl et ey gy
| DET | 28 | 2001:30::/28 | RFC 9374 |
R +------ I I +

Tabl e 8: Registered DET | Pv6 Prefix

Criteria that should be applied by the designated experts includes
det erm ni ng whether the proposed registration duplicates existing
functionality and whether the registration description is clear and
fits the purpose of this registry.

Regi stration requests MJST be sent to drip-reg-review@etf.org and be
evaluated within a three-week review period on the advice of one or
nore desi gnated experts. Wthin that review period, the designated
experts will either approve or deny the registration request, and
conmuni cate their decision to the reviewlist and 1 ANA. Denials
shoul d i nclude an explanation and, if applicable, suggestions to
successfully register the prefix.

Regi stration requests that are undetermned for a period | onger than
28 days can be brought to the IESG s attention for resolution

2. HHT Suite IDs



This 8-bit value subregistry is a superset of the 4/8-bit "HI T Suite
I D' subregistry of the "Host ldentity Protocol (H P) Paraneters"
registry [IANA-HI P]. Future additions to this subregistry are to be
made through | ETF Review (Section 4.8 of [RFC8126]). The follow ng
HH T Suite I Ds are defined.

‘o4 oo -—+4 o= =—=—==—==+
| HHIT Suite | Value | Reference |
[ ool e e e e
| RESERVED | 0 | RFC 9374 |
R I I I R R F--- - I I +
| RSA DSA/SHA-256 | 1 | [RFC7401] |
S I IR I +------- Fo-m - - +
| ECDSA/ SHA- 384 | 2 | [RFC7401] |
I I F------- I I +
| ECDSA LONSHA-1 | 3 | [RFC7401] |
R I I I R R F--- - I I +
| EdDSA/ cSHAKE128 | 5 | RFC 9374 |
S I IR I +------- Fo-m - - +
| HDA Private Use 1 | 254 | RFC 9374 |
I I F------- I I +
| HDA Private Use 2 | 255 | RFC 9374 |
R I I I R R F--- - I I +

Table 9: Registered HHI T Suite |IDs

The HHIT Suite ID values 1 - 31 are reserved for IDs that MUST be
replicated as HT Suite IDs (Section 8.4) as is 5 here. Higher

val ues (32 - 255) are for those Suite IDs that need not or cannot be
accommpdated as a HI' T Suite ID.

8.3. | ANA CGA Registry Update

Thi s docunent has been added as a reference for the "CGA Extension
Type Tags" registry [ ANA-CGA]. |1ANA has the following Context IDin
this registry:

Context 1D
The Context ID (Section 3) shares the nanespace introduced for CGA
Type Tags. The following Context IDis defined per the rules in
Section 8 of [RFC3972]:

[ sty e —p—j——r o}
| CGA Type Tag | Reference |
| 0x00B5 A69C 795D F5D5 FO08 7F56 843F 2C4A0 | RFC 9374 |
o e e e e e e e e e e e e e e e e e e e e e emaeao - N +

Tabl e 10: CGA Extension Type Tags
8.4. | ANA H P Registry Updates

| ANA has updated the "Host ldentity Protocol (H P) Paraneters"
registry [IANA-H P] as described bel ow.

Host | D
Thi s docunment defines the new EdDSA Host ID with val ue 13
(Section 3.4.1) in the "H Algorithm' subregistry of the "Host
ldentity Protocol (H P) Paraneters" registry.

+o-oooooooooooooooooo4 -4 o= =+4
| AlgorithmProfile | Value | Reference |
[ ool e e e e
| EdDSA | 13 | [RFC8032] |
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Table 11: Registered H Al gorithm

EdDSA Curve Label
Thi s docunent specifies a new al gorithm specific subregistry naned
"EdDSA Curve Label". The values for this subregistry are defined
in Section 3.4.1.1. Future additions to this subregistry are to
be nmade through | ETF Review (Section 4.8 of [RFC8126]).

[ oo oo e s e e oo e
| Algorithm| Curve | Val ue | Reference |
[ el s s s el sl )
| EdDSA | RESERVED | 0 | RFC 9374 |
F-- - - - F-- - - - - - +---- - - - I i +
| EdDSA | EdDSA25519 | 1 | [RFC8032] |
I I R I +
| EdDSA | EdDSA25519ph | 2 | [RFC8032] |
R I i I I R +
| EdDSA | EdDSA448 | 3 | [RFC8032] |
F-- - - - F-- - - - - - +---- - - - I i +
| EdDSA | EdDSA448ph | 4 | [RFC8032] |
I I R I +
| | | 5-65535 | Unassigned

R I i I I R +

Tabl e 12: Regi stered EdDSA Curve Label s

H'T Suite I D
Thi s docunment defines the new HH'T Suite of EdDSA/ cSHAKE with val ue
5 (Section 3.4.2) inthe "HT Suite ID" subregistry of the "Host
Identity Protocol (H P) Paraneters" registry.

[ ey Ll —p—p—" g ———————
| Suite ID | Value | Reference

[ ool e pes e pe et Lo pe e
| EdDSA/ cSHAKE128 | 5 | RFC 9374 |
I e I T +------- F--- - - - +

Table 13: Registered H'T Suite of
EdDSA/ ¢ SHAKE

The HHT Suite ID 4-bit values 1 - 15 and 8-bit val ues 0x00 - OxOF
MJST be replicated as HHIT Suite IDs (Section 8.2) as is 5 here.

Security Considerations

The 64-bit hash in HHI Ts presents a real risk of second pre-inmage
cryptographi c hash attack (see Section 9.5). There are no known (to
the authors) studies of hash size inpact on cryptographic hash
attacks.

However, with today’'s conputing power, producing 2764 EdDSA keypairs
and then generating the corresponding HH T is econonically feasible.
Consi der that a *single* bitcoin mning ASIC can do on the order of
2746 sha256 hashes per second or about 2762 hashes in a single day.
The point being, 2764 is not prohibitive, especially as this can be
done in parallel

Note that the 27"64 attenpts is for stealing a specific HH T.

Consi der a scenario of a street photography conpany with 1,024 UAs
(each with its owmn HHIT); an attacker may well be satisfied stealing
any one of them Then, rather than needing to satisfy a 64-bit
condition on the cSHAKE128 output, an attacker only needs to satisfy
what is equivalent to a 54-bit condition (since there are 27210 nore
opportunities for success).



Thus, although the probability of a collision or pre-image attack is
lowin a collection of 1,024 HH Ts out of a total population of 2764
(per Section 9.5), it is conputationally and economically feasible.
Therefore, the HHI T registration is a MUST and HH T/H registration
val i dati on SHOULD be perforned by Cbservers either through registry
| ookups or via broadcasted registration proofs (Section 3.1.2 of

[ DRI P- AUTH] ) .

The DET Registry services effectively block attenpts to "take over"
or "hijack" a DET. It does not stop a rogue attenpting to

i npersonate a known DET. This attack can be mitigated by the

recei ver of nessages containing DETs using DNS to find the H for the
DET. As such, use of DNSSEC by the DET registries is recomrended to
provide trust in H retrieval

Another mitigation of HH T hijacking is when the H owner (UA)
supplies an object containing the HHIT that is signed by the H
private key of the HDA as detailed in [ DRI P- AUTH] .

The two risks with HH Ts are the use of an invalid H D and forced HT
collisions. The use of a DNS zone (e.g., "det.arpa.") is strong
protection against invalid H Ds. Querying an HDA's RVS for a H'T
under the HDA protects against talking to unregistered clients. The
Regi stry service [DRIP-REG, through its HH T uni queness enforcenent,
provi des agai nst forced or accidental HH T hash colli sions.

Cryptographical ly Generated Addresses (CGAs) provide an assurance of

uni queness. This is two-fold. The address (in this case the UAS I D)
is a hash of a public key and a Registry hierarchy naming. Collision
resistance (and nore inportantly, the inplied second-prei mage

resi stance) nakes attacks statistically challenging. A registration

process [DRIP-REG within the HDA provides a |level of assured

uni queness unattai nable without mrroring this approach

The second aspect of assured uniqueness is the digital signing
(evidence) process of the DET by the H private key and the further
signing (evidence) of the H public key by the Registry's key. This
conpl etes the ownership process. The observer at this point does not
know what owns the DET but is assured, other than the risk of theft
of the H private key, that this UAS ID is owed by sonething and it
is properly registered.

9.1. Post-Quantum Computing |Is Qut of Scope

As stated in Section 8.1 of [DRIP-ARCH], there has been no effort to
addr ess post-quantum conputing cryptography. UAs and Broadcast
Renote | D comuni cations are so constrained that current post-quantum
computing cryptography is not applicable. In addition, because a UA
may use a uni que DET for each operation, the attack w ndow coul d be
limted to the duration of the operation

HH Ts contain the ID for the cryptographic suite used inits
creation, a future algorithmthat is safe for post-quantum conputing
that fits the Renote ID constraints may readily be added.

9.2. DET Trust in ASTM Messagi ng

The DET in the ASTM Basic | D Message (Msg Type 0x0, the actual Renote
I D message) does not provide any assertion of trust. Truncating 4
bytes froma H signing of the HHHT (the UAID field is 20 bytes and
a HHIT is 16) within this Basic ID Message is the best that can be
done. This is not trustable, as it is too open to a hash attack
Mnimally, it takes 88 bytes (Section 4.6) to prove ownership of a
DET with a full EdIDSA signature. Thus, no attenpt has been nade to
add DET trust directly within the very snall Basic |ID Message.



The ASTM Aut henticati on Message (Msg Type 0x2) as shown in

Section 4.6 can provide actual ownership proofs in a practical

manner. The endorsenents and evi dence include tinestanps to defend
agai nst replay attacks, but they do not prove which UA sent the
message. The nmessages coul d have been sent by a dog runni ng down the
street with a Broadcast Renote |ID nodule strapped to its back.

Proof of UA transm ssion cones, for exanple, when the Authentication
Message i ncludes proof of the ASTM Locati on/ Vector Message (Msg Type
0x1) and a) the observer can see the UA or b) the location
information is validated by ground nmultilateration. Only then does
an observer gain full trust in the DET of the UA

DETs obtained via the Network RID path provide a different approach
to trust. Here the UAS SHOULD be securely conmunicating to the USS,
thus asserting DET trust.

9.3. DET Revocati on

The DNS entry for the DET can al so provide a revocation service. For
exanpl e, instead of returning the H RR, it may return sonme record
showi ng that the H (and thus DET) has been revoked. Guidance on
revocation service will be provided in [DRI P-REG.

9.4. Privacy Considerations

There is no expectation of privacy for DETs; it is not part of the
normative privacy requirenents listed in Section 4.3.1 of [RFC9153].
DETs are broadcast in the clear over the open air via Bluetooth and
W-Fi. They will be collected and collated with other public
informati on about the UAS. This will include DET registration
informati on and | ocation and times of operations for a DET. A DET
can be for the life of a UAif there is no concern about DET/ UA
activity harvesting.

Further, the Media Access Control (MAC) address of the wrel ess
interface used for Rempte I D broadcasts are a target for UA operation
aggregation that nay not be mtigated through MAC address

random zation. For Bluetooth 4 Renpte |ID nessaging, the MAC address
is used by observers to link the Basic | D Message that contains the
RID with other Renote I D nmessages, thus it nmust be constant for a UA
operation. This use of MAC addresses to |ink nmessages may not be
needed with the Bluetooth 5 or W-Fi PHYs. These PHYs provide for a
| arger nessage payl oad and can use the Message Pack (Msg Type OxF)
and the Authentication Message to transnit the RID with other Renote
I D messages. However, sending the RID in a Message Pack or

Aut henti cati on Message is not mandatory, so using the MAC address for
UA nmessage |inking must be allowed. That is, the MAC address shoul d
be stable for at |east a UA operation.

Finally, it is not adequate to sinply change the DET and MAC for a UA
per operation to defeat tracking the history of the UA's activity.

Any changes to the UA MAC may have inpacts to C2 setup and use. A
constant GCS MAC may wel| defeat any privacy gains in UA MAC and RID
changes. UA/GCS binding is conplicated if the UA MAC address can
change; historically, UAS design assunmed these to be "forever" and
made setup a one-tinme process. Additionally, if IPis used for C, a
changi ng MAC may nmean a changing | P address to further inpact the UAS
bi ndings. Finally, an encryption wapper’s identifier (such as ESP

[ RFC4303] SPI) woul d need to change per operation to ensure operation
tracki ng separation.

Creating and mai ntai ni ng UAS operational privacy is a nultifaceted
problem Many communi cation pieces need to be considered to truly
create a separation between UA operations. Changing the DET is only



the start of the changes that need to be inpl emented.

These privacy realities my present chall enges for the European Union
(EVU) U space (Appendix A) program

9.5. Collision Risks with DETs

The 64-bit hash size here for DETs does have an increased risk of
collisions over the 96-bit hash size used for the ORCH D [ RFC7343]
construct. There is a 0.01% probability of a collisionin a

popul ation of 66 mllion. The probability goes up to 1% for a
popul ation of 663 mllion. See Appendix D for the collision
probability fornmul a.

However, this risk of collision is within a single "Additional

I nformation" value, i.e., an RAA/HDA donain. The UAS/ USS

regi stration process should include registering the DET and MJST
reject a collision, forcing the UAS to generate a new H and thus
HH T and reapplying to the DET registration process (Section 6 of
[ DRI P-REQ).

Thus an adversary trying to generate a collision and 'steal’ the DET
woul d run afoul of this registration process and associ at ed
val i dation process nentioned in Section 1.1.
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Appendi x A.  EU U Space RID Privacy Consi derations

The EU is defining a future of airspace managenent known as U space
within the Single European Sky ATM Research (SESAR) undertaking. The
Concept of Operation for EuRopean UTM Systens (CORUS) project
proposed | ow 1| evel Concept of Operations [CORUS] for UAS in the EU.

It introduces strong requirenents for UAS privacy based on European
General Data Protection Regulation (GDPR) regul ations. It suggests
that UAs are identified with agnostic IDs, with no information about
UA type, the operators, or flight trajectory. Only authorized
persons should be able to query the details of the flight with a
record of access.

Due to the high privacy requirenents, a casual observer can only
query U-space if it is aware of a UA seen in a certain area. A
general observer can use a public U space portal to query UA details
based on the UA transnmitted "Renote identification" signal. Direct
renote identification (DRID) is based on a signal transnmitted by the
UA directly. Network rempote identification (NRID) is only possible
for UAs being tracked by U Space and is based on the matching the
current UA position to one of the tracks.

This is potentially a contrary expectation as that presented in
Section 9.4. Uspace will have to deal with this reality within the
GDPR regul ations. Still, DETs as defined here present a | arge step
in the right direction for agnostic |Ds.

The project lists "E-ldentification" and "E-Regi strations" services
as to be devel oped. These services can use DETs and follow the
privacy considerations outlined in this document for DETs.

If an "agnostic I D' above refers to a conpletely randomidentifier,
it creates a problemwth identity resolution and detection of

m suse. On the other hand, a classical H T has a flat structure
whi ch nakes its resolution difficult. The DET (HH T) provides a
bal anced sol ution by associating a registry with the UA identifier
This is not likely to cause a najor conflict with U space privacy
requirenents, as the registries are typically few at a country |eve
(e.g., civil personal, mlitary, |aw enforcenent, or commrercial).

Appendi x B. The 14/14 HI D split

The following explains the logic for dividing the 28 bits of the HD
into two 14-bit conponents.

At this witing, the International Cvil Aviation O ganization (ICAO
has 193 nenber "States", and each nay want to control RI D assignnent
within its National Air Space (NAS). Sone nmenbers may want separate
RAAs to use for Cvil, general CGovernment, and Mlitary use. They
may al so want all owances for conpeting Cvil RAA operations. It is
reasonable to plan for eight RAAs per | CAO nenmber (plus regiona

avi ation organizations like in the EU. Thus, as a start, a space of
4,096 RAAs is advised.

There will be requests by comrercial entities for their own RAA
allotments. Exanples could include international organizations that
wi Il be using UAS and international delivery service associations.
These may be snaller than the RAA space needed by | CAO nenber States
and could be nmet with a 2,048 space allotnment; however, as wll be
seen, these nmight as well be 4,096 as well.

This may well cover currently understood RAA entities. 1In the



future, there will be new applications, branching off into new areas,
so yet another space allocation should be set aside. If this is
equal to all that has been reserved, we should allow for 16, 384
(27°14) RAAs.

The HDA allocation follows a different logic fromthat of RAAs. Per
Appendi x D, an HDA should be able to easily assign 63M RI Ds and even
manage 663Mwith a "first cone, first assigned" registration process.
For nost HDAs, this is nore than enough, and a single HDA assi gnnent
within their RAA will suffice. Mst RAAs will only delegate to a
couple of HDAs for their operational needs. But there are mgjor
exceptions that point to sone RAAs needing | arge nunbers of HDA

assi gnnent s.

Delivery service operators |ike Amazon (est. 30K delivery vans) and
UPS (est. 500K delivery vans) may choose, for anti-tracking reasons,
to use unique RIDs per day or even per operation. 30K delivery UAs
could need between 11M and 44M RIDs. Anti-tracking would be hard to
provide if the HHD were the sane for a delivery service fleet, so
such a conpany may turn to an HDA that provides this service to

mul tiple conpanies so that who's UA is who's is not evident in the
H D. A USS providing this service could well use multiple HDA

assi gnnents per year, depending on strategy.

Per haps a single RAA providing HDAs for delivery service (or a
simlar purpose) UAS could 'get by’ with a 2048 HDA space (11 hits).
So the HDA space could well be served with only 12 bits allocated out
of the 28-bit H D space. However, as this is speculation and

depl oynent experience will take years, a 14-bit HDA space has been
sel ect ed.

There may al so be "small’ | CAO nenber States that opt for a single
RAA and allocate their HDAs for all UAs that are pernitted in their
NAS. The HDA space is |large enough that a portion nmay be used for
governnent needs as stated above and snmall commercial needs.
Alternatively, the State may use a separate, consecutive RAA for
comrercial users. Thus it would be "easy’ to recognize State-
approved UA by H D hi gh-order bits.

B.1. DET Encodi ng Exanpl e
The upper 64 bits of DET appear to be oddly constructed from nibbled
fields, when typically seen in 8-bit representations. The follow ng
wor ks out the construction of the exanple in Section 5

In that exanple, the prefix is 2001:30::/28, the RAA is decinmal 10,
and the HDA is decimal 20. Below is the RAA and HDA in 14-bit

format:
RAA 10 = 00000000001010
HDA 20 = 00000000010100

The leftnmost 4 bits of the RAA all zeros, conbine with the prefix to
form 2001: 0030:, which | eaves the remai ni ng RAA and HDA to conbi ne
to:

0000] 0010| 1000| 0000| 0001| 0100]

Whi ch when conbined with the OGA of x05 is 0280: 1405, thus the whol e
upper 64 bits are 2001: 0030: 0280: 1405

Appendi x C. Base32 Al phabet
The al phabet used in CTA 2063-A Serial Nunmber does not map to any

publ i shed Base32 encodi ng schenme. Therefore, the foll ow ng Base32
Al phabet is used.



Each 5-bit group is used as an index into an array of 32 printable
characters. The character referenced by the index is placed in the
output string. These characters, identified below, are selected from
US-ASCI | digits and uppercase letters.

+===——=—4=—=—=——=—=———4=——=———4=-—=—=———=———=——4=-—=—=——4=-—=—=——=—=——=—=—4==——=—=—4+=—=——=—=——====+
| Val ue| Encodi ng| Val ue| Encoding | Val ue| Encodi ng | Val ue| Encodi ng |
ey ity ety sty ey pljjfp—t—(—(—(—t— ety e jj—t—t——
I 0[]0 I 8| 8 | 16| G | 24 Q I
+----- F---- - - +----- I +----- I +----- I +
| 111 | 9 9 | 17] H | 25| R |
+----- +-------- +----- F--- - - - +----- F--- - - - +----- F--- - - - +
| 2| 2 | 10| A | 18] J | 26| T |
+----- F---- - - - +----- I +----- I +----- I +
| 33 | 11 B | 19| K | 271 U |
+----- F---- - - +----- I +----- I +----- I +
| 4| 4 | 12| C | 20| L | 28| V |
+----- +-------- +----- F--- - - - +----- F--- - - - +----- F--- - - - +
| 5|5 | 13| D | 21 M | 29 W |
+----- F---- - - - +----- I +----- I +----- I +
| 6| 6 | 14| E | 22| N | 30| X |
+----- F---- - - +----- I +----- I +----- I +
| 77 | 15| F | 23| P | 31 Y |
+----- +-------- +----- F--- - - - +----- F--- - - - +----- F--- - - - +

Tabl e 14: The Base 32 Al phabet
Appendi x D. Calculating Collision Probabilities

The accepted formula for calculating the probability of a collision
is:

p=1- er{-kr2/(2n)})

P: Collision Probability

n: Total possible population
k: Actual popul ation

The foll owi ng table provides the approxi mate popul ation size for a
collision for a given total popul ation.

| Total Popul ation | Depl oyed Populaiion Wih Coilision M sk of |
| o T T |
PP . T
gy T T "ol
Cones T Cosow T P
PPrh I probehy
Coneg T CleM T " 1eoM |
Fom e e e oo o m e e e e e e e e e e e S +

Tabl e 15: Approxi mate Popul ation Size Wth Collision Risk
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