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I nt roduction

| PSECKEY [ RFC4025] is a resource record (RR) for the Donain Nane
System (DNS) that is used to store public keys for use in | P security
(I Psec) systens. The IPSECKEY RR relies on the | PSECKEY "Al gorithm
Type Field" registry [I ANA-|I PSECKEY] to enunerate the perm ssible
formats for the public keys.

Thi s docunent adds support for Edwards-Curve Digital Security
Al gorithm (EdDSA) public keys in the format defined in [RFC8080] to
t he | PSECKEY RR.

| PSECKEY Support for EdJDSA

When using the EADSA public key in the | PSECKEY RR, the value 4 is
used as an algorithmand the public key is formatted as specified in
"Edwar ds-Curve Digital Security Al gorithm (EdDSA) for DNSSEC'
(Section 3 of [RFC3080]).

B el sl s sl ety
| Value | Description | Format Description | Reference |
F ool e e s e oo e e ey e e e =}
| 4 | An EdDSA Public Key | [RFC8080], Section 3 | This RFC |
+------- R i I T R i T S +

Table 1
I ANA Consi derations
1. Update to the | ANA | PSECKEY Registry
1.1. Reformat the Algorithm Type Field Registry
Per this docunent, |ANA has added the "Format Description" field to
the "Al gorithm Type Field" registry of the "I PSECKEY Resource Record
Par amet ers” [| ANA-I PSECKEY]. |In addition, |ANA has updated the

"Description" field in existing entries of that registry to
explicitly state that they are for "Public" keys:

| Value | Description | Format Description | Reference |
| O | No Public key | | [RFC4025] |
| | is present | |

Fomm o - o m e e e aa oo s o e e e e o s Fom e +
| 1 | A DSA Public | [ RFC2536], | [RFC4025] |
| | Key | Section 2 | |
N o e e e e e e oo o Fom e e e e oo o N +
| 2 | An RSA Public | [RFC3110], | [RFC4025] |
| | Key | Section 2 |

Fomm o - o m e e e aa oo s o e e e e o s Fom e +
| 3 | An ECDSA | [ RFC6605], | [RFC8005] |
| | Public Key | Section 4 | |
N o e e e e e e oo o Fom e e e e oo o N +

Table 2

| ANA added a reference to this docunent to the "Al gorithm Type Fiel d"
registry.

1.2. Add to the Algorithm Type Field Registry
Further, |1 ANA has nade the following addition to the "Algorithm Type

Field" registry within the "I PSECKEY Resource Record Paraneters"
[ 1 ANA- | PSECKEY] :



oot sl e oo sl

| Value | Description | Format Description | Reference |

F =4 -+t —-——————————————————————+d———————————+

| 4 | An EdDSA Public Key | [RFC8080], Section 3 | This RFC |

+----- - I I R I T I +
Table 3

4. Security Considerations

The security considerations discussed in [ RFC4025] apply. This
docunent does not introduce any new security considerations.
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Appendi x A. | PSECKEY EdDSA Exanpl e
The following is an exanple of an | PSECKEY RR with no gateway, and an

EdDSA public key. It uses the | PSECKEY presentation format which is
base64.

f 0oo. exanpl e.com | N | PSECKEY (
10 0 4 . 3WIXgWpnlR CXnnB0gGY2LZ/ Er UUEZt Z33I Di 8yf hM= )

The associ ated EJADSA private key (in hex) is as foll ows:

c7be7la45chf 87785f 639dc4f d1¢c82637¢21b5e02488939976ece32h9268d0b7

Acknowl edgrent s



Thanks to the Security Area Director, Paul Wuters, for his initial
review. Also, thanks to Security Area Director, Roman Danyliw, for
his final reviews and docunent shepherding.

Aut hors’ Addresses

Robert Moskowi t z

HTT Consul ting

OGak Park, M 48237

United States of Anerica

Emai |l : rgm@abs. htt-consult.com

Tero Kivi nen
Email : kivinen@Kki.fi

M chael C. Richardson

Sandel man Sof t ware Wor ks

Emai |l : nctr+i et f @andel man. ca

URI : htt ps://ww. sandel nan. ca/



