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Regi stration Procedures for Private Enterprise Nunbers (PENs)

Abst ract
Thi s docunent describes how Private Enterprise Nunbers (PENs) are
registered by ANA. It shows how to request a new PEN and how to
modify a current PEN. It also gives a brief overview of PEN uses.
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I ntroduction

Private Enterprise Nunbers (PENs) are identifiers that can be used
anywhere that an ASN. 1 object identifier (O D) [ASNl] can be used
Oiginally, PENs were devel oped so that organizations that needed to
identify thenselves in Sinple Network Managenent Protocol (SNWP)

[ RFC3411] Managenent I nfornation Base (M B) configurations could do
so easily. PENs are also useful in any application or configuration
| anguage that needs O Ds to identify organizations.

The | ANA Functions Operator, referred to in this document as "I ANA",
manages and maintains the PEN registry in consultation with the | ESG
PENs are issued froman OD prefix that was assigned to | ANA.  That
ODprefix is 1.3.6.1.4.1. Using the (now archaic) notation of
ownership nanes in the OD tree, that corresponds to

1 3 6 1 4 1
i so.org.dod.internet.private.enterprise

A PENis an O D that begins with the PEN prefix. Thus, the OD
1.3.6.1.4.1.32473 is a PEN.

Uses of PENs

Once a PEN has been assigned to an organi zation, individual, or other
entity, that assignee can use the PEN by itself (possibly to
represent the assignee) or as the root of other O Ds associated with
the assignee. For exanple, if an assignee is assigned the PEN
1.3.6.1.4.1.32473, it mght use 1.3.6.1.4.1.32473.7 to identify a
protocol extension and use 1.3.6.1.4.1.32473.12.3 to identify a set
of algorithns that it supports in a protocol

Nei t her | ANA nor the | ETF can control how an assignee uses its PEN
In fact, no one can exert such control: that is the neaning of
"private" in "private enterprise nunber". Simlarly, no one can
prevent an assignee that is not the registered owner of a PEN from
usi ng that PEN, or any PEN, however they want.

A very common use of PENs is to give unique identifiers in | ETF
protocols. SNWP MB configuration files use PENs for identifying the
origin of values. Protocols that use PENs as identifiers of

ext ensi on mechani sns i ncl ude RADIUS [ RFC2865], Dianmeter [ RFC6733],
Sysl og [ RFC5424], RSVP [ RFC5284], and vCard [ RFC6350] .

PEN Assi gnnent

PENs are assigned by IANA. The registry is |located at

<https://wwv. i ana. or g/ assi gnnent s/ ent er pri se- nunbers>, and requests
for new assignnments or the nodification of existing assignnents can
al so be subnmitted at that URL.

I ANA mai ntains the PEN registry in accordance with the "First Cone
First Served" registration policy described in [ RFC8126]. Values are
assi gned sequentially.

Requesting a PEN Assi gnnent

Requests for assignment must provide the nanme of the assignee, the
nane of a public contact who can respond to questions about the

assi gnnent, and contact information that can be used to verify change
requests. The contact’s nane and enmail address will be included in
the public registry.

A prospective assignee may request mnultiple PENs, but obtaining one
PEN and maki ng internal sub-assignnents is typically nore



appropriate. (Sub-assignnents should not be reported to | ANA.)
| ANA nmay refuse to process abusive requests.
2.2. Modifying an Existing Record

Any of the information associated with a regi stered val ue can be
nodi fi ed, including the nanme of the assignee.

Modi fication requests require authorization by a representative of
the assignee. Authorization will be validated either with
information kept on file with ANA or with other identifying
docunentation, if necessary.

2.3. Deleting a PEN Record

Al t hough such requests are rare, registrations can be deleted. Wen
a registration is deleted, all identifying information is renoved
fromthe registry, and the value is marked as "returned." Returned
values will not be nade available for reassignnent until all other
unassi gned val ues have been exhausted; as can be seen in Section 3,
t he unassigned values are unlikely to ever run out.

3. PEN Registry Specifics

The range for values after the PEN prefix is 0 to 2**32-1. The

val ues 0 and 4294967295 (2**32-1) are reserved. Note that while the
original PEN definition had no upper bound for the value after the
PEN prefix, there is now an upper bound due to sone | ETF protocols
limting the size of that value. For exanple, D ameter [RFC6733]
limts the value to 2**32-1

There is a PEN nunber, 32473, reserved for use as an exanple in
docunmentation. This reservation is described in [ RFC5612].

Values in the registry that have uncl ear ownership are marked
"Reserved". These values will not be reassigned to a new conmpany or
i ndi vi dual w thout consulting the |IESG

4. | ANA Consi derations

Per this docunent, |ANA has made the foll owi ng changes to the PEN
registry

* Values 2187, 2188, 3513, 4164, 4565, 4600, 4913, 4999, 5099, 5144,
5201, 5683, 5777, 6260, 6619, 14827, 16739, 26975, and the range
from11670 to 11769, which had been missing fromthe registry,
have been |isted as "Reserved." As described in [ RFC8126],
reserved val ues can be rel eased by the |IESG

* This docunent has been listed in the registry’s "Reference" field.

* "First Come First Served" has been listed as its registration
pr ocedur e.

5. Security Considerations

Regi stering PENs does not introduce any significant security
consi derati ons.

There is no cryptographic binding of a registrant in the PEN registry
and the PEN(s) assigned to them Thus, the entries in the PEN

regi stry cannot be used to validate the ownership of a PEN in use.

For exanple, if the PEN 1.3.6.1.4.1.32473 is seen in a protocol as

i ndi cating the owner of some data, there is no way to securely
correlate that use with the nane and assi gnee of the owner listed in



the PEN registry.
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