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Abstract

Thi s docunent describes how to extend the Internet Key Exchange
Protocol Version 2 (IKEv2) to allow nmultiple key exchanges to take

pl ace while conputing a shared secret during a Security Association
(SA) setup.

Thi s docunent utilizes the | KE_| NTERMEDI ATE exchange, where multiple
key exchanges are perfornmed when an IKE SA is being established. It
al so introduces a new | KEv2 exchange, | KE FOLLOMJP_KE, which is used
for the same purpose when the IKE SA is being rekeyed or is creating
addi tional Child SAs.

Thi s docunent updates RFC 7296 by renami ng a Transform Type 4 from
"Diffie-Hellman Goup (D-H" to "Key Exchange Method (KE)" and
renaming a field in the Key Exchange Payl oad from "Diffie-Hell man
Goup Nunmt to "Key Exchange Method". It also renanmes an | ANA
registry for this Transform Type from"Transform Type 4 - Diffie-
Hel Il man Group Transform IDs" to "Transform Type 4 - Key Exchange
Met hod Transform I Ds". These changes generalize key exchange

al gorithms that can be used in | KEv2.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc9370.
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I ntroduction
Pr obl em Descri ption

The I nternet Key Exchange Protocol version 2 (IKEv2), as specified in
[ RFC7296], uses the Diffie-Hellman (DH) or the Elliptic Curve Diffie-
Hel | man (ECDH) al gorithm which shall be referred to as "(EC) DH
collectively, to establish a shared secret between an initiator and a
responder. The security of the (EC)DH algorithms relies on the
difficulty to solve a discrete logarithmproblemin multiplicative
(and, respectively, elliptic curve) groups when the order of the
group paraneter is |arge enough. While solving such a probl em
remai ns i nfeasible with current conputing power, it is believed that
gener al - pur pose quantum conputers will be able to solve this problem
i mplying that the security of IKEv2 is conprom sed. There are,
however, a nunber of cryptosystens that are conjectured to be
resistant to quantumconputer attacks. This famly of cryptosystens
i s known as "post-quantum cryptography" (or "PQC'). It is sonetines
also referred to as "quantum safe cryptography" (or "QSC') or
"quant um resi stant cryptography" (or "QRC').

It is essential to have the ability to performone or nore post-
quant um key exchanges in conjunction with an (EC)DH key exchange so
that the resulting shared key is resistant to quantum conputer
attacks. Since there is currently no post-quantum key exchange t hat
is as well-studied as (EC)DH, perforning nultiple key exchanges with
di fferent post-quantum algorithms along with the well-established



cl assi cal key-exchange al gorithnms addresses this concern, since the
overall security is at |least as strong as each individual primtive

1.2. Proposed Extension

Thi s docunent describes a method to performmultiple successive key
exchanges in IKEv2. This nmethod allows integration of PQC in |IKEv2,
whi | e mai ntai ni ng backward conpatibility, to derive a set of |KE keys
that is resistant to quantum conputer attacks. This extension allows
the negotiation of one or nore PQC algorithnms to exchange data, in
addition to the existing (EC)DH key exchange data. It is believed
that the feature of using nore than one post-quantum algorithmis
important, as many of these algorithns are relatively new, and there
may be a need to hedge the security risk with nultiple key exchange
data from several distinct PQC al gorithns.

| KE peers performnultiple successive key exchanges to establish an
| KE SA. Each exchange produces sone shared secret, and these secrets
are conbined in a way such that:

(a) the final shared secret is conputed fromall of the conponent
key exchange secrets;

(b) unless both peers support and agree to use the additional key
exchanges introduced in this specification, the final shared
secret equivalent to the shared secret specified in [RFC7296] is
obt ai ned; and

(c) if any part of the component key exchange nmethod is a post-
quantum al gorithm the final shared secret is post-quantum
secure

Sone post-quantum key exchange payl oads may have sizes |larger than
the standard maxi mum transm ssion unit (MIU) size. Therefore, there
could be issues with fragnentation at the IP layer. In order to
all ow the use of those |larger payload sizes, this nmechanismrelies on
the | KE_I NTERVEDI ATE exchange as specified in [RFC9242]. Wth this
mechani sm the key exchange is initiated using a smaller, possibly
classical primtive, such as (ECDH Then, before the | KE_AUTH
exchange, one or nore | KE | NTERVEDI ATE exchanges are carried out,
each of which contains an additional key exchange. As the

| KE_I NTERMEDI ATE exchange is encrypted, the | KE fragnentation
protocol [RFC7383] can be used. The IKE SK * val ues are updated
after each exchange, as described in Section 2.2.2; thus, the fina

| KE SA keys depend on all the key exchanges. Hence, the keys are
secure if any of the key exchanges are secure.

VWhile this extension is primarily aimed at | KE SAs due to the
potential fragmentation issue discussed above, it also applies to
CREATE _CHI LD _SA exchanges as illustrated in Section 2.2.4 for
creating/rekeying of Child SAs and rekeying of |KE SAs.

Note that readers should consider the approach defined in this
docunent as providing a long-termsolution in upgrading the | KEv2
protocol to support post-quantum al gorithns. A short-term solution
to nmake | KEv2 key exchange quantum secure is to use post-quantum pre-
shared keys as specified in [ RFC8784].

Note al so that the proposed approach of performng multiple
successi ve key exchanges in such a way, when the resulting session
keys depend on all of them is not limted to only addressing the
threat of quantum conputers. It can also be used when all of the
performed key exchanges are classical (ECDH primtives, where, for
various reasons (e.g., policy requirenents), it is essential to
performmul tiple key exchanges.



1.3.
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Thi s specification does not attenpt to address key exchanges with KE
payl oads | onger than 64 KB; the current |KE payl oad fornmat does not
all ow such a possibility. At the tinme of witing, it appears likely
that there are a nunber of key exchanges avail abl e that woul d not
have such a requirenment. [BEYOND 64K] di scusses approaches that
could be taken to exchange huge payl oads if such a requirement were
needed.

Docurent Organi zati on

The remai nder of this docunment is organized as follows. Section 2
describes how nultiple key exchanges are performed between two | KE
peers and how keying materials are derived for both SAs and Child
SAs. Section 3 discusses | ANA considerations for the nanespaces
introduced in this docunent. Section 4 discusses security
considerations. |In the Appendices, sone exanples of multiple key
exchanges are illustrated in Appendix A Appendix B sumari zes
design criteria and alternative approaches that have been consi dered.
These approaches are |ater discarded, as described in Appendi x C

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Mul tipl e Key Exchanges
Desi gn Overvi ew

Most post-quantum key agreement algorithnms are relatively new  Thus,
they are not fully trusted. There are also many proposed al gorithns
that have different trade-offs and that rely on different hard

probl ems. The concern is that sone of these hard problens nay turn
out to be easier to solve than anticipated; thus, the key agreenent
al gorithm may not be as secure as expected. A hybrid solution, when
mul ti pl e key exchanges are perforned and the cal cul ated shared key
depends on all of them allows us to deal with this uncertainty by
conbi ning a classical key exchange with a post-quantum one, as well
as | eaving open the possibility of conbining it with nultiple post-
quant um key exchanges.

In order to be able to use I KE fragnmentation [RFC7383] for those key
exchanges that may have |ong public keys, this specification utilizes
the | KE_| NTERVEDI ATE exchange defined in [RFC9242]. The initial

I KE_SA INIT nmessages do not have any inherent fragnmentation support
within |KE. However, IKE_SA INIT messages can include a relatively
short KE payl oad. The additional key exchanges are perforned using

| KE_I NTERMEDI ATE nessages that follow the 1KE_ SA INIT exchange. This
is to allow the standard | KE fragnentati on nechani sns (whi ch cannot
be used in IKE SAINT) to be available for the potentially |arge Key
Exchange payl oads wi th post-quantum al gorithm dat a.

Note that this document assunes that each key exchange nethod
requires one round trip and consunes exactly one | KE_| NTERVEDI ATE
exchange. This assunption is valid for all classic key exchange
met hods defined so far and for all post-quantum nethods currently
known. For hypothetical future key exchange nethods that require
multiple round trips to conplete, a separate docunent shoul d define
how such nmethods are split into several |KE | NTERVEDI ATE exchanges.

In order to mnimze communi cati on overhead, only the key shares that
are agreed upon are actually exchanged. To negotiate additional key
exchanges, seven new Transform Types are defined. These transforns
and Transform Type 4 share the same Transform | Ds.



It is assuned that new Transform Type 4 identifiers will be assigned
| ater for various post-quantum key exchanges [| KEV2TYPE4ID]. This
speci fication does not nmake a distinction between classical (EC)DH
and post-quantum key exchanges, nor between post-quantum al gorithns
that are true key exchanges and post-quantum al gorithns that act as
key transport mechanisns: all are treated equivalently by the
protocol. This docunent renames a field in the Key Exchange Payl oad
from"Diffie-Hell man G oup Nunf to "Key Exchange Method". This
docunent al so renanes Transform Type 4 from"Diffie-Hell nan G oup
(D-H" to "Key Exchange Method (KE)". The corresponding renaming to
the 1ANA registry is described in Section 3.

The fact that newy defined transfornms share the sane registry for
possible TransformIDs with Transform Type 4 all ows additional key
exchanges to be of any type: either post-quantum or classical (EC)DH
Thi s approach allows any conbi nati on of the defined key exchange

met hods to take place. This also allows |KE peers to performa

si ngl e post-quantum key exchange in the KE_SA INIT w thout

addi tional key exchanges, provided that the IP fragnmentation is not
an issue and that hybrid key exchange is not needed.

The SA payload in the IKE SAINT nessage includes one or nore newy
defined transforms that represent the extra key exchange policy
required by the initiator. The responder follows the usual |KEv2
negotiation rules: it selects a single transform of each type and
returns all of themin the IKE SA INT response nessage.

Then, provided that additional key exchanges are negotiated, the
initiator and the responder performone or nore | KE_| NTERVEDI ATE
exchanges. Followi ng that, the | KE_AUTH exchange aut henti cates peers
and conpl etes | KE SA establishnent.

Initiator Responder

<-- IKE_SA INIT (additional key exchanges negotiation) -->

<-- {I KE_I NTERMVEDI ATE (additional key exchange)} -->

<-- {I KE_I NTERMEDI ATE (additional key exchange)} -->
<-- {IKE_AUTH} -->
2.2. Protocol Details

In the sinplest case, the initiator starts a single key exchange (and
has no interest in supporting multiple), and it is not concerned with
possi ble fragmentation of the KE_SA INIT messages (because either
the key exchange that it selects is snall enough not to fragnent or
the initiator is confident that fragnmentation will be handl ed either
by I P fragnmentation or by transport via TCP).

In this case, the initiator perforns the IKESA INT for a single key
exchange using a Transform Type 4 (possibly with a post-quantum
algorithm and including the initiator KE payload. |f the responder
accepts the policy, it responds with an IKE_ SA INT response, and |KE
conti nues as usual

If the initiator wants to negotiate nultiple key exchanges, then the
initiator uses the protocol behavior |isted bel ow

2.2.1. I1KE SAINT Round: Negotiation

Mul tipl e key exchanges are negotiated using the standard | KEv2
mechani smvia SA payl oad. For this purpose, seven new transform



types are defined: Additional Key Exchange 1 (ADDKE1l) wi th | ANA-

assi gned val ue 6, Additional Key Exchange 2 (ADDKE2) (7), Additiona
Key Exchange 3 (ADDKE3) (8), Additional Key Exchange 4 (ADDKE4) (9),
Addi ti onal Key Exchange 5 (ADDKE5) (10), Additional Key Exchange 6
(ADDKE6) (11), and Additional Key Exchange 7 (ADDKE7) (12). They are
collectively called "Additional Key Exchange (ADDKE) Transform Types"
in this docunent and have slightly different semantics than the
existing | KEv2 Transform Types. They are interpreted as an

i ndi cation of additional key exchange nethods that peers agree to
performin a series of |KE_|I NTERVEDI ATE exchanges foll owi ng the

| KE_SA INIT exchange. The allowed Transform|IDs for these transform
types are the sane as the IDs for Transform Type 4, so they all share
a single I ANA registry for Transform I Ds.

The key exchange nethod negotiated via Transform Type 4 al ways takes
place in the | KE_SA INT exchange, as defined in [ RFC7296].

Addi tional key exchanges negotiated via newy defined transfornms MJST
take place in a series of |KE_|I NTERVEDI ATE exchanges foll owi ng the

I KE_SA INIT exchange, performed in an order of the values of their
Transform Types. This is so that the key exchange negoti ated using
Addi tional Key Exchange i always precedes that of Additional Key
Exchange i + 1. Each additional key exchange method MJST be fully
conpl eted before the next one is started.

Wth these semantics, note that ADDKE Transform Types are not
associated with any particular type of key exchange and do not have
any Transform | Ds that are specific per Transform Type | ANA regi stry.
Instead, they all share a single registry for Transform | Ds, nanely
"Transform Type 4 - Key Exchange Method Transform IDs". Al key
exchange al gorithns (both cl assical or post-quantun) should be added
to this registry. This approach gives peers flexibility in defining
the ways they want to conbine different key exchange net hods.

When formng a proposal, the initiator adds transforms for the

| KE_SA INIT exchange using Transform Type 4. |In nost cases, they
will contain classical (EC)DH key exchange met hods, but that is not a
requirenent. Additional key exchange nethods are proposed using
ADDKE Transform Types. All of these transformtypes are optional;
the initiator is free to select any of themfor proposing additiona
key exchange met hods. Consequently, if none of the ADDKE Transform
Types are included in the proposal, then this proposal indicates the
perform ng of standard | KEv2, as defined in [RFC7296]. On the other
hand, if the initiator includes any ADDKE Transform Type in the
proposal, the responder MJST sel ect one of the algorithns proposed
using this type. Note that this is not a newrequirenent; this
behavior is already specified in Section 2.7 of [RFC7296]. A
Transform | D NONE MAY be added to those transformtypes that contain
key exchange met hods which the initiator believes are optiona
according to its local policy.

The responder perforns the negotiation using the standard | KEv2
procedure described in Section 3.3 of [RFC7296]. However, for the
ADDKE Transform Types, the responder’s choice MJST NOT contain
duplicated algorithns (those with an identical Transform|D and
attributes), except for the TransformID of NONE. An algorithmis
represented as a transform |In sonme cases, the transformcould
include a set of associated attributes that define details of the
algorithm In this case, tw transforns can be the sane, but the
attributes nmust be different. Additionally, the order of the
attributes does not affect the equality of the algorithm so the
following two transforns define the same algorithm "ID=al gl
ATTRl=attr1l, ATTR2=attr2" and "I|D=al g1, ATTR2=attr2, ATTRl=attr1".
If the responder is unable to select algorithns that are not
duplicated for each proposed key exchange (either because the
proposal contains too few choices or due to the local policy
restrictions on using the proposed algorithms), then the responder



MJST reject the nmessage with an error notification of type

NO PROPOSAL_CHOSEN. If the responder’s nessage contains one or nore
duplicated choices, the initiator should | og the error and MJST treat
the exchange as failed. The initiator MUST NOT initiate any

| KE_I NTERVEDI ATE (or | KE_FOLLOMJP_KE) exchanges so that no new SA is
created. If this happens in the CREATE CHI LD SA exchange, then the
initiator MAY delete the I KE SA over which the invalid nmessage was
recei ved by sending a Del ete payl oad.

If the responder sel ects NONE for sone ADDKE Transform Types
(provided they are proposed by the initiator), then any correspondi ng
addi ti onal key exchanges MJST NOT take place. Therefore, if the
initiator includes NONE in all of the ADDKE Transform Types and the
responder selects this value for all of them then no

| KE_| NTERMEDI ATE exchanges perform ng additional key exchanges wil |
take place between the peers. Note that the | KE | NTERVEDI ATE
exchanges may still take place for other purposes.

The initiator MAY propose ADDKE Transform Types that are not
consecutive, for exanple, proposing ADDKE2 and ADDKE5 Transform Types
only. The responder MJST treat all of the onmitted ADDKE transforns
as if they were proposed with Transform | D NONE.

Bel ow i s an exanple of the SA payload in the initiator’s IKESAINT
request message. Here, the abbreviation "KE'" is used for the Key
Exchange transform which this docunent renanes fromthe Diffie-

Hel | man Group transform Additionally, the notations PQ KEM 1,

PQ KEM 2, and PQ KEM 3 are used to represent Transform I Ds that have
yet to be defined of some popul ar post-quantum key exchange met hods.

SA Payl oad

I
+--- Proposal #1 ( Proto ID = IKE(1), SPI Size = 8,

| 9 transforns, SPI = 0x35ald6f22564f 89d )

I
+-- Transform ENCR ( I D = ENCR_AES GCM 16 )

| +-- Attribute ( Key Length = 256 )
+-- TransformKE ( ID = 4096-bit MODP G oup )

+-- Transform PRF ( 1D = PRF_HVAC SHA2_ 256 )

+-- Transform ADDKE2 ( ID = PQ KEM 1 )
I+-- Transform ADDKE2 ( I D = PQ KEM 2 )
I+-- Transform ADDKE3 ( ID = PQ KEM 1 )
I+-- Transform ADDKE3 ( ID = PQKEM 2 )
I+-- Transform ADDKE5 ( I D = PQ KEM 3 )
I+-- Transform ADDKES ( | D = NONE )

In this example, the initiator proposes performng the initial key
exchange using a 4096-bit MODP Group foll owed by two nandatory
addi ti onal key exchanges (i.e., ADDKE2 and ADDKE3 Transform Types)
using PQ KEM 1 and PQ KEM 2 nethods in any order followed by an
addi ti onal key exchange (i.e., ADDKE5 Transform Type) using the
PQ KEM 3 net hod that nay be onmitted.

The responder m ght return the follow ng SA payl oad, indicating that
it agrees to performtwo additional key exchanges, PQ KEM 2 foll owed
by PQ KEM 1, and that it does not want to additionally perform

PQ KEM 3.



SA Payl oad

I
+--- Proposal #1 ( Proto ID = IKE(1), SPI Size = 8,

| 6 transforns, SPI = 0x8df 52b331a196e7b )

I
+-- Transform ENCR ( I D = ENCR_AES GCM 16 )

| +-- Attribute ( Key Length = 256 )
+-- TransformKE ( ID = 4096-bit MODP G oup )
+-- Transform PRF ( I D = PRF_HVAC SHA2_ 256 )

+-- Transform ADDKE2 ( I D = PQ KEM 2 )

+-- Transform ADDKE3 ( ID = PQ KEM 1 )

+-- Transform ADDKE5 ( ID

NONE )

If the initiator includes any ADDKE Transform Types into the SA
payload in the I KE_ SA INIT exchange request nessage, then it MJST

al so negotiate the use of the | KE | NTERVEDI ATE exchange, as descri bed
in [ RFC9242] by including an | NTERVEDI ATE_EXCHANGE_SUPPORTED
notification in the same nessage. |f the responder agrees to use
addi ti onal key exchanges while establishing an initial IKE SA, it
MJST al so return this notification in the IKE_SAINT response
message, confirmng that | KE | NTERVEDI ATE exchange i s supported and
will be used for transferring additional key exchange data. If the

| KE_| NTERVEDI ATE exchange is not negotiated, then the peers MJST
treat any ADDKE Transform Types in the I KE_SA | NIT exchange nessages
as unknown transformtypes and skip the proposals they appear in. |If
no other proposals are present in the SA payl oad, the peers wll
proceed as if no proposal has been chosen (i.e., the responder wll
send a NO PROPCSAL_CHOSEN noti fication).

Initiator Responder

HDR, SAi 1(.. ADDKE*...), KEi, N,

N( | NTERVEDI ATE_EXCHANGE_SUPPORTED) S
HDR, SAr1(.. ADDKE*...), KEr, Nr,
[ CERTREQ) ,
<-- N( | NTERVEDI ATE_EXCHANGE_SUPPORTED)

It is possible for an attacker to manage to send a response to the
initiator’s IKE SAINT request before the legitinate responder does.
If the initiator continues to create the IKE SA using this response,
the attenpt will fail. Inplenenters nay wish to consider strategies
as described in Section 2.4 of [RFC7296] to handl e such an attack

.2.2. | KE_I NTERVEDI ATE Round: Additional Key Exchanges

For each additional key exchange agreed to in the IKE SAINT
exchange, the initiator and the responder perform an | KE_ | NTERVEDI ATE
exchange, as described in [ RFC9242].

Initiator Responder
HDR, SK {KEi (n)} -->
<-- HDR, SK {KEr(n)}

The initiator sends key exchange data in the KE (n) payload. This
message is protected with the current SK ei/SK ai keys. The notation
"KEi (n)" denotes the n-th | KE_ | NTERVEDI ATE KE payl oad fromthe
initiator; the integer "n" is sequential starting from 1.

On receiving this, the responder sends back key exchange payl oad
KEr(n); "KEr(n)" denotes the n-th | KE_| NTERVEDI ATE KE payl oad from



the responder. Simlar to how the request is protected, this nmessage
is protected with the current SK er/SK ar keys.

The former "Diffie-Hellman G oup Nuni (now called "Key Exchange
Met hod") field in the KEi (n) and KEr(n) payl oads MJUST match the n-th
negoti ated additi onal key exchange.

Once this exchange is done, both sides conpute an updated keying
mat eri al

SKEYSEED(n) = prf(SK d(n-1), SK(n) | N | Nr)

Fromthis exchange, SK(n) is the resulting shared secret. N and N
are nonces fromthe IKE_ SA INIT exchange. SK d(n-1) is the |ast
generated SK d (derived fromIKE SAINT for the first use of

| KE_| NTERVEDI ATE and, ot herwi se, fromthe previous | KE | NTERVEDI ATE
exchange). The other keying materials, SK d, SK ai, SK ar, SK ei,
SK er, SK pi, and SK pr, are generated fromthe SKEYSEED(n) as
fol | ows:

{SK d(n) | SK ai(n) | SKar(n) | SKei(n) | SK er(n) | SK pi(n) |
SK pr(n)} = prf+ (SKEYSEED(n), Ni | Nr | SPIi | SPIir)

Both the initiator and the responder use these updated key values in
the next exchange (1 KE_I NTERVEDI ATE or | KE_AUTH).

2.2.3. | KE_AUTH Exchange

After all |KE_|I NTERVEDI ATE exchanges have conpleted, the initiator
and the responder perform an | KE_AUTH exchange. This exchange is the
standard | KE exchange, as described in [RFC7296], with the
nodi fi cati on of AUTH payl oad cal cul ati on described in [ RFC9242].

2.2.4. CREATE CH LD SA Exchange

The CREATE CHI LD SA exchange is used in I KEv2 for the purposes of
creating additional Child SAs, rekeying these Child SAs, and rekeying
IKE SAitself. Wen creating or rekeying Child SAs, the peers may
optionally performa key exchange to add a fresh entropy into the
session keys. In the case of an | KE SA rekey, the key exchange is
mandat ory. Peers supporting this specification my want to use
mul ti pl e key exchanges in these situations.

Using nmultiple key exchanges with a CREATE CHI LD SA exchange is
negotiated in a simlar fashion to the initial |IKE exchange, see
Section 2.2.1. If the initiator includes any ADDKE Transform Types
in the SA payload (along with Transform Type 4), and if the responder
agrees to perform additional key exchanges, then the additional key
exchanges are performed in a series of new | KE_ FOLLOMJIP_KE exchanges
that follow the CREATE CHI LD SA exchange. The | KE_FOLLONUP_KE
exchange is introduced especially for transferring data of additiona
key exchanges followi ng the one perforned in the CREATE CH LD SA

Its Exchange Type value is 44.

The key exchange negoti ated via Transform Type 4 al ways takes pl ace
in the CREATE CHI LD SA exchange, as per the | KEv2 specification

[ RFC7296]. Additional key exchanges are perforned in an order of the
val ues of their Transform Types so that the key exchange negoti ated
usi ng Additional Key Exchange i al ways precedes the key exchange
negoti ated using Additional Key Exchange i + 1. Each additional key
exchange nethod MJUST be fully conpleted before the next one is
started. Note that this docunent assunes that each key exchange

met hod consunes exactly one | KE FOLLOMJP_KE exchange. For the

met hods that require multiple round trips, a separate docunent shoul d
define how such nethods are split into several |KE_FOLLOMP_KE
exchanges.



After an IKE SA is created, the wi ndow size may be greater than one;
thus, nultiple concurrent exchanges may be in progress. Therefore,
it is essential to link the | KE_FOLLONMP_KE exchanges together with
the correspondi ng CREATE _CHI LD SA exchange. Once an IKE SAis
created, all |KE exchanges are independent and | KEv2 doesn’t have a
built-in mechanismto |link an exchange with another one. A new
status type notification called "ADD Tl ONAL_KEY_ EXCHANGE" is

i ntroduced for this purpose. |Its Notify Message Type value is 16441,
and the Protocol ID and SPI Size are both set to 0. The data
associated with this notification is a blob nmeaningful only to the
responder so that the responder can correctly |ink successive
exchanges. For the initiator, the content of this notification is an
opaque bl ob.

The responder MUST include this notification in a CREATE _CH LD _SA or
| KE_FOLLOMJP_KE response nessage in case the next | KE_FOLLOMP_KE
exchange is expected, filling it with sone data that would all ow
I'inking the current exchange to the next one. The initiator MJST
send back this notification intact in the request nessage of the next
| KE_FOLLOMJP_KE exchange.

Bel ow i s an exanpl e of CREATE_CHI LD SA exchange foll owed by three
addi ti onal key exchanges.

Initiator Responder
HDR( CREATE_CHI LD SA), SK {SA, Ni, KEi} -->
<-- HDR(CREATE_CHI LD SA), SK {SA, Nr, KEr,
N( ADDI TI ONAL_KEY_EXCHANGE) (Ii nk1)}

HDR( | KE_FOLLOAUP_KE), SK {KEi (1),
N( ADDI TI ONAL_KEY_EXCHANGE) (1i nk1)} -->
<--  HDR(| KE_FOLLOWJP_KE), SK {KEr (1),
N( ADDI TI ONAL_KEY_EXCHANGE) (1i nk2)}

HDR( | KE_FOLLOMJP_KE), SK {KEi (2),
N( ADDI TI ONAL_KEY_EXCHANGE) (1i nk2)} -->
<--  HDR(| KE_FOLLOWJP_KE), SK {KEr(2),
N( ADDI TI ONAL_KEY_EXCHANGE) (1i nk3)}

HDR( | KE_FOLLOAUP_KE), SK {KEi (3),
N( ADDI TI ONAL_KEY EXCHANGE) (1 i nk3)} -->
<--  HDR(|KE_FOLLOMJP_KE), SK {KEr(3)}

The former "Diffie-Hellman G oup Nuni (now called "Key Exchange
Met hod") field in the KEi (n) and KEr(n) payl oads MJUST match the n-th
negoti ated additi onal key exchange.

Due to sone unexpected events (e.g., a reboot), it is possible that
the initiator may lose its state, forget that it is in the process of
perform ng additional key exchanges, and never start the renaining

| KE_ FOLLONUP_KE exchanges. The responder MJST handl e this situation
gracefully and delete the associated state if it does not receive the
next expected | KE_ FOLLONUP_KE request after sone reasonable period of
time. Due to various factors such as conputational resource and key
exchange al gorithmused, note that it is not possible to give
normati ve gui dance on how long this tinmeout period should be. In
general, 5-20 seconds of waiting tine should be appropriate in nost
cases.

It may also take too long for the initiator to prepare and to send
the next | KE_FOLLOMJP_KE request, or, due to the network conditions,
the request could be lost and retransmtted. |In this case, the
message may reach the responder when it has already del eted the
associ ated state, follow ng the advice above. |f the responder
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receives an | KE_ FOLLONJP_KE nessage for which it does not have a key
exchange state, it MJST send back a new error type notification
called "STATE NOT_FOUND'. This is an error notification that is not
fatal to the IKE SA. Its Notify Message Type value is 47, its
Protocol 1D and SPI Size are both set to 0, and the data is enmpty.

If the initiator receives this notification in response to an

| KE_FOLLOMJP_KE exchange perform ng an additional key exchange, it
MUST cancel this exchange and MJST treat the whole series of
exchanges started fromthe CREATE CHI LD _SA exchange as having fail ed.
In nmost cases, the receipt of this notification is caused by the
premat ure del etion of the correspondi ng state on the responder (the
time period between | KE FOLLOANJP_KE exchanges appeared to be too |ong
fromthe responder’s point of view, e.g., due to a tenporary network
failure). After receiving this notification, the initiator MAY start
a new CREATE CHI LD _SA exchange, which may eventually be foll owed by
the | KE_ FOLLOMJP_KE exchanges, to retry the failed attenpt. If the
initiator continues to receive STATE NOT_FOUND notifications after
several retries, it MJST treat this situation as a fatal error and
del ete the KE SA by sending a DELETE payl oad.

It is possible that the peers start rekeying the KE SA or the Child
SA at the same tinme, which is called "simultaneous rekeying"

Sections 2.8.1 and 2.8.2 of [RFC7296] describe how | KEv2 handl es this
situation. 1In a nutshell, IKEv2 follows the rule that, in the case
of simultaneous rekeying, if two identical new |KE SAs (or two pairs
of Child SAs) are created, then one of them should be deleted. Which
one to delete is deternined by conparing the val ues of four nonces
that are used in the colliding CREATE_CH LD SA exchanges. The | KE SA
(or pair of Child SAs) created by the exchange in which the small est
nonce is used should be deleted by the initiator of this exchange.

Wth nmultiple key exchanges, the SAs are not yet created when the
CREATE CHI LD SA is conpleted. Instead, they would be created only
after the series of | KE FOLLOMJIP_KE exchanges is finished. For this
reason, if additional key exchanges are negotiated in the

CREATE_CHI LD_SA exchange in which the smallest nonce is used, then,
because there is nothing to delete yet, the initiator of this
exchange just stops the rekeying process, and it MJST NOT initiate
the | KE_FOLLOAUP_KE exchange.

In nost cases, rekey collisions are resolved in the CREATE CH LD SA
exchange. However, a situation may occur when, due to packet | oss,
one of the peers receives the CREATE CH LD SA nessage requesting the
rekey of an SA that is already being rekeyed by this peer (i.e., the
CREATE_CHI LD _SA exchange initiated by this peer has already been
conpl eted, and the series of |KE FOLLOAMJP_KE exchanges is in
progress). In this case, a TEMPORARY_FAI LURE notificati on MIST be
sent in response to such a request.

If multiple key exchanges are negotiated in the CREATE CH LD SA
exchange, then the resulting keys are conputed as foll ows.

In the case of an | KE SA rekey:

SKEYSEED = prf(SK d, SK(0) | N | N | SK(1) | ... SK(n))
In the case of a Child SA creation or rekey:

KEYMAT = prf+ (SK.d, SK(O) | Ni | Nr | SK(1) | ... SK(n))
In both cases, SK d is fromthe existing KE SA; SK(0), N, and N
are the shared key and nonces fromthe CREATE CH LD SA, respectively;
SK(1)...SK(n) are the shared keys from addi ti onal key exchanges.

5. Interaction with | KEv2 Extensions



It is believed that this specification requires no nodification to
the I KEv2 extensions defined so far. |In particular, the IKE SA
resunption nmechani smdefined in [RFC5723] can be used to resune |KE
SAs created using this specification.

2.2.5. 1. Interaction with Childless | KE SA

It is possible to establish IKE SAs with post-quantum al gorithns by
only using | KE FOLLONUP_KE exchanges and wi t hout the use of

| KE_|I NTERMEDI ATE exchanges. In this case, the IKE SA that is created
fromthe I KE_SA INIT exchange, can be imedi ately rekeyed with
CREATE CHI LD SA with additional key exchanges, where | KE FOLLOAJP_KE
messages are used for these additional key exchanges. |If the

cl assical key exchange nethod is used in the IKE SA INIT nessage, the
very first Child SA created in IKE_ AUTH will offer no resistance
agai nst the quantumthreats. Consequently, if the peers’ |oca
policy requires all Child SAs to be post-quantum secure, then the
peers can avoid creating the very first Child SA by adopting

[ RFC6023]. In this case, the initiator sends two types of proposals
inthe IKESAINT request: one with and anot her one w thout ADDKE
Transform Types. The responder chooses the latter proposal type and
i ncl udes a CHI LDLESS | KEV2_SUPPORTED notification in the IKE SAINT
response. Assuming that the initiator supports childless | KE SA

ext ensi on, both peers performthe nodified | KE_ AUTH exchange
described in [RFC6023], and no Child SAis created in this exchange.
The peers should then i medi ately rekey the | KE SA and subsequently
create the Child SAs, all with additional key exchanges using a
CREATE _CHI LD _SA exchange.

It is also possible for the initiator to send proposals w thout any
ADDKE Transform Types in the IKE_SA INIT nmessage. 1In this instance,

the responder will have no infornmation about whether or not the
initiator supports the extension in this specification. This nay not
be efficient, as the responder will have to wait for the subsequent

CREATE_CHI LD_SA request to deternine whether or not the initiator’s
request is appropriate for its local policy.

The support for childless IKE SAis not negotiated, but it is the
responder that indicates the support for this nbde. As such, the
responder cannot enforce that the initiator use this node.
Therefore, it is entirely possible that the initiator does not
support this extension and sends | KE_AUTH request as per [RFC7296]
instead of [RFC6023]. 1In this case, the responder may respond with
an error that is not fatal, such as the NO PROPOSAL CHOSEN notify
message type

Note that if the initial IKE SAis used to transfer sensitive
information, then this information will not be protected using the
addi ti onal key exchanges, which may use post-quantum al gorithns. In
this arrangenent, the peers will have to use post-quantum al gorithm
in Transform Type 4 in order to mtigate the risk of quantum attack

3. | ANA Consi derati ons

Thi s docunent adds a new exchange type into the "1 KEv2 Exchange
Types" registry:

44 | KE_FOLLONUP_KE

Thi s docunent renanmes Transform Type 4 defined in the "Transform Type
Val ues" registry from"Diffie-Hellman G oup (D-H)" to "Key Exchange
Met hod (KE)".

Thi s docunent renanes the |KEv2 registry originally titled "Transform
Type 4 - Diffie-Hell man Goup Transform I Ds" to "Transform Type 4 -
Key Exchange Method Transform | Ds".



Thi s docunent adds the follow ng Transform Types to the "Transform
Type Val ues" registry:

| Type | Description | Used In |
[S oo fommel oo s oo e s o s ooy e
| 6 | Additional Key Exchange 1 (ADDKE1l) | (optional in |
| | | IKE, AH, ESP) |
Foommo- o m oo S +
| 7 | Additional Key Exchange 2 (ADDKE2) | (optional in |
| | | IKE, AH, ESP) |
R o e e e e e e e e e e e e e e T +
| 8 | Additional Key Exchange 3 (ADDKE3) | (optional in |
| | | IKE, AH, ESP) |
Foommo- o m oo S +
| 9 | Additional Key Exchange 4 (ADDKE4) | (optional in |
| | | IKE, AH, ESP) |
R o e e e e e e e e e e e e e e T +
| 10 | Additional Key Exchange 5 (ADDKE5) | (optional in |
| | | IKE, AH, ESP) |
Foommo- o m oo S +
| 11 | Additional Key Exchange 6 (ADDKE6) | (optional in |
| | | IKE, AH, ESP) |
R o e e e e e e e e e e e e e e T +
| 12 | Additional Key Exchange 7 (ADDKE7) | (optional in |
| | | IKE, AH, ESP) |
Foommo- o m oo S +

Table 1: "Transform Type Val ues" Registry

Thi s docunent defines a new Notify Message Type in the "I KEv2 Notify
Message Types - Status Types" registry:

16441 ADDI TI ONAL_KEY_EXCHANGE

Thi s docunent al so defines a new Notify Message Type in the "I KEv2
Notify Message Types - Error Types" registry:

47 STATE_NOT_FOUND

| ANA has added the followi ng instructions for designated experts for
the "Transform Type 4 - Key Exchange Method Transform | Ds"
subregi stry:

* Wil e addi ng new Key Exchange (KE) nethods, the follow ng
consi derations must be applied. A KE nethod nust take exactly one
round-trip (one | KEv2 exchange), and at the end of this exchange,
bot h peers nust be able to derive the shared secret. In addition,
any public value that peers exchanged during a KE nmethod nmust fit
into a single KEv2 payload. |f these restrictions are not net
for a KE nethod, then there nust be docunentation on how this KE
met hod is used in | KEv2.

I ANA has al so completed the foll owi ng changes. It is assumed that
[ RFC9370] refers to this specification.

* Added a reference to [ RFC9370] in what was the "Transform Type 4 -
Diffie-Hellman Group Transform I Ds" registry.

* Replaced the Note on what was the "Transform Type 4 - Diffie-
Hel I man Group Transform I Ds" registry with the follow ng notes:

This registry was originally nanmed "Transform Type 4 - Diffie-
Hel | man Group Transform | Ds" and was referenced using that name in
a nunber of RFCs published prior to [ RFC9370], which gave it the
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current title.

This registry is used by the "Key Exchange Method (KE)" transform
type and by all "Additional Key Exchange (ADDKE)" transformtypes.

To find out requirenent |levels for Key Exchange Methods for |KEv2,
see [ RFC8247].

*  Appended [ RFC9370] to the Reference columm of Transform Type 4 in
the "Transform Type Val ues" registry.

* Added these notes to the "Transform Type Val ues" registry:

"Key Exchange Method (KE)" transformtype was originally named
"Diffie-Hellmpan Goup (D-H" and was referenced by that nane in a
nunber of RFCs published prior to [ RFC9370], which gave it the
current title.

Al "Additional Key Exchange (ADDKE)" entries use the same
"Transform Type 4 - Key Exchange Met hod Transform | Ds" registry as
the "Key Exchange Method (KE)" entry.

Security Considerations

The extension in this docunent is intended to nmitigate two possible
threats in | KEv2: the conprom se of (EC)DH key exchange using Shor’s
al gorithm while renai ning backward conpati bl e and the potenti al
conprom se of existing or future PQC key exchange algorithns. To
address the former threat, this extension allows the establishnent of
a shared secret by using nmultiple key exchanges: typically, one
classical (EC)DH and the other one post-quantum algorithm |n order
to address the latter threat, nmultiple key exchanges using a post-
quantum al gorithm can be perforned to formthe shared key.

Unl i ke key exchange methods (Transform Type 4), the Encryption

Al gorithm (Transform Type 1), the Pseudorandom Function (Transform
Type 2), and the Integrity Al gorithm (Transform Type 3) are not
susceptible to Shor’'s algorithm However, they are susceptible to
Grover’'s attack [GROVER], which allows a quantum conputer to perform
a brute force key search, using quadratically fewer steps than the
classical counterpart. Sinply increasing the key length can nitigate
this attack. It was previously believed that one needed to double
the key length of these algorithns. However, there are a number of
factors that suggest that it is quite unlikely to achieve the
quadrati c speedup using Gover’'s algorithm According to N ST

[ Nl STPQCFAQ , current applications can continue using an AES
algorithmwith the m nimumkey length of 128 bits. Nevertheless, if
the data needs to remain secure for many years to cone, one nay want
to consider using a |longer key size for the algorithms in Transform
Types 1-3.

SKEYSEED i s cal cul ated from shared SK(x), using an al gorithm defined
in Transform Type 2. While a quantum attacker may | earn the val ue of
SK(x), if this value is obtained by neans of a cl assical key

exchange, other SK(x) val ues generated by nmeans of a post-quantum

al gorithmensure that the final SKEYSEED is not conprom sed. This
assunes that the algorithmdefined in the Transform Type 2 i s quantum
resistant.

The ordering of the additional key exchanges should not nmatter in
general, as only the final shared secret is of interest.

Nonet hel ess, because the strength of the running shared secret
increases with every additional key exchange, an inplenenter may want
to first performthe nost secure nmethod (in sonme netrics) foll owed by
| ess secure nethods.
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The main focus of this docunent is to prevent a passive attacker from
perform ng a "harvest-and-decrypt" attack: in other words, attackers
that record nessages exchanged today and proceed to decrypt them once
they have access to cryptographically rel evant quantum conputers.

This attack is prevented due to the hybrid nature of the key

exchange. Oher attacks involving an active attacker using a
quant um comput er are not conpletely solved by this docunment. This is
for two reasons:

* The first reason is that the authentication step renmmins
classical. In particular, the authenticity of the SAs established
under I KEv2 is protected by using a pre-shared key or digita
signature algorithnms. Wile the pre-shared key option, provided
the key is long enough, is post-quantum secure, the other
algorithnms are not. Moreover, in inplenentations where
scalability is a requirenent, the pre-shared key nmet hod nay not be
suitable. Post-quantum authenticity may be provided by using a
post - quantum di gi tal signature

* Secondly, it should be noted that the purpose of post-quantum
algorithms is to provide resistance to attacks nounted in the
future. The current threat is that encrypted sessions are subject
to eavesdropping and are archived with decryption by quantum
computers at some point in the future. Until quantum conputers
becone available, there is no point in attacking the authenticity
of a connection because there are no possibilities for
exploitation. These only occur at the time of the connection, for
exanpl e, by nounting an on-path attack. Consequently, there is
| ess urgency for post-quantum authenticity conpared to post-
quantum confidentiality.

Performng nmultiple key exchanges whil e establishing an | KE SA

i ncreases the responder’s susceptibility to DoS attacks because of an
i ncreased anount of resources needed before the initiator is
authenticated. This is especially true for post-quantum key exchange
met hods, where many of them are nore nmenory and/or CPU intensive than
the cl assical counterparts.

Responders may consi der recomendati ons from [ RFC8019] to deal with

i ncreased DoS-attack susceptibility. It is also possible that the
responder only agrees to create an initial |KE SA w thout performng
addi tional key exchanges if the initiator includes such an option in
its proposals. Then, peers imediately rekey the initial 1KE SA with
the CREATE CHI LD _SA exchange, and additional key exchanges are
performed via the | KE_ FOLLOMJP_KE exchanges. In this case, at the
poi nt when resource-intensive operations are required, the peers have
al ready authenticated each other. However, in the context of hybrid
post - quant um key exchanges, this scenario would | eave the initial |IKE
SA (and initial Child SA, if it is created) unprotected against
quant um conputers. Neverthel ess, the rekeyed IKE SA (and Child SAs
that will be created over it) will have a full protection. This is
simlar to the scenario described in [RFC8784]. Depending on the
arrangenent and peers’ policy, this scenario nay or may not be
appropriate. For exanple, in the GIKEv2 protocol [GIKEV2], the
cryptographic materials are sent fromthe group controller to the
group nenbers when the initial IKE SA is created.
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Appendi x A, Sanple Miltiple Key Exchanges

Thi s appendi x shows sone exanples of multiple key exchanges. These
exanpl es are not normative, and they descri be sone nessage fl ow
scenarios that may occur in establishing an IKE or Child SA. Note
that sonme payl oads that are not relevant to multiple key exchanges
may be omitted for brevity.

A. 1. | KE_| NTERVEDI ATE Exchanges Carryi ng Additional Key Exchange
Payl oads

The exchanges bel ow show that the initiator proposes the use of

addi tional key exchanges to establish an IKE SA. The initiator
proposes three sets of additional key exchanges, all of which are
optional. Therefore, the responder can choose NONE for sone or al

of the additional exchanges if the proposed key exchange nethods are
not supported or for whatever reasons the responder decides not to
performthe additional key exchange.

Initiator Responder
HDR(I KE_SA INIT), SAi 1(.. ADDKE*...), --->
KEi (Curve25519), Ni, N(IKEV2_FRAG SUPPORTED),
N( | NTERVEDI ATE_EXCHANGE_SUPPORTED)
Proposal #1
Transform ECR (1 D = ENCR_AES GCM 16,
256-bit key)
Transform PRF (1 D = PRF_HVMAC SHA2 512)
Transform KE (I D = Cur ve25519)

Transform ADDKEL (1D = PQ _KEM 1)
Transform ADDKEL (1D = PQ KEM 2)
Transform ADDKEL (I D = NONE)
Transform ADDKE2 (I D = PQ _KEM 3)
Transform ADDKE2 (I D = PQ _KEM 4)
Transf orm ADDKE2 (1 D = NONE)
Transf orm ADDKE3 (1D = PQ _KEM 5)
Transform ADDKE3 (I D = PQ _KEM 6)
Transf orm ADDKE3 (I D = NONE)

<--- HDR(IKE_SA INIT), SAri(.. ADDKE*...),
KEr (Curve25519), Nr, N(I KEV2 FRAG SUPPO?TED)
N( | NTERVMEDI ATE_EXCHANGE_SUPP(RT ED)
Proposal #1
Transform ECR (1 D = ENCR_AES GCM 16,
256-bit key)
Transform PRF (1D = PRF_HVAC SHA2 512)
Transform KE (I D = Curve25519)

Transform ADDKEL (1D = PQ _KEM 2)
Transf orm ADDKE2 (1 D = NONE)
Transform ADDKE3 (I D = PQ KEM 5)

HDR( | KE_I NTERVEDI ATE), SK {KEi (1) (PQ KEM 2)} -->
<--- HDR(| KE_I NTERVEDI ATE), SK {KEr (1) (PQ KEM 2)}
HDR( | KE_|I NTERVEDI ATE), SK {KEi (2) (PQ KEM 5)} -->



<--- HDR(1KE_I NTERMVEDI ATE), SK {KEr (2) (PQ KEM 5)}

HDR(| KE_AUTH), SK{ IDi, AUTH, SAi2, TSi, TSr } --->
<--- HDR(IKE_AUTH), SK{ IDr, AUTH, SAr2,
TSi, TSr }

In this particular exanple, the responder chooses to performtwo

addi tional key exchanges. It selects PQ KEM 2, NONE, and PQ KEM 5
for the first, second, and third additional key exchanges,
respectively. As per [RFC7296], a set of keying naterials is
derived, in particular SK d, SK a[i/r], and SK e[i/r]. Both peers
then perform an | KE_| NTERMEDI ATE exchange, carrying PQ KEM 2 payl oad,
which is protected with SK e[i/r] and SK a[i/r] keys. After the
conpl etion of this | KE | NTERVEDI ATE exchange, the SKEYSEED i s updated
using SK(1), which is the PQ KEM 2 shared secret, as foll ows.

SKEYSEED(1) = prf(SK.d, SK(1) | Ni | Nr)

The updat ed SKEYSEED value is then used to derive the foll ow ng
keying material s.

{SK d(1) | SK ai(1) | SKar(1l) | SK ei(1) | SKer(1) | SK pi(1) |
SK pr(1)} = prf+ (SKEYSEED(1), Ni | Nr | SPli | SPIr)

As per [RFC9242], both peers conpute IntAuth_il and IntAuth_r1 using
the SK pi (1) and SK pr(1) keys, respectively. These values are
required in the | KE AUTH phase of the exchange.

In the next |KE_|INTERVEDI ATE exchange, the peers use SK e[i/r] (1) and
SK a[i/r](1) keys to protect the PQ KEM 5 payl oad. After completing
this exchange, keying materials are updated as foll ows:

SKEYSEED(2) = prf(SK d(1), SK(2) | N | N)
{SK d(2) | SKai(2) | SKar(2) | SKei(2) | SKer(2) | SKpi(2) |
SK pr(2)} = prf+ (SKEYSEED(2), Ni | Nr | SPli | SPIr)

In this update, SK(2) is the shared secret fromthe third additiona
key exchange, i.e., PQKEMJ5. Then, both peers conpute the val ues of
IntAuth [i/r]2 using the SK p[i/r](2) keys.

After the conpletion of the second | KE_| NTERVEDI ATE exchange, both
peers continue to the | KE_AUTH exchange phase. As defined in

[ RFC9242], the values IntAuth_[i/r]2 are used to conpute I|ntAuth,
which, in turn, is used to calculate InitiatorSignedCctets and
Responder Si gnedCctets bl obs (see Section 3.3.2 of [RFC9242]).

A.2. No Additional Key Exchange Used

The initiator proposes two sets of optional additional key exchanges,
but the responder does not support any of them The responder
chooses NONE for each set. Consequently, the | KE | NTERVEDI ATE
exchange does not take place, and the exchange proceeds to the

| KE_AUTH phase. The resulting keying materials are the same as those
derived with [ RFC7296] .

Initiator Responder
HDR(I KE_SA INIT), SAi 1(.. ADDKE*...), --->
KEi (Curve25519), N, N(IKEV2_FRAG SUPPORTED),
N( | NTERVEDI ATE_EXCHANGE_SUPPORTED)
Proposal #1
Transform ECR (1 D = ENCR_AES GCM 16,
256-bit key)
Transform PRF (1D = PRF_HVAC SHA2 512)
Transform KE (I D = Curve25519)
Transform ADDKEL (1D = PQ KEM 1)



Transform ADDKEL (1D = PQ _KEM 2)
Transform ADDKEL (I D = NONE)
Transform ADDKE2 (I D = PQ _KEM 3)
Transform ADDKE2 (I D = PQ _KEM 4)
Transf orm ADDKE2 (1 D = NONE)

<--- HDR(IKE_SA INIT), SAril(.. ADDKE*...),
KEr (Curve25519), Nr, N(IKEV2_FRAG _SUPPORTED) ,
N( | NTERVEDI ATE_EXCHANGE_SUPPORTED)
Proposal #1
Transform ECR (1 D = ENCR_AES GCM 16,
256-bit key)

Transform PRF (1D = PRF_HVAC SHA2 512)

Transform KE (I D = Curve25519)

Transform ADDKEL (I D = NONE)

Transform ADDKE2 (1 D = NONE)

HDR(| KE_AUTH), SK{ IDi, AUTH, SAi2, TSi, TSr } --->
<--- HDR(IKE_AUTH), SK{ IDr, AUTH, SAr2,
TSi, TSr }

A. 3. Additional Key Exchange in the CREATE CH LD SA Exchange Only

The exchanges bel ow show that the initiator does not propose the use
of additional key exchanges to establish an | KE SA, but they are
required in order to establish a Child SA. 1In order to establish a
fully quantumresi stant | Psec SA, the responder includes a

CHI LDLESS | KEV2_SUPPORTED notification in their IKE SAINT response
message. The initiator understands and supports this notification,
exchanges a nodified | KE_ AUTH nessage with the responder, and rekeys
the KE SA imediately with additional key exchanges. Any Child SA
will have to be created via a subsequent CREATED CHI LD SA exchange.

Initiator Responder
HDR(IKE_ SA INIT), SAIl1, --->
KEi (Curve25519), N, N(IKEV2_FRAG SUPPORTED)
<--- HDR(IKE_SA INIT), SArl,
KEr (Curve25519), Nr, N(IKEV2_FRAG_SUPPORTED),
N( CHI LDLESS_| KEV2_SUPPORTED)

HDR(| KE_AUTH), SK{ IDi, AUTH } --->
<--- HDR(I1KE_AUTH), SK{ IDr, AUTH }

HDR( CREATE_CHI LD_SA) ,
SK{ SAi (.. ADDKE*...), N, KE (Curve25519) } --->
Proposal #1
Transform ECR (1 D = ENCR_AES GCM 16,
256-bit key)
Transform PRF (1D = PRF_HVMAC SHA2 512)
Transform KE (I D = Curve25519)

Transform ADDKEL (I D = PQ KEM 1)
Transform ADDKEL (I D = PQ _KEM 2)
Transform ADDKE2 (I D = PQ _KEM 5)
Transf orm ADDKE2 (1D = PQ_KEM 6)
Transf orm ADDKE2 (1 D = NONE)

<- HDR( CREATE_CHI LD_SA), SK{ SAr(.. ADDKE*...),
Nr, KEr (Curve25519),
N( ADDI TI ONAL_KEY_EXCHANGE) (| i nk1) }
Proposal #1
Transform ECR (1 D = ENCR_AES GCM 16,
256-bit key)
Transform PRF (1D = PRF_HVAC SHA2 512)
Transform KE (I D = Curve25519)
Transform ADDKEL (I D = PQ _KEM 2)
Transform ADDKE2 (I D = PQ _KEM 5)



HDR( 1 KE_FOLLOMUP_KE), SK{ KEi (1) (PQ KEM 2), --->
N( ADDI TI ONAL_KEY_EXCHANGE) (1 i nk1) }
<--- HDR(| KE_FOLLOWJP_KE), SK{ KEr (1) (PQ KEM 2),
N( ADDI TI ONAL_KEY_EXCHANGE) (1 i nk2) }

HDR( | KE_FOLLOAUP_KE), SK{ KEi (2)(PQ KEM 5), --->
N( ADDI TI ONAL_KEY_EXCHANGE) (1 i nk2) }
<--- HDR(| KE_FOLLOMJP_KE), SK{ KEr(2)(PQ KEM5) }

A. 4. No Matching Proposal for Additional Key Exchanges

The initiator proposes the conbination of PQ KEM 1, PQ KEM 2,

PQ KEM 3, and PQ KEM 4 as the additional key exchanges. The
initiator indicates that either PQKEM 1 or PQ KEM 2 nust be used to
establish an | KE SA, but ADDKE2 Transform Type is optional.
Therefore, the responder can either select PQKEM 3 or PQ KEM 4 or
omit this key exchange by selecting NONE. Although the responder
supports the optional PQ KEM 3 and PQ KEM 4 met hods, it does not
support either the PQ KEM 1 or the PQ KEM 2 mandat ory net hod;
therefore, it responds with a NO PROPCSAL_CHOSEN noti ficati on.

Initiator Responder
HDR(I KE_SA INIT), SAi 1(.. ADDKE*...), --->
KEi (Curve25519), N, N(IKEV2_FRAG SUPPORTED),
N( | NTERVEDI ATE_EXCHANGE_SUPPORTED)
Proposal #1
Transform ECR (1 D = ENCR_AES GCM 16,
256-bit key)
Transform PRF (1D = PRF_HVAC SHA2 512)
Transform KE (I D = Curve25519)

Transform ADDKEL (I D = PQ KEM 1)
Transform ADDKEL (I D = PQ _KEM 2)
Transform ADDKE2 (I D = PQ _KEM 3)
Transform ADDKE2 (I D = PQ _KEM 4)
Transf orm ADDKE2 (1 D = NONE)
<--- HDR(IKE_SA INIT), N(NO_PROPCSAL_CHOSEN)

Appendi x B. Design Criteria
The design of the extension is driven by the followi ng criteria:
1) Need for PQC in |Psec

Quantum conput ers, whi ch m ght becone feasible in the near
future, pose a threat to our classical public key cryptography.
PQC, a family of public key cryptography that is believed to be
resistant to these conmputers, needs to be integrated into the

| Psec protocol suite to restore confidentiality and
authenticity.

2) Hybrid

There is currently no post-quantum key exchange that is trusted
at the level that (ECQDH is trusted for defending agai nst
conventional (non-quantum adversaries. A hybrid post-quantum
algorithmto be introduced, along with the well-established
primtives, addresses this concern, since the overall security
is at least as strong as each individual prinitive.

3) Focus on post-quantum confidentiality

A passive attacker can store all nonitored encrypted |Psec
conmmuni cati on today and decrypt it once a quantum conputer is
available in the future. This attack can have serious
consequences that will not be visible for years to cone. On the



4)

5)

6)

7)

8)

9)

10)

11)

ot her hand, an attacker can only perform active attacks, such as
i mpersonation of the conmunicating peers, once a quantum
conputer is available sonetinme in the future. Thus, this
specification focuses on confidentiality due to the urgency of
this probl em and presents a defense against the serious attack
descri bed above, but it does not address authentication because
it is less urgent at this stage.

Limt the amount of exchanged data

The protocol design should be such that the anpbunt of exchanged
data, such as public keys, is kept as small as possible, even if
the initiator and the responder need to agree on a hybrid group
or if multiple public keys need to be exchanged.

Not post-quantum specific

Any cryptographic algorithmcould be potentially broken in the
future by currently unknown or inpractical attacks. Quantum
conputers are nerely the nost concrete exanple of this. The
desi gn does not categorize algorithns as "post-quantuni or "non-
post - quantum', nor does it create assunptions about the
properties of the algorithnms; neaning that if algorithns with
different properties becone necessary in the future, this

ext ensi on can be used unchanged to facilitate mgration to those
al gorithns.

Li m ted anmount of changes

A key goal is to linmt the nunber of changes required when
enabl i ng a post-quantum handshake. This ensures easier and
qui cker adoption in existing inplenentations.

Local i zed changes

Anot her key requirenent is that changes to the protocol are
limted in scope, in particular, limting changes in the
exchanged nessages and in the state nmachine, so that they can be
easi |y i npl enent ed.

Det ermini stic operation

Thi s requirenment neans that the hybrid post-quantum exchange
and, thus, the conputed keys will be based on al gorithns that
both client and server w sh to support.

Fragment ati on support

Sone PQC algorithns could be relatively bulky and m ght require
fragnmentation. Thus, a design goal is the adaptation and

adoption of an existing fragnmentation nethod or the design of a
new nethod that allows for the fragnmentation of the key shares.

Backward compatibility and interoperability

This is a fundamental requirenment to ensure that hybrid post-
quantum | KEv2 and standard | KEv2 inpl enentati ons as per
[ RFC7296] are interoperable.

Conpl i ance with USA Federal Information Processing Standards
(FI PS)

I Psec is widely used in Federal Information Systens, and FIPS
certification is an inportant requirenent. However, at the tine
of witing, none of the algorithns that is believed to be post-
quantumis yet FIPS conpliant. Nonetheless, it is possible to
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combi ne this post-quantumalgorithmw th a FlIPS-conpliant key
establi shnent nethod so that the overall design remains FIPS
conpliant [N STPQCFAQ .

Ability to use this method with multiple classical (EC)DH key
exchanges

In sone situations, peers have no single, nutually trusted, key
exchange algorithm(e.g., due to local policy restrictions).

The ability to conbine two (or nore) key exchange nethods in
such a way that the resulting shared key depends on all of them
all ows peers to comunicate in this situation

Appendix C. Alternative Design

Thi

s section gives an overview on a nunber of alternative approaches

that have been considered but | ater discarded. These approaches are

as

*

f ol | ows.

Sendi ng the cl assical and post-quantum key exchanges as a single
transform

A method to conbine the various key exchanges into a single | arge
KE payl oad was considered. This effort is docunented in a

previ ous version of this document (draft-tjhai-ipsecne-hybrid-
gske-ikev2-01). This nethod allows us to cleanly apply hybrid key
exchanges during the Child SA. However, it does add consi derable
conplexity and requires an independent fragnentation sol ution

Sendi ng post-quantum proposal s and policies in the KE payl oad only

Wth the objective of not introducing unnecessary notify payl oads,
a nmethod to communi cate the hybrid post-quantum proposal in the KE
payl oad during the first pass of the protocol exchange was
considered. Unfortunately, this design is susceptible to the

foll owi ng downgrade attack. Consider the scenario where there is
an on-path attacker sitting between an initiator and a responder.
Through the SAI payload, the initiator proposes using a hybrid
post - quantum group and, as a fallback, a Diffie-Hellman group; and
through the KE payload, the initiator proposes a list of hybrid
post - quant um proposal s and policies. The on-path attacker
intercepts this traffic and replies with N(INVALI D KE PAYLQAD),
suggesting a downgrade to the fall back Diffie-Hellman group
instead. The initiator then resends the sane SA payl oad and the
KEi payl oad containing the public value of the fallback D ffie-
Hel | man group. Note that the attacker may forward the second

I KE_SA INIT nessage only to the responder. Therefore, at this
point in time, the responder will not have the information that
the initiator prefers the hybrid group. O course, it is possible
for the responder to have a policy to reject an IKE SAINT
message that (a) offers a hybrid group but does not offer the
corresponding public value in the KEi payload and (b) the
responder has not specifically acknow edged that it does not
support the requested hybrid group. However, the checking of this
policy introduces unnecessary protocol conplexity. Therefore, in
order to fully prevent any downgrade attacks, using a KE payl oad
alone is not sufficient, and the initiator MJST al ways i ndicate
its preferred post-quantum proposals and policies in a notify

payl oad in the subsequent I KE SA INIT nessages follow ng an

N( I NVALI D_KE PAYLQAD) response.

New payl oad types to negotiate hybrid proposals and to carry post-
quant um publ i c val ues

Semantically, it nakes sense to use a new payl oad type, which
mmcs the SA payload, to carry a hybrid proposal. Likew se,



anot her new payl oad type that mimcs the KE payl oad coul d be used
to transport hybrid public value. Although, in theory, a new

payl oad type could be made backward conpatible by not setting its
critical flag as per Section 2.5 of [RFC7296], it is believed that
it my not be that sinple in practice. Since the original release
of IKEv2 in RFC 4306, no new payl oad type has ever been proposed,;
therefore, this creates a potential risk of having a backward-
conpatibility issue from nonconformant | KEv2 inpl enentati ons.
Since there appears to be no other conpelling advantages apart
froma semantic one, the existing Transform Type and notify

payl oads are used i nstead.

Hybrid public val ue payl oad

One way to transport the negotiated hybrid public payl oad, which
contains one classical D ffie-Hellman public value and one or nore
post - quantum public values, is to bundle these into a single KE
payl oad. Alternatively, these could also be transported in a
singl e new hybrid public value payl oad. However, follow ng the
same reasoni ng as above may not be a good idea froma backward-
conpatibility perspective. Using a single KE payl oad woul d
require encoding or fornatting to be defined so that both peers
are able to conpose and extract the individual public val ues.
However, it is believed that it is cleaner to send the hybrid
public values in multiple KE payl oads: one for each group or
algorithm Furthernore, at this point in the protocol exchange,
bot h peers shoul d have indicated support for handling nmultiple KE
payl oads.

Fragment ati on

The handling of large IKE_ SA INT nessages has been one of the
nmost chal | engi ng tasks. A nunber of approaches have been

consi dered, and the two prom nent ones that have been di scarded
are outlined as foll ows.

The first approach is to treat the entire IKE_SA INT nmessage as a
stream of bytes, which is then split into a nunber of fragnents,
each of which is wapped onto a payload that will fit into the
size of the network MIU. The payl oad that waps each fragnent has
a new payload type, and it is envisaged that this new payl oad type
wi Il not cause a backward-conpatibility issue because, at this
stage of the protocol, both peers should have indicated support of
fragnmentation in the first pass of the IKE. SAINT exchange. The
negoti ati on of fragnmentation is perforned using a notify payl oad,
whi ch al so defines supporting paraneters, such as the size of
fragment in octets and the fragnment identifier. The new payl oad
that waps each fragment of the nessages in this exchange is
assigned the same fragnent identifier. Furthernore, it also has
ot her paraneters, such as a fragnent index and total nunber of
fragnments. This approach has been di scarded due to its bl anket
approach to fragnmentation. |In cases where only a few payl oads
need to be fragnented, this approach appears to be overly
compl i cat ed.

Anot her idea that has been discarded is fragmenting an individua
payl oad wi thout introducing a new payload type. The idea is to
use the 9-th bit (the bit after the critical flag in the RESERVED
field) in the generic payl oad header as a flag to mark that this
payl oad is fragnented. As an exanple, if a KE payload is to be
fragmented, it may | ook as foll ows.

1 2 3
90123456789012 8901
B S s Su S e B
| RESERVED |
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R et e s i o e s i i

Figure 1: Exanple of How to Fragment a KE Payl oad

When the flag F is set, the current KE payload is a fragnent of a
| arger KE payl oad. The Payl oad Length field denotes the size of
thi s payl oad fragnent in octets: including the size of the generic
payl oad header. The 2-octet RESERVED field following Diffie-
Hel | man G- oup Nunmber was to be used as a fragment identifier to
hel p the assenbly and di sassenbly of fragnents. The Fragnent

I ndex and Total Fragnents fields are self-explanatory. The Tota
KE Payl oad Data Length indicates the size of the assenbl ed KE

payl oad data in octets. Finally, the actual fragnent is carried
in Fragnent KE Payl oad field.

Thi s approach has been di scarded because it is believed that the
wor ki ng group nmay not want to use the RESERVED field to change the
format of a packet, and that inplenenters may not |ike the added
complexity from checking the fragnmentation flag in each received
payl oad. Mrre inportantly, fragmenting the nessages in this way
may | eave the systemto be nore prone to denial-of-service (DoS)
attacks. This issue can be solved using | KE | NTERVEDI ATE

[ RFC9242] to transport the | arge post-quantum key exchange

payl oads and using the generic |IKEv2 fragnentation protoco

[ RFC7383] .

* Goup sub-identifier

As di scussed before, each group identifier is used to distinguish
a post-quantum algorithm Further classification could be nade on
a particul ar post-quantum al gorithm by assigning an additiona

val ue al ongside the group identifier. This sub-identifier value
may be used to assign different security-paraneter sets to a given
post-quantum al gorithm However, this |evel of detail does not
fit the principles of the docunment where it should deal with
generic hybrid key exchange protocol and not a specific

ci phersuite. Furthernore, there are enough Diffie-Hell man group
identifiers should this be required in the future.
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