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Status of this Meno

Thi s RFC suggests a sinple nethod for workstations to dynamically
access mail froma mail box server. This RFC specifies a proposed
protocol for the ARPA-Internet community, and requests di scussion and
suggestions for inprovenent. This neno is a revision of RFC 918.
Distribution of this meno is unlimted.

I nt roducti on

The intent of the Post Ofice Protocol Version 2 (POP2) is to allow a
user’'s workstation to access mail froma mail box server. It is
expected that mail will be posted fromthe workstation to the mail box
server via the Sinple Mail Transfer Protocol (SMIP). For further
informati on see RFC-821 [1] and RFC-822 [2].

This protocol assumes a reliable data stream such as provided by TCP
or any simlar protocol. Wen TCP is used, the POP2 server listens
on port 109 [4].

Syst em Model and Phil osophy

VWhile we view the workstation as an Internet host in the sense that
it inplements IP, we do not expect the workstation to contain the
user’'s nmail box. W expect the nail box to be on a server nachine.

We believe it is inportant for the mailbox to be on an "al ways up”
machi ne and that a workstation may be frequently powered down, or
ot herw se unavail abl e as an SMIP server

POP2 is designed for an environnent of workstations and servers on a
| owdel ay, hi gh-throughput, |ocal networks (such as Ethernets). POP2
may be useful in other environnents as well, but if the environnent
is substantially different, a different division of |abor between the
client and server may be appropriate, and a different protoco
required.

Suppose the user’s real name is John Smith, the user’s nmachine is
called FIDO and that the mail box server is called DOG HOUSE. Then
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we expect the user’s mail to be addressed to JSm t h@OG HOUSE. ARPA
(not JSm t h@l DO. ARPA) .

That is, the destination of the mail is the mail box on the server
machi ne. The POP2 protocol and the workstation are nerely a
mechani sm for view ng the nmessages in the mail box.

The user is not tied to any particular workstation for accessing his
mail.  The workstation does not appear as any part of the mail box
addr ess.

This is a very sinple protocol. This is not a user interface. W
expect that there is a programin the workstation that is friendly to
the user. This protocol is not "user friendly". One basic rule of
this protocol is "if anything goes wong cl ose the connection"

Anot her basic rule is to have few options.

POP2 does not parse nmessages in any way. It does not anal yze nessage
headers (Date:, From, To:, Cc:, or Subject:). POP2 sinply transnits
whol e nessages froma mail box server to a client workstation

The Protoco

The POP2 protocol is a sequence of commands and replies. The design
draws from many previous protocols of the ARPA-Internet comunity.

The server nust be listening for a connection. Wen a connection
i s opened the server sends a greeting nessage and waits for
commands. Wen conmands are received the server acts on them and
responds with replies.

The client opens a connection, waits for the greeting, then sends
the HELO conmand with the user nanme and password argunents to
establish authorization to access nmil boxes. The server returns
the nunber of nessages in the default mail box.

The client may read the default mail box associated with the user
nane or may sel ect another mail box by using the FOLD command. The
server returns the nunmber of nmessages in the nail box sel ected.

The client begins a nessage readi ng transaction with a READ
command. The read command nmay optionally indicate which nmessage
nunber to read, the default is the current nessage (increnented
when a nessage is read and set to one when a new folder is

sel ected). The server returns the nunber of characters in the
message
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The client asks for the content of the nessage to be sent with the
RETR command. The server sends the nessage data.

When all the data has been received the client sends an
acknow edgment conmand. This is one of ACKS, ACKD, and NACK

ACKS neans "|’'ve received the nmessage successfully and pl ease
keep it in the nail box".

ACKD nmeans "1’ve received the nmessage successfully and pl ease
delete it fromthe mail box".

NACK neans "I did not receive the nessage and pl ease keep it in
the mai |l box".

In the case of ACKS or ACKD the server increnents the current
message indicator. In the case of NACK the current nessage
i ndi cator stays the sane.

In all cases the server returns the nunber of characters in the
(now) current nessage.

The client ternmnates the session with the QU T command. The
server returns an ok.
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The Normal Scenario

VWait for Connection
Open Connection -->
<-- + POP2 Server Ready
VWait for Command
HELO Fred Secret -->

<-- #13 nmessages for you
Wait for Command
READ 13 -->
<-- =b37 characters in that nessage
Wait for Commrand
RETR -->
<-- (send the nessage data)
Wait for Command
ACKS -->
<-- =0 no nore nessages
Wait for Commrand
QU T -->
<--  + K
Cl ose connection --> <-- (Close connection

Wait for Connection (go back to start)
Conventi ons
Argunent s
These arguments have system specific definitions.
user - A login account nane.
password - The password for the |ogin account.

mai | box - A mail box nane (also called a mail folder).
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Def aul t Mai | boxes
TOPS- 20

MAIL. TXT.1 - fromlogin directory

UNI X
bot h
[ usr/spool / mail / user
and
[usr/user/Mil/inbox/*
where "user" is the user value supplied in the HELO conmand.
End of Line

End of Line is Carriage Return (CR) followed by Line Feed (LF).
Thi s sequence is indicated by "CRLF" in this docunment. This end
of line convention nust be used for conmands and replies.

Message Length

The reply to the READ command or an acknow edgnent conmmand (ACKS,
ACKD, NACK) is the length (a character count) of the next nessage
to be transnmitted. This includes all the characters in the data
transmtted. CRLF counts as two characters. A length of zero
means the nessage does not exist or is enpty. A request to
transmt a nessage of zero length will result in the server
closing the connection. The nmessage is transmtted in the
standard internet format described in RFC-822 [2] and NVT-ASCI|.
This may be different fromthe storage format and may nake
conmputing the nessage |ength fromthe stored nessage non-trivial.

Message Nunbers
The reply to the HELO and FOLD commands is a count of the nunber
of nmessages in a the selected nail box. The READ conmand has a
message nunber as an optional argunment. These nunbers are
decimal, start at one, and conmputed with respect to the current
mai | box. That is, the first message in a mail box is nessage
nunber 1.

Nurber s

Al'l nunbers in this menmo and protocol are decinal.
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Quoting

In a few cases, there nmay be a need to have a special character in
an argunent (user, password, or nailbox) that is not allowed by
the syntax. For exanple, a space in a password. To allow for
this, a quoting convention is defined. Unfortunately, such
quoti ng conventions "use up" another otherw se uninteresting
character. 1In this protocol the back slash "\" is used as the
quote character. To include a space in an argunment the two
character sequence "back-slash, space" is transmitted. To include
a back-slash in an argument the two character sequence
"back- sl ash, back-slash"” is transmtted. This quoting convention
is used in the command argunents only, it is not used in the mail
data transnmitted in response to a RETR conmand.

Reply Strings

The first character is required to be as specified (i.e.,
T Metm oo t=" 0 "#"), The optional strings that foll ow can be

3 3

mhaiever the inplementer thinks is appropriate.
Definitions of Commands and Replies

Sunmary of Commands and Replies

Conmands Replies
HELO user password + K
FOLD nmai | box - Error
READ [ n] #XXX
RETR =yyy
ACKS

ACKD

NACK

QIT
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Comrands
HELO user password

The Hell o command identifies the user to the server and carries
the password authenticating this user. This information is
used by the server to control access to the nmail boxes. The
Hell o conmand is the "HELO' keyword, foll owed by the user
argunent, followed by the password argunent, followed by CRLF.

Possi bl e responses:
"#nnn"

where nnn is the nunber of messages in the default
mai | box, "

- error report” and Cl ose the connection
FOLD mai | box

The Fol der command sel ects another mailbox or mail folder. The
server must check that the user is pernitted read access to
this mailbox. |If the mailbox is enpty or does not exist, the
nunber of nessages reported is zero. The Folder command is the
"FOLD' keyword, followed by the mail box argunent, followed by
CRLF.

Possi bl e responses:
"#nnn"
where nnn is the nunber of nessages in this mail box.
READ [ nnn]

The Read command begi ns a nessage reading transaction. |If the
Read command is given wi thout an argunent the current nessage
is inplied (the current nmessage indicator is increnented by
the ACKS or ACKD conmands). |If an argunent is used with the
Read command it is the nessage nunmber to be read, and this
command sets the current nmessage indicator to that value. The
server returns the count of characters in the nmessage to be
transmitted. |If there is no nessage to be read, the count of
zero is returned. |If the nessage was previously deleted with
the ACKD conmand, the count of zero is returned. The Read
command is foll owed by the RETR command, the READ comand, the
FOLD command, or the QU T command. Do not attenpt to RETR a
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message of zero characters. The Read command is the "READ'
keyword, optionally foll owed by the message nunber argunent,
foll owed by CRLF.

Possi bl e responses:
"=ccc”
where ccc is the nunber of characters in this nessage
RETR

The Retrieve command confirns that the client is ready to
receive the mail data. It nmust be followed by an

acknow edgnment conmand. The server will close the connection
if asked to transmt a nessage of zero characters (i.e.
transmt a non-existent nessage). The nmessage is transmtted
according to the Internet mail format standard RFC-822 [2] in
NVT-ASCI 1. The Retrieve command is the "RETR' keyword,

foll owed by CRLF.

Possi bl e responses:
the message data
Cl ose the connection
ACKS

The Acknow edge and Save conmmand confirns that the client has
recei ved and accepted the nmessage. The ACKS conmmand ends the
nmessage reading transaction. The nessage is kept in the
mai | box. The current nmessage indicator is incremented. The
server returns the count of characters in the now current
message to be transmitted. |If there is no nessage to be read
or the message is marked del eted, the count of zero is
returned. The Acknowl edge and Save command is the "ACKS"
keyword, followed by CRLF.

Possi bl e responses:
"

where ccc is the nunber of characters in the next
message
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ACKD

The Acknow edge and Del ete command confirms that the client has
recei ved and accepted the nmessage. The ACKD command ends the
message reading transaction. |If the user is authorized to have
wite access to the mail box, the nessage is deleted fromthe
mai | box. Actually, the nmessage is only marked for del etion

The actual change is made when the nailbox is released at the
end of the session or when the client selects another mail box
with the FOLD conmand. The nmessages are not renunbered unti
the mailbox is released. |If the user does not have wite
access to the mail box no change is nade to the mail box. The
response i s the same whether or not the nessage was actually
del eted. The current nessage indicator is increnented. The
server returns the count of characters in the now current
message to be transmitted. |If there is no nessage to be read
or the message is marked del eted, the count of zero is
returned. The Acknow edge and Del ete command is the "ACKD'
keyword, followed by CRLF.

Possi bl e responses:
"—cee"

where ccc is the nunber of characters in the next
nmessage

NACK

The Negative Acknow edge command reports that the client did
not receive the nessage. The NACK command ends the nessage
readi ng transaction. The nessage is kept in the mail box. The
current nmessage indicator remains the sane. The server returns
the count of characters in the current nessage. Since the
count to be returned is for the nessage just transmtted it the
message must exi st and not be narked del eted, and the count
must be positive (non-zero). The Negative Acknow edge conmand
is the "NACK" keyword, followed by CRLF.

Possi bl e responses:
"

where ccc is the nunber of characters in this nessage
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QIT
The Quit command indicates the client is done with the session
The server sends an OK response and then cl oses the connection
The Quit command is the "QUI T" keyword, followed by CRLF.

Possi bl e responses:
"+ K" and C ose the connection
Replies

Greeting
The greeting is sent by the server as soon as the connection is
established. The greeting is a plus sign, followed by the

prot ocol name ("POP2"), followed by the server host nane,
optionally followed by text, and ending with a CRLF.

+
The success or plus sign response indicates successfu
compl etion of the operation specified in the cormand. The
success response is a plus sign, optionally followed by text,
and ending with a CRLF.
The failure or mnus sign response indicates the failure of the
operation specified in the coomand. The failure response is a
m nus sign, optionally followed by text, and ending with a
CRLF.
The I ength or equal sign response tells the length in
characters of the nessage referenced by the command. The
| ength response is a equal sign, followed by a nunber,
optionally followed by text, and ending with a CRLF.

#

The count or nunber sign response tells the nunber of nessages
in a folder or nail box referenced by the command. The count
response i s a nunber sign, followed by a nunber, optionally
followed by text, and ending with a CRLF.
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Ti meout s

In any protocol of this type there have to be tineouts. Neither
side wants to get stuck waiting forever for the other side
(particularly is the other side has gone crazy or crashed).

The client expects a reply to a command fairly quickly and so
shoul d have a short tineout for this. This tineout is called T1.

For some servers, it may take some processing to conmpute the
nunber of nessages in a mailbox, or the length of a message, or
to reformat a stored nessage for transmission, so this tinme out
has to allow for such processing tine. Al so care nust be taken
not to tineout waiting for the conpletion of a RETR reply while
a long nmessage is in fact being transfered.

The server expects the session to progress with sone but not
excessi ve del ay between commands and so shoul d have a | ong tineout
waiting for the next command. This tine out is T2

One nodel of use of this protocol is that any nunber of
different types of clients can be built with different ways of
interacting with the human user and the server, but stil
expecting the client to open the connection to the server,
present a sequence of commands, and cl ose the connection,
without waiting for intervention by the hunman user. Wth such
client inplenmentations, it is reasonable for the server to have
a fairly small value for tineout T2.

On the other hand, one could easily have the client be very
human user directed with the user nmaki ng deci sions between
commands. This woul d cause arbitrary del ays between client
commands to the server, and require the value of timeout T2 to
be quite large

I mpl enent ati on Di scussion
Comrents on a Server on TOPS-20

On TOPS-20, a mailbox is a single file. New nmessages are appended
to the file. There is a separator |ine between nmessages.

The tricky part of inplenenting a POP2 server on TOPS-20 is to
provide for deleting nmessages. This only has to be done for the
mai | boxes (files) for which the user has wite access. The
problemis to avoid both (1) preventing other users from accessing
or updating the mail box for |ong periods, and (2) accidentally

del eting a nmessage the user has not seen
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One suggestion is as follows:

When a mail box is first selected, if the user has wite access,
rename the mailbox file to sonme tenporary name. Thus new
messages will be placed in a new instance of the mail box file.
Conduct all POP2 operation on the tenporary mail box file
(including del eting nessages). Wen the POP2 session is over
or another mailbox is selected, prepend any nessages | eft

undel eted in the tenporary file to the new instance of the
mai | box file.

Si zes

The maxi mum |l ength of a command line is 512 characters (including
the command word and the CRLF).

The maxi mum |l ength of a reply line is 512 characters (i ncluding
the success indicator (+, -, = #) and the CRLF).

The maxi mum |l ength of a text line is 1000 characters (i ncluding
CRLF).

I SI has devel oped a POP2 server for TOPS-20 and for Berkeley 4.2
Uni x, and a POP2 client for an I BMPC and for Berkeley 4.2 Unix.

Ext ensi ons Not Supported

POP2 does not examine the internal data of messages. |In particular,
the server does not parse nessage headers

The server doesn’t have any state information (i.e., it doesn’'t know
fromone session to the next what has happened). For exanple, the
server doesn’'t know which nessages were received since the last tine
the user used POP2, so it can't send just the "new' nessages.
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Exanpl es

Exanpl e

Qpen connecti on

1:

S

<--

HELO PCSTEL SECRET -->

READ
RETR
ACKD
RETR

ACKD

QI T

Cl ose connection -->

Butler, et.
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<--

February 1985

Wait for connection

+ POP2 USC-1 Sl F. ARPA Server

#2 nmessages in your mail box

=537 characters in nessage 1
[data of message 1]

=234 characters in message 2
[data of nessage 2]

=0 no nore nessages

+ OK, bye, bye

Cl ose connection
Go back to start
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Exanpl e 2:
dient Server
VWait for connection
Open connection -->

<-- + POP2 1Sl -VAXA. ARPA server here
HELO smith secret -->

<-- #35 nmessages
FOLD /usr/spool /mail/smith -->
<-- #27 messages
READ 27 -->
<-- =10123 characters in that nessage
RETR >
<-- [data of nessage 27]
ACKS -->
<-- =0 no nore nessages
QIT -->
<-- + bye, call again sonetine.
Cl ose connection --> <-- (C ose connection
Go back to start
Exampl e 3:
Cient Server
Wait for connection
Qpen connection -->

<-- + POP2 |SI-VAXA. ARPA server here
HELO Jones secret -->
<-- #0 nessages
READ -->
<-- (Close connection
Cl ose connection -->
CGo back to start
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For mal Synt ax

<digit> =0| 1] 2| 3| 4| 5] 6] 7] 8] 9

<letter> =A| B|] C| ... | Z
al| b| c| | z

<punct > =U L #L S %l & CL ) e
- <= > 7] @
cr1rtr~r_r-r{rrrrl-

<quot e> =\

<any> = any one of the 128 ASCI| codes

<CR> = carriage return, code 10

<LF> = line feed, code 13

<SP> = space, code 32

<CRLF> = <CR> <LF>

<print> = <letter>| <digit> | <punct> | <quote> <any>

<char > = <print> | <SP>

<wor d> = <print>| <print> <word>

<string> = <char> | <char> <string>

<l d> = <letter> | <digit>

<l dh> = <letter> | <digit>] -

<I dhs> = <l dh> | <l dh> <I dhs>

<nane> = <letter> [ [ <ldhs>] <ld> ]

<host > = <nane> | <nane> . <host>

<user > = <word>

<password> = <wor d>

<mai | box> = <string>

<number > = <digit>| <digit> <nunber>
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<hel 0>
<f ol d>
<r ead>
<retr>
<acks>
<ackd>
<nack>
<qui t >
<ok>
<err>
<count >
<gr eet >
<l engt h>

<comand>

<reply>

Butler, et.
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HELO <SP> <user > <SP> <passwor d> <CRLF>
FOLD <SP> <mmi | box> <CRLF>

READ [ <SP> <nunber>] <CRLF>

RETR <CRLF>

ACKS <CRLF>

ACKD <CRLF>

NACK <CRLF>

QUI T <CRLF>

+ [ <SP> <string>] <CRLF>

- [<SP> <string>] <CRLF>

# <number> [ <SP> <string>] <CRLF>

+ <SP> POP2 <SP> <host> [<SP> <stri ng>]

<nunber> [ <SP> <string>] <CRLF>

<helo> | <fold> | <read> | <retr>
<acks> | <ackd> | <nack> | <quit>

February 1985

<CRLF>

<ok> | <err> | <count> | <length> | <greet>
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Client State D agram

| N+ BYE
|  Open | -----
| G eet | Cose
Voo e |
S + QT S +
| CALL |-------------- > EXIT |
S R + S R +
| N
| Geet |
|- |
| HELO |
+--- - >+ | |
#NNN A | | #NNN |
---- \Y \Y ---- I
FOLD | R + QT |
+<---] NMBR |----------mmmmmmmm >+
S + N
~ |
| |  #NNN |
| |- |
=CCC | | READ |
- I I
FOLD | | = |
I \Y ---- I
= S T + QUT |
---- N | SIZE |--------------------- >+
READ +<---4------- +
A I
I | =
data | | ----
-] | RETR
ack | |
| \
E +
| XFER |
R +
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Server State Diagram

But | er,
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READ
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Conbi ned Fl ow Di agram
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Client Decision Table

| STATE |
------- e
INPUT | CALL | NMBR | SIZE | XFER | EXIT |
------- R e T |
Geet | 2 | 1 | 1 | 1 | 6 |
------- R e
#NNN | 1 | 3 | 1 | 1 | 6 |
------- +----------------------------------|
= [+ [ 1 | 4 | 1 | 6 |
------- R e T |
data | 1 | 1 | 1 | 5 | 6 |
------- R e
+ Bye | 1 | 1 | 1 | 1 | 6 |
------- +----------------------------------|
Close | 1 | 1 | 1 | 1 | 6 |
------- R e T |
other | 1 | 1 | 1 | 1 | 6 |
------- R e
Timeout| 1 | 1 | 1 | 1 | 6 |
------- +----------------------------------|
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Acti ons:

1.

2.

But | er,

et.
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This is garbage. Send "QUIT", and go to EXIT state.

(a)
(b)
(a)
(b)
(¢)

(a)
(b)
(¢)

(a)
(b)
(¢)

If the greeting is right then send "HELO'
and go to NMBR state,
El se send "QUIT" and go to EXIT state.

If user wants this folder and NNN > 0O
then send "READ' and go to Sl ZE state,
If user wants a this folder and NNN = 0O
then send "QUIT" and go to EXIT state,
If user wants a different folder

then send "FOLD' and go to NMBR state.

If user wants this message and CCC > 0
then send "RETR' and go to XFER state,
If user wants a this nessage and CCC = 0
then send "QUIT" and go to EXIT state,
If user wants a different nessage

then send "READ' and go to Sl ZE state.

If user wants this message kept

then send "ACKS' and go to Sl ZE state,
If user wants a this nessage del eted
then send "ACKD' and go to SIZE state,
If user wants a this message again
then send "NACK' and go to Sl ZE state.

Cl ose the connecti on.

al .
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Server Decision Table

But | er,

et.

LSTN | AUTH | MBOX | ITEM| NEXT | DONE |

2 |1 | 1 | 1 ] 1 ] 1
1o 3 |1 |1 |1 | 1
101 |5 |5 |1 | 1
1 11 | 6 | 6 | 1 | 1
1o 1 1 o7 1|1
1o 1 |1 o] 1 | 8 | 1
11 |1 |1 |8 | 1
1o 1 1 |1 | 8 | 1
1 4 | 4 | 4 |1 | 1
R N
1o 1 1o 1o 1|1
B T N N T
al .
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Acti ons:

1.

2.

But | er,

et.

This is garbage. Send "- error", and C ose the connection.
Send the greeting. Go to AUTH state.

(a) If authorized user then send "#NNN' and go tp MBOX state,
(b) Else send "- error" and C ose the connection.

Send "+ Bye" and go to DONE state.
Send "+NNN' and go to MBOX state.
Send "=CCC' and go to | TEM st ate.

I f message exists then send the data and got to NEXT state,
El se C ose the connection.

Do what ACKS/ ACKD/ NACK require and go to | TEM st ate.

Cl ose the connecti on.
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