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I nt roducti on

The version-invariant properties of QU C [QU C | NVARI ANTS] define a
Versi on Negotiation packet but do not specify how an endpoint reacts
when it receives one. QU Cversion 1 [QUC allows the server to use
a Version Negotiation packet to indicate that the version the client
chose is unacceptable, but it doesn't allow the client to safely make
use of that information to create a new connection with a nutually
supported version. This docunent updates [ QU C | NVARI ANTS] by
defining version negotiation nmechani snms that | everage the Version
Negoti ati on packet .

Wth proper safety nmechanisns in place, the Version Negotiation
packet can be part of a mechanismto allow two QU C inpl enentations
to negotiate between two totally disjoint versions of QU C.  This
docunent specifies version negotiation using Version Negotiation
packets, which adds an extra round trip to connection establishnent
i f needed.

It is beneficial to avoid additional round trips whenever possible,
especially given that nost increnental versions are broadly simlar
to the previous version. This specification also defines a sinple
version negotiation mechani smwhich | everages sinilarities between
versi ons and can negoti ate between "conpati bl e" versions without
additional round trips.

.1. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

.2. Definitions
The docurent uses the follow ng terns:

* |In the context of a given QU C connection, the "first flight" of
packets refers to the set of packets the client creates and sends
toinitiate the connection before it has heard back fromthe
server.

* In the context of a given QU C connection, the "client’s Chosen
Version" is the QU C version of the connection’s first flight.

* The "Original Version" is the QU C version of the very first
packet the client sends to the server. |If version negotiation
spans nultiple connections (see Section 2.4), the Original Version
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is equal to the client’s Chosen Version of the first QU C
connecti on.

* The "Negotiated Version" is the QU C version in use on the
connecti on once the version negotiation process conpl etes.

* The "Maxi num Segnent Lifetine" (MSL) represents the time a QUC
packet can exist in the network. |Inplenentations can nmake this
configurable, and a RECOWENDED val ue is one mnute. Note that
the term"segnent” here originated in Section 3.4.1 of [TCP].

Versi on Negoti ati on Mechani sm

Thi s docunent specifies two nmeans of perforning version negotiation:
1) "inconpatible", which requires a round trip and is applicable to
all versions, and 2) "conpatible", which allows saving the round trip
but only applies when the versions are conpatible (see Section 2.2).

The client initiates a QU C connection by choosing an Oigina

Version and sending a first flight of QU C packets with a | ong header
to the server [QU CINVARIANTS]. The client’s first flight includes
Version Information (see Section 3), which will be used to optionally
enabl e conpati bl e version negotiation (see Section 2.3) and to
prevent version downgrade attacks (see Section 4).

Upon receiving this first flight, the server verifies whether it
knows how to parse first flights fromthe Chosen Version (which is
also the Original Version in this case). |If it does not, then it
starts incompatible version negotiation (see Section 2.1), which
causes the client to initiate a new connection with a different
version. For instance, if the client initiates a connection with
version A that the server can’'t parse, the server starts inconpatible
versi on negotiation; then, when the client initiates a new connection
with version B, we say that the first connection’s client Chosen
Version is A, the second connection's client Chosen Version is B, and
the Oiginal Version for the entire sequence is A

If the server can parse the first flight, it can establish the
connection using the client’s Chosen Version, or it MAY sel ect any
ot her conpatible version, as described in Section 2.3.

Note that it is possible for a server to have the ability to parse
the first flight of a given version without fully supporting it, in
the sense that it inplenents enough of the version's specification to
parse first flight packets but not enough to fully establish a
connection using that version

.1. Inconpatible Version Negotiation

The server starts inconpatible version negotiation by sending a
Versi on Negotiation packet. This packet SHALL include each entry
fromthe server’s set of Ofered Versions (see Section 5) in a
Supported Version field. The server MAY add reserved versions (as
defined in Section 6.3 of [QUC]) in Supported Version fields.

Clients will ignore a Version Negotiation packet if it contains the
Oiginal Version attenpted by the client, as required by Section 4.
The client also ignores a Version Negotiation packet that contains

i ncorrect connection ID fields, as required by Section 6 of

[ QUI C- | NVARI ANTS] .

Upon receiving the Version Negotiation packet, the client SHALL
search for a version it supports in the list provided by the server
If it doesn't find one, it SHALL abort the connection attenpt.

O herwise, it SHALL select a nmutually supported version and send a
new first flight with that version -- this version is now the
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3.

Negot i at ed Ver si on.

The new first flight will allow the endpoints to establish a
connection using the Negotiated Version. The handshake of the
Negoti ated Version will exchange Version Information (see Section 3)
that is required to ensure that version negotiati on was genui ne,
i.e., that no attacker injected packets in order to influence the
versi on negotiation process (see Section 4).

Only servers can start inconpatible version negotiation. dients
MUST NOT send Version Negotiation packets and servers MJST ignore al
recei ved Version Negotiation packets.

Conpati bl e Versions

If A and B are two distinct versions of QUC, Ais said to be
"conpatible" with Bif it is possible to take a first flight of
packets fromversion A and convert it into a first flight of packets
fromversion B. As an exanple, if versions A and B are absolutely
equal in their wire i mage and behavi or during the handshake but
differ after the handshake, then Ais conpatible with B and B is
conpatible with A. Note that the conversion of the first flight can
be | ossy; sone data, such as QU C version 1 0-RTT packets, could be
i gnored during conversion and retransmtted | ater.

Version conpatibility is not symmetric. It is possible for version A
to be conpatible with version B and for version B not to be
conpatible with version A.  This could happen, for exanple, if
version Bis a strict superset of version A i.e., if version A

i ncludes the concept of streams and STREAM franes and version B

i ncludes the concept of streams and the hypothetical concept of tubes
al ong with STREAM and TUBE franes, then A would be conpatible with B
but B would not be conpatible with A

Note that version conpatibility does not mean that every single

possi ble instance of a first flight will succeed in conversion to the
other version. A first flight using version Ais said to be
"conpatible" with version Bif tw conditions are net: (1) version A
is conpatible with version B and (2) the conversion of this first
flight to version Bis well defined. For exanple, if version Bis
equal to version Ain all aspects except it introduced a new frane in
its first flight that version A cannot parse or even ignore, then
version B could still be conpatible with version A as conversions
woul d succeed for connections where that frane is not used. In this
exanple, first flights using version B that carry this new frane
woul d not be conpatible with version A

When a new version of QU C is defined, it is assunmed to not be
compati ble with any ot her version unless otherw se specified.
Simlarly, no other version is conpatible with the new version unless
ot herw se specified. |Inplenentations MJST NOT assunme conpatibility
bet ween versions unless explicitly specified.

Note that both endpoints m ght di sagree on whether two versions are
compati ble or not. For exanple, two versions could have been defined
concurrently and then specified as conpatible in a third docunent
much later -- in that scenario, one endpoint night be aware of the
conpatibility docunent, while the other nay not.

Conpati bl e Version Negotiation

When the server can parse the client’s first flight using the
client’s Chosen Version, it can extract the client’s Version
Information structure (see Section 3). This contains the list of
versions that the client knows its first flight is conpatible wth.



In order to perform conpatible version negotiation, the server MJST
sel ect one of these versions that it (1) supports and (2) knows the
client’s Chosen Version is conpatible with. This selected version is
now t he Negotiated Version. After selecting it, the server attenpts
to convert the client’s first flight into that version and replies to
the client as if it had received the converted first flight.

If those formats are identical, as in cases where the Negotiated
Version is the sane as the client’s Chosen Version, then this will be
the identity transformation. |If the first flight is correctly
formatted, then this conversion process cannot fail by definition of
the first flight being conpatible; if the server is unable to convert
the first flight, it MJST abort the handshake.

If a docunent specifies that a QU C version is conpatible with

anot her, that docunment MJST specify the nechani sm by which clients
are made aware of the Negotiated Version. An exanple of such a
mechanismis to have the client determne the server’s Negoti ated
Versi on by exanmi ning the QU C | ong header Version field. Note that,
in this exanple nmechanism it is possible for the server to initially
send packets with the client’s Chosen Version before switching to the
Negoti ated Version (this can happen when the client’s Version
Information structure spans nmultiple packets; in that case, the
server mght acknow edge the first packet in the client’s Chosen
Version and later switch to a different Negotiated Version).

Mutual Iy conpati bl e versi ons SHOULD use the sane nechani sm

Note that, after the first flight is converted to the Negotiated
Versi on, the handshake conpletes in the Negotiated Version. |If the
Negoti at ed Version has requirenments that apply during the handshake,
those requirenents apply to the entire handshake, including the
converted first flight. 1In particular, if the Negotiated Version
mandat es that endpoints performvalidati ons on Handshake packets,
endpoi nts MUST al so perform such validations on the converted first
flight. For instance, if the Negotiated Version requires that the
5-tuple remain stable for the entire handshake (as QU C version 1
does), then both endpoints need to validate the 5-tuple of al
packets received during the handshake, including the converted first
flight.

Note also that the client can disable conpatible version negotiation
by only including the Chosen Version in the Available Versions field
of the Version Information (see Section 3).

If the server does not find a conpatible version (including the
client’s Chosen Version), it will performinconpatible version
negoti ati on instead (see Section 2.1).

Note that it is possible to have incompatible version negotiation
foll owed by conpati ble version negotiation. For instance, if version
Ais conpatible with version B and version Cis conpatible with
version D, the follow ng scenario could occur

dient Server
Chosen = A, Available Versions = (A, B) ------------- >
R L Version Negotiation = (D, Q)
Chosen = C, Available Versions = (C, D ------------- >
S Chosen = D, Available Versions = (D, Q)

Fi gure 1: Conbi ned Negoti ati on Exanpl e

In this exanple, the client selected C fromthe server’s Version
Negoti ati on packet, but the server preferred D and then selected it
fromthe client’s offer.
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4. Connections and Version Negotiation

QUI C connections are shared state between a client and a server

[QUI C I NVARI ANTS]. The conpati bl e version negotiation nechani sm
defined in this docunment (see Section 2.3) is performed as part of a
single QU C connection; that is, the packets with the client’s Chosen
Version are part of the sanme connection as the packets with the
Negot i at ed Versi on.

I n conparison, the inconpatible version negotiation nechani sm which
| everages QUI C Version Negotiation packets (see Section 2.1),
conceptual Iy operates across two QUI C connections, i.e., the
connection attenpt prior to receiving the Version Negotiation packet
is distinct fromthe connection with the inconpatible version that
fol | ows.

Note that this separation across two connections is conceptual, i.e.,
it applies to normative requirenents on QU C connections, but it does
not require inplenentations to internally use two distinct connection
obj ect s.

5. dient Choice of Oiginal Version

VWhen the client picks its Original Version, it SHOULD try to avoid

i nconpati bl e version negotiation to save a round trip. Therefore,

the client SHOULD pick an Original Version to nmaxim ze the conbi ned
probability that both:

* the server knows how to parse first flights fromthe Oigina
Ver si on and

* the Original Version is conpatible with the client’s preferred
versi on.

Wthout additional information, this could mean selecting the ol dest
version that the client supports while advertising newer conpatible
versions in the client’s first flight.

Version I nformation

Duri ng the handshake, endpoints w |l exchange Version Information,
whi ch consists of a Chosen Version and a |list of Avail able Versions.
Any version of QU C that supports this nechanism MJST provide a
mechani smto exchange Version Information in both directions during
t he handshake, such that this data is authenticated.

In QU C version 1, the Version Information is transmtted using a new
version_information transport paraneter (see Section 7.4 of [QU ().
The contents of Version Information are shown bel ow (using the
notation fromSection 1.3 of [QUI(C]):

Version Information {
Chosen Version (32),
Avai |l abl e Versions (32) ...,

}

Fi gure 2: Version Information Format
The content of each field is described bel ow

Chosen Version: The version that the sender has chosen to use for
this connection. |In nost cases, this field will be equal to the
val ue of the Version field in the | ong header that carries this
dat a; however, future versions or extensions can choose to set
different values in the | ong header Version field.



The contents of the Available Versions field depend on whether it is
sent by the client or by the server

Client-Sent Available Versions: Wen sent by a client, the Available
Versions field lists all the versions that this first flight is
compati ble with, ordered by descending preference. Note that the
version in the Chosen Version field MUST be included in this |ist
to allow the client to communicate the Chosen Version's
preference. Note that this preference is only advisory; servers
MAY choose to use their own preference instead.

Server-Sent Avail able Versions: Wen sent by a server, the Avail abl e
Versions field lists all the Fully Depl oyed Versions of this
server depl oynent (see Section 5). The ordering of the versions
inthis field does not carry any semantics. Note that the version
in the Chosen Version field is not necessarily included in this
list, because the server operator could be in the process of
renovi ng support for this version. For the sane reason, the
Avai |l abl e Versions field MAY be enpty.

Clients and servers MAY both include versions followi ng the pattern
Ox?a?a?a?a in their Available Versions list. Those versions are
reserved to exercise version negotiation (see Section 15 of [QU (])
and will never be sel ected when choosing a version to use.

Ver si on Downgrade Prevention

A version downgrade is an attack where a nmlicious entity nanages to
make the QU C endpoints negotiate a QUIC version different fromthe
one they woul d have negotiated in the absence of the attack. The
mechani sm described in this docunment is designed to prevent downgrade
att acks.

Clients MJST ignore any received Version Negotiation packets that
contain the Original Version. A client that nakes a connection
attenpt based on information received froma Version Negotiation
packet MUST ignore any Version Negotiation packets it receives in
response to that connection attenpt.

Bot h endpoi nts MJST parse their peer’s Version Information during the
handshake. |If that leads to a parsing failure (for exanple, if it is
too short or if its length is not divisible by four), then the
endpoi nt MJST cl ose the connection; if the connection was using QU C
version 1, that connection closure MIST use a transport error of type
TRANSPORT _PARAMETER ERROR. I f an endpoint receives a Chosen Version
equal to zero, or any Available Version equal to zero, it MJST treat
it as a parsing failure. |If a server receives Version Information
where the Chosen Version is not included in Available Versions, it
MJST treat it as a parsing failure.

Every QU C version that supports version negotiation MJST define a
met hod for closing the connection with a version negotiation error
For QUIC version 1, version negotiation errors are signaled using a
transport error of type VERSI ON NEGOTI ATI ON_ERROR (see Section 10.2).

When a server receives a client’s first flight, the server will first
establish which QU C version is in use for this connection in order
to properly parse the first flight. This nmay involve exam ning data
that is not part of the handshake transcript, such as parts of the
packet header. When the server then processes the client’s Version
Information, the server MJST validate that the client’s Chosen

Ver sion matches the version in use for the connection. If the two
differ, the server MJUST cl ose the connection with a version
negoti ati on error

In the specific case of QU C version 1, the server determ nes that



version 1 is in use by observing that the Version field of the first
Long Header packet it receives is set to 0x00000001. Subsequently,
if the server receives the client’s Version Information over QU C
version 1 (as indicated by the Version field of the Long Header
packets that carried the transport paraneters) and the client’s
Chosen Version is not set to 0x00000001, the server MJST cl ose the
connection with a version negotiation error

Servers MAY conpl ete the handshake even if the Version Information is
m ssing. Cients MJST NOT conpl ete the handshake if they are
reacting to a Version Negotiation packet and the Version |Infornmation
is mssing, but MAY do so ot herw se.

If a client receives Version Informati on where the server’s Chosen
Versi on was not sent by the client as part of its Avail able Versions,
the client MJST cl ose the connection with a version negotiation
error. |If a client has reacted to a Version Negotiation packet and
the server’s Version Informati on was m ssing, the client MJST cl ose
the connection with a version negotiation error

If the client received and acted on a Version Negotiation packet, the
client MUST validate the server’s Available Versions field. The
Avail able Versions field is validated by confirm ng that the client
woul d have attenpted the same version with know edge of the versions
the server supports. That is, the client would have sel ected the
sanme version if it received a Version Negotiation packet that listed
the versions in the server’s Avail able Versions field, plus the

Negotiated Version. |If the client would have selected a different
version, the client MJST close the connection with a version
negotiation error. In particular, if the client reacted to a Version

Negoti ati on packet and the server’s Available Versions field is
enpty, the client MJUST close the connection with a version
negotiation error. These connection closures prevent an attacker
frombeing able to use forged Version Negotiation packets to force a
ver si on downgr ade

As an example, let’s assume a client supports hypothetical QU C
versions 10, 12, and 14 with a preference for higher versions. The
client initiates a connection attenpt with version 12. Let’'s explore
two i ndependent exanpl e scenari os:

* In the first scenario, the server supports versions 10, 13, and
14, but only 13 and 14 are Fully Depl oyed (see Section 5). The
server sends a Version Negotiation packet with versions 10, 13,
and 14. This triggers an inconpatible version negotiation, and
the client initiates a new connection with version 14. Then, the
server’s Avail able Versions field contains 13 and 14. In that
scenario, the client would have al so picked 14 if it had received
a Version Negotiation packet with versions 13 and 14; therefore,

t he handshake succeeds using Negoti ated Version 14.

* |In the second scenario, the server supports versions 10, 13, and
14, and they are all Fully Deployed. However, the attacker forges
a Version Negotiation packet with versions 10 and 13. This
triggers an inconpatible version negotiation, and the client
initiates a new connection with version 10. Then, the server’s
Avail abl e Versions field contains 10, 13, and 14. |In that
scenario, the client would have picked 14 instead of 10 if it had
received a Version Negotiation packet with versions 10, 13, and
14; therefore, the client aborts the handshake with a version
negoti ati on error

This validation of Available Versions is not sufficient to prevent
downgrade. Downgrade prevention al so depends on the client ignoring
Versi on Negotiation packets that contain the Oiginal Version (see
Section 2.1).



After the process of version negotiation described in this docunent
conpl etes, the version in use for the connection is the version that
the server sent in the Chosen Version field of its Version
Information. That remains true even if other versions were used in
the Version field of |ong headers at any point in the lifetime of the
connection. |In particular, since the client can be made aware of the
Negoti ated Version by the QU C | ong header version during conpatible
versi on negotiation (see Section 2.3), clients MJST validate that the
server’'s Chosen Version is equal to the Negotiated Version; if they
do not match, the client MJST close the connection with a version
negotiation error. This prevents an attacker’s ability to influence
versi on negotiation by forging the | ong header Version field.

Server Deploynments of QUIC

Wil e this docunment mainly discusses a single QU C server, it is
common for deploynents of QU C servers to include a fleet of nultiple
server instances. Therefore, we define the follow ng ternmns:

Acceptabl e Versions: This is the set of versions supported by a
gi ven server instance. Mre specifically, these are the versions
that a given server instance will use if a client sends a first
flight using them

O fered Versions: This is the set of versions that a given server
instance will send in a Version Negotiation packet if it receives
a first flight froman unknown version. This set will nost often
be equal to the Acceptable Versions set, except during short
transitions while versions are added or renoved (see bel ow).

Ful Iy Deployed Versions: This is the set of QU C versions that is
supported and negoti ated by every single QU C server instance in
this deploynent. |[|f a deploynent only contains a single server
instance, then this set is equal to the Ofered Versions set,
except during short transitions while versions are added or
renoved (see bel ow).

If a deployment contains multiple server instances, software updates
may not happen at exactly the sane tine on all server instances.
Because of this, a client mght receive a Version Negotiation packet
froma server instance that has already been updated, and the
client’s resulting connection attenpt night reach a different server
i nstance which hasn’t been updated yet.

However, even when there is only a single server instance, it is
still possible to receive a stale Version Negotiation packet if the
server perfornms its software update while the Version Negotiation
packet is in flight.

Thi s coul d cause the version downgrade preventi on nmechani sm descri bed
in Section 4 to falsely detect a downgrade attack. To avoid that,
server operators SHOULD perform a three-step process when they wi sh
to add or renove support for a version, as described bel ow

When addi ng support for a new version

* The first step is to progressively add support for the new version
to all server instances. This step updates the Acceptable
Versions but not the Ofered Versions nor the Fully Depl oyed
Versions. Once all server instances have been updated, operators
wait for at |least one MSL to allow any in-flight Version
Negoti ati on packets to arrive

* Then, the second step is to progressively add the new version to
O fered Versions on all server instances. Once conplete,
operators wait for at |east another MSL.
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* Finally, the third step is to progressively add the new version to
Ful |y Depl oyed Versions on all server instances.

When renovi ng support for a version

* The first step is to progressively renove the version fromFully
Depl oyed Versions on all server instances. Once it has been
renoved on all server instances, operators wait for at |east one
MSL to allow any in-flight Version Negotiation packets to arrive.

* Then, the second step is to progressively renove the version from
O fered Versions on all server instances. Once conplete,
operators wait for at |east another MSL.

* Finally, the third step is to progressively renove support for the
version fromall server instances. That step updates the
Accept abl e Versi ons.

Note that, during the update w ndow, connections are vulnerable to
downgrade attacks for Acceptable Versions that are not Fully

Depl oyed. This is because a client cannot distinguish such a
downgrade attack fromlegitimte exchanges with both updated and non-
updat ed server instances.

Appli cation-Layer Protocol Considerations

When a client creates a QUIC connection, its goal is to use an

application-layer protocol. Therefore, when considering which
versions are conpatible, clients will only consider versions that
support one of the intended application-layer protocols. |If the

client’s first flight advertises nmultiple Application-Layer Protoco
Negoti ation (ALPN) [ALPN] tokens and nultiple conpatible versions, it
is possible for some application-layer protocols to not be able to
run over sonme of the offered conpatible versions. It is the server’'s
responsibility to only select an ALPN token that can run over the
compatible QU C version that it selects.

A given ALPN token MJST NOT be used with a new QU C version that is
different fromthe version for which the ALPN token was originally
defined, unless all the follow ng requirements are net:

* The new QUI C version supports the transport features required by
the application protocol

* The new QUI C version supports ALPN.

*  The version of QU C for which the ALPN token was originally
defined is conpatible with the new QUI C version.

When i nconpati bl e version negotiation is in use, the second
connection that is created in response to the received Version
Negoti ati on packet MJST restart its application-layer protoco

negoti ati on process w thout taking into account the Oiginal Version

Consi derations for Future Versions

In order to facilitate the deploynent of future versions of QU C
designers of future versions SHOULD attenpt to design their new
versi on such that commonly depl oyed versions are conpatible with it.

QUIC version 1 defines nultiple features which are not docunented in
the QU Cinvariants. Since, at the tinme of witing, QJUC version 1
is widely deployed, this section discusses considerations for future
versions to help with conpatibility with QU C version 1.

Interaction with Retry



QUIC version 1 features Retry packets, which the server can send to
validate the client’s I P address before parsing the client’s first
flight. A server that sends a Retry packet can do so before parsing
the client’s first flight. Therefore, a server that sends a Retry
packet m ght not have processed the client’s Version Information

bef ore doi ng so

If a future docunent wi shes to define conpatibility between two
versi ons that support Retry, that document MJST specify how version
negoti ati on (both conpatible and inconpatible) interacts with Retry
during a handshake that requires both. For exanple, that could be
acconpl i shed by having the server first send a Retry packet in the
Original Version, thereby validating the client’s | P address before
attenpting conpatible version negotiation. |f both versions support
authenticating Retry packets, the conpatibility definition needs to
define how to authenticate the Retry in the Negotiated Version
handshake even though the Retry itself was sent using the client’s
Chosen Ver si on.

7.2. Interaction with TLS Resunption

QUI C version 1 uses TLS 1.3, which supports session resunption by
sendi ng session tickets in one connection that can be used in a | ater
connection (see Section 2.2 of [TLS]). New versions that al so use
TLS 1.3 SHOULD nmandate that their session tickets are tightly scoped
to one version of QUC, i.e., require that clients not use them
across multiple version and that servers validate this client
requirenent. This helps mtigate cross-protocol attacks.

7.3. Interaction with 0-RTT

QUIC version 1 allows sending data fromthe client to the server
during the handshake by using O-RTT packets. If a future docunent

wi shes to define conpatibility between two versions that support
0-RTT, that docunent MJUST address the scenario where there are 0-RTT
packets in the client’s first flight. For exanple, this could be
acconpl i shed by defining which transformations are applied to 0O-RTT
packets. That docunent could specify that conpatible version

negoti ati on causes O0-RTT data to be rejected by the server

8. Special Handling for QU C Version 1

Because QUIC version 1 was the only QUI C version that was published
on the | ETF Standards Track before this docunment, it is handl ed
specially as follows: if aclient is starting a QJC version 1
connection in response to a received Version Negotiation packet and
the version_information transport parameter is mssing fromthe
server’s transport parameters, then the client SHALL proceed as if
the server’s transport paranmeters contained a version_infornmation
transport paranmeter with a Chosen Version set to 0x00000001 and an
Avail abl e Version list containing exactly one version set to
0x00000001. This allows version negotiation to work with servers
that only support QU C version 1. Note that inplenentations that

wi sh to use version negotiation to negotiate versions other than QU C
version 1 MJUST inplenent the version negotiation mechanismdefined in
thi s docunent.

9. Security Considerations

The security of this version negotiation mechanismrelies on the
authenticity of the Version Information exchanged during the

handshake. |In QUIC version 1, transport paranmeters are
aut henti cated, ensuring the security of this nechanism Negotiation
bet ween conpati ble versions will have the security of the weakest

common ver si on.
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11.

11.

11.

The requirenent that versions not be assuned conpatible nmitigates the
possibility of cross-protocol attacks, but nore analysis is still
needed here. That analysis is out of scope for this docunent.

| ANA Consi derati ons
1. QUIC Transport Paraneter

| ANA has registered the following value in the "QU C Transport
Par anmet ers" regi stry maintai ned at <https://ww.iana. org/assi gnnents/
qui c>.

Val ue: 0x11

Paraneter Name: version_information
Status: permanent

Speci fication: RFC 9368

2. QUIC Transport Error Code

| ANA has registered the following value in the "QU C Transport Error
Codes" registry maintained at <https://ww.iana. org/assi gnments/
qui c>.

Val ue: 0x11

Code: VERSI ON_NEGOTI ATI ON_ERRCOR
Description: Error negotiating version
Status: permanent

Speci fication: RFC 9368
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