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Abst r act
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expl ai ns use cases using V2V, V2I, and V2X networking. Next, for

| Pv6- based vehi cul ar networks, it nakes a gap anal ysis of current

| Pv6 protocols (e.g., |IPv6e Neighbor Discovery, nobility managenent,
as well as security and privacy).
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I ntroduction

Vehi cul ar networki ng studi es have nmainly focused on inproving road
safety and efficiency and al so enabling entertai nment in vehicul ar
networks. To proliferate the use cases of vehicul ar networks,
several governnents and private organi zati ons have conmtted to

al | ocati ng dedi cated spectrum for vehi cul ar comruni cati ons. The
Federal Comruni cations Commi ssion (FCC) in the US allocated wirel ess
channel s for Dedi cated Short-Range Comuni cations (DSRC) [DSRC] in
the Intelligent Transportation Systens (ITS) with the frequency band
of 5.850 - 5.925 Gz (i.e., 5.9 GHz band). In Novenber 2020, the FCC
adjusted the lower 45 Mz (i.e., 5.850 - 5.895 GHz) of the 5.9 Gz
band for unlicensed use instead of DSRC- dedi cated use

[ FCC- I TS-Modi fication]. DSRC based wirel ess communi cati ons can
support vehicle-to-vehicle (V2V), vehicle-to-infrastructure (V2l),
and vehicl e-to-everything (V2X) networking. The European Union (EU)
al l ocated radi o spectrum for safety-related and non-safety-rel ated
applications of ITS with the frequency band of 5.875 - 5.905 GHz, as
part of the Comm ssion Decision 2008/ 671/ EC [ EU-2008-671-EC]. Most
other countries and regions in the world have adopted the 5.9 GHz
band for vehicul ar networks, though different countries use different
ways to divide the band into channels.

For direct inter-vehicular wreless connectivity, |EEE has anended
standard 802.11 (commonly known as W-Fi) to enabl e safe driving
servi ces based on DSRC for the Wrel ess Access in Vehicular

Envi ronnments (WAVE) system The Physical Layer (L1) and Data Link
Layer (L2) issues are addressed in | EEE 802. 11p [| EEE-802.11p] for
the PHY and MAC | ayers of the DSRC, while | EEE Std 1609. 2

[ WAVE- 1609. 2] covers security aspects, |EEE Std 1609.3 [ WAVE- 1609. 3]
defines related services at network and transport |layers, and | EEE
Std 1609.4 [WAVE- 1609. 4] specifies the nultichannel operation. |EEE
802.11p was first a separate anendnent but was later rolled into the
base 802.11 standard (I EEE Std 802.11-2012) as | EEE 802.11 CQutside
the Context of a Basic Service Set (OCB) in 2012 [I|EEE-802.11-CCB].

3GPP has standardi zed Cel | ul ar Vehicle-to-Everything (C V2X)

conmuni cations to support V2X in LTE nobile networks (called LTE V2X)
and V2X in 5G nobile networks (called 5G V2X) [TS-23. 285- 3GPP]

[ TR-22.886-3GPP] [TS-23.287-3GPP]. Wth CV2X, vehicles can directly
comruni cate with each other without relay nodes (e.g., eNodeB in LTE



and gNodeB in 5G.

Along with these WAVE standards and C V2X standards, regardless of a
wi rel ess access technol ogy under the I P stack of a vehicle, vehicular
networks can operate |P mobility with I Pv6 [ RFC8200], that is, Mbile
| Pv6 protocols, e.g., Mbile IPv6 (MPv6) [ RFC6275], Proxy Mbbile

I Pv6 (PM Pv6) [RFC5213], Distributed Mbility Managenent (DWW

[ RFC7333], Network Mobility (NEMD [RFC3963], and the Locator/ID
Separation Protocol (LISP) [RFC9300]. In addition, |SO has approved
a standard specifying the | Pv6 network protocols and services to be
used for Comunications Access for Land Mbiles (CALM [ISO |1 TS-1Pv6]
[1SO I TS 1 Pv6- AMDL] .

Thi s docunent describes use cases and a probl em st at enent about

| Pv6- based vehi cul ar networking for ITS, which is naned | Pv6 Wrel ess
Access in Vehicular Environments (IPWAVE). First, it introduces the
use cases for using V2V, V2I, and V2X networking in ITS. Next, for

| Pv6- based vehi cul ar networks, it nmakes a gap anal ysis of current

| Pv6 protocols (e.g., |IPv6 Neighbor D scovery, nobility managenent,
as well as security and privacy) so that those protocols can be
tailored to | Pv6-based vehicul ar networking. Thus, this docunment is
i ntended to notivate devel opnent of key protocols for | PWAVE

Ter m nol ogy

Thi s docunent uses the term nol ogy described in [ RFC8691]. In
addition, the following terns are defined bel ow

Cont ext - Awar eness: A vehicle can be aware of spatial -tenporal
mobility information (e.g., position, speed, direction, and
accel eration/ decel eration) of surrounding vehicles for both safety
and non-safety uses through sensing or conmunication [ CASD].

Di stributed Mbility Management (DMV): See [ RFC7333] [RFC7429].

Edge Computing Device (ECD): This is a conputing device (or server)
at the edge of the network for vehicles and vul nerabl e road users.
It co-locates with or connects to an I P Roadside Unit (I1P-RSU),
whi ch has a powerful computing capability for different kinds of
conmputing tasks, such as inmage processing and cl assification.

Edge Network (EN): This is an access network that has an I P-RSU for
Wi rel ess conmuni cation with other vehicles having an I P On-Board
Unit (I1P-0BU and wired conmunication with other network devices
(e.g., routers, |IP-RSUs, ECDs, servers, and Mdbility Anchors
(MAs)). It may use a G obal Navigation Satellite System (GNSS)
such as d obal Positioning System (GPS) with a GNSS receiver for
its position recognition and the |ocalization service for the sake
of vehicl es.

Evol ved Node B (eNodeB): This is a base station entity that supports
the Long Term Evolution (LTE) air interface.

Internet Protocol On-Board Unit (IP-OBU): An |IP-OBU denotes a
computer situated in a vehicle (e.g., car, bicycle, electric bike,
nmotorcycle, or simlar), which has a basic processing ability and
can be driven by a | owpower CPU (e.g., ARM. It has at |east one
IP interface that runs in | EEE 802. 11- OCB and has an " OBU'
transceiver. Also, it may have an IP interface that runs in
Cel lular V2X (G V2X) [TS-23.285-3GPP] [ TR-22. 886- 3GPP]

[ TS-23.287-3GPP]. It can play the role of a router connecting
mul tiple conputers (or in-vehicle devices) inside a vehicle. See
the definition of the term"IP-OBU' in [ RFC8691].

| P Roadside Unit (IP-RSU): An IP-RSU is situated along the road. It
has at |east two distinct | P-enabled interfaces. The wreless



PHY/ MAC | ayer of at least one of its IP-enabled interfaces is
configured to operate in 802.11-0CB node [| EEE-802.11-0CB]. An

I P-RSU communi cates with the I P-OBU over an 802.11 wireless |ink
operating in OCB node. One of its IP-enabled interfaces is
connected to the wired network for wired communi cati on with ot her
networ k devices (e.g., routers, |P-RSUs, ECDs, servers, and MAs).
Al so, it may have another |P-enabled wireless interface running in
3GPP C-V2X in addition to the I P-RSU defined in [ RFC8691]. An |P-
RSU is simlar to an Access Network Router (ANR), defined in

[ RFC3753], and a Wreless Ternination Point (WIP), defined in

[ RFC5415]. See the definition of the term"IP-RSU' in [ RFC8691].

Li ght Detection and Ranging (LiDAR): This is a method for measuring
a distance to an object by emtting pulsed |aser |ight and
measuring the reflected pulsed |ight.

Mobility Anchor (MA): This is a node that naintains |Pv6 addresses
and nobility information of vehicles in a road network to support
their 1 Pv6 address autoconfiguration and nobility nanagement with
a binding table. An MA has end-to-end (E2E) connections (e.g.,
tunnels) with IP-RSUs under its control for the | Pv6 address
aut oconfiguration and nobility managenment of the vehicles. This
MA is sinmilar to a Local Mbility Anchor (LMA) in PMPv6 [ RFC5213]
for network-based mobility managenent.

Next Generation Node B (gNodeB): This is a base station entity that
supports the 5G New Radio (NR) air interface.

Qut side the Context of a BSS (OCB): This is a node of operation in
which a station (STA) is not a nmenber of a Basic Service Set (BSS)
and does not utilize IEEE Std 802.11 aut hentication, association,
or data confidentiality [|EEE-802.11-CCB].

802.11-0CB: This refers to the node specified in | EEE Std
802.11-2016 [I| EEE-802. 11-OCB] when the MB attribute
dot 110CBActi vated is '"true'.

Pl at ooni ng:  Mvi ng vehicles can be grouped together to reduce air
resi stance for energy efficiency and reduce the nunber of drivers
such that only the | ead vehicle has a driver, and the other
vehi cl es are autononous vehicles without a driver and cl osely
follow the | ead vehicle [ Truck-Pl atooni ng].

Traffic Control Center (TCC): This is a systemthat nmanages road
infrastructure nodes (e.g., IP-RSUs, MAs, traffic signals, and
| oop detectors) and also maintains vehicular traffic statistics
(e.g., average vehicle speed and vehicle inter-arrival tinme per
road segment) and vehicle information (e.g., a vehicle's
identifier, position, direction, speed, and trajectory as a
navi gation path). TCCis part of a Vehicular Coud for vehicular
net wor ks.

Urban Air Mbility (UAM: This refers to using |lower-altitude
aircraft to transport passengers or cargo in urban and suburban
areas. The carriers used for UAM can be manned or unmanned
vehi cl es, which can include helicopters, electric vertical take-
of f and landing (eVTQL) aircraft, and unmanned aerial vehicles
(UAVS) .

Vehicle: This is a node that has an I P-OBU for wirel ess
communi cation with other vehicles and IP-RSUs. It has a GN\SS
radi o navigation receiver for efficient navigation. Any device
having an | P-OBU and a GNSS receiver (e.g., smartphone and tabl et
PC) can be regarded as a vehicle in this docunent.

Vehi cul ar Ad Hoc Network (VANET): This is a network that consists of



vehi cl es interconnected by w rel ess communication. Two vehicles
in a VANET can conmmuni cate with each other using other vehicles as
rel ays even where they are out of one-hop w reless comunication
range.

Vehicular Coud: This is a cloud infrastructure for vehicul ar
net wor ks, havi ng conpute nodes, storage nodes, and network
forwarding el ements (e.g., switch and router)

Vehicle to Device (V2D): This is the wirel ess comunicati on between
a vehicle and a device (e.g., smartphone and |oT (Internet of
Thi ngs) device).

Vehicle to Pedestrian (V2P): This is the wireless conmmunication
bet ween a vehicle and a pedestrian’s device (e.g., snartphone and
| oT device).

Vehicle to Infrastructure to Vehicle (V212V): This is the wireless
comuni cati on between a vehicle and another vehicle via an
infrastructure node (e.g., |P-RSU).

Vehicle to Infrastructure to Everything (V212X): This is the
Wi rel ess conmuni cati on between a vehicle and another entity (e.g.,
vehi cl e, smartphone, and |oT device) via an infrastructure node
(e.g., IP-RIU.

Vehicle to Everything (V2X): This is the wireless conmunication
bet ween a vehicle and any entity (e.g., vehicle, infrastructure
node, smartphone, and |oT device), including V2V, V21, V2D, and
V2P.

Vehi cul ar Mobility Managenent (VMM : This is | Pv6-based mohility
managenent for vehi cul ar networks.

Vehi cul ar Nei ghbor Di scovery (VND): This is an IPv6 ND (Nei ghbor
Di scovery) extension for vehicul ar networKks.

Vehi cul ar Security and Privacy (VSP): This is |Pv6-based security
and privacy for vehicul ar networks.

Wrel ess Access in Vehicular Environments (WAVE): See [ WAVE-1609. 0] .
Use Cases

Thi s section explains use cases of V2V, V2|, and V2X networking. The
use cases of the V2X networking exclude the ones of the V2V and V2I
net wor ki ng but include Vehicl e-to-Pedestrian (V2P) and Vehicl e-to-
Devi ce (V2D).

IP is wdely used anong popul ar end-user devices (e.g., snartphone
and tablet) in the Internet. Applications (e.g., navigator
application) for those devices can be extended such that the V2V use
cases in this section can work with I Pv6 as a network | ayer protoco
and | EEE 802.11-QOCB as a link-layer protocol. |In addition, |Pv6
security needs to be extended to support those V2V use cases in a
safe, secure, privacy-preserving way.

The use cases presented in this section serve as the description and
motivation for the need to augnment IPv6 and its protocols to
facilitate "Vehicular 1Pv6". Section 5 sunmarizes the overal
probl em statement and | Pv6 requirements. Note that the adjective
"Vehicular" in this docunent is used to represent extensions of

exi sting protocols, such as |IPv6 Nei ghbor Discovery, |Pv6 Mbility
Managenent (e.g., PMPv6 [RFC5213] and DWM [ RFC7429]), and | Pv6
Security and Privacy Mechani snms rather than new "vehi cul ar-specific"
functi ons.



.1

V2V
The use cases of V2V networking discussed in this section include:

* Context-aware navigation for driving safely and avoi di ng
col l'i sions

* Collision avoi dance service of end systens of Urban Air Mbility

(UAM
* Cooperative adaptive cruise control on a roadway
* Pl atooni ng on a hi ghway
* Cooperative environnent sensing

The above use cases are exanples for using V2V networking, which can
be extended to other terrestrial vehicles, river/sea ships, railed
vehi cl es, or UAM end systens.

A Context-Aware Safety Driving (CASD) navi gator [CASD] can help
drivers to drive safely as a context-aware navigation service [ CNP]
by alerting themto dangerous obstacles and situations. That is, a
CASD navi gat or di spl ays obstacl es or nei ghboring vehicles relevant to
possible collisions in real tinme through V2V networking. CASD

provi des vehicles with a class-based automatic safety action plan
that considers three situations, nanely, the Line-of-Sight unsafe,
Non- Li ne-of - Si ght unsafe, and safe situations. This action plan can
be put into action anong nultiple vehicles using V2V networki ng.

A service for collision avoidance of in-air UAM end systens is one
possi bl e use case in air vehicular environnments [UAMITS]. This use
case is simlar to that of a context-aware navigator for terrestria
vehi cl es. Through V2V coordi nation, those UAM end systens (e.g.,
drones) can avoid a dangerous situation (e.g., collision) in three-
di mensi onal space rather than two-di mensional space for terrestrial
vehicles. Also, a UAMend system(e.g., flying car), when only a few
hundred neters off the ground, can conmmunicate with terrestria
vehicles with wrel ess conmuni cation technol ogies (e.g., DSRC, LTE,
and C-V2X). Thus, V2V neans any vehicle to any vehicle, whether the
vehicl es are ground | evel or not.

Cooperative Adaptive Cruise Control (CACC) [CA-Cruise-Control] helps
i ndi vi dual vehicles to adapt their speed autononously through V2V
conmmuni cati on anong vehicl es according to the mobility of their
predecessor and successor vehicles on an urban roadway or a hi ghway.
Thus, CACC can hel p adj acent vehicles to efficiently adjust their
speed in an interactive way through V2V networking in order to avoid
a col lision.

Pl at ooni ng [ Truck- Pl atooning] allows a series (or group) of vehicles
(e.g., trucks) to follow each other very closely. Vehicles can use
V2V conmuni cation in addition to forward sensors in order to maintain
const ant cl earance between two consecutive vehicles at very short
gaps (from3 to 10 neters). Platooning can naxinm ze the throughput
of vehicular traffic on a highway and reduce the gas consunption
because the | ead vehicle can help the follow ng vehicl es experience

| ess air resistance.

Cooper ati ve-envi ronnment - sensi ng use cases suggest that vehicles can
share environnmental information (e.g., air pollution, hazards,
obstacl es, slippery areas by snow or rain, road accidents, traffic
congestion, and driving behaviors of neighboring vehicles) from
various vehicl e-nounted sensors, such as radars, LiDAR systenms, and
cameras, with other vehicles and pedestrians. [Autonotive-Sensing]



introduces mllimeter-wave vehicul ar comruni cati on for massive
autonotive sensing. A lot of data can be generated by those sensors,
and these data typically need to be routed to different destinations.
In addition, fromthe perspective of driverless vehicles, it is
expected that driverless vehicles can be mixed with driver-operated
vehi cl es. Through cooperative environment sensing, driver-operated
vehi cl es can use environnental information sensed by driverless
vehicles for better interaction with the other vehicles and
environment. Vehicles can also share their intended naneuvering
information (e.g., |ane change, speed change, ranp in-and-out, cut-
in, and abrupt braking) w th neighboring vehicles. Thus, this

i nformati on sharing can hel p the vehicles behave as nore efficient
traffic fl ows and mnim ze unnecessary accel erati on and decel eration
to achieve the best ride confort.

To support applications of these V2V use cases, the required
functions of IPv6 include (a) |Pv6-based packet exchange in both
control and data planes and (b) secure, safe comunicati on between
two vehicles. For the support of V2V under multiple radio

technol ogies (e.g., DSRC and 5G V2X), refer to Appendix A

.2, V2l

The use cases of V2I networking discussed in this section include:
* Navigation service

* Energy-efficient speed recommendati on service

* Accident notification service

* FElectric Vehicle (EV) charging service

* UAM navi gation service with efficient battery charging

A navigation service (for exanple, the Self-Adaptive Interactive

Navi gati on Tool [SAINT]) that uses V21 networking interacts with a
TCC for the large-scale/long-range road traffic optim zation and can
gui de individual vehicles along appropriate navigation paths in rea
time. The enhanced version of SAINT [ SAI NTplus] can give fast-noving
pat hs to energency vehicles (e.g., anbulance and fire engine) to let
them reach an accident spot while redirecting other vehicles near the
acci dent spot into efficient detour paths.

Either a TCC or an ECD can recomend an energy-efficient speed to a
vehicle that depends on its traffic environment and traffic signa
scheduling [ Signal Guru]. For example, when a vehicle approaches an
intersection area and a red traffic light for the vehicle becones
turned on, it needs to reduce its speed to save fuel consunption. In
this case, either a TCC or an ECD, which has the up-to-date
trajectory of the vehicle and the traffic |ight schedule, can notify
the vehicle of an appropriate speed for fuel efficiency.

[ Fuel -Efficient] covers fuel-efficient route and speed plans for

pl at ooned trucks.

The energency comuni cation between vehicles in an accident (or

ener gency-response vehicles) and a TCC can be perforned via either

| P-RSUs or 4G LTE or 5G networks. The First Responder Network
Authority [FirstNet] is provided by the US government to establish,
operate, and maintain an interoperable public safety broadband
network for safety and security network services, e.g., energency
calls. The construction of the nationw de FirstNet network requires
each state in the US to have a Radio Access Network (RAN) that will
connect to the FirstNet's network core. The current RANis mainly
constructed using 4G LTE for comunication between a vehicle and an
infrastructure node (i.e., V21) [FirstNet-Report], but it is expected



that DSRC-based vehicul ar networks [DSRC] will be available for V2
and V2V in the near future. An equivalent project in Europe is
call ed Public Safety Communications Europe [PSCE], which is

devel opi ng a network for energency comuni cations.

An EV charging service with V21 can facilitate the efficient battery
charging of EVs. 1In the case where an EV charging station is
connected to an I P-RSU, an EV can be guided toward the deck of the EV
charging station or be notified that the charging station is out of
service through a battery chargi ng server connected to the | P-RSU

In addition to this EV chargi ng service, other val ue-added services
(e.g., firmvare/software update over-the-air and nedia stream ng) can
be provided to an EV while it is charging its battery at the EV
charging station. For a UAM navigation service, an efficient battery
charging plan can inprove the battery chargi ng schedul e of UAM end
systens (e.g., drones) for |long-distance flying [CBDN]. For this
battery chargi ng schedule, a UAM end system can comunicate with a
cloud server via an infrastructure node (e.g., IP-RSU). This cloud
server can coordinate the battery charging schedul es of nultiple UAM
end systens for their efficient navigation path, considering flight
time fromtheir current position to a battery charging station,
waiting time in a waiting queue at the station, and battery charging
time at the station.

In sone scenarios, such as vehicles noving on highways or staying in
parking lots, a V2V2l network is necessary for vehicles to access the
I nternet since sone vehicles nay not be covered by an | P-RSU. For
those vehicles, a fewrelay vehicles can help to build the Internet
access. For the nested NEMO described in [ RFC4888], hosts inside a
vehicle shown in Figure 3 for the case of V2V2l may have the sane
issue in the nested NEMO scenario

To better support these use cases, the existing | Pv6 protocol nust be
augnment ed either through protocol changes or by including a new
adaptation layer in the architecture that efficiently maps IPv6 to a
diversity of link-layer technol ogies. Augnmentation is necessary to
support wireless nmultihop V21 communi cati ons on a hi ghway where RSUs
are sparsely deployed so that a vehicle can reach the wrel ess
coverage of an I P-RSU through the multihop data forwardi ng of

i ntermedi ate vehicles as packet forwarders. Thus, |Pv6 needs to be
extended for multihop V2I communications.

To support applications of these V2I use cases, the required
functions of I Pv6 include |IPv6 comrunication enabl ement with

nei ghbor hood di scovery and | Pv6 address managenent; reachability with
adapt ed network nodel s and routing nethods; transport-layer session
continuity; and secure, safe communi cati on between a vehicle and an
infrastructure node (e.g., IP-RSU) in the vehicul ar network.

3.3. V2X

The use case of V2X networking discussed in this sectionis for a
protection service for a vulnerable road user (VRU), e.g., a
pedestrian or cyclist. Note that the application area of this use
case is currently limted to a specific environment, such as
construction sites, plants, and factories, since not every VRUInNn a
public area is equipped with a smart device (e.g., not every child on
a road has a snartphone, smart watch, or tablet).

A VRU protection service, such as the Safety-Aware Navi gati on
Application [ SANA], using V21 2P networking can reduce the collision
of a vehicle and a pedestrian carrying a smartphone equi pped with a
network device for wreless comunication (e.g., W-Fi, DSRC, 4d 5G
V2X, and Bl uetooth Low Energy (BLE)) with an I P-RSU. Vehicles and
pedestrians can al so conmuni cate with each other via an I P-RSU.  An
ECD behind the IP-RSU can collect the nobility information from



vehi cl es and pedestrians, and then conpute w rel ess comunication
scheduling for the sake of them This scheduling can save the
battery of each pedestrian’s smartphone by allowing it to work in

sl eepi ng node before conmmunication with vehicles, considering their
mobility. The location information of a VRU froma smart device
(e.g., smartphone) is nulticasted only to the nearby vehicles. The
true identifiers of a VRUs snmart device shall be protected, and only
the type of the VRU, such as pedestrian, cyclist, or scooter, is

di scl osed to the nearby vehicles.

For Vehicle-to-Pedestrian (V2P), a vehicle can directly communicate
with a pedestrian’s smart phone by V2X w thout |P-RSU rel ayi ng.

Li ght - wei ght nobil e nodes, such as bicycles, may al so comuni cate
directly with a vehicle for collision avoi dance using V2V. Note that
it is true that either a pedestrian or a cyclist nay have a hi gher
risk of being hit by a vehicle if they are not with a smartphone in
the current setting. For this case, other human-sensing technol ogi es
(e.g., noving-object detection in imges and wirel ess signal -based
human nmovenent detection [LIFS] [DFC]) can be used to provide notion
information to vehicles. A vehicle by V2V2I networking can obtain a
VRU s notion information via an | P-RSU that either enploys or
connects to a human-sensing technol ogy.

The existing | Pv6 protocol nust be augnented through protocol changes
in order to support wireless multihop V2X or V212X comuni cations in
an urban road network where RSUs are depl oyed at intersections so
that a vehicle (or a pedestrian’s smartphone) can reach the wirel ess
coverage of an I P-RSU t hrough the nultihop data forwarding of

i ntermedi ate vehicles (or pedestrians’ smartphones) as packet
forwarders. Thus, |Pv6 needs to be extended for multihop V2X or

V21 2X conmmuni cati ons.

To support applications of these V2X use cases, the required
functions of IPv6 include |Pv6-based packet exchange; transport-I|ayer
session continuity; secure, safe conmunication between a vehicle and
a pedestrian either directly or indirectly via an I P-RSU;, and the
protection of identifiers of either a vehicle or smart device (such
as the Media Access Control (MAC) address and | Pv6 address), which is
di scussed in detail in Section 6.3.

Vehi cul ar Net wor ks

This section describes the context for vehicul ar networks supporting
V2V, V2I, and V2X comuni cations and describes an internal network
within a vehicle or an Edge Network (EN). Additionally, this section
expl ains not only the internetworking between the internal networks
of a vehicle and an EN via wirel ess |links but also the

i nt ernet wor ki ng between the internal networks of two vehicles via
wirel ess |inks.

Traffic Control Center in Vehicular C oud
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Figure 1. An Exanpl e Vehicul ar Network Architecture for V21 and V2V
4.1. Vehicular Network Architecture

Figure 1 shows an exanpl e vehicul ar network architecture for V21 and
V2V in a road network. The vehicul ar network architecture contains
vehicles (including IP-OBU), |IP-RSUs, Mbility Anchor, Traffic
Control Center, and Vehicular O oud as conponents. These conponents
are not mandatory, and they can be deployed into vehicul ar networks
in various ways. Sone of them (e.g., Mbility Anchor, Traffic
Control Center, and Vehicular Coud) may not be needed for the

vehi cul ar networks according to target use cases in Section 3.

Exi sting network architectures, such as the network architectures of
PM Pv6 [ RFC5213], RPL (I Pv6 Routing Protocol for Low Power and Lossy
Net wor ks) [ RFC6550], Automatic Extended Route Optim zation [ AERQ,
and Overlay Multilink Network Interface [OWNI], can be extended to a
vehi cul ar network architecture for multihop V2V, V21, and V2X, as
shown in Figure 1. Refer to Appendix B for the detail ed discussion
on mul ti hop V2X networking by RPL and OMNI. Also, refer to

Appendi x A for the description of how OWNI is designed to support the
use of nultiple radio technologies in V2X. Note that though AERQ
OWNI is not actually deployed in the industry, this AEROOW is
mentioned as a possi bl e approach for vehicular networks in this
docunent .

As shown in Figure 1, IP-RSUs as routers and vehicles with | P-0OBU
have wireless nmedia interfaces for VANET. The three |IP-RSUs (I P-
RSUL, |IP-RSU2, and | P-RSU3) are deployed in the road network and are
connected with each other through the wired networks (e.g.,
Ethernet). A Traffic Control Center (TCC) is connected to the

Vehi cul ar Coud for the nanagenment of |P-RSUs and vehicles in the
road network. A Mbility Anchor (MA) may be located in the TCC as a
mobi | ity managenent controller. Vehicle2, Vehicle3, and Vehicle4 are
wirel essly connected to I P-RSUL, |P-RSU2, and | P-RSU3, respectively.
The three wireless networks of I P-RSUL, |P-RSU2, and |P-RSU3 can
belong to three different subnets (i.e., Subnetl, Subnet2, and
Subnet 3), respectively. Those three subnets use three different
prefixes (i.e., Prefixl, Prefix2, and Prefix3).

Mul tiple vehicles under the coverage of an | P-RSU share a prefix just
as nmobil e nodes share a prefix of a W-Fi access point in a wireless
LAN. This is a natural characteristic in infrastructure-based

wirel ess networks. For exanple, in Figure 1, tw vehicles (i.e.,
Vehi cl e2 and Vehicl e5) can use Prefixl to configure their 1Pv6 gl oba



addresses for V21 communication. Alternatively, two vehicles can
enpl oy a "Bring Your Own Addresses (BYOA)" (or "Bring Your Owm Prefix
(BYOP)") technique using their own | Pv6 Uni que Local Addresses (ULAS)
[ RFC4193] over the wirel ess network.

In wirel ess subnets in vehicular networks (e.g., Subnetl and Subnet?2
in Figure 1), vehicles can construct a connected VANET (with an
arbitrary graph topol ogy) and can conmmuni cate with each other via V2V
communi cation. Vehiclel can conmunicate with Vehicle2 via V2V
conmmuni cation, and Vehicl e2 can conmunicate with Vehicle3 via V2V
communi cati on because they are within the wirel ess comruni cation
range of each other. On the other hand, Vehicle3 can comuni cate
with Vehicled4 via the vehicular infrastructure (i.e., IP-RSU2 and | P-
RSU3) by enploying V21 (i.e., V2I12V) conmunication because they are
not within the wirel ess comrmuni cati on range of each ot her

As a basic definition for 1 Pv6 packets transported over |EEE
802. 11- OCB, [ RFC8691] specifies several details, including Maximm
Transm ssion Unit (MIU), frame format, |ink-1ocal address, address
mappi ng for unicast and nulticast, stateless autoconfiguration, and
subnet structure.

An | Pv6 nobility solution is needed for the guarantee of

communi cation continuity in vehicular networks so that a vehicle’'s
TCP session can be continued or that UDP packets can be delivered to
a vehicle as a destination without |oss while it noves froman | P-
RSU s wirel ess coverage to another IP-RSU s wireless coverage. In
Figure 1, assuning that Vehicle2 has a TCP session (or a UDP session)
with a correspondent node in the Vehicular Coud, Vehicle2 can nove
fromIP-RSUl's wirel ess coverage to | P-RSU2’s wirel ess coverage. In
this case, a handover for Vehicle2 needs to be perfornmed by either a
host - based nobility managenent schene (e.g., M Pv6 [RFC6275]) or a
net wor k- based nobil ity nanagenent schene (e.g., PMPv6 [ RFC5213],
NEMO [ RFC3963] [ RFC4885] [ RFC4888], and AERO [ AERC ). This docunent
describes issues in nmobility managenent for vehicular networks in
Section 5.2. For inmproving TCP session continuity or successful UDP
packet delivery, the Miultipath TCP (MPTCP) [ RFC8684] or QUI C protoco
[ RFC9000] can al so be used. |P-OBUs, however, may still experience
nmore session tine-out and re-establishnent procedures due to | ossy
connecti ons anong vehicles caused by the high nobility dynanics of

t hem

4.2. V2l -Based I nternetworking

Thi s section discusses the internetworking between a vehicle's
internal network (i.e., mobile network) and an EN s internal network
(i.e., fixed network) via V21 communi cation. The internal network of
a vehicle is nowadays constructed with Ethernet by nmany autonotive
vendors [In-Car-Network]. Note that an EN can accommodate multiple
routers (or switches) and servers (e.g., ECDs, navigation server, and
DNS server) inits internal network

A vehicle' s internal network often uses Ethernet to interconnect

El ectronic Control Units (ECUs) in the vehicle. The internal network
can support W-Fi and Bluetooth to accommbpdate a driver’s and
passenger’s nobile devices (e.g., smartphone or tablet). The network
t opol ogy and subnetting depend on each vendor’s network configuration
for a vehicle and an EN. It is reasonable to consider interactions
between the internal network of a vehicle and that of another vehicle
or an EN. Note that it is dangerous if the internal network of a
vehicle is controlled by a malicious party. These dangers can

i ncl ude unaut horized driving control input and unauthorized driving

i nformati on di sclosure to an unauthorized third party. A nalicious
party can be a group of hackers, a crimnal group, and a conpetitor
for industrial espionage or sabotage. To mininize this kind of risk,
an augnented identification and verification protocol, which has an



extra neans, shall be inplenented based on a basic identity
verification process. These extra nmeans could include approaches
based on certificates, bionetrics, credit, or One-Tinme Passwords
(OTPs) in addition to Host lIdentity Protocol certificates [RFC3002].
The parties of the verification protocol can be froma built-in
verification protocol in the current vehicle, which is pre-installed
by a vehicle vendor. The parties can also be fromany verification
authorities that have the database of authenticated users. The
security properties provided by a verification protocol can be
identity-related information, such as the genui neness of an identity,
the authenticity of an identity, and the ownership of an identity

[ RFC7427] .

The augnmented identification and verification protocol with extra
means can support security properties such as the identification and
verification of a vehicle, driver, and passenger. First, a credit-
based method is when a vehicle classifies the nmessages it received
from another host into various |levels based on their potentia

effects on driving safety in order to calculate the credit of that
sender. Based on accunulated credit, a correspondent node can verify
the other party to see whether it is genuine or not. Second, a
certificate-based nethod includes a user certificate (e.g., X 509
certificate [ RFC5280]) to authenticate a vehicle or its driver

Third, a bionetric nethod includes a fingerprint, face, or voice to
aut henticate a driver or passenger. Lastly, an OTP-based nethod lets
anot her al ready-aut henticated device (e.g., smartphone and tabl et) of
a driver or passenger be used to authenticate a driver or passenger.
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Figure 2: Internetworking between Vehicle and Edge Network

As shown in Figure 2, as internal networks, a vehicle s nobile
network and an EN s fixed network are self-contai ned networks havi ng
mul ti pl e subnets and having an edge router (e.g., |P-OBU and | P-RSU)
for communi cation with another vehicle or another EN. The

i nt ernetwor ki ng between two internal networks via V2 comruni cation
requires the exchange of the network paraneters and the network
prefixes of the internal networks. For the efficiency, the network
prefixes of the internal networks (as a nobile network) in a vehicle



need to be del egated and configured automatically. Note that a
mobi |l e network’s network prefix can be called a Mbile Network Prefix
(M\P) [ RFC3963].

Fi gure 2 also shows the internetworking between the vehicle's nobile
network and the EN' s fixed network. There exists an internal network
(Mobil e Networkl) inside Vehiclel. Vehiclel has two hosts (Hostl and
Host2) and two routers (I P-OBUlL and Routerl). There exists another
internal network (Fixed Networkl) inside ENL. ENL has one host
(Host3), two routers (IP-RSUL and Router2), and the collection of
servers (Serverl to ServerN) for various services in the road

net wor ks, such as the energency notification and navi gati on
Vehiclel's IP-OBUL (as a nobile router) and EN1’s I P-RSUlL (as a fixed
router) use 2001:db8:1:1::/64 for an external link (e.g., DSRC) for
V2|l networking. Thus, a host (Hostl) in Vehiclel can conmunicate
with a server (Serverl) in ENL for a vehicular service through
Vehiclel s nobile network, a wireless |ink between | P-OBUL and | P-
RSU1, and EN1's fixed networKk.

For the | Pv6 comunication between an | P-OBU and an | P-RSU or between
two nei ghboring | P-OBUs, they need to know the network paraneters,

whi ch include MAC | ayer and | Pv6 |layer information. The MAC | ayer

i nformati on includes wireless |ink-layer paranmeters, transm ssion
power |evel, and the MAC address of an external network interface for
the internetworking with another 1 P-OBU or IP-RSU. The | Pv6 | ayer
information includes the | Pv6 address and network prefix of an
external network interface for the internetworking with another |P-
OBU or | P-RSU.

Thr ough the mutual know edge of the network paraneters of interna
net wor ks, packets can be transmtted between the vehicle s nobile
network and the EN' s fixed network. Thus, V2l requires an efficient
protocol for the nutual know edge of network paraneters. Note that
froma security point of view perineter-based policy enforcenent

[ RFC9099] can be applied to protect parts of the internal network of
a vehicle.

As shown in Figure 2, the addresses used for |Pv6 transm ssions over
the wireless link interfaces for I P-OBU and | P-RSU can be | Pv6 |ink-

| ocal addresses, ULAs, or |Pv6 global addresses. Wen |Pv6 addresses
are used, wireless interface configuration and control overhead for
Duplicate Address Detection (DAD) [ RFC4862] and Multicast Listener

Di scovery (M.D) [RFC2710] [ RFC3810] should be minimzed to support
V2|l and V2X conmmuni cations for vehicles noving fast al ong roadways.

Let us consider the upload/ downl oad time of a ground vehicle when it
passes through the wirel ess comruni cati on coverage of an IP-RSU.  For
a given typical setting where 1 kmis the maxi mum DSRC comuni cati on
range [DSRC] and 100 kmh is the speed linmt on highways for ground
vehicles, the dwelling tinme can be calculated to be 72 seconds by
dividing the dianmeter of the 2 km(i.e., two tinmes the DSRC

communi cati on range where an |P-RSU is located in the center of the
circle of wireless comunication) by the speed limt of 100 knih
(i.e., about 28 m's). For the 72 seconds, a vehicle passing through
the coverage of an |IP-RSU can upl oad and downl oad data packets to/
fromthe IP-RSU. For special cases, such as energency vehicles
nmovi ng above the speed Iimt, the dwelling tinme is relatively shorter
than that of other vehicles. For cases of airborne vehicles (i.e.,
aircraft), considering a higher flying speed and a hi gher altitude,
the dwelling time can be much shorter.

4.3. V2V-Based | nternetworking

Thi s section discusses the internetworking between the nobile
net wor ks of two nei ghboring vehicles via V2V comruni cati on



S e T N +
I v || v I
| +------- + - + | | +------- + - +

| | Hostl | | 1 P-OBUL| | | |1P-0BU2| | Host3 | |
| +------- + S + | | +------- + S + |
| N N | | N N |
I I I || I I I
| \Y; \Y; | ] \Y; \Y; |

I || I
I [ I
I v || v I
| +------- + S R + | | S R + S R +

| | Host2 | | Rout er 1| | ] | Rout er 2| | Host4 | |
| +------- + - + | | - + - +

| N N | | N N |
I I I [ I I I
| Y, Y, | Y, \Y; |
| mmmmmmmem e I R I
| 2001: db8: 10: 2:: / 64 | ] 2001: db8: 30: 2::/ 64 |
oo m e e e eeeioaaa--- s +

Vehi cl el (Mobile Networkl) Vehi cl e2 (Mobil e Networ k2)

<----> Wred Link <....> Wreless Link (*) Antenna
Figure 3: Internetworking between Two Vehicl es

Figure 3 shows the internetworking between the nobile networks of two
nei ghbori ng vehicles. There exists an internal network (Mdbile

Net wor k1) inside Vehiclel. Vehiclel has two hosts (Host1l and Host 2)
and two routers (I P-OBUL and Routerl). There exists another interna
net work (Mobile Network2) inside Vehicle2. Vehicle2 has two hosts
(Host3 and Host4) and two routers (IP-OBU2 and Router2). Vehiclel' s
I P-OBUL (as a mobile router) and Vehicle2's IP-OBU2 (as a nobile
router) use 2001:db8:1:1::/64 for an external link (e.g., DSRC) for
V2V networ ki ng. Thus, a host (Hostl) in Vehiclel can conmunicate

wi th another host (Host3) in Vehicle2 for a vehicular service through
Vehiclel s nobile network, a wireless |ink between | P-OBUL and | P-
OBU2, and Vehicle2’'s nobile network.

As a V2V use case in Section 3.1, Figure 4 shows a |inear network

t opol ogy of pl atooning vehicles for V2V communi cati ons where Vehicl e3
is the lead vehicle with a driver, and Vehicle2 and Vehiclel are the
followi ng vehicles without drivers. Froma security point of view,
bef ore vehicles can be platooned, they shall be rmutually

aut henticated to reduce possible security risks.
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Figure 4: Miltihop Internetworking between Two Vehicle Networks

As shown in Figure 4, multihop internetworking is feasible anong the
mobi | e networks of three vehicles in the same VANET. For exanpl e,
Host1 in Vehiclel can communicate with Host3 in Vehicle3 via | P-OBUL
in Vehiclel, IP-OBU2 in Vehicle2, and IP-OBU3 in Vehicle3 in the
VANET, as shown in the figure.

In this section, the link between two vehicles is assumed to be
stable for single-hop wreless comruni cati on regardl ess of the sight
rel ati onship, such as Line-of-Sight and Non-Line-of-Sight, as shown
in Figure 3. Even in Figure 4, the three vehicles are connected to
each other with a linear topol ogy, however, nultihop V2V

conmuni cati on can acconmodate any network topology (i.e., an
arbitrary graph) over VANET routing protocols.
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Figure 5: Miltihop Internetworking between Two Vehicle Networks
via | P-RSU (V2l 2V)

As shown in Figure 5, multihop internetworking between two vehicles
is feasible via an infrastructure node (e.g., IP-RSU) with wireless
connectivity anong the nobile networks of two vehicles and the fixed
network of an edge network (denoted as ENl) in the same VANET. For
exanpl e, Hostl in Vehiclel can comrunicate with Host3 in Vehicle3 via
IP-OBUL in Vehiclel, I1P-RSUl in EN1, and IP-OBU3 in Vehicle3 in the
VANET, as shown in the figure.

For the reliability required in V2V networking, the ND optim zation
defined in the Mobile Ad Hoc Network (MANET) [ RFC6130] [ RFC7466]

i mproves the classical I1Pv6 NDin ternms of tracking nei ghbor
information with up to two hops and introduci ng several extensible
Informati on Bases. This inprovement serves the MANET routing
protocols, such as the different versions of Optinmized Link State
Routing Protocol (OLSR) [ RFC3626] [RFC7181], Open Shortest Path First
(OSPF) derivatives (e.g., [RFC5614]), and Dynam c Link Exchange
Protocol (DLEP) [RFC8175] with its extensions [ RFC8629] [RFC8757].

In short, the MANET ND mainly deals with maintaining extended network
nei ghbors to enhance the link reliability. However, an ND protoco

in vehicular networks shall consider nore about the geographica
mobility information of vehicles as an inportant resource for serving
various purposes to inprove the reliability, e.g., vehicle driving
safety, intelligent transportation inplenentations, and advanced
mobility services. For a nore reliable V2V networking, some



redundancy mechani snms shoul d be provided in L3 in cases of the
failure of L2. For different use cases, the optimal solution to

i mprove V2V networking reliability may vary. For exanple, a group of
pl at ooni ng vehicl es may have stabl er neighbors than freely noving
vehicles, as described in Section 3.1

Pr obl em St at enment

In order to specify protocols using the architecture nentioned in
Section 4.1, I Pv6 core protocols have to be adapted to overcone
certain chall engi ng aspects of vehicular networking. Since the
vehicles are likely to be noving at great speed, protocol exchanges
need to be completed in a relatively short time conpared to the
lifetime of a link between a vehicle and an | P-RSU or between two

vehicles. 1In these cases, vehicles may not have enough tine either
to build l'ink-layer connections with each other and may rely nore on
connections with infrastructure. |In other cases, the relative speed

bet ween vehicl es may be | ow when vehicl es nove toward the same
direction or are platooned. For those cases, vehicles can have nore
tine to build and nmintain connections with each other

For safe driving, vehicles need to exchange application nessages
every 0.5 seconds [ NHTSA- ACAS- Report] to let drivers take an action
to avoid a dangerous situation (e.g., vehicle collision), so the |IPv6
control plane (e.g., ND procedure and DAD) needs to support this
order of nmgnitude for application nessage exchanges. Al so,

consi dering the comunication range of DSRC (up to 1 km) and 100 kml h
as the speed limt on hi ghways (sonme countries can have nuch hi gher
speed linmits or even no limt, e.g., Germany), the lifetime of a link
between a vehicle and an IP-RSU is in the order of a mnute (e.g.,
about 72 seconds), and the lifetime of a |link between two vehicles is
about a half mnute. Note that if two vehicles are noving in the
opposite directions in a roadway, the relative speed of this case is
two times the relative speed of a vehicle passing through an | P-RSU
This rel ative speed causes the lifetine of the wireless |ink between
the vehicle and the IP-RSU to be halved. In reality, the DSRC
communi cation range is around 500 m so the link lifetime will be
half of the maximumtinme. The time constraint of a wireless |link

bet ween two nodes (e.g., vehicle and | P-RSU) needs to be consi dered
because it may affect the lifetime of a session involving the link
The lifetime of a session varies depending on the session’s type,
such as web surfing, a voice call over IP, a DNS query, or context-
aware navigation (in Section 3.1). Regardless of a session’s type,
to guide all the IPv6 packets to their destination host(s), IP
mobi l ity shoul d be supported for the session. |In a V2V scenario
(e.g., context-aware navigation [CNP]), the I Pv6 packets of a vehicle
shoul d be delivered to relevant vehicles efficiently (e.g.,

mul ticasting). Wth this observation, |1Pv6 protocol exchanges need
to be performed as quickly as possible to support the nessage
exchanges of various applications in vehicular networks.

Therefore, the tine constraint of a wireless |ink has a najor inpact
on | Pv6 Nei ghbor Discovery (ND). Mbility Management (MM is al so
vul nerabl e to di sconnections that occur before the conpletion of
identity verification and tunnel nanagement. This is especially true
given the unreliable nature of wrel ess comunication. Manwhile,
the bandwi dth of the wireless Iink deternmined by the | ower |ayers
(i.e., PHY and link layers) can affect the transnission time of
control messages of the upper layers (e.g., IPv6) and the continuity
of sessions in the higher layers (e.g., IPv6, TCP, and UDP). Hence,
the bandwi dth sel ection according to the Mdul ati on and Codi ng Schemne
(MCS) also affects the vehicular network connectivity. Note that
usual Iy the hi gher bandw dth gives the shorter conmunication range
and the higher packet error rate at the receiving side, which may
reduce the reliability of control message exchanges of the higher

|l ayers (e.g., IPv6). This section presents key topics, such as



nei ghbor di scovery and nobility managenent for |inks and sessions in
| Pv6-based vehicul ar networks. Note that the detail ed discussion on
the transport-layer session nobility and usage of avail abl e bandw dth
to fulfill the use cases is left as potential future work.

5.1. Nei ghbor Discovery

I Pv6 ND [ RFC4861] [ RFC4862] is a core part of the IPv6 protoco

suite. |Pve ND is designed for link types including point-to-point,
mul ti cast-capable (e.g., Ethernet), and Non-Broadcast Miltiple Access
(NBMA). It assumes the efficient and reliable support of multicast
and unicast fromthe link layer for various network operations, such
as MAC Address Resolution (AR), DAD, M.D, and Nei ghbor Unreachability
Detection (NUD) [ RFC4861] [ RFC4862] [RFC2710] [ RFC3810].

Vehi cl es nove quickly within the communicati on coverage of any
particul ar vehicle or IP-RSU. Before the vehicles can exchange
application nmessages with each other, they need | Pv6 addresses to run
| Pv6 ND.

The requirenents for IPv6 ND for vehicular networks are efficient DAD
and NUD operations. An efficient DAD is required to reduce the

over head of DAD packets during a vehicle's travel in a road network,
whi ch can guarantee the uni queness of a vehicle’'s gl obal |Pv6
address. An efficient NUDis required to reduce the overhead of the
NUD packets during a vehicle's travel in a road network, which can
guar ant ee the accurate nei ghborhood i nformati on of a vehicle in terns
of adjacent vehicles and | P-RSUs.

The | egacy DAD assunes that a node with an | Pv6 address can reach any
other node with the scope of its address at the tine it clainms its
address, and can hear any future claimfor that address by another
party within the scope of its address for the duration of the address
ownershi p. However, the partitioning and nergi ng of VANETs nakes
this assunption not valid frequently in vehicular networks. The
partitioning and nergi ng of VANETs frequently occurs in vehicul ar
networks. This partitioning and nerging should be considered for

I Pv6 ND, such as |Pv6 Statel ess Address Autoconfiguration (SLAAC

[ RFC4862]. SLAAC is not conpatible with the partitioning and

mergi ng, and additional work is needed for ND to operate properly
under those circunstances. Due to the nerging of VANETs, two | Pv6
addresses may conflict with each other though they were uni que before
the merging. An address | ookup operation may be conducted by an MA
or IP-RSU (as Registrar in RPL) to check the uni queness of an |Pv6
address that will be configured by a vehicle as DAD. Al so, the
partitioning of a VANET nay nake vehicles with the sanme prefix be
physi cally unreachabl e. An address | ookup operation rmay be conducted
by an MA or IP-RSU (as Registrar in RPL) to check the existence of a
vehi cl e under the network coverage of the MA or IP-RSU as NUD. Thus,
SLAAC needs to prevent |Pv6 address duplication due to the nerging of
VANETs, and | Pv6 ND needs to detect unreachabl e nei ghboring vehicles
due to the partitioning of a VANET. According to the partitioning
and nmerging, a destination vehicle (as an | Pv6 host) needs to be

di stinguished as a host that is either on-link or not on-link even
though the source vehicle can use the sane prefix as the destination
vehicle [IPPL].

To efficiently prevent | Pv6 address duplication (due to the VANET
partitioning and nergi ng) from happening in vehicul ar networks, the
vehi cul ar networks need to support a vehicul ar- net wor k-wi de DAD by
defining a scope that is conpatible with the legacy DAD. In this
case, two vehicles can comunicate with each other when there exists
a conmuni cation path over VANET or a conbi nation of VANETs and | P-
RSUs, as shown in Figure 1. By using the vehicul ar-network-w de DAD,
vehi cl es can assure that their |Pv6 addresses are unique in the

vehi cul ar network whenever they are connected to the vehicul ar



infrastructure or beconme di sconnected fromit in the form of VANET.

For vehicular networks with high nobility and density, DAD needs to
be perfornmed efficiently with m ni mum overhead so that the vehicles
can exchange driving safety nessages (e.g., collision avoidance and
accident notification) with each other with a short interval as
suggested by the National H ghway Traffic Safety Administration
(NHTSA) of the U S. [NHTSA- ACAS-Report]. Since the partitioning and
mer gi ng of vehicular networks may require re-performng the DAD
process repeatedly, the link scope of vehicles may be linmted to a
smal | area, which may del ay the exchange of driving safety nmessages.
Driving safety nessages can include a vehicle's nmobility information
(e.g., position, speed, direction, and accel eration/decel erati on)
that is critical to other vehicles. The exchange interval of this
message i s reconmended to be less than 0.5 seconds, which is required
for a driver to avoid an energency situation, such as a rear-end
crash.

ND tine-rel ated paranmeters, such as router lifetinme and Nei ghbor
Advertisenment (NA) interval, need to be adjusted for vehicle speed
and vehicle density. For exanple, the NA interval needs to be
dynani cal | y adjusted according to a vehicle's speed so that the
vehicle can maintain its position relative to its neighboring
vehicles in a stable way, considering the collision probability with
the NA nessages sent by other vehicles. The ND tine-rel ated
paraneters can be an operational setting or an optim zation point
particularly for vehicular networks. Note that the |ink-scope
mul ti cast nmessages in the ND protocol nay cause a perfornmance issue
in vehicular networks. [RFC9119] suggests several optimzation
approaches for the issue.

For | Pv6-based safety applications (e.g., context-aware navigation,
adaptive cruise control, and platooning) in vehicular networks, the
del ay- bounded data delivery is critical. [|Pv6 ND needs to work to
support those | Pv6-based safety applications efficiently.

[ VEH CULAR- ND] introduces a Vehicul ar Nei ghbor D scovery (VND)
process as an extension of IPv6 ND for |P-based vehicul ar networKks.

Fromthe interoperability point of view, in |IPv6-based vehicul ar
net wor ki ng, | Pv6 ND shoul d have m ni rum changes fromthe | egacy |Pv6
ND used in the Internet, including DAD and NUD operations, so that

| Pv6- based vehi cul ar networks can be seam essly connected to ot her
intelligent transportation elenents (e.g., traffic signals,
pedestrian wearabl e devices, electric scooters, and bus stops) that
use the standard | Pv6 network settings.

.1.1. Link Model

A subnet nodel for a vehicular network needs to facilitate

conmmuni cati on between two vehicles with the same prefix regardl ess of
the vehicul ar network topol ogy as long as there exist bidirectiona
E2E paths between themin the vehi cul ar network including VANETs and
| P-RSUs. This subnet nodel allows vehicles with the sanme prefix to
communi cate with each other via a combination of multihop V2V and
mul ti hop V21 with VANETs and | P-RSUs. [W RELESS-ND] introduces other
i ssues in an | Pv6 subnet nodel.

| Pv6 protocols work under certain assunptions that do not necessarily
hol d for vehicular wirel ess access link types [VIP-WAVE] [ RFC5889].
For instance, some |Pv6 protocols, such as NUD [ RFC4861] and M Pv6

[ RFC6275], assune symmetry in the connectivity anong nei ghboring
interfaces. However, radio interference and different |evels of
transm ssi on power nay cause asynmetric links to appear in vehicular
wireless links [RFC6250]. As a result, a new vehicular |ink nodel
needs to consider the asymretry of dynanically changi ng vehicul ar
wirel ess |inks.



There is a relationship between a link and a prefix, besides the
different scopes that are expected fromthe |ink-1ocal, unique-Iocal,
and gl obal types of |IPv6 addresses. In an IPv6 link, it is defined
that all interfaces that are configured with the same subnet prefix
and with the on-link bit set can conmunicate with each other on an
IPv6 |ink. However, the vehicular |ink nodel needs to define the

rel ati onship between a Iink and a prefix, considering the dynam cs of
wireless links and the characteristics of VANET.

A VANET can have a single link between each vehicle pair within the
Wi rel ess conmuni cation range, as shown in Figure 4. \Wen two
vehi cl es belong to the same VANET, but they are out of wireless
conmuni cati on range, they cannot communicate directly with each
other. Suppose that a gl obal -scope I Pv6 prefix (or an | Pv6 ULA
prefix) is assigned to VANETs in vehicular networks. Considering
that two vehicles in the sane VANET configure their |Pv6 addresses
with the sane I Pv6 prefix, if they are not connected in one hop (that
is, they have multihop network connectivity between them), then they
may not be able to communicate with each other. Thus, in this case,
the concept of an on-link IPv6 prefix does not hold because two
vehicles with the sanme on-link |Pv6 prefix cannot comunicate
directly with each other. Also, when two vehicles are located in two
different VANETs with the same | Pv6 prefix, they cannot comunicate
with each other. On the other hand, when these two VANETs converge
to one VANET, the two vehicles can communicate with each other in a
mul ti hop fashion, for exanple, when they are Vehiclel and Vehicle3,
as shown in Figure 4.

From t he previous observation, a vehicular |ink nodel shoul d consider
the frequent partitioning and mergi ng of VANETs due to vehicle
mobility. Therefore, the vehicular Iink nbdel needs to use a prefix
that is on-link and a prefix that is not on-link according to the

net work topol ogy of vehicles, such as a one-hop reachabl e network and
a multi hop reachable network (or partitioned networks). |f the
vehicles with the sanme prefix are reachable fromeach other in one
hop, the prefix should be on-link. On the other hand, if sone of the
vehicles with the sane prefix are not reachable fromeach other in
one hop due to either the nultihop topology in the VANET or nultiple
partitions, the prefix should not be on-link. |In nost cases in

vehi cul ar networks, due to the partitioning and mergi ng of VANETs and
the multi hop network topol ogy of VANETs, prefixes that are not on-
link will be used for vehicles as default.

The vehi cul ar |ink nodel needs to support multihop routing in a
connect ed VANET where the vehicles with the sane gl obal - scope | Pv6
prefix (or the sane | Pv6 ULA prefix) are connected in one hop or
multiple hops. It also needs to support the rmultihop routing in
mul ti pl e connected VANETs through infrastructure nodes (e.g., |P-RSU)
where they are connected to the infrastructure. For exanple, in
Figure 1, suppose that Vehiclel, Vehicle2, and Vehicle3 are
configured with their | Pv6 addresses based on the sanme gl obal - scope

| Pv6 prefix. Vehiclel and Vehicle3 can al so conmuni cate with each
other via either nmultihop V2V or multihop V212V. When Vehiclel and
Vehi cl e3 are connected in a VANET, it will be nore efficient for them
to comuni cate with each other directly via VANET rather than
indirectly via IP-RSUs. On the other hand, when Vehiclel and
Vehicle3 are farther apart than the direct conmunication range in two
separate VANETs and under two different |P-RSUs, they can comuni cate
with each other through the relay of IP-RSUs via V212V. Thus, the
two separate VANETs can nerge into one network via IP-RSU(s). Al so,
newy arriving vehicles can nerge the two separate VANETs i nto one
VANET if they can play the role of a relay node for those VANETs.

Thus, in | Pv6-based vehi cul ar networking, the vehicular Iink nodel
shoul d have ni ni mum changes for interoperability with standard | Pv6
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links efficiently to support 1Pv6 DAD, M.D, and NUD operations.
2. MAC Address Pseudonym

For the protection of drivers’' privacy, a pseudonym of a MAC address
of a vehicle' s network interface should be used so that the MAC
address can be changed periodically. However, although such a
pseudonym of a MAC address can protect to sone extent the privacy of
a vehicle, it may not be able to resist attacks on vehicle
identification by other fingerprint information, for exanple, the
scranbl er seed enbedded in | EEE 802. 11- OCB franes [ Scranbl er-Attack].
Not e that [ MAC- ADD- RAN] di scusses nore about MAC address

random zati on, and [ RCM USE- CASES] descri bes several use cases for
MAC address random zati on.

In the ETSI standards, for the sake of security and privacy, an I TS
station (e.g., vehicle) can use pseudonyns for its network interface
identities (e.g., MAC address) and the corresponding | Pv6 addresses
[l dentity-Managenent]. Whenever the network interface identifier
changes, the | Pv6 address based on the network interface identifier
needs to be updated, and the uniqueness of the address needs to be
checked through a DAD procedure.

3. Routing

For multihop V2V communications in either a VANET or VANETs via | P-
RSUs, a vehi cul ar Mbile Ad Hoc Networks (MANET) routing protocol may
be required to support both unicast and nmulticast in the Iinks of the
subnet with the sane IPv6 prefix. However, it will be costly to run
bot h vehi cul ar ND and a vehicul ar ad hoc routing protocol in terns of
control traffic overhead [ RFC9119].

A routing protocol for a VANET may cause redundant wireless franes in
the air to check the nei ghborhood of each vehicle and conpute the
routing information in a VANET with a dynam ¢ network topol ogy
because 1Pv6 ND is used to check the nei ghborhood of each vehicle.
Thus, the vehicular routing needs to take advantage of IPv6 ND to
mnimze its control overhead.

RPL [ RFC6550] defines a routing LLN protocol, which constructs and
mai ntains Destination-Oriented Directed Acyclic G aphs (DODAGs)
optinized by an Cbjective Function (OF). A defined OF provides route
sel ection and optim zation within an RPL topol ogy. The RPL nodes use
an ani sotropic D stance Vector (DV) approach to form a DODAG by

di scovering and aggressively maintaining the upward default route
toward the root of the DODAG  Downward routes foll ow the sane DODAG
with |l azy mai ntenance and stretched peer-to-peer (P2P) routing in the
so-called storing node. It is well-designed to reduce the

t opol ogi cal know edge and routing state that needs to be exchanged.
As a result, the routing protocol overhead is minimzed, which allows
either highly constrained stable networks or |ess constrained, highly
dynani ¢ networks. Refer to Appendix B for the detail ed description
of RPL for multihop V2X networKking.

An address registration extension for 6LOWPAN (I Pv6 over Low Power
Wrel ess Personal Area Network) in [RFC8505] can support |ight-weight
mobility for nodes noving through different parents. The extension
described in [RFC8505] is stateful and proactively installs the ND
cache entries; this saves broadcasts and provi des deterministic
presence information for | Pv6 addresses. Mainly, it updates the
Address Registration Option (ARO of ND defined in [RFC6775] to
include a status field (which can indicate the novenent of a node)
and optionally a Transaction ID (TID) field (which is a sequence
nunber that can be used to determ ne the nost recent |ocation of a
node). Thus, RPL can use the information provided by the Extended
ARO (EARO) defined in [RFC8505] to deal with a certain | evel of node



mobility. Wen a | eaf node noves to the coverage of another parent
node, it should de-register its addresses with the previ ous parent
node and register itself with a new parent node along with an

i ncremented TID.

RPL can be used in |Pv6-based vehicular networks, but it is primarily
desi gned for | ow power networks, which puts energy efficiency first.
For using it in |IPv6-based vehicul ar networks, there have not been
actual experiences and practical inplenentations, though it was
tested in 10T Low Power and Lossy Network (LLN) scenarios. Another
concern is that RPL may generate excessive topol ogy discovery
messages in a highly moving environment, such as vehicul ar networks.
This issue can be an operational or optim zation point for a
practitioner.

Mor eover, due to bandwi dth and energy constraints, RPL does not
suggest using a proactive mechanism (e.g., keepalive) to maintain
accurate routing adjacencies, such as Bidirectional Forwarding
Detecti on [ RFC5881] and MANET Nei ghborhood Di scovery Protoco

[ RFC6130]. As a result, due to the nobility of vehicles, network
fragnmentation may not be detected quickly, and the routing of packets
bet ween vehicl es or between a vehicle and an infrastructure node may
fail

5.2. Mbility Managenent

The seam ess connectivity and tinely data exchange between two
endpoints requires efficient nobility managenent including |ocation
managenment and handover. Most vehicles are equi pped with a GNSS
receiver as part of a dedicated navigation systemor a correspondi ng
smart phone app. Note that the GNSS receiver may not provide vehicles
with accurate location information in adverse environnents, such as a
buil ding area or a tunnel. The location precision can be inproved
with assistance of the IP-RSUs or a cellular systemwi th a GNSS
receiver for location information.

Wth a GNSS navigator, efficient nobility nanagement can be perfornmed
with the help of vehicles periodically reporting their current
position and trajectory (i.e., navigation path) to the vehicul ar
infrastructure (having I P-RSUs and an MA in TCC). This vehicular
infrastructure can predict the future positions of the vehicles from
their nobility information (e.g., the current position, speed,
direction, and trajectory) for efficient nmobility managenent (e.g.,
proactive handover). For a better proactive handover, |ink-Iayer
paraneters, such as the signal strength of a link-layer frane (e.gqg.
Recei ved Channel Power Indicator (RCPI) [VIP-WAVE]), can be used to
determi ne the nonment of a handover between |IP-RSUs along with
mobility information.

By predicting a vehicle's nobility, the vehicular infrastructure
needs to better support IP-RSUs to performefficient SLAAC, data
forwardi ng, horizontal handover (i.e., handover in wreless |inks
usi ng a honogeneous radi o technol ogy), and vertical handover (i.e.,
handover in wireless |inks using heterogeneous radio technologies) in
advance along with the novenent of the vehicle.

For exanple, as shown in Figure 1, when a vehicle (e.g., Vehicle2) is
moving fromthe coverage of an IP-RSU (e.g., IP-RSUl) into the
coverage of another IP-RSU (e.g., |P-RSU2) belonging to a different
subnet, the I P-RSUs can proactively support the IPv6 nmobility of the
vehicle while performng the SLAAC, data forwarding, and handover for
the sake of the vehicle.

For a nmobility managenent schene in a domain, where the wireless
subnets of multiple | P-RSUs share the sanme prefix, an efficient
vehi cul ar-network-wi de DAD is required. On the other hand, for a



mobi | ity managenent schenme with a unique prefix per nobile node
(e.g., PMPv6 [RFC5213]), DAD is not required because the |Pv6
address of a vehicle' s external wireless interface is guaranteed to
be unique. There is a trade-off between the prefix usage efficiency
and DAD overhead. Thus, the | Pv6 address autoconfiguration for

vehi cul ar networks needs to consider this trade-off to support
efficient mobility managenent.

Even t hough SLAAC with classic ND costs DAD overhead during nobility
managenment, SLAAC with the registration extension specified in

[ RFC8505] and/or with AERO' OVNI does not cost DAD overhead. SLAAC
for vehicul ar networks needs to consider the ninimzation of the cost
of DAD with the help of an infrastructure node (e.g., |IP-RSU and MA).
Using an infrastructure prefix over VANET allows direct routability
to the Internet through the multihop V21 toward an IP-RSU. On the

ot her hand, a BYOA does not allow such direct routability to the
Internet since the BYOA is not topologically correct, that is, not
routable in the Internet. |In addition, a vehicle configured with a
BYOA needs a tunnel home (e.g., IP-RSU) connected to the Internet,
and the vehicle needs to know whi ch nei ghboring vehicle is reachable
i nside the VANET toward the tunnel hone. There is non-negligible
control overhead to set up and mamintain routes to such a tunnel hone
[ RFC4888] over the VANET.

For the case of a nultihomed network, a vehicle can follow the first-
hop router selection rule described in [ RFC8028]. For exanple, an

I P-OBU inside a vehicle may connect to an IP-RSU that has nultiple
routers behind. |In this scenario, because the | P-OBU can have

mul tiple prefixes fromthose routers, the default router selection
source address selection, and packet redirect process should follow
the guidelines in [RFC3028]. That is, the vehicle should select its
default router for each prefix by preferring the router that
advertised the prefix.

Vehi cl es can use the TCC as their Home Network having a hone agent
for mobility managenent as in M Pv6e [RFC6275], PM Pv6 [ RFC5213], and
NEMO [ RFC3963], so the TCC (or an MA inside the TCC) nmmintains the
mobility information of vehicles for |ocation nanagenent. Also, in
vehi cul ar networks, asymetric |inks sonetinmes exist and nust be
consi dered for wirel ess communications, such as V2V and V2I

[ VEH CULAR- MM di scusses a Vehicular Mbility Managenent (VMM schene
to proactively do handover for vehicles.

Therefore, for the proactive and seam ess | Pv6 nobility of vehicles,
the vehicular infrastructure (including |IP-RSUs and MA) needs to
efficiently performthe nobility nanagement of the vehicles with
their nobility information and link-layer information. Also, in

| Pv6- based vehi cul ar networking, |Pv6 nobility nmanagement shoul d have
m ni mum changes for the interoperability with the |egacy |IPv6
nmobi | ity managenent schenes, such as PM Pv6, DWM LISP, and AERO

Security Considerations

This section discusses security and privacy for |Pv6-based vehicul ar
networ ki ng. Security and privacy are paramount in V21, V2V, and V2X
net wor ki ng al ong wi th nei ghbor di scovery and nobility nmanagenent.

Vehicl es and infrastructure nmust be authenticated to each other by a
password, a key, and/or a fingerprint in order to participate in

vehi cul ar networking. For the authentication in vehicular networks,
the Vehicul ar C oud needs to support a Public Key Infrastructure
(PKlI) efficiently, as either a dedicated or a co-located conponent
inside a TCC. To provide safe interaction between vehicles or
between a vehicle and infrastructure, only authenticated nodes (i.e.,
vehicle and infrastructure nodes) can participate in vehicul ar
networks. Al so, in-vehicle devices (e.g., ECUs) and a driver/



passenger’s nobil e devices (e.g., smartphones and tablet PCs) in a
vehicle need to securely conmmunicate with other in-vehicle devices,
anot her driver/passenger’s nobile devices in another vehicle, or

ot her servers behind an | P-RSU. Even though a vehicle is perfectly
aut henticated by another entity and legitimte to use the data
generated by another vehicle, it may be hacked by malicious
applications that track and collect its and other vehicles’
information. In this case, an attack mtigation process may be
required to reduce the afternmath of nalicious behaviors. Note that
when a driver/passenger’s nobil e devices are connected to a vehicle’'s
internal network, the vehicle my be nore vul nerable to possible
attacks fromexternal networks due to the exposure of its in-flight
traffic packets. [SEC PRIV] discusses several types of threats for
Vehi cul ar Security and Privacy (VSP).

For secure V2l communi cation, a secure channel (e.g., |Psec) between
a mobile router (i.e., IP-OBU) in a vehicle and a fixed router (i.e.,
IP-RSU) in an EN needs to be established, as shown in Figure 2

[ RFC4301] [ RFC4302] [ RFC4303] [RFC4308] [RFC7296]. Also, for secure
V2V conmuni cati on, a secure channel (e.g., |Psec) between a nobile
router (i.e., IP-OBU) in a vehicle and a nobile router (i.e., |P-OBU)
i n anot her vehicle needs to be established, as shown in Figure 3.

For secure V21/V2V conmuni cation, an element in a vehicle (e.g., an
in-vehicle device and a driver/passenger’s nobile device) needs to
establish a secure connection (e.g., TLS) with another elenent in
anot her vehicle or another elenent in a Vehicular Cloud (e.g., a
server). Note that any key managenent approach can be used for the
secure conmuni cation, and particularly for |Pv6-based vehicul ar

net wor ks, a new or enhanced key managenent approach resilient to
wirel ess networks is required.

| EEE Std 1609. 2 [ WAVE- 1609. 2] specifies security services for
appl i cations and nanagenent nessages, but this WAVE specification is
optional. Thus, if the link layer does not support the security of a
WAVE frane, either the network layer or the transport |ayer needs to
support security services for the WAVE frane.

.1. Security Threats in Nei ghbor Discovery

For the classical IPv6 ND (i.e., the legacy ND), DAD is required to
ensure the uni queness of the |Pv6 address of a vehicle' s wirel ess
interface. This DAD can be used as a flooding attack that uses the
DAD-rel ated ND packets di ssem nated over the VANET or vehicul ar
networks. [RFC6959] introduces threats enabled by | P source address
spoofing. This possibility indicates that vehicles and | P-RSUs need
to filter out suspicious ND traffic in advance. [RFC8928] introduces
a mechani smthat protects the ownership of an address for 6LOWPAN ND
fromaddress theft and inpersonation attacks. Based on the SEND
mechani sm [ RFC3971], the authentication for routers (i.e., |P-RSUs)
can be conducted by only selecting an IP-RSU that has a certification
path toward trusted parties. For authenticating other vehicles,
Cryptographically Generated Addresses (CGAs) can be used to verify
the true owner of a received ND nessage, which requires using the CGA
ND option in the ND protocol. This CGA can protect vehicl es against
DAD flooding by DAD filtering based on the verification for the true
owner of the received DAD nessage. For a general protection of the
ND mechani sm the RSA Signature ND option can al so be used to protect
the integrity of the nessages by public key signatures. For a nore
advanced aut hentication mechanism a distributed bl ockchai n-based
approach [ Vehi cul ar-Bl ockChai n] can be used. However, for a scenario
where a trustable router or an authentication path cannot be
obtained, it is desirable to find a solution in which vehicles and

i nfrastructure nodes can authenticate each other w thout any support
froma third party.



6. 2.

6. 3.

VWhen applying the classical IPv6 ND process to VANET, one of the
security issues is that an IP-RSU (or IP-OBU) as a router nay receive
del i berate or accidental DoS attacks from network scans that probe
devices on a VANET. |In this scenario, the IP-RSU (or |IP-OBU) can be
overwhel med by processing the network scan requests so that the
capacity and resources of the IP-RSU (or | P-0OBU) are exhausted,
causing the failure of receiving normal ND nessages from ot her hosts
for network address resolution. [RFC6583] describes nore about the
operational problens in the classical |IPv6 ND nechani smthat can be
vul nerabl e to deliberate or accidental DoS attacks and suggests
several inplenmentation guidelines and operational mitigation

techni ques for those problens. Nevertheless, for running IPv6 ND in
VANET, those issues can be acuter since the novements of vehicles can
be so diverse that there is a wi der opportunity for rogue behaviors,
and the failure of networking anong vehicles may |lead to grave
consequences.

Strong security measures shall protect vehicles roamng in road
networks fromthe attacks of malicious nodes that are controlled by
hackers. For safe driving applications (e.g., context-aware

navi gati on, cooperative adaptive cruise control, and pl atooning), as
explained in Section 3.1, the cooperative action anong vehicles is
assunmed. Malicious nodes may di sseminate wong driving information
(e.g., location, speed, and direction) for disturbing safe driving.
For exanple, a Sybil attack, which tries to confuse a vehicle with
multiple false identities, may disturb a vehicle fromtaking a safe
maneuver. Since cybersecurity issues in vehicular networks may cause
physi cal vehicle safety issues, it may be necessary to consider those
physi cal safety concerns when designing protocols in | PMAVE

To identify malicious vehicles anong vehicles, an authentication

met hod nmay be required. A Vehicle Identification Nunber (VIN) (or a
vehi cl e manufacturer certificate) and a user certificate (e.g., X 509
certificate [ RFC5280]) along with an in-vehicle device's identifier
generation can be used to efficiently authenticate a vehicle or its
driver (having a user certificate) through a road infrastructure node
(e.g., IP-RSU) connected to an authentication server in the Vehicul ar
Cloud. This authentication can be used to identify the vehicle that
will communicate with an infrastructure node or another vehicle. In
the case where a vehicle has an internal network (called a nobile
network) and elements in the network (e.g., in-vehicle devices and a
user’s nobile devices), as shown in Figure 2, the elenments in the
network need to be authenticated individually for safe

aut hentication. Also, Transport Layer Security (TLS) certificates

[ RFC8446] [ RFC5280] can be used for an elenment’s authentication to

al | ow secure E2E vehi cul ar communi cati ons between an elenment in a
vehicl e and another elenment in a server in a Vehicular C oud or
between an elenment in a vehicle and another el ement in another
vehi cl e.

Security Threats in Mbility Managenent

For nobility nmanagenment, a malicious vehicle can construct multiple
virtual bogus vehicles and register themwith | P-RSUs and MAs. This
registration makes the I P-RSUs and MAs waste their resources. The

| P-RSUs and MAs need to determ ne whether a vehicle is genuine or
bogus in nobility managenent. Also, for the confidentiality of
control packets and data packets between | P-RSUs and MAs, the E2E
paths (e.g., tunnels) need to be protected by secure comunication
channels. In addition, to prevent bogus |IP-RSUs and MAs from
interfering with the 1Pv6 mobility of vehicles, nmutual authentication
anong the I P-RSUs, MAs, and vehicles needs to be perforned by
certificates (e.g., TLS certificate).

O her Threats



For the setup of a secure channel over IPsec or TLS, the nultihop V2I
conmuni cati ons over DSRC or 5G V2X (or LTE V2X) is required on a

hi ghway. In this case, multiple internediate vehicles as relay nodes
can help to forward associ ati on and aut henticati on nessages toward an
| P-RSU (or gNodeB/ eNodeB) connected to an authentication server in
the Vehicular Coud. 1In this kind of process, the authentication
messages forwarded by each vehicle can be del ayed or |ost, which may
i ncrease the construction time of a connection or cause sone vehicles
to not be able to be authenticated.

Even t hough vehicles can be authenticated with valid certificates by
an aut hentication server in the Vehicular Coud, the authenticated
vehi cl es may harm ot her vehicles. To deal with this kind of security
i ssue, for nonitoring suspicious behaviors, vehicles’ comrunication
activities can be recorded in either a centralized approach through a
| oggi ng server (e.g., TCO) in the Vehicular Coud or a decentralized
approach (e.g., an ECD and bl ockchain [Bitcoin]) by the help of other
vehi cl es and infrastructure.

There are trade-offs between centralized and decentralized approaches
in logging of vehicles’ behaviors (e.g., location, speed, direction,
accel eration/ decel eration, and | ane change) and communi cati on
activities (e.g., transmission time, reception time, and packet

types, such as TCP, UDP, SCTP, QUIC, HITP, and HTTPS). A centralized
approach is nore efficient than a decentralized approach in terns of

| og data collection and processing in a central server in the

Vehi cul ar C oud. However, the centralized approach may cause a

hi gher delay than a decentralized approach in terns of the analysis
of the log data and counteraction in a local ECD or a distributed

dat abase |i ke a blockchain. The centralized approach stores |og data
collected from VANET into a renote | ogging server in a Vehicular
Cloud as a central cloud, so it takes tinme to deliver the log data to
a renote logging server. On the other hand, the decentralized
approach stores the log data into a nearby edge conputing device as a
| ocal 1ogging server or a nearby bl ockchain node, which participates
in a blockchain network. On the stored |og data, an anal yzer needs
to performa machine | earning technique (e.g., deep |learning) and
seek suspicious behaviors of the vehicles. [|f such an analyzer is

| ocated either within or near the edge conputing device, it can
access the log data with a short delay, analyze it quickly, and
generate feedback to allow for a quick counteraction against such
mal i ci ous behaviors. On the other hand, if the Vehicular Coud with
the log data is far away froma problematic VANET with malicious
behavi ors, the centralized approach takes a longer tinme with the

anal ysis of the |l og data and the deci sion-making on nalicious

behavi ors than the decentralized approach. |If the log data is
encrypted by a secret key, it can be protected fromthe observation
of a hacker. The secret key sharing anong | egal vehicles, ECDs, and
Vehi cul ar C ouds shoul d be supported efficiently.

Log data can rel ease privacy breakage of a vehicle. The |log data can
contain the MAC address and | Pv6 address for a vehicle' s wirel ess
network interface. |If the unique MAC address of the wireless network
interface is used, a hacker can track the vehicle with that MAC
address and can track the privacy information of the vehicle s driver
(e.g., location information). To prevent this privacy breakage, a
MAC address pseudonym can be used for the MAC address of the wireless
network interface, and the corresponding | Pv6 address shoul d be based
on such a MAC address pseudonym By solving a privacy issue of a
vehicle' s identity in | ogging, vehicles may observe each other’s
activities to identify any m sbehaviors w thout privacy breakage.
Once identifying a msbehavior, a vehicle shall have a way to either
isolate itself fromothers or isolate a suspicious vehicle by

i nform ng other vehicles.

For compl etely secure vehicul ar networks, we shall enbrace the



concept of "zero-trust" for vehicles where no vehicle is trustable
and verifying every nmessage (such as | Pv6 control nessages including
ND, DAD, NUD, and application-layer nessages) is necessary. In this
way, vehicular networks can defend agai nst many possi bl e
cyberattacks. Thus, we need to have an efficient zero-trust
framewor k or nmechani sm for vehi cul ar networks

For the non-repudi ation of the harnful activities frommalicious
vehicles, as it is difficult for other normal vehicles to identify
them an additional and advanced approach is needed. One possible
approach is to use a bl ockchai n-based approach [Bitcoin] as an | Pv6
security checking framework. Each |IPv6 packet from a vehicle can be
treated as a transaction, and the nei ghboring vehicles can play the
role of peers in a consensus nethod of a bl ockchain [Bitcoin]

[ Vehi cul ar-Bl ockChai n]. For a bl ockchain’s efficient consensus in
vehi cul ar networks havi ng fast-noving vehicles, either a new
consensus al gorithm needs to be devel oped, or an existing consensus
al gorithm needs to be enhanced. 1In addition, a consensus-based
mechani sm for the security of vehicular networks in the I Pv6 | ayer
can al so be considered. A group of servers as blockchain
infrastructure can be part of the security checking process in the IP
| ayer.

To prevent an adversary fromtracking a vehicle with its MAC address
or | Pv6 address, especially for a long-living transport-Ilayer session
(e.g., voice call over IP and video stream ng service), a MAC address
pseudonym needs to be provided to each vehicle; that is, each vehicle
periodically updates its MAC address, and the vehicle' s | Pv6 address
needs to be updated accordingly by the MAC address change [ RFC4086]

[ RFC8981]. Such an update of the MAC and | Pv6 addresses shoul d not
interrupt the E2E conmmuni cati ons between two vehicles (or between a
vehicle and an IP-RSU) for a long-living transport-layer session
However, if this pseudonymis perforned w thout strong E2E
confidentiality (using either IPsec or TLS), there will be no privacy
benefit from changi ng MAC and | Pv6 addresses because an adversary can
observe the change of the MAC and | Pv6 addresses and track the
vehicle with those addresses. Thus, the MAC address pseudonym and
the 1 Pv6 address update should be performed with strong E2E
confidentiality.

The privacy exposure to the TCC via V21 is nostly about the |ocation
i nformati on of vehicles and may al so include other in-vehicle
activities, such as transactions of credit cards. The assuned,
trusted actors are the owner of a vehicle, an authorized vehicle
service provider (e.g., navigation service provider), and an

aut hori zed vehicle manufacturer for providing after-sal es services.
In addition, privacy concerns for excessively collecting vehicle
activities fromroadway operators, such as public transportation
adm nistrators and private contractors, may al so pose threats on
violating privacy rights of vehicles. It mght be interesting to
find a solution froma technol ogi cal point of view along with public
pol i cy devel opnment for the issue.

The "mul ticasting"” of the location information of a VRU s snart phone
means | Pv6 nmulticasting. There is a possible security attack rel ated
to this nmulticasting. Attackers can use "fake identifiers" as source
| Pv6 addresses of their devices to generate | Pv6 packets and

mul ticast themto nearby vehicles in order to cause confusion that
those vehi cl es are surrounded by other vehicles or pedestrians. As a
result, navigation services (e.g., Google Maps [ Googl e- Maps] and Vaze
[Waze]) can be confused with fake road traffic by those vehicles or
smart phones with "fake identifiers" [Fake-ldentifier-Attack]. This
attack with "fake identifiers" should be detected and handl ed by

vehi cul ar networks. To cope with this attack, both |egal vehicles
and | egal VRUs' snartphones can be registered with a TCC and their

| ocati ons can be tracked by the TCC. Wth this tracking, the TCC can



tell the road traffic conditions caused by those vehicles and

smart phones. In addition, to prevent hackers fromtracking the

| ocati ons of those vehicles and snartphones, either a MAC address
pseudonym [ MAC- ADD- RAN] or secure | Pv6 address generation [ RFC7721]
can be used to protect the privacy of those vehicles and snmartphones.

7. | ANA Consi der ations

Thi s docunent has no | ANA acti ons.
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Appendi x A.  Support of Miltiple Radio Technol ogies for V2V

Vehi cul ar networks may consist of nultiple radio technol ogies, such
as DSRC and 5G V2X (or LTE V2X). Although a Layer 2 solution can
provi de support for nmultihop conmunications in vehicul ar networks,
the scalability issue related to nmultihop forwarding still renains
when vehicles need to disseninate or forward packets toward
destinations that are nultiple hops away. In addition, the

| Pv6- based approach for V2V as a network-|ayer protocol can
acconmodate nultiple radio technol ogi es as MAC protocols, such as
DSRC and 5G V2X (or LTE V2X). Therefore, the existing | Pv6 protocol
can be augnented through the addition of a virtual interface (e.g.,
OWI [OWI] and DLEP [RFC8175]) and/or protocol changes in order to
support both wireless single-hop/mnmultihop V2V comruni cati ons and
mul tiple radio technol ogies in vehicular networks. 1n such a way,
vehi cl es can comunicate with each other by V2V conmuni cations to
share either an energency situation or road hazard infornmation on a
hi ghway having nul tiple radio technol ogi es.

Appendi x B. Support of Miltihop V2X Networking
The nul ti hop V2X networki ng can be supported by RPL (I Pv6 Routing
Protocol for Low Power and Lossy Networks) [RFC6550] and Overl ay
Multilink Network Interface [OMNI] with AERO [ AERC .

RPL defines an | Pv6 routing protocol for Low Power and Lossy Networks



(LLNs) as being nostly designed for hone automation routing, building

automation routing, industrial routing, and urban LLN routing. It
uses a Destination-Oriented Directed Acyclic Graph (DODAG to
construct routing paths for hosts (e.g., 10T devices) in a network.

The DODAG uses an hjective Function (OF) for route selection and
optimization within the network. A user can use different routing
metrics to define an OF for a specific scenario. RPL supports

mul ti point-to-point, point-to-nultipoint, and point-to-point traffic;
and the major traffic flowis the multipoint-to-point traffic. For
exanple, in a highway scenario, a vehicle my not access an | P-RSU
directly because of the distance of the DSRC coverage (up to 1 km.
In this case, the RPL can be extended to support a multihop V2l since
a vehicle can take advantage of other vehicles as relay nodes to
reach the IP-RSU. Also, RPL can be extended to support both nultihop
V2V and V2X in the simlar way.

RPL is primarily designed to minimnize the control plane activity,
which is the relative amount of routing protocol exchanges versus
data traffic; this approach is beneficial for situations where the
power and bandwi dth are scarce (e.g., an |oT LLN where RPL is
typically used today), but also in situations of high relative

mobil ity between the nodes in the network (al so known as swarm ng,
e.g., within a variable set of vehicles with a similar global notion,
or a variable set of drones flying toward the sane direction).

To reduce the routing exchanges, RPL |everages a D stance Vector (DV)
approach, which does not need a gl obal know edge of the topol ogy, and
only optimzes the routes to and fromthe root, allow ng peer-to-peer
(P2P) paths to be stretched. Although RPL installs its routes
proactively, it only maintains themlazily, that is, in reaction to
actual traffic or as a slow background activity. Additionally, RPL

| everages the concept of an OF, which allows adapting the activity of
the routing protocol to use cases, e.g., type, speed, and quality of
the radios. RPL does not need to converge and provi des connectivity
to nost nodes nmobst of the time. The default route toward the root is
mai nt ai ned aggressively and may change while a packet progresses

wi t hout causing | oops, so the packet will still reach the root.
There are two nodes for routing in RPL: non-storing node and storing
nmode. I n non-storing node, a node inside the nesh or swarmthat

changes its point(s) of attachnent to the graph inforns the root with
a single unicast packet flowing along the default route, and the
connectivity is restored i Mmediately; this node is preferable for use
cases where Internet connectivity is domnant. On the other hand, in
storing node, the routing stretch is reduced for better P2P
connectivity, and the Internet connectivity is restored nore slowy
during the time for the DV operation to operate hop-by-hop. Wile an
RPL topol ogy can quickly scale up and down and fit the needs of
mobility of vehicles, the total perfornmance of the systemwll also
depend on how qui ckly a node can form an address, join the nmesh
(including Authentication, Authorization, and Accounting (AAA)), and
manage its global nobility to beconme reachabl e from another node
out si de the nesh.

OWNI defines a protocol for the transm ssion of |Pv6 packets over
Overlay Multilink Network Interfaces that are virtual interfaces
governing nultiple physical network interfaces. QOWN supports
mul ti hop V2V conmuni cati on between vehicles in nmultiple forwarding
hops via internediate vehicles with OMNI links. It also supports
mul ti hop V21 conmuni cation between a vehicle and an infrastructure
access point by multihop V2V comunication. The OVWN interface
supports an NBMA |ink nodel where multihop V2V and V2I communi cati ons
use each nobile node’s ULAs without need for any DAD or M.D
messagi ng.

In the OVWNI protocol, an OMNI virtual interface can have a ULA
[ RFC4193] indeed, but wreless physical interfaces associated with



the OWMNI virtual interface can use any prefixes. The ULA supports
both V2V and V21 nultihop forwarding within the vehicul ar network
(e.g., via a VANET routing protocol) while each vehicle can

conmuni cate with Internet correspondents using | Pv6 gl obal addresses
via OWN interface encapsul ation over the wireless interface.

For the control traffic overhead for running both vehicular ND and a
VANET routing protocol, the AERO OVNI approach may avoid this issue
by using MANET routing protocols only (i.e., no nmulticast of |IPv6 ND
messagi ng) in the wireless underlay network while applying efficient
uni cast 1 Pv6 ND messaging in the OVWNI overlay on an as-needed basis
for router discovery and NUD. This greatly reduces the overhead for
VANET-w de nulticasting while providing agil e acconodati on for
dynam ¢ topol ogy changes.

Appendi x C. Support of Mbility Managenent for V2I

The seam ess application conmmuni cati on between two vehicl es or
between a vehicle and an infrastructure node requires nobility
managenent in vehicular networks. The nobility managenent schenes

i nclude a host-based nobility schene, network-based nmobility scheneg,
and sof tware-defined networking schene.

In the host-based nobility schene (e.g., MPv6), an |IP-RSU pl ays the
role of a hone agent. On the other hand, in the network-based
mobility scheme (e.g., PMPv6), an MA plays the role of a mohility
managenment controller, such as a Local Mbility Anchor (LMA) in

PM Pv6, which al so serves vehicles as a hone agent, and an | P-RSU

pl ays the role of an access router, such as a Mbile Access Gateway
(MAG in PMPv6e [RFC5213]. The host-based nobility schene needs
client functionality in the 1Pv6 stack of a vehicle as a nobil e node
for mobility signaling nmessage exchange between the vehicle and hone
agent. On the other hand, the network-based nobility schene does not
need such client functionality of a vehicle because the network
infrastructure node (e.g., MAGin PMPv6) as a proxy nmobility agent
handl es the nmobility signaling nessage exchange with the home agent
(e.g., LMA in PMPv6) for the sake of the vehicle.

There are a scalability issue and a route optinization issue in the
net wor k- based mobility schene (e.g., PMPv6) when an MA covers a

| arge vehicul ar network governing many I P-RSUs. |In this case, a
distributed nmobility schene (e.g., DMM[RFC7429]) can mitigate the
scalability issue by distributing multiple MAs in the vehicul ar
network such that they are positioned closer to vehicles for route
optimzation and bottleneck mtigation in a central MA in the

net wor k- based nmobility schene. Al these nobility approaches (i.e.,
a host-based nobility schene, network-based nobility schene, and
distributed mobility schenme) and a hybrid approach of a conbination
of themneed to provide an efficient nobility service to vehicles
movi ng fast and noving along with relatively predictable trajectories
al ong the roadways.

In vehi cul ar networks, the control plane can be separated fromthe
data plane for efficient nmobility managenent and data forwardi ng by
usi ng the concept of Software-Defined Networking (SDN) [RFC7149]
[FPC-DMW . Note that Forwarding Policy Configuration (FPC) in
[FPC-DMM, which is a flexible nobility managenent system can nanage
the separation of data plane and control plane in DMM In SDN, the
control plane and data plane are separated for the efficient
managenent of forwarding el enents (e.g., switches and routers) where
an SDN controller configures the forwarding elenents in a centralized
way, and they perform packet forwardi ng according to their forwarding
tables that are configured by the SDN controller. An MA as an SDN
controller needs to efficiently configure and nonitor its |IP-RSUs and
vehicles for nobility managenment and security services.



Appendi x D. Support of MIU Diversity for |P-Based Vehicul ar Networ ks

The wirel ess and/or wired-line links in paths between both nobile
nodes and fixed network correspondents nmay configure a variety of
Maxi mum Transni ssion Units (MIUs), where all 1Pv6 |links are required
to support a mni mum MU of 1280 octets and may support |arger MIUs.
Unfortunately, determining the path MU (i.e., the mninumlink MU
in the path) has proven to be inefficient and unreliable due to the
uncertain nature of the loss-oriented | CMPv6 nessagi ng service used
for path MIU di scovery. Recent devel opnents have produced a nore
reliable path MU determ nation service for TCP [ RFC4821] and UDP

[ RFC8899]; however, the MIUs di scovered are always limted by the
most restrictive link MU in the path (often 1500 octets or smaller).

The AERQ OMNI service addresses the MIU i ssue by introducing a new
layer in the Internet architecture known as the "OVWNI Adaptation
Layer (QAL)". The QAL allows end systens that configure an OWI
interface to utilize a full 65535-octet MIU by | everaging the | Pv6
fragmentation and reassenbly service during encapsul ation to produce
fragnment sizes that are assured of traversing the path wi thout |oss
due to a size restriction. Thus, this allows end systens to send
packets that are often nmuch larger than the actual path MruU

Per f ormance studi es over the course of nmany decades have proven that
applications will see greater performance by sending smaller nunbers
of large packets (as opposed to |arger nunbers of small packets) even
if fragnentation is needed. The QAL further supports even | arger
packet sizes through the | P Parcels construct [PARCELS], which

provi des "packets-in-packet" encapsulation for a total size up to 4
MB. Together, the QAL and IP Parcels will provide a revolutionary
new capability for greater efficiency in both nobile and fixed
networks. On the other hand, due to the highly dynam c nature of
vehi cul ar networks, a high packet |oss nmay not be able to be avoi ded.
The high packet loss on | P Parcels can simultaneously cause multiple
TCP sessions to experience packet retransni ssions, session tine-out,
or re-establishment of the sessions. Qher protocols, such as MPTCP
and QUIC, may al so experience simlar issues. A nmechanismfor
mtigating this issue in QAL and I P Parcels should be consi dered.
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